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Abstract  Password recovery is an important means for electronic forensics, information acquisition
and criminal record review. It is one of the key links to monitor and maintain the security of Internet
information. The application of password recovery mainly includes password recovery of encrypted
documents, operating systems, network protocols, disk encryption, database encryption, and
network applications, covering all aspects of computer systems. The diversity of encryption
algorithms, the timeliness of applications and the density of computation contribute to the high
demand for computing capacity and solution of various encryption algorithms. However, traditional
password recovery system is mainly based on CPU and GPU, and its architecture is simple, cracking
efficiency is low, can’t meet the user’s computing needs. The CPU is limited by its processing
architecture, and the computation speed of the encryption algorithm is low, while the GPU has a
small local memory on the single core, and it is not very good for the encryption algorithm containing
the S-box. Therefore, this paper presents a new hybrid heterogeneous password recovery system
based on the mimic computing. Mimic computing aims at high-efficiency computing, with the
features of resource allocation on-demand, variable structure, and flexible computing. Mimic
computing can conveniently integrate various types of computing resources and storage resources

into the architecture and form an organic entirety and use the aggregation of resources to deal
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with the different computing combination requirements contained in the application to achieve
application-oriented high-performance computing. Combined with the idea of mimic computing,
this system is constructed by CPU, GPU and mimic computer, to establish multi-dimensional
reconfigurable system. It works in a software-hardware collaborative manner, makes full use of
the versatility of CPU to handle task scheduling and password distribution, and uses of the
parallelism and easy programming of GPU to rapid deployment of password recovery tasks, and
uses of the reconfigure ability and low power consumption of mimic computer to achieve high-efficiency
password recovery computing. Secondly, taking the mimic computer as the core computing
component, through in-depth analysis of the various types of encryption algorithm features and
crack modes, reasonable layout of the on-chip logical structure, and design related high-speed
password exhaustion algorithm, 10 Gigabit network dictionary transmission protocol and full
pipeline reconfigurable encryption recovery algorithm to improve cracking efficiency. Meanwhile,
according to the PMC (Processing-Memory-Communication) features of the specific password
recovery application, the system structure is dynamically changed, and the password space is
allocated in a balanced manner to complete the cooperation of the heterogeneous systems and
improve the recovery efficiency. Thirdly, the system supports parallel computing of multi-tasking
and multi-password attack modes. According to different cracking tasks and modes, the intercon-
nection of computing components can be changed, and different strategies and structures can be
used to improve the computational efficiency. Finally, a comprehensive evaluation and analysis of
the system is carried out from various perspectives, including performance comparison, cracking
efficiency comparison, load balancing analysis, structural transformation analysis and system
composition analysis. The experimental analysis and results show that compared with the
traditional CPU system, this system improves the cracking speed by 18. 84 times— 84. 94 times and
improves the energy efficiency ratio by 3. 07 times—15. 73 times. Compared with traditional pass-
word exhaustion and dictionary cracking mode, the recovery efficiency has also improved, and can
support heterogeneous systems better.

Keywords mimic computing; mimic computer; password recovery; hybrid heterogeneous;

password exhaustion; dictionary transmission; load balance
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MR AR O B g R A 1A 2
B, 14 55 248 100 0 U] AR S i ) 1A P2 0
F AR E I SCR A & BB . X 104 95 4 11
g AU RENS P2 R & D O A A L I8 B RE P A
MEZEY 14 T T i sch MR B —E
R A0 45 Bl wy DL 14> o L X A5 0 o R AT 2 55 Y

SRS Bl B4 I Bk i TS L LA i A R R
FIAR X 11455 28 F0 7 M ey R A7 1A 5 Bl gt
3.3.1 O455%

F 4952 B2l E W R A XA 04 Holy
1795 28 19 12 A — L 23 FC B — D> AP 2R L X AR RE S
PLBRER (1977 33077 A 112 IR 114 77 A ) B i 2>
AL A 1 A . TR A H B AT IR A Zipf
GRA L Oh T B A B i b A DU ER Y ECSE 1 A 4R
R Gl AR SLD SRV G A BT A 14 4R
() 1A S5 R A L 2 IR L 5. Tk 2 s
H T B304 % CSDN, Maopu, Renren, Rockyou,
Yahoo,Hotmail &%Zi53X 6 F O AL 8 fh 4
SEAE B o3 AT A0 LG B, AR G AT R B4 g5 A A R
e B MU in 3 F A R A H i Ak a8 T 46
B AR E B DU A 65 BB B R A A
B S 5 B 2 O A 450 IR RE A X
A REI L fn YR R T A A A Dy i 44 1 4R
F7OBUT AT RE AR H B O IE T AL S R AR
TR R UL, XA AT LA E 1A Hi LA 244 4
PHERAR S .95 265 1 6 2 8 (i dT, AR/ D A &R
0.

®2 BOSERM SHOLEMNS T R LLF

WECE S HI 8 114> 25 44 43 A1 I EL )
CSDN Ds(21.51%) Dy(11.11%) Lg(4.92%) Dy (4.31%)  Dy(3.75%) LsDs(2.74%) Le(2.45%) L;Ds (2. 02%)
Maopu Ds(20.24%) D7 (9.14%) Dy (7.99%) Ds(7.79%)  Dy(7.37%)  Dy(3.52%)  LsDs(1.70%) Ls(1.27%)
Renren Ds(16.86%) D;(10.17%) Ds(9.15%)  Dy(5.43%)  Ls(5.21%) Lg(4.52%) Dy (4.08%)  L:(3.72%)
Rockyou Le(4.80%) Lg(4.19%)  L;(4.08%) Lo(3.60%)  D:i(3.40%) Dio(3.33%)  Ds(2.99%)  LsDy(2.93%)
Yahoo Ls(9.19%)  Lg(7.33%)  L;(6.58%) L¢D:(4.59%) Lo(3.65%) LgDy(2.85%) Ds(2.84%)  L;Dy(2.40%)
Hotmail Le(9.67%) Lg(7.88%) 1;(7.23%) De(7.14%)  Le(5.21%)  Ds(5.02%)  L1p(3.46%)  D:(2.43%)
EmAOAE Dy(7.69%) Ds(6.70%)  Di(4.59%) Ls(4.42%)  Dy(3.66%) Ls(3.41%)  Dy(3.24%)  L;(2.91%)

T35 s T & Al — U] R s 2 A 1A HL
D) PRI 5 R 7 A 0 A N 5 AR A BT
BT L 255 2 B BLAR S5 Hy an el 5 P,

Bl ey i
| |0e | TRl ol L RAR
04 xRk %ﬁu A Fm
N -
FRHE RAM
— ROl DK
EE - [N
7 734 — ——FIFO)|
KE Hithe £ eI
5 457 26 BIH 45 4 7]

L 7 R A B pwd _regular F K F
FPGA HEAT AT IF 7= Lo BT 1 104 B SR . 55 28 A

HeAe W) A5 R TR I 1A BN S L #EAT 14 B AL
2. B AR B A pwd _regular FEATICEL .
BHT Y A T A . BRI Ik 1 R,
ik 1L BT IENRAR 0255 2 k.
WA D4 pwd_regular
i 14 pwd”
Lo i 02N prod_regular B BLAT 77 )%
ns H AT TSR vy r="2222" (0 477D,
¥ r 5 A FIFO HEfk 08 UL 4 R
2. r=POP(R);
3. FORGi=0; i<n; i++)
4 WAL 454 S 484 Sp, =03
5. bnext=TRUE;
6. WHILE(bnext)
7.4
8 FOR (i=0; i<n; i++)
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9. BFERFAE S AR5 Sp, Xt R/ A& 74
pwd’ B A FIFO ik ;

10. FORG=0; j<<n; j++)

1. ¢

12. FIWTFAEAE S, AR5 Sp, BT B HEALEUA 05

13. W Sp; #H 0, bnext=FALSE;

14,

15.  1=0; ¥ pwd W\ FIFO i ;

16.  WHILE (k<< pwd_regular K &)

17. |

18. IF( pwd_regular W5k fi=="°2")
19. {

20. pwd W5 k L= pwd {55 L 75
21. [+ +;

22. }

23. ELSE

24, pwd" W kA= pwd_regular K55 & i 5
25. kt++

26. )

27. ¥ pwd” B A FIFO #;

28. )

29. Bk¥e L 2. HE R A=

Ak 1L 8~ 14 AT AU B 55 15~27 174K
M BAE FPGA B IFAT AT o 14 A= JiC 04 1 7 J32 24
180 MUAS /BB 3 2 i 1114 B AR 25K xf T CPU
M GPU #1455 A g, AL i A% i FPGA A
[, Al i CUDA 4 2 58, I #8 CPU Ml GPU 1
A RAR PR A A 55 2B, 3 AN ] 1 4> i
AT ST 2 B AR
3.3.2 Ty
B 2 STt Wk » FA B0 A S AR SR i RS TR iR
F R BT RO IR EE SR, R E M
G ZHPEGRZHE TR, RIEFEE T
A, TR PR I R AR
UL B4 A MR TE . I HEAT 20 G0 B X 1P e S
it 7 i

(] IR Sy o e = s e o 8 FE LS TH AL |
LSO R £ R S A O e T S T R M 4%
1P Ppis S H a5 kg an &l 6 fir 7.

&% 043G = > FIFO. k& % ¥ FIFO
(ip_snd_fifo) . & IR 7 FIFO(ip_snd_status_fifo)
LK K& 3% J6 ARP w2 FIFO (ip_snd _no_arp _
response_fifo). & X £ #% FIFO, £ 3 K k% 8
i o SRR R K O 1~ 1440 bytes, 32Kk Fl i 7K £&

! FPGA
B L
LUK

st

iz
Pl AR O

JE{F i O FIMAC/IP >

K6 BT IP HHHY FPGA H N R & A

(7 Xk B G, & 26 RS FIFO R AR A Ik 5L
P AL 2 5 BLAR IR, R 266 ARP & FIFO Ik
R ARP &0 TP Mkl 432 Ui H A A f0 45
F U FIFO, IR 42 R

FPGA 4% M 2 (8138 5 o] 5 1 1P Pl ik 47 5 gt
& 4 , 8 {5 B % 4 10 Gbps. i1 FPGA A 3l &2 ARP
THE N E LR B BRI 2 T4 BB L
BATA A HLAR 55 b 72 U] FPGA 35 K )5
SR R AR IE R 1 F M4, ) FPGA % i
AR B SCA. 25 P 150 R o B, LS TS L
75 FPGA LR 7 i (1) e B 48 2 )5 D 38 B 152 1R
TS IR BN AR SRS TN AE TP AR IR i
4 S H AR 5. X F CPU #il GPU fy - it
B T DA b s 458 5 FBC M ST il 2 TR 245 3 1
1% .
3.4 BROLEBEBEERMNIHN

i F Hash 08 FAZ 0258 B X BLRL &K
MR AE AU TS AL B 2B SHAL Al MD5S 5.3k,
P RGUERE. 10X T CPU SR AL 4 4 72 . GPU R
JH CUDA %i#e . 73 %52 8 SHAL 1 MD5 553k,

WK R 25 K 38 2ok 48— W R A R oy T
Tl FE AR Tk AR AT LR A o R B AT
T RGN PATRCE  BAA BT sl 7
s B 80 G KK A SHAT F ik, £ il 1
P B AT BN DL T S ATAR IR 3% 22 % A 80 ZH %4 . 80 Gk
WKL IHATHAT AL 3T 80 AN I b 2 )5 . 7 Ze
80 4l SHAL iz & [y 2%
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1121345 79180 TREAER G0 SHAL kAR F R WK 8
12]3]4]5 79180 i
2]3]4]s 79|80
1]2]3]a]5 79/80
1]2]3]4]5] 7980]
[1]2]3]4]5 7980
1]2]3]4]5] 79/80]
A AN N TR N T I T R N I L1

7 SHAL &ifi K&K &5 R EE

3.4.1 SHAIL iyt 511k

SHA1 J& MS Office 2010, MS Office 2007 i
WinZip M@ 5B A B 1 99% L F
X HL DL 42 K A S B SHAT 58325 i) 8 14 Jin i

SHAL ¥ 016 5 B T E 2 512 Whe . JF
IR AL N 16 4~ 32 He ke 43 41 w[15: 0], LA HO=
0x67452301, H1 = 0xEFCDAB89, H2 = 0x98BAD
CFE,H3=0x10325476, H4 = 0xC3D2E1F0 k¥ &
e R W AP E B abieod e FEAT 80 Rk
RiBHE. BREALWT .

a=a_next; b=a; c= c_next; d=c; e=d;

a_next=7{al[26:0],a[31:27]} + ftetht+wr;
c_next=1{b[1:0],b[31:2]};

Hr [ 85 B AR AR & M R ke Dy BRSO
8wt R R B

g,k a=a+HO0; b=>b+Hl; c=c+ H2;
d=d+H3; e=e+ H4 B GIR K T 160 Lo 45 £ B
S

AR bed e AT LB I G AL A F] L o 7
WL I IRIB AT B ) SE 3R T AR AR 4R b 7E DG B %
2 a bB.XFF FPGA NG ALIZ IR RG22 .
T A A 8 SOk AL OR Bk A CSAL
CSA4 .CSAS,. W F PR .

CSA= (2" y 2)+(((x&y) [ (2&2)

(y&2)<);
CSA4=CSA((x"y " 2), (((2&y) | (x&.2) |
(y&2)<KD) yu)s
CSA5=CSA4((x"y 2), (((x& )| (x&2) |
(y& <KD yu,v);
W a By 3H5 AT R AL
a=CSA5({al26:0].,a[31:27]}, f,e kt.,wi).

WA CSACSAL.CSAS =A%, fL 4 fii
PRI 32 Ik iz B AL — 4 X a [V I2 5
TR UL AL HE L T OB PR AR RRAR T SE R L 38 D

Kl 8 SHAL HLUEACLEH K

PE—2 . O TR KR S5 8 o (E AT
R K G AR S TR 1 56, 4l SHATL 1 80 X
A EE ST N W BT 80 A>T H: RoundO ] Round79,
B — B O S AR R AU B @ fEL IR LA
asbyed e PTIRAE Sy fa th . SR TR IR K Y 45
FH g SC 1A 160 HARRA T8 A reg BU%AH R[0:79]
1A~ 160 4RO 58 1 wire BIECZH QL0 : 797, F4>
RLJO=i==79) M QLi 5% i & SHAL #AE i
Ak B PR — B0 B QL E AR SHATL THEE Y 45
R¥pEfemay RLD.RLERN T — T E 5 AL
B 76 3 450 v s S 32 Ll R B Y 4k 4l
we[0:79700 * 15 O 65 ik AR I 1 7B 43 wr
HTRAZSH5ITE S o — kAR
RS E M A T w_next, K 32 LR AL 58
F 7 A e B B2 B w_neat[63: 0], i AT
FF 7

{w_next[i][0]sw_next {][31:1]}=wt[i—1][1]"
wili—1][3] wt[i—1][9 ] wt[i—1][14];

BATHAE AR E 9 R,

[Fo) k01 Rl0] k0 R78)| K3 |R[79]

HI v v —

‘o2l [Roundo Round1 Round79

[H3[ ] Q) Q[79]

H4

L } { *ﬁ
wt[0][0] wi[1][0] wi[79][0] i

i[O 1] % w1]1]

||\ 015} - sled1][15) ]

B 9 SHAIL K& E
EWBITENL L. SHAL 45 R4 s 5
PRk 7649 Slices, 51 %K 1] 35 303 MHz, % i & X
155136 Mbps, HA # = 1 PEGE.
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3.4.2 MD5 Byt 5184k

MD5 J& PDF #il MD5 Crypt B8 0z BB T
T 38 3o % MIDS B335 #E 4T TR 43 07 s Ut B 4 7K 42
) MD5 5332 i) B A 52 2R

MD5 $) bf 5 B HEAT B FE &2 512 Wz, JF
WERAE S 16 4> 32 WAL r 4 w[15: 0, KA A=
0x01234567,B=0x89ABCDEF,C=0xFEDCBAJS,
D=0x76543210 4] 4 BE 4728 5, X PU A v [] A% i
a\bie.d #4716 4 64 Wik s H. BREALKX
.

a=d; b=leftrotate((a+ f+k+w),r)+b;
c=b; d=c;
Hr ok A LR 2 AP iR S5k
le ftrotate e B AL BREL, r N IE RS L S 4L

g, Uha=atA; b=b6+B; c=c+C; d=d+
D Wi B 128 Eb AL B E.

WK a.c.d AT LLGE 3 1R 0 AL (A5 B, 1 0
WA IR IZ 8 T O R AR, 31X HL[A) A SR ]
FLAR BB AN f8 CSACSA4 RS2/ b B TR0 b Y
TR AR AR

b=leftrotate(CSA4(a, f k.w).r)+b;

i A CSA Fl CSA 4 WA o K . e & fdi 15 1Y
AL 32 BB WAL IS 485 T b [HIB B G
A v T RE R TE AR L AR S ) MIDS BRI
AR E 10 FroR.

Kl 10 MD5 Bk kg 1E

E—2 O TR TR K L2544 o b B 1T
KR TAEM S Ik ARS8 X SHATL A
. FERIS TS AL [ MD5 254 i 5y i 28 ) o5 ¢
Y5k 3963 Slices, fix & 41 € 1] ik 224 MHz, & - & Wy
114688 Mbps, A4 %5 (M BE.
3.5 AERMEHEZE

HHPRS & 544 &4, 0 5 —4 BAR ) 02k 2
NHapp, TUER—ANMTH app=1{F,G.Q,CS},
Horp F 2R BB ER 04, G & B i E 22 16

T £ R Q 2 Bl I 1] 22 A6 Y QoS (Quality of
Service) bR & o A0 45 B8 fift 3 BE AR B 5E L CS R AR LU
95 28 AR - BB A 1) TG S U D eR B S 8 15 3
— A AL LS PSW_ser. [l
PSW_set =CS(argexh sargdic)
= { PSW] » PSWy s PSW; 5+ 5 PSTV, | .

AR PSW_set ) R/NFISTBL WA F.G A Q Y
ARl TR, T 2% SR 1 R R SR i H 4 43 i
S B A T SRRl R A AR A F)
FRACREAI L. G AR R 25 0 T SRS L A R S0 B Ak
I T S RS S BT T ST 55 R I 1 O
O3 R 4 g U ST AR S I S RS
PR 2. X T 104 25 ] 1 S A 40 BE L 3% HUAR 4 4 5
M IEFERE J7 . LA CPU JFSLRE 0 o i ofe, %t 11 4
2 AT AR 4. W 11 FroR o 14 3 AR
3 B BN AS 43 C BP0 R U 43 TE PR T ) A 43 T B
JC F B R A 14 2R L B U 23 TC BT Ok 95 2
FEE A LU CPU Ak B g 3 3k, 3 25wl i
J2 I /N 53 T BTG

- PR
04 A% fEgrEeaE
- ."

BAIIBLE T FLEIN LT

B 11 04286 8 4 e

Xt F o5 2 M, B A5 04 Bk A Rk i Bk
WA

(1) AR i 54 18 o 23 4 52 AT 55« e 3 4% BB A 1Y)
Wb FEEE ), CPU 55 kb ¥ERE T3 R po JGPU fiR 55 ity
WFREE T p. FPGA il 55 dig Ab #EGE T3 24 ps T
m=p,/prs n=ps/p1s

(2) ARG FH P i A E A T ) 3% 5k =R 4 4
PL CPU AbHEEE 1 po R 3L HE, R 43 FE 1 43 L PR T
B A R ALEL FETRE ST 2 0 A HH W DL
P BYEERRS O\ MR i 75 SR AT B R O A4
20 B8 Bl A 43 E BT 5

(3) RO 0 WS X S A4 B ST % i FPGA,
GPU.CPU. {443 it FPGA. F 43 Bt GPU, & J5 41
it CPU, 3t Fe 4l 4% n 2m = 1, B[] CPU 43 B¢ 1 4H
HAHTZE, 1 GPU #1 FPGA 43 5153 BC m Fln 4 5

(4) WAL B2 43 Be BT 1 BT P A2 0 1 2 RS
JEon 2 B A4S FPGALINRE KT n HH/NT
ntm 41 W 5350 73 e 45 FPGA Al GPU, 5 W 4% Lt
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5

BiAK K Ay e 45 FPGA .GPU F1 CPU.

X BB, RT3 S AL 8 A S L S
— KNS AE . AR R P A I R P it
F IS CPULGPU Fl MC iR 55 v &b 2 fig g 32
180 40 45 D143 I 09 45 S 4y & 3 4% 31 50 1
CPU Hl GPU &K M A b 352 B i, MC A 45 B 352

S
3.6 RgEMKETKR

HHPRS #i4f A 5 £ 28 19 1 2500, ) 2 A ¢
AT 55 ZE A BN DR SCHE T B Y AT AT 45 4
LA IRIEM . B4 CPU.GPU 1l MC 38 41 1
JHEM FPGA F N . A RETE TR DA
T 0 25 40 25 b B2 T AT 5. R T A A2 Y
PMC FRAE , 761355 3K Gl A5 T5 2K A7 6% 75 2K R 55
TR T 25 A ST B R, X R G A . 0] LA
TE BVE I 25 ) IR UG5 b LB BRI 28 4 B R A5 A L 4
SR R G R ol R S5 0. T T IS AR R R 4 R
T HHPRS %544 (1) 725 4.

(1) JH AR 25 49 32 2 7 ) F [ Ak 3 22 A AN ) 2%
TR T SR L 3 & o B AT A AL L AR
TN P 5 B A Uk 4 T A TR) 1 11 4 45 308 1 9 3
ARG IR

(2) Y170 45 ¥ 32 2 FH F A e fIG B 3% 3 5 7 98
1R 1A B 4 ) R S L 7 P it R AT O U G T K
M JFPGA 25 B3% JE WU 75 4% . Bl 4nfE PDF £ #iL
Wi 7 b TR B 20 F i 0 A BR R
500 MB 2247 WAL ity 8. R T R e S — X 27 )
L, 8P FPGA ¥4 50 5% 85 . 55 — Bt FPGA M\
FEREAR BT I 28 B FPGA S — B FPGA 3R
FHLLHS =B FPGA WSS — 8t FPGA 4R HUF 88, D)
UL B dR g — 3, g 12 froR. S8R A
BEAR U 3 8 5 FPGA L AR e T 58 15 45 58 ]
7S R SRt R R B AR T 3 P T R ) T A 5

— FPGAL FPGA2 FPGAn
HEFE -{FIF()HFIF()P{FIF()‘ ‘FIF()+—> w ——»FIFO
A

T A
Idle Idle Idle
Ready Ready Read
Ready Read Ready
Over - Over |— Over
DDR3 DDR3 DDR3

Kl 12 FPGA 7L fe 4

(3) WIERTE 25 & 1 1 Y 25 4y 70 3 B 25 44 1 iy
R — IR A T ZE AL B ER TR G5 R T 7 i M

R R T IO 45 58 O 1Y) S T

(4) XF T 1 A A SRR A g 1T, AT RACR AR
TVZE R, B % P i DR SR 25 TSR0 4 4 i) DA 2 o R TR
F A i, i 0 WinZip B9 W 5 iE 7T RLOR i 45
F L 13 R, BT WinZip B Z 0 5 ik 5 22 1
S AL AN B SO AW A SCRY AR I 4R 3 45 1 AR
b 2 B TR 24— 38 40 1 3 15 B HE L E T R e 0 A
HORE. LU, I IE Y 59 % 0 B 65 536 > H A i
H—AH AT AT R B UE, £ WinZip SCHF
BN BLR OR g 1MB) . — & IRk %5 2% 5t e 2
JLH AR 0) ZRRTE TR

FPGA1

e

FPGA2 W
GPU2

CPU
FPGA3 s Y
GPU1

FPGAn

GPUn

B 13 T R R WinZip — K RIE

(5) 4 F BE ARV G5 Hy 7™ 38, 4> TR B B
T 7 g W s A B TR S Ak IS 2 A R A
i Bl B 2% L AT DL G b ¢ BORE B2 R) SR AE
AT AR 0 408 Ja BT (A RS S B 2o 1 3 =X 3% L % -
B SCPE AT AL L DGR v L S (R AN TR

(6) WET 25 46 32 2 ] F 45 CPU Z [] (1 41 H. 38
5. MR 5% B R CPU g X 3% 422, 1 A4~
CPU 34§ BLAE HoAh 533 4 . 40 GPU I MC., M i
ffi 4 CPU n] DL 57 Z1 38 BUW 5 HIR 255 020 R 48 ik
Bk R Al 2 b R ] AR

Ty AN AR T A S [ BN G BL R R B R
CPU+GPU #4735, h T FPGA 7 & — & iy it
[z bit SCF, B CPU+GPU 317 % fi
WD T RS T A R

4 ZWILRKERERSH

ARSCHE AR G B % 7 i, CPU iR 45 3w . GPU
Az 55 g  MC Bl 55 ity « 45k [ 00 7 JE A8 e Bl . SEAS 15
W% 3 frn. S50 o X e HHPRS (9488 53 #r 55
26 Tt - L PR R AR R G R BRI A L 4
i 1 75 4 Je R 0 09 AR BT HHPRS (1 £ 3
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LA — RO R AR A SR AR R 5 2815

®3 BHHEBHEREEES

AR w4 i LN D=
CPU % J™ %t/ 1 55 i IBM X3650 M3 19 6 % CPU; B%5 . X5650 2. 66 GHz; 7 :24 GB
GPU Jiit 5 % Nvidia Tesla M2075 43 GPU F 5 B0 W% 1. 15GHz; B0 $:448; B .6GB
MC i 55 i Xilinx Virtex-6 LX550T 4 Bt FPGA 5 K M ¥ Slices:85920; P47 :24GB

BB Intel SSDSA2CW300G3
T3 J6 58 L A= 24 17 IR BT AL

4 #t SSD: 300GB
24 4~ 1/10G SFP+3 115 4 4~ 10/100/1000 M Hi, [1

XFF CPU 55 3 » 38 292 58 {5 . JF 4 3
GPU Wiz 7. it CPU fie Rl L B0 4. i
GPU Hi %5 %t » 5 & Block $ A 28, 54~ Block Y4k
FEH 256, X F MC e 55 Ui » 25 15 b A3 9% 52 B 1
DL 4 R,

® 4 MCREHZFERMEZELAFER

Btk ) w8
MicroBlaze 755 5% P il g 125 MHz 7292
DDR3 TS S EE ‘i’gg ﬁgz 5166
F 495 2% mEME ARG A 04 100MHz 1212
JiJk R4 1P Bl 154 o st 156. 25 MHz 7328
MS Office 2010 10 % SHAIL Ji/k£I4T 235 MHz 72487
MS Office 2007 5 % SHA1 ik 47  200MHz 46300
WinZip 8 M SHA1 #i/kZ 347 200 MHz 67878
PDF 5 % MD5 Wi K2 9147 80 MHz 36886
MD5 Crypt 8 % MD5 Ui K £k IEA4T 150 MHz 63670

T R PSR B o 55 BT R TR R L 6 T U
259870 MS Office 2010, WinZip il MD5 Crypt i 7K 28 % 3]
5 Al HO AR EOR.
4.1 TMEEEXTLE
X F MS Office 2010, MS Office 2007, WinZip.
PDF.MD5 Crypt .28 fi % 3C#4 , HHPRS £ CPU,

GPU MC 335 1 Rl 3 2 e 5 B,

£ 5 CPU.GPU.MC O4fREE

ok CPU # Ji GPU 3 i MC i i
/B /B /B

MS Office 2010 43 14978 92000
MS Office 2007 91 29960 79200
WinZip 3199 467013 3165180
PDF 249877 28891400 21280000
MD5 Crypt 1009 936125 4742000

N 5 Al DUE H, CPU R W A 1 B AR X 45
.1 GPU F1 MC (%) il fife 2 2 A B 5 i) £ g 42
Tk, HB& PDF 4h. MC # GPU i) B fi% 5 J& 3 5. X
EEW T CPU Ml GPU 16 15 4 1K 2 42y . 75 22 %
FEF IE AT 77 4% H GPU 3 B4 5 4% 0 B R 3% 3 ok
T b 1 MC 32 %2 fy 32 55 1) o 2
i FH sl & 2% (FF) e 48 % (LU SR e 358, w] LA
V5 I FH R 1 S 0 L e S B e h B R A
AT AR o T S X330 1 44 2 Sy DR B LA

R AT BRI

“Elcomsoft Distributed Password Recovery”®
J&— i TR BB Y 0 A S0 K B T A SCHF Office
2010, Office 2007, WinZip Fl PDF %51 % SCRY A% K
SR HR AT IBM X3650 M4 iR 55 & 647 X5 HL il
o M4 S E (5 B N : 8 # Intel Xeon E5-2650 v2
CPU;Hi % 2. 6 GHz; W77 : 24 GB. 1] LAF Hh M4 #
M3 PEfE_EA Bt 7. HHPRS 5%\l Elcomsoft fii
B OC R WK A2 A R A% (Speed) FTRE 2K L
(Energy Efficiency Ratio, EER) J5 [ W%} Eban & 14,
15 frs P AR R 5 A 5 0h

108

I Elcomsoft Speed L
[ CPU Speed
[ 1GPU Speed ]
F [ IMC Speed b

—
[}
>

HREC /)
2

10%F 7

Office 2010 Office 2007 WinZip PDF

K 14 HHRPS & 2345 Elcomsoft 14 R i 8 B % 1

10 6 :

B =l comsoft EER
EcrU EER ]
[ JGPUEER
[ IMC EER — ]

—_
<
IS
T

[ ACOIEEE D)
)

—_
<
=)
T
I

-2
107" Ofice 2010

HHRPS £ it 538445 Elcomsoft RERL L X H

Office 2007 WinZip PDF

B 15

@ https://www. elcomsoft. com/
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14 - 35 ,
St = 7§§;£Lr LA R

I 14 B 15 hIRATAT LLE H, BARA R
CPU {1 fiff 3 £ A1 RE R HL AR F Elcomsoft, A GPU
AR fige 3 2 I Elcomsoft B4R 6. 45 f5~11. 89 £,
BERL L & Elcomsoft # {4y 2. 47 %5 ~4. 53 fi5 . MC
FAJ A i 3 8 1 Elcomsoft # 4 HY 7. 95 4% ~73. 02 1%,
RERK L & Elcomsoft # {41 4. 8 f5~36. 96 f5. IB 4
184~ CPU.GPU Hl MC fIR 45 34 i ) HHPRS.

XF N 4% e, H RO B MR & Elcomsoft #K {4
1) 18. 84 5 ~84. 94 % , fE R Lk J& Elcomsoft
3. 07 A% ~15. 73 % . HA B 0 2k b A RE R L. B
S8 Elcomsoft 8k 283 %l iy CPU fL Ak m k. {5 i
T CPUME WS WA &, LB ST,
T NERAE R G RBOCRART » NI TC L AT = PR eI
BLOMA RS H ) CPU IR 7 5| E GPU T4E &
WAF B R AR Elcomsoft HAIL.
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Background

Password recovery is the key technology to maintain the
security of network information. Many efforts have been
devoted to password recovery related researches, such as CPU,
GPU and FPGA password cracking platform, Elcomsoft,
John the Ripper, Hashcat and Wrathion password cracking
tools, password guessing, password strength evaluation and
so on. However, there is few works to study CPU, GPU and
MC (Mimic Computer) three kinds of hybrid heterogeneous
password recovery system and provide a unified algorithm
framework for multiple password recovery algorithms.

In this paper, we analyze the PMC (Processing-Memory-
Communication) features of multiple applications in password
recovery field and put different code fragments on the
appropriate computing components to fully mobilize the entire
computing resources and achieve efficient computing. On
mimic computer, we implemented the reconfigurable
password recovery algorithms, and combined with CPU and
GPU to form a system-level, multi-dimensional reconfigurable
architecture, for different applications to select the appropriate
system structure. We also designed the password exhaustive
module based on regular expression and 10 Gigabit network
dictionary transmission modules, to provide a complete cracking
Compared with Elcomsoft

mode for password recovery.

commercial encryption recovery software and other reference
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programs, the cracking speed and energy efficiency ratio has
improved significantly.

This subject belongs to 863 Program of China under Grant
No. 2009AA012201, which focuses on mimic computing for
innovation on computer architecture. This work is also
supported by the National Key Research and Development
Plan of China under Grant Nos.2016YFB0800100 and
2016 YFB0800101, which studies MD (Mimic Defense) for
cyber space, and the National Natural Science Foundation of
China under Grant No. 61250007, which research on software
watermark technology for software security.

Our group has been involved in the research of password
cracking since 2009, over eight years. We built a distributed
password recovery platform, created a password recovery
accelerator card, implemented a variety of high-performance
recovery algorithms, and prepare for ASIC chip development.

Our study as a sub-project of mimic computing
(2009AA012201), aims to achieve high efficiency computing
for password recovery, while providing high performance
algorithms, reduce system power consumption, through
system collaboration to improve password hit ratio. It will

help with cyber space defense and software security, to

improve their methods in some way.





