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Abstract  With the spreading of deep learning, deep reinforcement learning technique has been
widely used and drawn extensive research attention in multiple research fields such as robots,
games, and auto driving, etc. It is a new learning paradigm associated with the development of
deep neural networks, that integrates the perception of deep learning and decision making of
reinforcement learning. However, adversarial examples, visually imperceptible perturbations
that could mislead deep learning into wrong predictions, have emerged and highly challenged the
safety of deep reinforcement learning algorithms and applications especially in the safety-critical
scenarios. For example, by simply printing and sticking an adversarial patch on the traffic sign in
the real-world scenario, the adversary could easily deceive deep reinforcement learning based auto

driving systems into wrong directions and decisions, which would cause severe damage to human
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lives once successfully attacked. Therefore, extensively studying adversarial examples is highly
beneficial for evaluating and better understanding the robustness of deep reinforcement learning,
and further increases the safety and reliable applications of reinforcement learning in the safety-
critical scenarios. Based on the current circumstances, to better understand and further promote
the development of deep reinforcement learning, this paper provides a comprehensive and systematic
survey on adversarial attacks and defenses in deep reinforcement learning area. The primary goal
of this paper is to better understand the development and future directions of deep reinforcement
learning, and further promote the studies of adversarial attacks and defenses of deep reinforcement
learning. This paper presents the preliminary backgrounds including deep reinforcement learning,
adversarial examples, and related datasets and benchmarks in deep reinforcement learning field.
Based on the perturbing spaces of Markov decision process in deep reinforcement learning, we
analyze and summarize adversarial attacks in deep reinforcement learning from the perspectives of
state-based, reward-based, and action-based attacks. We then illustrate the framework of adver-
sarial attacks in deep reinforcement learning. By aligning deep reinforcement learning defenses
with traditional adversarial defenses framework (e.g. ., adversarial training, adversarial detection,
etc.), we then summarize the adversarial defenses for deep reinforcement learning from adversarial
training, adversarial detection, certified robustness, and robust learning. Though similar to the
traditional adversarial defense strategies, these methods show quite different implications and
application paradigms. Moreover, this paper investigates interesting and meaningful topics for
the applications of adversarial examples in the deep reinforcement learning fields, including model
robustness understanding and exploiting adversarial attacks for better model performance in deep
reinforcement learning. Finally, this paper highlights the open issues and future challenges in the
deep reinforcement learning from four main perspectives, including deep reinforcement learning
robustness (theories) , multi-agent deep reinforcement learning attacks and defenses (techniques) ,
benchmarks and environment for deep reinforcement learning attacks and defenses (platforms) ,
and physical world adversarial attacks and defenses on deep reinforcement learning (applications).
We hope this paper could help the researchers to better understand the framework of adversarial
machine learning in the deep reinforcement learning field, and further promote the development
and applications of deep reinforcement learning in the safety-critical scenarios in the future.

Keywords  adversarial example; adversarial attacks; adversarial defenses; deep reinforcement

learning; model robustness
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BB B H bR MR AL X 2 5 s TR ) R Ak
) BREIR Mol T P A
3.1 1 HETF LI B X B Bty

P 30 B RE AL f) XoF AR AS (9 H AR R 0 T
BEMRIRES s 5 — R AVFIIILE B(), & v €
BC) AN 5 08 RE 1A WL AR 28 FLAE 75 5 Ak 2 ) 36
B B AR G )

moinG1:ZykR,+H] R

where v, (s) € B(s) ,s' ~T(s,a) sa~n(y(s)) (4)
Hrb.0 () BANSE. L E R IMTEIRE s
FLHAEARVFIS) B 0 HI A A8, Yol m B
P S e /N Bk e 25 1 S 2 D eR B (AR T R A
FESL I FE v, A BT R BB R p(s" o s.a)
ANAE BRI - v Co) i 3 T 30 8 B8 4 i) 00 I M T 410

£0.001 X

E: T
EVE PN

sign(V.J (g, x, ) N
g 7t PUETE TUN

B BERIT N a, ~n(alv(s)), B &5 Fimfh 2%
FWE AW, v 5 xlal ) E X5 /R A
FRFBAFE Vo ()5 Qe (sra) RN VLR & J7 .
il 2= 2 ] DU i &l V(O 5 Q  (sva) s
W L4 8l v (ol g itk
V., (9)=minV, . (),
Q.. (@) =minQ,.-(s.a) (5)
8 5 B N T T o 388 Ao A R ) i S DR A A
T PR M 7 DT 5 75 A5 7 Ay o A iR 4 L A oLt
FEGE B AL 2 20 vy 8 3 1) B R A B4 08 0 S ik 4
W 75 DI S5 BT DRL A X $t By & — Fh Ak % B0
(. 2017 4%, Huang % A" 55 — UK X i 0
ksl AR SR AL ) . W&l 3 s L 1% 38 SO
fa] B 1Y FGSM Xt Moty » B T IR BE 5 1k 2% > & hg
ENE DN NN G ORS ErL SR R R =Y /A K
54145 DQN. TPPO, A3C 7 P 1 £ Fh A [] 258 3L 5
A2 2 B BT R A TR R B S AR Atard 2600 i
# A2 drf) Chopper Command, Pong. Seaquest,
Space Invaders U P #FITE T HE . R EY
SO ) Z 00, 12008 S0k IR A 2 )RR S
W 2 2] — X T X PO AR A I B A )N B B A I
7 AR R S5 B R B 1% SO AR B TR IR R A2
> S X TS [R) W A [ i N R GA L X B
AT — € Bl E A

ENAE: AF)

B 3 T FGSM Jy ik A O B A CHuH 3 78 i A B8 B A D2 8l CUn v 8] 988 20 J R J 9 X 470 1 725 48 3 T 7 ) xh 2 mE 1
£ iy A 22 i) L0 28 AT 28t DTG 2 0 B R SR 3l A (Il R T E S 24 i sl A DR SR 4 AiD TP
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¥ 1 2023 4

e FRSEE LAl b OF R AT IR R T
B 5. Lin 88 AU 5 0 sk Ak o) i R o
8 — TR AT Mty AR B A B A i ROCR L HX
i ot 7 2o T e B 7 HosR Ak A A B R
S 1 I N i 2 4 ity (L T A 3 2ok B S R T o
Fo PR . PRI S 308 S A HE SR M A I 8] 2ty 5 5 1
dr AN B 7 = T v Ak T s Ak 2 ) B e IR
SR A I ] i B T 5 Ak 2 ) SR 2 1Y 3l VA
FOAERRE Y & S5 R 0 I 20 gt o — i )
B REAR SR 4t Bl VR B E SRR R i A T D — 3
A A HEE 2845 70N o D358 BH I s 220) 2% i b 2 > 1) % il e
Rl MAFUCE A RS R RS2 R E
MIALE. T 3R X — B %08 SCE SE TR — i
FR 18 O o B (5 FH 0 R Bk B R — 20 i 5 R e A
FI3E 007 B L8 SCAE Atari 2600 L Y 5 A~
Tk b SE g T AT Y Bk O i 0 A R RE A D R
e T B B U R 70 %,

Inkawhich % A7 g0 55 %t 0 e 5 i 4K i
RIS Fer RN R SN | B2 9B 7SN B i 2 2 o B ]
[A] 50, 2 H A 7Y 551 4R X i (model snooping attack).
WM A AR TR it 5 T o 5 A5 B I R 1Y B 45 58 L AR
TEUASETRY A5 2 50, AN 5 T 3508 43 A5 7R 1) 2l A 2 Jily R
B, BT XA Y FE AT g B A Uik ol T
W 2] (9 15 B I 5 — A AR B4R B (substitute model) ,
I AR A B — A 5 H AR R T A AT 55 B
HEAT 72 B T XIBUREAS (3 B 2k L AT LRl i AR
FHASERY 4 0 70 A (] B 0] DR 2h ity H AR BE K.
Z8 CAE Atari JiF Xk 5 # ) Pong. Breakout ., Space
Invaders 5 Seaquest ik i 47 1 I3, & B1Z
GRI7 R T oAl ] HoAT B i Bl v HL S oty
i T H bR AL T A A5 20 2 i = AU B A L LI
i PR BE T REAS K. AL b . Behzadan 45 \H 3 5
I — AR B Ofe {1 1 56 T 3L 7% i X T Bk %
XEGIANT —AYhEE A 2] o SR
HITAT o A B 2210 7 580 B 4 1% 00 0 R0 47 R I 47) ok 130
H oz A1 I 2 LR R R B AN T AT A T i AR B
AR RAE B ARG B T o e+ 1 0 20 1) g A &1
iR (SRR I NIDE TN

h T2 AR TR R 8 5 i B WOR L Russo
FENR B T AR T R PR k. %R
SCIAH A% G0 0 55 T 86 B 19 11 & X it Mo I A B
5 e A B Bl RO S T HLAE B SR B0 T X T
PR R REAR Y SR A 2 5. Rt L e SR
TP T R X BB T R 8 AR O PR AR

PR — A 3R it Hy R AT R gl AR 1 T R, O T R o
T —FhHET DDPG 5 i O 1 530 vk o oK A X it 5K
g A5 HC AT LUK T 24 i A R 287 AR 0N 0 MR P OR A
R R REAR.

Tretschk 4 A4 B E 09 2ot 77 i K
Z Rty A iy — 28, B I8 sk Ak~ b
HT T RE AR SR M iy Ok 0 HC R el B T L 108 SR
B %5t Transformer M 4% (Adversarial Transformer
Network, ATN). ATN 7E [& & & fE 14 7K 1% % 4% 1Y
00 7R BE R UL Fi i A ATN B, Wi 7
B REAR SR Y B — P S A B L A BT
SRAL S ) B R IR BT A B A . o P B
TR BRI DU 3y B B BRI i
ROR . Horpr s ATN BEHAE J508 RE 14 S 199 4% [& 5 1)
155 60 T #EATIN SR mT LA S — A 407 i ik Ak 2 )
BRE M, IFH JEUR BB 1A SR w0 2% 24 A BRI oh i — T
73 AT U k.

3. 1.2 JETIREEHIN HLICE

LT LI F % T it T BEAE 220 I TR) R RS
O A R B A A O L X R T o B
Wil B R GE R B AR U ) AR AR 3 X LATE B
SR S R B TR RE M T TE Y BRI P s Im A
BAE PN B0 T T g 52 A T R B, HL A T R Y
S B S 5 3 T LI A X T i AN [ R A B
SN A Bl B A R R AR AE R BE T 4R R
TGl ssa) 2840 T AT 3 A8 4. 45 2 o i 6 F 35
Bre s g B(s), 4 v(s) € B(s) FR X T H AL
IOBE A 2l J0) 20 45 v 0 bR 3 5 A8 O R A L AR Oy
PO s r () sa) . B Bl BRBE A X B0 RE A 7T LA g %
kN

mginGIZE’ykRz-k\l9
where v, (s) €B(s) sw(s) ~T(s) sa) ,a~nx(y(s)) (6)
How() 5 v AR X TR B P8 3 6 2 bl %5
i 51 ) PN s A TPl i1 S8 B e T S s
HXTHE RO C &6 e, eI 2R R o
B K.

X B 8T B8 B Q- learning 58 1k 5% > B %,
Xiang 58 ANVl F T —Fh 56 32 8043 43 1 (Principal
Component Analysis, PCA) %) T 5 5 2 76 b & A
SRR AI R B B A DT A 3 A AR R 7Y R AT
ATt AE AR T R R SCE N L i O
SCTOR B AR 7 A S 1) PR L TS 5k 2 PR 1 A
AR N FE AT PCA R4, v] LATHE A3
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AURANELL A B AUE N T 52 B0 Bt SR 1% 7 35 AS [H]
TALGEXPLICE Z 0T N T8 15550 5

TEALEATE 5537 5% F - Bai %8 APV 3E— 0158
T DQN 7E#L#: N T 5T 09 B & B0k i X
¥ DQN B T Hlds A A 33 35708 DQN 19 5
PEALIN WS B T —F A RS H & Q Table
J¥e 55 o5 Be s 7 s e SO BRI Py i kL
XFAR BT 1 DQN S8 5 ik & B 58 SOF EAT
Wik, XER A 15X 15 By Grid-World map 2k 52
3037 5  UE SETEVE 76 B0k a0 B A B0 B % T 4R 1)
G, JE K BE AR USSR 1IN s [].

R T AR R 5 A2 2T 0 S A SR A R R R
£ 5 = S M Xiao S5 AP QBT ME LR B T —Fp
T3 55 3 /1 2% (environment dynamics) 4 I .
TEF S50 rh Moy 5 78 7 AN B AR 19 4 2k A AL 1Y
SR B AR B WO BB ) B B R 9 22 ) L Bl
V25 N TR A 33X s SC 0 1 3o B AL SR A A T 5 Al

& i e
EN LT
@

P

=
&

V()

(]
(0 "' . W
of;

IR BT RAESE A T B iy ) H R
P TFERCT I SO B A R AT T SR B T
FEWAE M. 7EZ )5 . Chattopadhyay 45 LM 4
& T RobustNAV B{f H 3 EE, £l T £ F Al 3¢ il
IBE 3 Jy 2 m Mok WA T PN R R e Ak 2 )
WCAT: 55 119 6 4 1.

BT EIRAEGEAT 55 Ah  TE S A 2453 Embodied
Question Answering (EQA) T 45 1%, Liu 2 Ao
P T e A A X P R RS T
B RE ML A T B 25 A A AR TR S R )
R, K I 8 2ok E AT LR b AT S — AR A 5 A
Xof 1o A 55 9 257 i) . 3K 25 8 R 1A 3 5 1 T 5 Ak
2 BT AT N SR, WF 58 N 5L B M Y B S A ok
oo A ORI T AR T T ML R IO RE A
S5 R SR TE Y B L, O AE o s B 3D H AR 4R
EIMA LS CAn B 4 B A R A T R A
o B RRIA.

4 T ERBE XL R ) G A AE O FLERIE P 3D H AR IR LA X BT AE B 3% 07 1 BE S AU K R EQA
AL N L O 7 R 25 S e % ) [0 25 B P A T R 1) B A2 D)

3.2 ETERMHMRRE
BE TRl e B Sty Can el 5) X H bR K
W 11 1011 22 Jl o A %o 0 R RS R AT T4 L B Y e A
R 27 > 3 A I AT Rl A0 B 27 SR W A [ A1, AT 35 )
Beis B AR BE v, ) 408l 5 B 2 J5) 8 80, )t 1)
AT PO AR
moinG,:Z YR, ii1s
where r<y,(r) s’ ~T(s.a) va~x(+|s)  (7)
BEAL o0 Gr) 2278 T ats 35 X8 22 Al R R P 3l B4R
I3k 7 v {0 4 4 3 1 25 Dl ok B AH B 24 DF A
ik 5l R R ATS R T T v Y 2 D eR BT
WX TREEITHm S W& 25 TR ARk
BB A AR AR R T 2 oK B I 3 L Bk T
/N, Behzadan %5 A\ IR HL 57 LAY £f B2 & T 1 B
FERER R T RS S R T LA A A B3 R A1y
FRT . X% B SR A Deep Q-Learning from
Demonstrations(DQID) §9 75 20 24 > — B B
B S K AR Ry X HUSR S RO WI UG8 B2 . 456 B

e SR 4 [ 41 2 A R B U RSONE Sh o SR Y [ 4
PR 2E 1T Q-learning Y1l Z5. 52 %6 fff A 2% T DQN,
A2C F1 PPO2 57 3% 1 8 BEMRAE o H AR 5 g 2E 47 2
il MRS T 20 T W B A R S R AT RS A

B 5 T 5 il 0 0 ik 5% R R ok 3 3 A
IRt B e T 56 9 o 458 A 08 75 05 4T
T R B A 2 ) B AT 5 B el H )
bR T A B U X BT T U5 K5 Zhang 4 AT
B B T B R R R 5 A SR L R
BE VR I 2k B B b T 4 5 (9 BRAS F 3 4145 51 0 2 Dl »
X470 A vt 2 3 3 A 2 il I A B R R A
I UL A S BT R AR SCEE BRI T B A il
IO Wit i - BE RS i FH B A e I e vk o T
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o
=B

RE A, SCEE A T 2 1 I 25 9 B AR 0 4% 7 1 i
JrERAT T REM ISR L 15 3] T 2 T2 il 1l
o AR Y B A CAn i DR AR AR A I M R
ARG B R R R A JRTEALER N A B
N 7 5 R BEAT T 0 R IE.

R 1 TR 2 MO TR B2 s Ak 2 2T AT 55 vh kAT Bt A
Han % A\U7 B #8 R T 16 54 M 4% (Software-
Defined Networking, SDN) L i 37 = b X} 2 il #E 47
XS BT ST, SDN 2 415 i o (57 FH A 7 42 101 4 o 42 1l 9
RHAT . SCEE R T R Mo SDN i J7 2L fifE
SDN H i) S8 il 55 45 25 R0 5 — Fh i 07 X008 B e
5 Jily R R B G Sk R % Bl B R R TE R
LR R iR s o | 2 NI DR R
Fifr et 75 =X R X T 5 Ak 2 2T R RE A B U B R S
BEAT AL Bl . DT fe 55 Ak 27 ) B BB A T ik A s B fe
18 SR s .

3.3 ETEEEIENNRE

A8 T 0L A3 5 D 4 X T Bk A s ok
FEAEA D AR DA 2 1 8 BEAR AT S Sl A D T e I
X4 BT BT 5T CANIEL 6). — 5 I . AT LA 5 B 1
B BEAAR SR it Sl AR A A ROk BEAT Mot o — T
T 7T LG ISy — AR RE A H B X o S mg I
e EE At R S A 3 SR BE AR [l 4 R T B

6 TSR M Ht B 5 R B R W P gl i B
Fe IR S RE M S S AR MR B BT — A B Xk
R 1Y RE MR AT B
XF T B VEBEAT BOk 0 X HUREAS B Fe v X TR fE
PRSREmE 7 Ce [ AMBES Bl L. vl €
B (o) F2 % T80 BE A5 w19 Bt 2l D bt [] 850 v i
KAy
m{finGlzz}’kR,-Hl s
where 5" ~T (s a) sa~v,(x(*|5)) (8)
Horb o 35 v BB o o 0 3 4 R R
my Co L) LB H bR S dic /Al Bl 0 ot 4 11 6 2 Dl R
B X T RIS T S EME R 0 Bt 20 W
dr B ARGy — AR e I I R s R RE AR 1 oK
W A fie KA St 33 B 1 O v 4

3.3.1 BT EEM R UG

2020 4, Lee 8 NV e T — £ W5 WA 2L
F X B B AR Bl U 25 o] i o O . SCE T SR
T—Fp HOGJE & (myopic) B gl 15 23 7] B0 B %
Bty 2 O FR AR T i B [ i 2 Dl 5 ) e
K. ZJG XEEZIEY R —F B im” i %
i 72X (look-ahead) , W] LA % £2 38 5h £ 4~ W} 6] 4 1)
B 5 TR LU 2l Xof 1] 4 22 il 1) B AR 52 e ELAR R
Wi R BRI — B AR B KN ¢, R
2o T AR SRR B A sh JE B TR 2 il ok A
®.ZYGE 5 R g Bl FGSM L 8AH L. B
XF—BEEATHE B O m/ME R 3 2 )5 1 [ 42
il R BS54 il R B R R LB T
EEE 7 RN N NS N ' I A T E e 4
il 25 AR [ 1 2 Jily o B0 A% AR AT DASK L 007
12 BEAS 7 % 252 Bl AF 23 [A) 0 58 AR 3847 i 801 o (3 2
AR ME I FH 7 B 808l 8 25 8] i AT 55 L J& ke oo 7
S AL 2 ) SR A TN

BEHE 25, Lin 8 A5 £ 58 1 48 3 8 BE 14 i
S5 5ok T 0 BE 1A BT 2 31 5% g 1 280 5
FEAEAMT . CEE M a-portion Bl Ik, Al
DA R 2 Pk i 0 2k AR Sk Boids . FESR & 41T
SRR LCB-H Bifi 75 i J& — Fl ] ik B A 20
Wik s, Seue e UCB-H E kA7 T % its 3% 05 i)
LB A ik UCB-H R 0 332 e o 3% 1 13 3
EFEBIE.
3.3.2  ET RS 1Y Bk

— RN FE TAE 2N B — A4~ HAT %o 5w
(adversarial policy) f5m Ak 2% > 24 GE4ac. H 45 X Fh it
B W R 1 RE AR 23 0 B X T Sl v i AT
ks JEAE S5 — 07 R REAOULI 5 B R IR AT R

Gleave 25 N4 — 01 1 vk U8R T X401
TR MR . K I — R i e g 3L B A 3 Rl 6)
PR W 1) BE K 2 M8 B A X BT el i AT
Ay s 38 32 T 0V R A S R B v R O AT B A
S0 — 7 B R A A R U R AT Ry %08 SCHE
MuJoCo " WU R85 B EAT T30 UESE 50, iE W T
TE 25 I Z3 o X0 0 5 W 18 AF 76 FLA R0k an il 7 B
AR5 SO Wa BN 25 IR T OB AR A i
RN — 7 AT R Ak 55— T H R BE AR b U
. X RS T PPO Bk, 18 Sl H % — 4
X B BEAA. SCH R B0 B B BE A AT LA AR 15 6 T 1Y
LI 0 Bl o I8 5 R R Ak Bl Tk R RE R R LA T B
(1 0 22 8 5 %% Bt et 19 77 . Hussenot 48 AN 2
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| e e

7 TR PURE MG XU 5 (22 R AR X BT I BREE b LA — A A X SR e 1 R RE AR
RE 1A 2 Bl h B A X B0 B P A 45 8 91455 5 5 — 5 8 RE A AR A DR A LI AN AT )

7 —FhFR R CopyCAT By H AR Modi ik JH T 2 if
A= S BRI, CopyCAT Jy ik O AE T I 25—
AN FA R BCBOR B X BT 5 g G e 50 AR O — &R
G HER o EH SR 1 2 V2 4 Ot SR Y B A

R TSR DRAT G X8 B SR W i X U AR Y
i) 51, Guo 5 N B T — BT 1 % Bt SR m it
e KAk Tt 5w 1) 7 349 3 R R B Nk 32 R OF
By 2 Jily o DR R B P SR B A S BTN 2 R BUF X Bn
AL 2. 2008 SCE BT AR A T — A B RR 4 2
i 5 R A2 3 0 TS 2 Dl e SR X BT SR 1) bR K
IS AR T AN SR I 2 o) o B A SR L iR
SCHE E T 32 R W I 2 B RE R OR 4T I8 R
JE IR RE A L TE AR G838 i 5 o B0 R BB AR A B AT
ek BEal by iF— 25 AR B Mty & 0w B o g
FF 2 Jalh o DT S5 30 B 58 ) 0 ik 300 SCHR Y O ik
A LGS 2% 1 3 X R AT A KA L S5 B AT AT I X b M
ik s I 55— WCAE B bR 4 97 52 i 3R E s 58 i 1
ik,

W E—2, Wang 48 N 78 [{ 2h 25 3 s 1 3 5%
TSR TN SR W Moy T A ) B 2 A 1 e
T 45 T — S Tk g p B . B B2 R Y
Y5t #E " stop-and-go” 5t (RIEE BV A 4% 17
FATRE) A% SCHR T W AR e g 5K A 52
ZE TR AR 1 PR B Bk R A 2 3 R 4 1
A fi % A 0 BT 5 A A 8 B ek e o I
A 10 2 B U Bl AR 3 ey R Al A T U 23 i R
PIHF. HC 25 R 5 1) oli Ja B ALAR 23 % E
AT B R A 2 AT Rt R R 10, 5
S HRE 0 AE LI 3 fih 2 250, 51 & P B 4 4 n) L
SR 3 s SCEE HXE 5 1] ik & 2 1 B3t 7 ik 5 H 3l
2 I AT 55 v B AH OGN HLAR A
3.4 NG

TEART o RATR Gtk A 28 7 30 470 VR E o
27 21 GO BT B AT IF IR TR S R T R
Jilh LA B 3 F S AE = A ff B XX 8 TAEJEAT T 40 28 A0
Bk

(1) B TR 9 Wl B30 3 2 o TR i fb o -~

X B e rp AT e 2 G B i BGEL E A
(1 A MR G & I i 0 3 B B A5 O )
P T A Bl e AR TR A I Mok Sk, i T AN
Sy TSR ILALBE H B X BT ety D7 AR L X R G
RGNS B ROR b R FE S T
PEAE D LA SR X 28500 LT W0 IR A A AL G0
PUHC 7k - Bt X sk AL 2 2 AT 55 04T TR HF A
Pt B L8 BET 1k 1 B Bt s 5 IR . il T A
5L GE X PLBcty Jr i i AU X 2 T ik A S
WAl GET B By 48 7 7 ve il

(2) H T2 il (9 Bl B 3k DA il o 45 5 O
A SEAE L I X S BRI S 5 AT T Ol X
Vil o5 KA o R P A S 2 A AR T I i A
RN SO E/RL & - S R 47 i P & oy R e A B
AN B o Mo B R Rk L S A T S & 5 [l ik
A 2 RN AT 5+ AT X AR I gty S 1 3 52 . [+
IR o 5 T 23l B4 Bk 7 1 %) T AR 2o 2] R s AL o
> AR AT P B et SR

(3) J T B M0 B ey 7820 M T 5 Ak 2 >
(5 s ATV L 5 A% G 3 B ML 5 AT 55 19 AS T
AT I AR T AL GE R 7y RAE 55 AR SRS AT A 55
f R R R A L Bl 1 B R b — YR I 45 ) g
L WA E T — kA B SR AL B SRR
YU 2o A I P J2 T A 52 W L 0 1) 4% S B A 1 9 40
U E ML K T AL Gexh b oy, o e e B T S AR
SR T TSR W 14 Tl o A o A 2 o) s
P 5E I BOli 8005 - FAT SN (E A2 i T 77

A LAE R d T e Ay o) U B R R BRAE L A
£ 5 (9 3T R AR R AR AR DIk o B 5 it e 1.
(LA T 0 e X S Gl TR A 2 T B G
AR R T WA R AR AN R i A L (7
B RE AT A 5 2 1 I3 B B ™ AR B IR TN B R
IR 7RI B B e 15 e B a1 X e i A e
G HEHIGE B AR R — 80N, FEAR SO, B
K FE A 3R D U G B B i X P Bt

SRRF S B X5 Ak 2 21 190 BT i Oy iR Y
WRIRAFAEA KL . —T7 T BUAT 8RR 7 A 2R 3
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Bl

1R 2023 4

o
=B

TR GE X T B8 A 5 A o T AU Y AT L i e
A T58 A 2 > A B i VR 2 4T Bt 1 A B S s 1) 5 0
— 75 T » 55 Ak 57 2] TR X T B T vk O A AR
IS A i L ME L SE B R ), Bk = A ) B S A
1 52 5.

4 TE[EREBRNLF IR E A
15 R G4 555 T VR 38 2 23 U8 0 B

W T8 Ia » AN 2 — 25 00 W R 52 8 b 2 2] sl
865 1C B 18 07 3% B 0F 9. 45k el B9 0 A A TR 2

AEAE T A SOF A BAESE T S /R B R P S 7 Y
JLA AT XHTCBT A 0 70 2. R B AT A S R G Xt
B35 1 77 3% 1 0 2 07 SO G 0 HTA I | Al e B
BPRIE B PR ) SR 0 B AR AT A B
B AN 2 ). EE N 1 5 R Y B 48 5
AR T B AR 2 0 s Bt » B H JOIR 2 5Dl
SR B 2 B FEAT 23 28 T B8 23 i UK JBE Y A S Al .
RAP AT o B 19 7 505 HUK L X A 43 28 75 m] DA
BB FE N GORE 5 Ak 27 T Hh 4 0 BT By 18 T B A5 22 LX)
PO A 2R AT 08 5F A M PR AR DRL 45U P 1Y
XL B A8 5305

R2 MEBEKARDE

ik EE T SR AL 2 2] B SE B IR 55 10 AR AL BT

Liu 4 A [16) PACMAN-RL+ Q%] EQA I ES wEH 5]

Kos 2 A [71] A3C Pong Xt Bt I 2k RS F [

Mandlekar 4 (72 TRPO Inverted Pendulum, Half Cheetah, B I =
Hopper, Walker

Behzadan 4§ A 73] DQN Breakout,Pong bOEiRL KRB =1

Behzadan 45 A 74 DQN Enduro, Assault, Breakout F I 25 A3 =3

e ) oe Ce >, M ain Car, °T . - o

Pattanaik % A7) DDQN,DDPG Cartpole. Mountain Car. Hopper ERIES AR 5
Half Cheetah

Chen & A 178 A3C A 3h 5 % XTI 2R RSB =

Nisioti 2§ AL77] DQN Interconnected Nodes PO I Ve Bh W=

Lin % AL78) DQN liong-Sca‘(iucst,Frchay SR KA 1
ChopperComman , MsPacman

Havens % A7 MLAH InvertedPendulun-v2., gk REgD
MountainCarContinuous-v0 , Hopper-v2

Fischer A0 RS-DQN Frecway. BankHelst, Pong boxing: AR RS b
road-runner

Tessler % A1) PR_MDP. NR_MDP Hopper, Walker2d, Humanoid, T I B 45 S 3y 2
InvertedPendulum

Wu 4 A [s2] Q-learning CartPole,Pong,FreeWay nJ IF B R I NE ] =2

. - e W&
Wu %A DQN.,QR-DQN,C51 Freeway, Breakout AL IE BH 4 , - i
4k R
Q-Learning, CEM,SARSA, CartPole,Pendulum, AirRaid, Alien,
Wang %5 A\ 84 DQN,PPO,NAF, Dueling Carnival, MsPacman, Pong, Phoenix, ‘R 2 il 4k 5h =1
DQN.DDPG Seaquest
Gallego 4 A 85 TMDP Repeated Matrix Games, Friend Or Foe kR R sh i
. - , Halfcheetah, Walker2d , Swi s . -
Ying % A7) CPPO Ant, Halfcheetah, Walker2d, Swimmer a3 5 e 3 i

Hopper

4.1 EF il gy by
A% 58 0 B0 BB UK o T HL B O A S50 X
FLH7 A8 5 325 0 e B 507 e )N el e o
N PR B IO J0 1 75 A TR FUAE A S IR AR 3
SRR 1) — BB 0 N SRR L DT A A% 2 THA5E B 1) X Bt
R AR U AR
m@inE<x,y>~D[rE1§3(L(y,fg(xw,v))] (9
Hopr T B9 o BRI D EIREA,
y RS R BR A L L Ces y) 2278 1 22 0 28 1Y) 48 2K BRi
H.OER RS HAE S T LA 2 o MEX

B B RS S50 B T AE TS S A 8 il
SR 7 2 R 38 FH 98 102 20 16 6 B e 1 i T
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Background

With the spreading of deep learning, deep reinforcement
learning technique has been widely used and drawn extensive
research attention in multiple research fields such as robots,
games and auto driving, etc. It is a new learning paradigm
associated with the development of deep neural networks,
that integrates the perception of deep learning and decision
making of reinforcement learning. However, adversarial
examples, visually imperceptible perturbations that could
mislead deep learning into wrong predictions, have emerged
and highly challenged the safety of deep reinforcement learning
algorithms and applications especially in the safety-critical
scenarios. To better understand and further promote the
development of this area, this paper therefore provides a
comprehensive survey on the adversarial attacks and defenses

for deep reinforcement learning.
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The research topic primarily belongs to the intersection
of adversarial machine learning, reinforcement learning, and
the safety of artificial intelligence. There exists a plethora
of works that focus on proposing new adversarial attack and
defense algorithms on deep reinforcement learning, however,
little attempts have been devoted to the comprehensive review
of this field. For example, the latest review of DRL attacks
and defenses would be dated back to 2020 and 2018, which
could not fully include the state-of-the-art literature much
less the exposition of challenges or future directions in this
field.

In this paper, we comprehensively review the literature
of adversarial learning in deep reinforcement learning. The
primary goal of this paper is to better understand the develop-

ment and future directions of deep reinforcement learning
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field, and further promote the studies of adversarial attacks
and defenses of deep reinforcement learning, which we hope
to lead the safer applications. This paper first presents the
preliminary backgrounds including deep reinforcement learning,
adversarial examples, and related datasets and benchmarks in
deep reinforcement learning field. Based on the perturbing
spaces of Markov decision process in deep reinforcement
learning, we analyze and summarize adversarial attacks in
deep reinforcement learning from the perspectives of state-
based, reward-based, and action-based attacks. We then
illustrate the framework of adversarial attacks in deep rein-
forcement learning. By aligning deep reinforcement learning
defenses with traditional adversarial defenses framework
(e.g., adversarial training, adversarial detection, etc.), we
then summarize the adversarial defenses for deep reinforce-
ment learning from adversarial training, adversarial detection,
certified robustness, and robust learning. Moreover, this
paper investigates interesting and meaningful topics for the
applications of adversarial examples in the deep reinforcement
learning fields. including model robustness understanding and
exploiting adversarial attacks for better model performance in

deep reinforcement learning. Finally, this paper highlights

the open issues and future challenges in the deep reinforce-

ment learning field from four main perspectives, including
deep reinforcement learning robustness (theories) , multi-agent
deep reinforcement learning attacks and defenses (techniques) ,
benchmarks and environment for deep reinforcement learning
attacks and defenses (platforms), and physical world adver-
sarial attacks and defenses on deep reinforcement learning
(applications).

Systematic analysis and survey of attacks/defenses on
deep reinforcement learning is highly beneficial on effectively
improving the interpretability of deep reinforcement learning,
enhancing the security of the model, and further promoting
the building of safe and reliable deep reinforcement learning
applications. We hope this paper could help the researchers
to better understand the framework of adversarial machine
learning in the deep reinforcement learning field, and further
promote the development and applications of deep reinforce-
ment learning in the safety-critical scenarios in the future.
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