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Abstract  With the spreading of deep learning, deep reinforcement learning technique has been
widely used and drawn extensive research attention in multiple research fields such as robots,
games, and auto driving, etc. It is a new learning paradigm associated with the development of
deep neural networks, that integrates the perception of deep learning and decision making of
reinforcement learning. However, adversarial examples, visually imperceptible perturbations
that could mislead deep learning into wrong predictions, have emerged and highly challenged the
safety of deep reinforcement learning algorithms and applications especially in the safety-critical
scenarios. For example, by simply printing and sticking an adversarial patch on the traffic sign in
the real-world scenario, the adversary could easily deceive deep reinforcement learning based auto

driving systems into wrong directions and decisions, which would cause severe damage to human
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lives once successfully attacked. Therefore, extensively studying adversarial examples is highly
beneficial for evaluating and better understanding the robustness of deep reinforcement learning,
and further increases the safety and reliable applications of reinforcement learning in the safety-
critical scenarios. Based on the current circumstances, to better understand and further promote
the development of deep reinforcement learning, this paper provides a comprehensive and systematic
survey on adversarial attacks and defenses in deep reinforcement learning area. The primary goal
of this paper is to better understand the development and future directions of deep reinforcement
learning, and further promote the studies of adversarial attacks and defenses of deep reinforcement
learning. This paper presents the preliminary backgrounds including deep reinforcement learning,
adversarial examples, and related datasets and benchmarks in deep reinforcement learning field.
Based on the perturbing spaces of Markov decision process in deep reinforcement learning, we
analyze and summarize adversarial attacks in deep reinforcement learning from the perspectives of
state-based, reward-based, and action-based attacks. We then illustrate the framework of adver-
sarial attacks in deep reinforcement learning. By aligning deep reinforcement learning defenses
with traditional adversarial defenses framework (e.g., adversarial training, adversarial detection,
etc.), we then summarize the adversarial defenses for deep reinforcement learning from adversarial
training, adversarial detection, certified robustness, and robust learning. Though similar to the
traditional adversarial defense strategies, these methods show quite different implications and
application paradigms. Moreover, this paper investigates interesting and meaningful topics for
the applications of adversarial examples in the deep reinforcement learning fields, including model
robustness understanding and exploiting adversarial attacks for better model performance in deep
reinforcement learning. Finally, this paper highlights the open issues and future challenges in the
deep reinforcement learning from four main perspectives, including deep reinforcement learning
robustness (theories) , multi-agent deep reinforcement learning attacks and defenses (techniques) ,
benchmarks and environment for deep reinforcement learning attacks and defenses (platforms) ,
and physical world adversarial attacks and defenses on deep reinforcement learning (applications).
We hope this paper could help the researchers to better understand the framework of adversarial
machine learning in the deep reinforcement learning field, and further promote the development
and applications of deep reinforcement learning in the safety-critical scenarios in the future.

Keywords adversarial example; adversarial attacks; adversarial defenses; deep reinforcement

learning; model robustness
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Wr 2] (9 15 B I 5 — A AR AR B (substitute model) ,
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GRI7 A T oAl ] HoAT B i Bl v HL S oty
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IBE A 2y J0) 20 45 o 0 bk 2 B A% O R AR L AR Oy
PO s r () sa) . B Bl BRBE A X B0 RE A 7T LA %
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3037 5 o UE SETE VR TE B0k a0 B A B0 BR 5 T AR 1)
G, JE K BE AR USSR 1 YN e []

T AR R 5 Ak 2 2T 0 B A SR A R B
£ 5 = S M Xiao S5 AP QBT ME LR B T —Fp
T3 55 3 /1 2% (environment dynamics) {4 I 5.
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BT FEIRAEGEAT 55 Ah  TE S A 2453 Embodied
Question Answering (EQA) T 45 1%, Liu 2 Ao
P T — e A A X P R RS T
B RE ML A T P 25 A T A AR TR S R i )
R, K I 8 3ok E AT LR b AT S — AR A 5 A
Xof IO P A 55 I I 257 i) . 3K 28 8 R AR 3 5 1 T 5 Ak
2 BT AT N SR, WF 58 N 5L B Y B 2 5 ok
oo 7 A SR T AR T T ML 2R IO RE A
S5 R SR TE Y B i, O AE b s B 3D H AR 4R
EIMA LS CAn B 4 B A R I T R A
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4 T ERBE I X HT B R ) G A AR O FLERIE P ) 3D H AR IR LA BT S AE B 3% 07 B S A AU K R EQA
AR L O 7 R 25 L 5 5% ) [ 25 B AT R 1) B A D)

3.2 ETERMHMRRE
FE TRl o Bt ety Can el 5) X H bR K
W 119 [0 5 22 il I A% B M 7 R AT T 5 e RE A
27 > 3 A I AT Rl A0 B 27 SR W A [ 41, AT 35 )
Beis H Y. AR BE v, ) 4108l J5 5 2 Tl R 80, Tt 1)
BT PO AR
moinG,:Z V'R, ii1s
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WX TREEITHm S WA 25 TR A ARk
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FRIT . CF B SR A Deep Q-Learning from
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e SR 4 T2 41 2 A R B U BSONE Sh o B SR Y [ 4
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A2C F PPO2 57 3% 1 8 BERAE o H AR 58 s 2E 47 2K
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RHAT . SCEE R T R Mo SDN iy J7 2 fifE
SDN H i) S8 il 55 45% 25 R0 5 — Fh i 07 X008 B e
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A8 F T 0L A3 5 Dl 4 X T Bk A s ok
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e EE i R S A 3 R BE AR [l 4 R T B
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3.3.1 BT EEM R UG

2020 4, Lee 8 NV e T — £ W5 WA 2L
F X B R A Bl U 25 o) i o O . SCE T SR
T—F HOGJE & (myopic) 1) gl 15 23 7] B0 B i
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L WA E T — kM B SR AL B SRR
YUy 2o A I P J2 T A 52 TR X 1) 4% S B A 1 9 40
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R2 MABHEBKARDE

ik EE T SR AL 2 2T B S I R B 55 10 AR WAL BT
Liu 4 A [16) PACMAN-RL+ Q%21 EQA RIS wEH 5]
Kos 2 A [71] A3C Pong Xt Bt I 2k RS [
Mandlekar 4 A (72 TRPO Inverted Pendulum, Half Cheetah, 4 A5 4 3 2
Hopper, Walker
Behzadan 4 A 73] DQN Breakout,Pong bOEiRL KB =1
Behzadan 45 A 74 DQN Enduro, Assault, Breakout ot I 25 WA B =1
e 1 foen Ce >, M ain Car, S8 . - -
Pattanaik % A7) DDQN,DDPG Cartpole. Mountain Car. Hopper ERIET 25 e 3 5
Half Cheetah
Chen % A7 A3C A 3h 5 % XTI RSB =
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Havens % A7 MLAH InvertedPendulun-v2, gk OREgD
MountainCarContinuous-v0 , Hopper-v2
Fischer $A0  RS-DQN Frecway. BankHelst, Pong boxing: AR RS b
road-runner
Tessler 48 A5 PR_MDP.NR_MDP Hopper, Walker2d, Humanoid, T B 4 S =
InvertedPendulum
Wu & A [s2] Q-learning CartPole,Pong,FreeWay ] IF B R % ] =2
e - e W&
YN DQN,QR-DQN,C51 Freeway,Breakout AL I B ; o H
4k R
Q-Learning, CEM,SARSA, CartPole,Pendulum, AirRaid, Alien,
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Background

With the spreading of deep learning, deep reinforcement
learning technique has been widely used and drawn extensive
research attention in multiple research fields such as robots,
games and auto driving, etc. It is a new learning paradigm
associated with the development of deep neural networks,
that integrates the perception of deep learning and decision
making of reinforcement learning. However, adversarial
examples, visually imperceptible perturbations that could
mislead deep learning into wrong predictions, have emerged
and highly challenged the safety of deep reinforcement learning
algorithms and applications especially in the safety-critical
scenarios. To better understand and further promote the
development of this area, this paper therefore provides a
comprehensive survey on the adversarial attacks and defenses

for deep reinforcement learning.

A standardized adversarial robustness benchmark. arXiv
preprint arXiv:2010. 09670, 2020
[107] Tang S, Gong R, Wang Y, et al. RobustART: Benchmarking
robustness on architecture design and training techniques.
arXiv preprint arXiv:2109. 05211, 2021
[108] Wang B, Xu C, Wang S, et al. Adversarial glue: A multi-
task benchmark for robustness evaluation of language models.
arXiv preprint arXiv:2111. 02840, 2021
[109] Behzadan V, Munir A. Adversarial reinforcement learning
framework for benchmarking collision avoidance mechanisms
in autonomous vehicles. TEEE Intelligent Transportation
Systems Magazine, 2019, 13(2). 236-241
[110] Behzadan V, Hsu W. RL-based method for benchmarking
the adversarial resilience and robustness of deep reinforce-
ment learning policies//Proceedings of the International
Conference on Computer Safety, Reliability, and Security.
Turku, Finland, 2019 314-325
[111] Dulac-Arnold G, Levine N, Mankowitz D J, et al. Challenges

of real-world reinforcement learning: Definitions, benchmarks

and analysis. Machine Learning, 2021, 110(9): 2419-2468

LI Si-Min., Ph.D. candidate. His main research interests
focus on reinforcement learning and the trustworthiness in Al

XIAO Yi-Song. Ph.D. candidate. His main research
interests focus on the trustworthiness in Al

LIU Xiang-Long., Ph. D. , professor. His research interests
include computer vision and trustworthiness in Al.

TAO Da-Cheng. Ph. D. . professor. His research interests

include computer vision and artificial intelligence.

The research topic primarily belongs to the intersection
of adversarial machine learning, reinforcement learning, and
the safety of artificial intelligence. There exists a plethora
of works that focus on proposing new adversarial attack and
defense algorithms on deep reinforcement learning, however,
little attempts have been devoted to the comprehensive review
of this field. For example, the latest review of DRL attacks
and defenses would be dated back to 2020 and 2018, which
could not fully include the state-of-the-art literature much
less the exposition of challenges or future directions in this
field.

In this paper, we comprehensively review the literature
of adversarial learning in deep reinforcement learning. The
primary goal of this paper is to better understand the develop-

ment and future directions of deep reinforcement learning
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field, and further promote the studies of adversarial attacks
and defenses of deep reinforcement learning, which we hope
to lead the safer applications. This paper first presents the
preliminary backgrounds including deep reinforcement learning,
adversarial examples, and related datasets and benchmarks in
deep reinforcement learning field. Based on the perturbing
spaces of Markov decision process in deep reinforcement
learning, we analyze and summarize adversarial attacks in
deep reinforcement learning from the perspectives of state-
based, reward-based, and action-based attacks. We then
illustrate the framework of adversarial attacks in deep rein-
forcement learning. By aligning deep reinforcement learning
defenses with traditional adversarial defenses framework
(e.g., adversarial training, adversarial detection, etc.), we
then summarize the adversarial defenses for deep reinforce-
ment learning from adversarial training, adversarial detection,
certified robustness, and robust learning. Moreover, this
paper investigates interesting and meaningful topics for the
applications of adversarial examples in the deep reinforcement
learning fields. including model robustness understanding and
exploiting adversarial attacks for better model performance in
deep reinforcement learning. Finally, this paper highlights

the open issues and future challenges in the deep reinforce-

ment learning field from four main perspectives, including
deep reinforcement learning robustness ( theories) , multi-agent
deep reinforcement learning attacks and defenses (techniques) ,
benchmarks and environment for deep reinforcement learning
attacks and defenses (platforms), and physical world adver-
sarial attacks and defenses on deep reinforcement learning
(applications).

Systematic analysis and survey of attacks/defenses on
deep reinforcement learning is highly beneficial on effectively
improving the interpretability of deep reinforcement learning,
enhancing the security of the model, and further promoting
the building of safe and reliable deep reinforcement learning
applications. We hope this paper could help the researchers
to better understand the framework of adversarial machine
learning in the deep reinforcement learning field, and further
promote the development and applications of deep reinforce-
ment learning in the safety-critical scenarios in the future.
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