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Abstract  Activity launching cycle (ALC) allows an activity class to be launched repeatedly,
which is widely used in Android applications (apps) to support specific functions. Special launch
types can be used in ALC to prevent multiple instances of each activity class in the back stack.
However, existing activity transition analyses are launch-typ-insensitive, which cannot capture
special launch types, thus simulating the transitions among different back stack states incorrectly
and producing infeasible activity transition paths for the apps using special launch types. To address

above mentioned problems, we formalize the changes of back stack states triggered by activity
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launchings configured with 7 different launch types respectively, and propose activity launching
graph (ALG). The ALG represents activity launchings in an app and can be constructed by
launch-typ-sensitive activity transition analysis. Launch-typ-sensitive activity transition analysis
first constructs a harness main(), which consists of one allocation site per activity class and all
overridden callback calls organized according to control flows. Then the object-oriented field-sensitive
point-to analysis is conducted to extract the target activity classes for activity launchings and
launch type related configurations. Finally, for each activity launching, an edge from source
object to target object is constructed with determined launch type. Moreover, we propose and
implement a framework named ALCAnalyzer to conduct the static ALC analysis. ALCAnalyzer
can generate ALGs for Android applications automatically and generate the set of ALCs based on
an ALG. Based on the maximum number (infinity, two, and one) of activity instances produced
for an activity class in the back stack by repeated executions of ALCs, the ALCs can be divided
into three types (TYPE1l, TYPE2, and TYPE3). This paper summarizes the characteristics of
different type of ALCs. ALCAnalyzer can simulate the changes of back stack states accurately
during the repeated executions of ALCs and predict whether there are multiple instances of an
activity class in a back stack state at runtime by determining the type of an ALC. Experimental
evaluations consist of two parts. The first part is conducted on 1179 open source Android applications
from F-Droid. Manual examinations on the results of ALCAnalyzer analysis show the high precision
of our launch-typ-sensitive activity transition analysis. We also conduct studies on the ALCs in
different kinds of apps in the first part of our experiments. The results indicate that: ALCs and
special launch types are widely used in Android apps; more than half of the ALCs can produce
multiple activity instance for an activity class, which request reasonable back stack managements;
more than sixty percent of the ALCs are longer than two which are difficult to identified manually
and requests a tool to identify them automatically; news- and reading-related apps are more complex
in structure. The second part of experiments is conducted on 20 apps from Google Play. The results
show that comparing with launch-typ-insensitive activity transition analysis, ALCAnalyzer can model
the changes of back stack states more accurately, and ALCAnalyzer can also provide the software
engineers with more effective information to manage the back stack behaviors to make user experience
smoother and more consistent.
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L3R ALC KB Y ¢ 88K, I R P 2 B o i
Z IR RS activity SEH ™ 5 5 FH 2 G0 o il 18
(2) PR ELZ AT ALC &7 E TR A activity
SEA) L T Al 25 A JC R AN IR R ZS  9F B A R AT
S5 E IR [ AR R A Y A AL B 4 () APV )
ALC3 B R —25, W3R 2 W] LUFE H IR AT ALC3
AT AR R AR S 2 e R R B AT ALC3
t IJ5 » ChooseFileActivity By 2 % ¢ + 1,
OpenFileActivity B2 H1 %R ¢ JH AR PR IR
T T 5 20 YR [ IR HR A

BT ALC. HAFETE 7. (1) HE 47 ALC
R, FADAEAE— AN REAE A WS SE Y activity
25 o JF LR AR A Fp 28 Y activity fe 2 BB A
SE L BVAR [ o i S BB 2 o 20, Horp 1 3R
ALC K JEE; (2) EEPAT ¢ Wa - IR AT HH )G 1
R ARSI 55 ¢ R TES HE IR [ B AR 2 A [
HAS 1 AT R A v iR AR A &
B T LLIR [ ERR 2S5O BR. b R4 % 28 ALC
MR AE . A SCEE G 2 activity B3 T XM & 1
ALCA, N 4(b) Frzw. N3 2 Al 41, 3% [l 4% B A 78
R 7 B A2 B A A3 28R 5] 58 R
1158 ALCA 113R IR 9 FIER — IR AT ALCA 11
AR5 M) AR HAT N 255 6.7.8.9 A [A 3% 1]
BOR S SEE 1.

= ALC. HAFETEF . (1) FERFS E &2 IR
T ALC 3 F th 45 A28 80 activity B £ 77 4 — A 52
il s (2) AT I 72 Hp B AR ] AR ORR 2 A PR Y.
ConnectBot H1 ) ALC2 #tJ& T45 =26 N 2 nT LU
AHGREARA 1.3, 5 ARAEMF, 2.4 REHMF,
AR SE B A [ 2R activity 52 6. 4k 2 017
ALC2 A BRI AR S AR IH 2306 B 11 BE.

ALC W5 2A T R T ALC H145 28 activity
i) sl AL

4 BIhARBEE activity BRE S 47

AT [ X 52 1) < B SRR A 1) 43 A RE 65 1 B A
Android N i B9 activity JHSh K. AW EHENH T

Android V-5 J& 3l activity {924 ]38 15 LT 5 98 J5 1)
TRy ALG B HiAL PR, 45 AndroidManifest. xml
SO fE BT A IE T Android #5951 A9 % B & KB
T 5 Joe S VR TR T 1) 6 R S B R AR 1 4
ik ALG (30,

4.1 Activity [EiE{E

Android ¥ & i i 3 i 1ICC #H & APIs 3k B
Bl activity,x $8 APIs {5 startActivity (), start-
ActivityForResult() , startActivitylfNeeded ( ), #¥
10N startActivity Cintent). 2 T 4> T 2 BUJE 3 56
R AR E IR T UL E =AY AP,

%4 intent i€ T H#R activity. Intent #] DL 43
Sy e AL, B A AR B 20 intent 32 5% T B A
(¥ H AR activity J8BCANPE 2Ca) 57 13~14 770 22
1. B2 intent i€ 5% T HAR activity 75 2 $h47 1Y 3l
ECIE 2% 8 11) . A R A& AT IZSMERE T 1)
activities A A GE 8% Jii 3. Activity BEA% P47 1 3 1
W 3 M A AndroidMainfest. xml [/ intent 33 JE #¥
H (& 2 (a) 25 36 ~ 38 7). Android - G &L T
APIs B intent XF 20 5% H b5 activity & 1(F
B .l setComponent (), setAction (). %f F i 7
intent, H #5 activity 2% & ¥k 7% % 7£ & B¢ Intent.
mCompont.mClass #1. X} F 2= intent, H #r activity
s B AT B S B AF ¥ 7E 7B Intent.mAction H.

4 intent BE ARG T BLREWS TE S Bl activity ik
FREIR B RCR S e i “FLAG_ACTIVITY_CLEAR_
TOPFR&ZR ARG E oA iR It 5 B AR activity
(i) 2 3L 8 S 491, 5 A A DDA 3R [l A v 52 491 A Y
SEA 4R A B Android SF- G #2 It T setFlags O Al
addFlags O SR 15 & FGS AR . b5 25 8768 78 7 B
Intent.mFlags A7,

4.2 Tk

oAb R4S WA FR 43 B — BB A3 2 f# AT Android-
Manifest. xml SCF 55 Z 38 53 J& 45 ) 43 B 449 22 4l
Bh main(). M\ AndroidMainfest. xml A7 32 B ff B &5
= BALH . (1) Android B 4 5 (2) Y activity
KL ES ACT; (3) £ activity 251 intent 33 JE £5 5
(4) FB 4333 1] AR AH 5 BE B 15 B, » B 45 4% activity K1Y
taskAffinity f1 launchMode.

5&5: 1) Java 72 ¥ B — 4 F A 0 (main
BREO ANA]  Android i FH 2 7 2 S5 4 3K 2l B K 5
[ )5 pR SR . 3K 4 [ 3R R 5 A 4 A i R U [l A
AR A= i JA 390 11 9. A 2 i JA 40 1] 90 S A 45 2R ¢
A GUL [l 2 7 JEAT 45 16 53 A7 » it 2244 i — >l
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Bl 3 pREIOKE 0 2 5] 18 pR B IR 48 ) I AL Uk k. AR PR FI A2 H., A A SCHE 51 AL 2 43R [ AR 1 32

5 B mainO B, i F 48 8] 20 BT AT activity [8] (14 )5
Bl & R IFASE] L A EE 4 B main O B K7 % &
FAAS activity & PR AY (] 98 ok E0M 0. & 5 R
T B mainO 19 25 8. X F activity A& i J& 1 51
FR%L :onCreate () 1 onDestroy () 43 48 7/~ activity

7 J& A B T 4 25 3R s onStart O Fll onStop O 43 51|
TE activity AJfL 5 RN 0] LB B 35 8 F s onResume ()
1 onPause O M8 78 T 0] £ 4E B 3, A 7 0] 78 X B
JEI I BAE activity, WS H . R A 1Tk
M) 22 42 [0 98 (U onLocationChanged O) #1 P 47
Sy fil % (9 GUT [l 3 (b 4 onClick O) 378 7] 58 . J#]
WIABR AL S Android B F S A B 3 ek O, 2
o 275 TP E S Y [l eR 4K

void main( ){
//SEUL BT activity 2K, act, ACT
r, = new act,( );
r, = new act,();

1
2
3
4
5 eee
6 //XHE A Nactivity3S, I EIE
7 INVOKECALLBACK(r));

8 INVOKECALLBACK(r,);

9 )

10 void INVOKECALLBACK (Activity r){
11 r.onCreate();

12 //activity AT 4R 34

13 { r.onRestart();

14  r.onStart();

15  r.onResume();

16 //activity AJ 58 H.JEIA

17 (//%E?&EEE‘HEactivityEu‘ﬁi)ﬁJiﬁﬂlﬁliﬁ@iﬁl
18 .ee
19  r.onPause();
20 r.onStop(); }
21 r.onDestroy(); }
&5 B 3 R B
4.3 EENKHFEHEE@DSN
4.3.1 f559E X

K651 T ALG M@ or ik i fF 5. 56—
oI Java PR P 4. C RR XML O WES
ACT RIRFIT A activity KRG B — I K HS
AT RN SRR s 7 AT X G Sk A L B
BEVFBE 7 AU RN R ) 4. % 5 S A Ak
AR HENAF 7 . 26 88 05 T 4 ) 43 pr ik AR
BRI Tk Pe(r) Rn 851 r Fr 45 10 1 X %
Ffr. FPeGr OB IR E » 097 B f B8 1w i 0 5
A B =0 g i E A s 77 AT B AT 5. 8,
J& 3l activity B launchMode, taskAffinity, J& 3Jj I}
ICC kAL 1Y intent X4 145 & Al finish O J7 ik
8 3 T (] 5% e o R IR A L e T R B KL AR
i Intent b ik X 3R (8] K (9 5% me K 543 o TCR0br 3&
(IVFLAG) F 3 ks (VELAG) fil & (OFLAG).
H B B A SCHR M AR [l e A T vk TE TR B 2

HAY intent FRAEF A LA bR 5. X PR ESTEARK
TAEH & SEUE 40 T ALG M 5. i

5 ﬁﬁ?*ﬁﬁ)ﬁ’]ﬁﬁ’ﬂ activity Ji gl & A5 s R R
—~ activity ZE XA,
T AR5
k. c€C,act€ ACT,ACTEC

Fk: meM

A x,y.2.num,cptyactionE R

FB. feF

A 5.5, €8S

sii=s1sse

x i=new c() | X 4 5244k
x =yl T, 1 15 A1)
xi=y.f| F R
wf =yl B
x i =y.m(z) J7 28 E A

X4 of,0l 08,0l €0
& 1] 23 BT AR G 7 1%

Pt: R—-0O

FPt: RXF—0O

Jet 807 A R
launchMode: Im &€ LM={Std, Top, Task,Inst}

task Affinity;
intent bR :

taf€ TAF
flag € FLAG=VFLAG U IVFLAGUOFLAG

HRAr&: VFTAG = {{_singleTop ,{_clearTop ,{_reorderToFront }
finishO P : fin€ FIN= {true,false}
[t € LT = {standard, singleTop. standard-clearTop,
JB#h R singleTop-clearTop, reorderToFront, singleTask,
standard| finish}
ALG # X5
ALG: ALG=(N.,E,st)
W 0 ENCSO
M i 50l EECNXNXLT
Bl 6 fi5wX

4.3.2 T [E] X G A0 7 B [ 43 B AL

Xof i pR RO T4 1) 23 A, [RULE-1 ] ~[ RULE-6 ]
AR T N SR T CT D U OV OE = B WL IR RN
ALG 15 RS N i E 4 E # 4 %. [RULE-1]
X4 8 29 A, [RULE 2] % 1744 T activity
KM SEHIML. B4 activity X R E @ H N ALG B
B — A5 . [RULE-3] ~ [RULE-5 743 %1 X 7 It
BB F B 5 i ). [RULE-6 ] R 1 77 5 1Y

WHIER. BT E m O k4,8 this, il

Do s B HHE 7, X T35 m 34T 48 190 43 B AT 3 £ S %t
Ik s, LHEBhiER] 2 =1, 5.
s;iiax =new c() ¢ ¢ACT

o' & Pt(x) [RULE-1]

Si: T : new act() .ac'IEACT [RULE.2]

0'¢Pi(x) oEN
xi=y o &Pty [RULE-3]

Pt(y) € Pt(x)
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T ;:y_f 0 éPt(y) [RULE’Q
FPi(o', H&Pt(x)
~' :: i P ~
v fi=y o' €Pix) [RULE-5]
Pi(y) ZFPi(o', )

T i=x. ‘ep ‘ep

v i=y.an(z) o' €P1(y) o €PI(2) S[RULE-6]

Sm3x =1, o' €Pt(this,) o’ €Pt(p,

[RULE-7]~[RULE- 10]%@#[@ (EiEESE
A g AL, [RULE-7 ] X} intent #75 #& #F #ﬁﬁj\ﬁ
Intent Fpidi b B B S U, Intent X 4 o' 3@ L A J7
‘7£ addFlags O ¥ bp i HAFHTE mFlags F B ]

3k 7 22 setFlags O R IMBY bR & 50
ﬁﬁ G HEAT #7308 IR A A TE mFlags B
[RULE-8 ][ RULE-9 | 43 5| % i =X #1 B 2 intent
SEFT AR, O intent 64 of B T A5 0 0 6
Bh Bt targetClassName K474 B activity 2545,
[RULE-9 5] Find Target () J5 ¥ Al GE 42 #1470/
HER H AR activity 84, [RULE-10 43 87 T Fir £7
activity J3 s A 5C APTs. ZEIZ WAL b, this FRom —
AN activity 2] 5 JB 3 activity BT {8 Ay intent X} 4
o' W7 Bk targetClasssName it 5% T H 5 activity 38
£ 0" 3 Get ActObj O #4155 28 44 4K BOH AR HE N A7 1Y
ME—SE B o' s GetFlags () ¥ intent X 4 o' 1) F Bk
mFlags Jit 47 i 1Y B BURE A6 0 br 75 5 & JF 3R (815
Get LMO 1 Get TAO 43 53K BB #5 activity X409
launchMode #1 taskAffinity; GetFIN () 3k B 1F #%
ST IR m 0 07 AR WA W finish O 5 (o',
config) — o' TR o' LUF s T ARG & config T
Ja3h o

intent. mFlags := num
o' € Pt(intent) o’ € Pt(num)
(o' ymFlags)=o0’

[RULE-7]

intent.mCom ponent ‘= ¢ pt
o' € Pt(intent) o’ € Pt(cpt)
FPt(o’ ,mClass) & FPt(o ,targetClassName)
[RULE-8]

intent.mAction = action
o' € Pt(intent) o’ € Pt(action)
FindTarget(o’)ZFPt(o' ,targetClassName)
[RULE-9]

this.startActivity(intent)
o' € Pt(this) o’ € Pt(intent)
o' € FPt(intent ,targetClasssName)
o' =GetActObj(0")  flags=GetFlags({o’ ,mFlags))
Im=GetLM(0") taf=GetTA (0") fin=GetFIN(m)

4.3.3  Activity JB 301 # 280
[RULE-11]~[RULE-18 45 i T M2 #i§ activity
] J 3 6 & RIS B A5 B AR L ALG Ja 3l iy 2L 00).
[RULE-11 X3 T Jo 8 e & (4 #) € Hovh pkName
J& Y H Android NI R4, 24 taf 5 2L 4 A
MR 5 RO EHe T 5 ta f AHIE R 0 25 7E 3%
IO A 3R B R Bl AR activity, JoALIC & 25 51
ZAN IR AR 10 28 B, B A O TE RIS 1Y activity J5
SR g [RULE-12 ]~ [ RULE-18 X%} ji A &%
AR Heh J5 3% ConfigVali O MRAE HLW 11 2k
F € B EAR B R ARG MR AT true.
(o', flags,lm,taf, fin) — o'
(Im is Inst) V = (zaf is pkName) V
(Aflag€ flags: flage IVFLAG)

; invalide
O ——>0

!

[RULE-11]

(o', flags,lm,taf, fin) — o'
(ConfigVali(flags.im.taf)) N\ (Im is Task)

; singleTask

o' EE

]

[RULE-12]
(o', flags,Ilm,taf, fin) — o'
(ConfigVali(flags,Im.taf)) N\
(Aflag€ flags: flag is {_clearTop) A\
((Fflag€ flags: flag is {_singleTop)V (Im is Top))

o singleTop-clearTop o EE
[RULE-13]
(o', flags,lm,taf, fin) — o'
(ConfigVali(flags,lm,taf)) N\
(I flag€flags: flag is {_clearTop) A
= (A flag€ flags: flag is f_singleTop)V (Im is Top))

; standard-clearTop
]

o' €E
[RULE-14]
(o', flags,lm,taf, fin) — o'
(ConfigVali(flags.lm,taf)) N\
(Aflag € flags: flag is [_reorderToFront)

; reorderToFront .
o———— o' €F

[RULE-15]
(o', flags,Im,taf, fin) — o'
(ConfigVali(flags,im,taf)) N\
= (I flag€ flags: flag is {_clearTop) A
((Aflag € flags: flag is {_singleTop )V (Im is Top))

(o', flags,Im,taf, fin) — o'
[RULE-10]

 singleTop
o' —o EE

[RULE-16]
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(o', flags,lm,taf, fin) — o'
(ConfigVali( flags.lm.taf)) N\
(Y flag€ flags: flag e VETAG) A fin \/ (Im is Std)

_ standard| finish ;
O’ >0 6 E

[RULE-17]
(o', flags,lm,taf, fin) — o'
(ConfigVali(flags.lm,taf)) N\
(Y flag€ flags: flagd VEFTAG ) A= fin \/ (Im is Std)

standard

o €EE

o

[RULE-18]

5 ALCEENHIEZSE

ARSCEE IS T ALC A 3 # A 5 M fiE 42
ALCAnalyzer, & 1 fr7~. iZHEZE LA Android package
(TRIFR aplO FE i A 46 = D0 H AR ALG R
JAs  ALC Az 30 LR R AR AL 2 O (0] R AL 4L 4%
RAERL T ALC 432588, ALG Al #s SE Bl 755 4 77
BE T T ) X G B U AR 19 40 BT R ALG Ay
2 A WU sh o 20T BE 25 6 T8 RLCBC R AE 5T R
XF 22 AR AR AR I @RI A5 2] 97 . ALC A i LA
ALG 1 M A i Android B FH 2 ¥ 1 i ALC
G R AR LA 2 1 XF 7 RO [ A 8800 X
Jii 8l activity 47 R B IR [0 H A8 AL E AT A 4. ALC g
KAl ALC LS E A i th B4 ALC #9732
5 IF B0 Android N TR ¥ 7S AT 1 72 RE A4S
A TR 2R SL B activity BRI S 5. A X ALC 2R
s ALC 432 a5 AT IR
5.1 ALC 4§

ALC A LB 7 s 1 iR T ALG
) ALC A A . 5 1 DL ALG 9 main activity
R SO ALG JE AT 8 5 R B A S ik B ok R
ALC. trace it 3% T Vi A3 H 5 5. Y trace P E &
A8 RIDRE 22377 7] 9 24 JiT 35 55 currentNode I, 32 W]
FEAE— ALCCS 4~8 17). %5 5 47 ALC A Lid
T =09 18] % cycle F cycle WL UG 15 55 start-
Node , i8035 T M ALG #4577 & 2 startNode [
B4, cycle B K trace W currentNode 22 J5 BT &
F5, M preCycle N currentNode Z Fij W7 &5 F
B A4S 6 47 /) AddALC O) i) ALCs 7 i #r 1y
ALC B} # ALCs mE &A1 5 ALC 4514 A1 [6] (1)
TR WORE B A B preCycle B ALC. 5 BA K
I ALC, A4k 225 0] 5 H 15 00 19 J5 4815 0 G 10~
13 47). %8 10 4718 13 GetSuccessors () 3RS 7 95 5

G Ak AR A B 11~ 13 AT AL HA% IS 4 .

IR AW AR ALC A 2 Ul W% e
il PR A R AN AT RE Y BRR] 6 Y activity SE4.

Bk 1. ALC #4450k,

A ALG

i th  Android NI 20 ALC 55 ALCs

1. ALCs< (J ,initialize trace with an empty list;

2. Traverse(entryNode(ALG)) ;

3. PROCEDURE Traverse(current Node)

4 IF currentNode in trace THEN

5. ALC<GetALC(currentNode,trace) ;
6. AddALC(ALCs.ALC);

7. RETURN;

8. END IF

9. add currentNode to trace;

10.  successors<—GetSuccessors(current Node)
11.  FOREACH nextNode € successors DO
12. Traverse(nextNode) ;

13.  END FOR

14.  remove the last node from trace;

15. END PROCEDURE
5.2 ALC 9%z

WHE 3.3 95 B A B & 2K ALC ¢4k, ] LA XS
ALC #7187 2 - (D #4512 A1 ALC
b AR v e IR YRR 45 RIS R R ERIR S 5 T — 1k
5 G AR W R 8 IR e =2 (2) MR R
17 R R R A 7 AR R 2R T activity SE 1k X 73 5 —
FMH =2 ALC; (3) RE AT — 28 ALC,i& [
B ZH 2X Length (ALC) A>3 45, 8 52 $AT 5
=R ALCR R i ZH Length (ALC) 4> 52 4],
PRI 22 3% [ 4 v S A BOR T 2 X Length (ALC)
BF BT e HO 5 — 2K

EARF G S RN 2 s, 4~8 ATH L T —
W ALC Wi AT 3t #2 , £Stack I oldStack 4y B30 3
YR B BRR A B B R AT 45 R IR [ ARAR S, 9~
17 A7 AR 4 3R [ B RS 0 00 ALC 267, 55 9 17
SameStates A5 P A 12 18] F AR 285 2 75 AH R

Bk 2. ALC KBS

WA ALC; /x Fpoyr ity ALC = /

Hith s ALC 25 type, B Z A LB activity 2

4 s
1. s< &.push startNode of ALC into oldStack and
tStacks; / * WAL s,0ldStack F tStack * /

2. WHILE true DO

3. tNode<startNode of ALC;

4. FOR i from 1 to Length(ALC) DO
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3 X
5. tNode<—GetNextNode(tNode) ;
/% B tNode Jy HJG 457 /i * /
6. tStack<-UpdateStack (tStack ,tNode) ;
/ * B tNode 1R 8l , I BH 1Stack K& » /
7. s<CheckStack(tStack) ; / * Ki# tStack K%,
iR BB Z AT activity BIYES « /
8. ENFOR
9. IF SameStates(tStack,oldStack) THEN
10. IF s# J THEN
11. type<-2.BREAK;
12. ELSE
13. type<3.BREAK;
14. END IF
15. ELSE IF Length (tStack) > 2 X Length (ALC)
THEN
16. type<1,BREAK;
17. END IF

18.  oldStack<tStack;
19. END WHILE

6 KWEER

A% 3CHETF Android F2 )5 #4540 1 T2 A9 Gator **
SEP T Android W activity 53 3 ® B 3 # 2.
activity J3 SR E N X250 A 2 48 ALCAnalyzer.
AW B ALCAnalyzer 09 F S01E PF £ 45 5 L 4
Android JF 5 3 T4 F-Droid 1179 A~ 89 43
Hras /L & ALCAnalyzer %t 20 4~ Google Play Ti
i L FH ) o3 A 4 AR
6.1 ZWiIgHE

SRV FEE R TR LA P )

(1) ALCAnalyzer 4 3L Un{a] . /) BE 75 HE Al 1y
ALG RET HEW & 7 ALCLRET X ALC IE #4325,

(2) FE 7 Iz 1 5t b, ALCAnalyzer BE 5 18
VLR T T80 A 354 < 0 A ik A 2R 5 A8 LR
[l Ak B2 A %M S

X ) f5— , A< 3C LA Android JF IR B T
F-Droid H i R FH ARy S8 % 4. ik 2 2017 4F
12 A 15 H , 7€ F-Droid # F 2 #] 1381 4~ Android
TFUE R . Hy A A 6 22 A ROAS AR 40 5 7 i)
(1) 36 BB 3T AR Sy S5 0 % . N T 3 8 T 3
8 & I ) B 1322 5 T HL 2 5 Ui XK 2K 5 R T M 2 5 L
BRI B A ROR R B B 1R 28 e B
app RAE— 250 . & BAd 182 19 202 4>l B g
M 2 5 o apps BRA ], H TR 454 15 i &Y
Android N AN . I TE apk & 4 15 F2 25 18

B GF U5 AT A 1E w8 BRI 00 A B B UG 5 6 3 main
activity [ [a] {8, S B WE AT T — 2L 0 0. i )
6 2619 1179 4> apps NI BE ) 58 L o3 A ad B2, 35 4
55 2 IR 6 2 B AL N A F AR AR T IR
WL E 2 R  FRATAAL 3 M T ALCAnalyzer fA
RO 38 43 Hr 1 TF I T T fe R A 5 A S B Oy XY
A A EHC B ALC 150 A 45 28 0 A2 % ALC
(0953 A LA be ALC #3853 B & A B By i [ A A

BEXS ), AN Google play Hi T 20 >
T #E ) Android N SEER R 4. K5 5B 2 B
7N T RN ) 44 PR
6.2 REFMIESH
6.2. 1 A RCHEVAL S5 R

{8 F§ ALCAnalyzer X} 1179 A~FF 5 5 F #4545
B B fie K 23 A I8 TA] B (B 30 min. 25 i 3% 1
{EL, W5 BT R 0. 3% 3 L3R ALCAnalyzer” 8 /5 T
ALCAnalyzer ) S & frgh . “f & ALC”f1“ALC”
oyl AL & ALC BRI EO % ALC BB A%
3S~S AR T &S KL R Sk
ALC 1y W A~ B, — A 0 AT RE A 3% 2 R 2K ALY
ALC; 7~9 BN 5r 5l R T8 — 2K 58 K B =K
ALC Wy 2%k £ xr A sh A D 3 1 167 4> apk H iy
1522 4~ ALC, 3B A XEEZE Y 3 44 Android JF
RS H A AT N LR, 56,3 A& B /3 Be ik
A Y BN FEAE B 2 A IR 8 AR — R R A 5 AR
Jo o3 NP A4 b — %A A 0y i T 48 9% 2 J B
B AT N G IE 5 X P9 58 95 E 245 SR A — By sy
3 ANIERITHE A G 45 3. N TR R 2

(1) & F A5, 1k ALCAnalyzer £ ] Hi (1)
ALC B &BETAFAE. 45— ALC P & R FTE
Ja a3 &, WK iz ALC M k. b an, ALCAnalyzer

y‘j% apk EE}JEE’:J ALG @@E ija‘é/% A Stéln(lmiB’

HN TR A i A BUZ R 30 5% R A7 AE WK 4254

S ALC M. Fe AR g A
i i IR e R i 3 B9 ALC B B R 4Rk
ALC. X #IAfETE /) ALC, ALCAnalyzer 4325 45 3
sk 3 LB Step 17 7.

(2) B X HIAAEZE R ALC, F TR EL ALC 94
activity Jg 217 2. 454 Android N F 8 &5 38 17 7=
A [ activity SCHME B, N TRIN L 4r 26, % 3
HPE“Step 27 N THIAE) ALC 432645 . ALC-
Analyzer g 14 DHRINAFAER) ALC 5545, AN
A
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O 1AL N =2 ALC WK E. “AML” B F R KK E, RN F—
QO 1AE—REE N 2 KM PN K ALCHKESE, ST
Q1AM R N =2 NI

7/\/«/\—5% PAR /"“4‘};&; N
@ /I\féjt%ﬁ‘j\jfgﬁ AML:E Max (L oLy s oo slij sosrsliy Y/N,
O 4 A =gk B 2. : ;

N THIAG 20 AL % =28 ALC [ HE A0S
DL 4 Fi7R. 3R 4 55 3 FI IR T & 285 th Ui Eh
S BT B 0 R, ML B R T 4% 28 B P i i

Hpr N iz app WECH L 1, iz s«
REE N ALC YK B M2 S ¢ 0 A
& ALC 1 Bk

& 3 ALCAnalyzer 3t 179 M F R AMNSMERSATIRIEER

P {14 ALC {1 ¢ TYPE1 {17 TYPE2 {17 TYPE3 ALC TYPE1 TYPE2 TYPE3
ALCAnalyzer 167 97 1 94 1522 823 5 694
Step 1 154 85 1 88 1306 667 5 634
Step 2 154 82 1 88 1306 662 1 643
F 4 FHE Android FHEE=4 ALC iFHBFR
25 o oot & ALC U TYPE1L fu TYPE2 fu{ TYPE3 ALC TYPE1 TYPE2 TYPE3 ML AML
e b e 139 130 23 13 1 13 257 127 1 129 8§ 2.58
TH 399 390 44 21 0 26 332 281 0 51 4 2.01
e 2k 132 130 12 7 0 6 150 17 0 133 7 2.15
[IE7] 88 80 15 8 0 8 60 37 0 23 4 2. 27
[EYN 180 163 28 16 0 15 232 108 0 124 8 2. 04
He 241 230 32 17 0 20 275 92 0 183 6 2.18
J=¥ i 1179 1123 154 82 88 1306 662 1 643 — —
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Background

Activity, as a key component of Android, is responsible
for providing GUI windows for users. Activity instances
created during a software runtime are organized in the back
stack (activity stack), so that users can return from the
current instance to the previous one correctly. Interactions
with the top instance of stack trigger activity launchings
(activity transitions), which change the back stack state. In
order to ensure the quality of software, it is necessary to
carry out the testing work based on activity transition analysis
for Android applications (apps). The activity transition
analysis is a foundation for tasks like dynamic exploration.
GUI model construction, vulnerability detection and defects
detection. In Android, developers can set up the configurations
of activity launchings for back stack management. These
different configurations are named launch types in this paper.
Our study on various launching types used in F-Droid
applications shows that almost 25.31% of the apps use
special launch types and 37.87% of activity launchings are
configured with special launch types.

However, existing modeling techniques on activity
transitions are launch-typ-insensitive, which suppose all
activities are launched with standard. Launch-typ-insensitive
activity transition analyses cannot simulate the changes of
back stack invoked by activity launchings with special launch
types correctly, thus resulting in infeasible back stack states
transitions and infeasible paths which consist of at least one
infeasible path. Such infeasible paths may lead to unexpected
errors such as test case execution failure in GUI testing and
defects detection which raises researches interests. This raises
a key request for launch-typ-sensitive activity transition analysis.

All special launch types aim to request the Android

platform to reuse an activity instance of a specific activity
class or terminate specific activity instances in back stack to
avoid multiple activity instances of one activity class. We
found that activity launching cycles (ALCs) . which are widely
used in Android applications and allow an activity to be
launched repeatedly, is necessary for the production of multiple
instances of one activity. Therefore, we make a systematic
research on activity launching cycles.

In this paper, we propose the activity launching graph
(ALG) and the launch-typ-sensitive activity transition analysis
to construct ALG automatically. Moreover, we propose and
implement a framework named ALCAnalyzer to conduct the
static ALC analysis. ALCAnalyzer can generate ALGs for
Android applications automatically and generate the set of
ALCs based on ALG. It can also simulate the changes of
back stack states accurately during the repeated executions of
ALCs and predict whether there are multiple instances of any
activity class in a back stack state in runtime. Experimental
evaluations on 1179 open source Android applications from
F-Droid show the high precision of our launch-typ-sensitive
activity transition analysis. Experiments on 20 applications
from Google Play show that ALCAnalyzer can model the
changes of back stack states accurately, and provide the
software engineers with more effective information to manage
the back stack behaviors.
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