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Abstract In traditional cryptographic analysis based on black box model, attackers can only use
the input and output information of cryptographic algorithm to attack, and the security of exist-
ing cryptographic algorithms under black box model has been fully demonstrated. However, un-
der the grey box model, the ability of the attacker is improved. It can not only obtain the input
and output information of the cryptographic algorithm, but also obtain the power consumption,

electromagnetic, optical and other physical information leaked during the actual implementation

HWch H 1 :2021-08-305 ZE4k % Aii H 11 : 2022-02-10. A BUBA 3 [ % 1 AR5 26 4 00 H (62172395) We By, SR =SS M- W50 A BB 2 4
38k A0 M5 B 4y B 5 B . E-mail : zhipeng2017 @iscas. ac. cn. BF £ GEEEE) . M+, 1 & % TR U, 35 2001 58 40038 0 0 5 38 43 5 B
1 B K. E-mail: chenhua@iscas. ac. cn. 8% &, W 0P 584, EEOF RS NGB BT S5 B59. SEmE, W4 S0 TR, =28
FEF IR M AF T8 4317 5 By 4 Lo WA



8 L SV} E{id

o
£

of the cryptographic algorithm. The correlation between the physical information and the inter-
mediate state of the cryptographic algorithm can be used by the adversary to recover the secret in-
formation, which is called the side-channel attack. Since the side-channel attack was proposed, it
has posed a serious threat to the security of the implementation security of cryptography algo-
rithm because of its relatively low implementation cost and high attack efficiency. uBlock algo-
rithm is the first prize winning algorithm of block cipher in 2019 National Cryptographic Algo-
rithm Design Competition, which is also threatened by side channel attacks. Now study of uBlock
algorithm is less, in terms of hardware implementation mainly consider low delay implementation
and high throughput, and lack of low-cost optimization implementations for resource-constrained
situations, and it is not conducive to the construction of protection scheme against side-channel
attack. The current public literature points out its S-box is suitable for the construction of side
channel protection scheme based on threshold implementation, and there is a 3-share threshold
implementation scheme without new random number during the execution of the algorithm, but
does not give a concrete implementation scheme. In view of this situation, this paper firstly de-
signs and implements a low cost hardware implementation scheme suitable for uBlock algorithm
based on pipeline and serialization. Secondly, based on the above low cost implementation
scheme, a 3-share threshold implementation scheme without new random numbers is constructed
and implemented for uBlock algorithm. Finally, aiming at the problem that the implementation
area of 3-share threshold protection scheme consumes a large amount, the implementation cost is
further optimized, and a 2-share threshold protection scheme without new random numbers is
constructed and implemented. In order to verify the actual security of the above protection
schemes, this paper carried out the actual implementation in FPGA development board, and car-
ried out the side-channel evaluation experiments based on the test vector leakage evaluation tech-
nology. Experimental results verify that 3-share and 2-share threshold protection schemes of
uBlock algorithm have the corresponding protection ability against side channel attacks. In order
to further compare the realization cost of protection schemes, this paper compares each scheme
from the perspective of register consumption, random number consumption and delay, and then
evaluates the consumption of different schemes in FPGA resources, equivalent gates through ex-
periments. All in all, the cost comparison above shows that the resource consumption of 2-share
threshold implementation without new random number is the lowest compared with other protec-
tion schemes, and the area consumption of 2-share threshold implementation without new ran-
dom number is reduced by about 30% compared with 3-share threshold implementation without
new random number,

Keywords uBlock algorithm; side channel attack; side channel protection; threshold implemen-

tation; hardware security
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¥ is oy 5K

R RC: LA 8 %Yy LFSR pE4TiH5E, 1646
32~39 NI A B Y 4 AR RC L 5 ER
12 WiF Ko, Hi b0 e SEmA .2 5%
WY iz B

T ¥R AR5 32-39 W80 R, 4T T iz .
VL (T, s T T BN T 85 H 5 A G52 0 2
T, =T, ®T,. DT, T iz THRSH 5 k%L
MR LB A T s B (Tour s Tows
T ) AROFRAZE B o0 o, D) 1] BR S 3 4n 23 5K
(5 s,

Tor =T(T,) s
T =T(T,.), (5)
Tpus =T(T,,)

S & AE: A T 3 AT JC Bl 4 92 B, 3-share
uBlock HyL TR L e KA FAE T S &1
WAL, Hop S &R TR BB A E 5 s, BA
(In, s In, In) fER S &M A& KR 2 =1In, D

In, @ In, UL F" %5 F S-box BB 52 B 43 ok %L,
LCF s flos ffo) o, G &R G S
box FITTFRSE I R, (Out, sOuty sOuty) TR S-
box A% H 4y, 40 2. 1 15 TR SE A 2ok, TR 58
UL SR A A 43 R BRI R R v AR S A BB ST RS
SRR A AN 2y i 2 5 s 5, M = AN A o)
S PR ST o AT ARSI v TR 2 R B ST L D)
FLITRR 52 B An 22 2 (6) F () TR,

‘ A
In, v 5 v Out,

In, 3 Out,
A wiF A
In, B2 Out,

K5 S #& 3-share 4544 Kl

f'/l =F"(In,,In,),
flo=F ' Un Iny), (6)
f/; =F"(In,Iny)
Out, =G'(f'1 . f'),
Out, =G"(f'1, "), (7
Outy; =G'(f'5s f)

P (g sy sz sao)s (Vyayssyisye) fUFR BB
F'.G WA 4 WeRes A 2y S0 SRR A1
Bz Ry FUARR A D) PR AR 3 2 22 5K (&) A () .
F'(xyaxs sy sx0sy553:531550) = (fssfosfisfo)s
fi=2, Dax; Drix, Dy, Dyizss
fo=x2s (8)
fi=x0s
fo=1Bx,Da,x; Da,y; D y,xs

G/(l"s STy s Ty s X9 N3 V2 sV 19Y0) = (33829819800

gs = Lo

g:=1Pa, Daoxs Drxoy, D yox:s (9
g1=x, Dx; Dxs Drors Daxoy; Dyoxss

8o —Xo

3.3 uBlock 2-share []BR LI

(3,3) =TT 75 B by A% 5 #8443 1y BEAL 53
it A A G B e i S B 3 A T AH AR
BR A BIHAE, AW T 2-share (191TFR
SR AR BN A A A L B AP S 2 A
BAT 2 F A4 f il WAk o (2,40 — TT S 07
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2 4R 2023 4F

X BEADFIE R SEIRAE 8 LR ARG 8 2% T 1T,
W2 UE 8 LR I A7 A7 S AEfif o I ih 4 AR A
PR > 5. B PATIE R 5 (3,3 —TIL 1§
UL R AR R B A AR 2 AT S &
BB AR T B S O, A — N 4-share JE
47 %) 2-share 13 &, O B 1E 6 ) B 50 ok 42 42
T Al A AR X 4-share B AT AR R G
JE46 7 2-share, I I AH LG F 3-share Y[ BRSE 8L £
R T —AN e B . A X T T 3 A B B A
3-share 8 2-share, FoEL A /) 5233 A8 40K fridk.

HoEmE LR S @R M A A RIREE
BRI .

S GHRAMECIRSFFHF4) E 0 B 31 B 40, K, D
So FEHR S & A TERC I E] (K o s o0 s Ko ) 806 2R
FERGIBIE L (Sops s SO MARKIBE 76 1 3] 32 1
fh ¥ S & 2-share By R{E 45 S., » 3 4 2-share Hi
A AE A AT B AE » (Sop s e Sy AR 1B 5
fE 2 3 32 BhBh ¥ Sy, H5ZHITE AER 2-share A H.
SE 2 Sy 7E 33 WA, S, S HT A 2-
share S &z B I 2 52 R MLz H.

S B CEPY R ATAFAR) A5 32-39 NI
PR L RC SEL Ko, Hd B F951E R S &1k
A AEBEIIE] o (K v oee o K op ) BEAT DL 8 HL A 10 25 77
AR I e BRAE LR B Ko, S S & is 5
[t B9 KA. AE 33-40 NI BRE YR S @ Hh 2-
share it 2 5 T —Br B iy 5 538 5, 53 4F 2-share
S &k A A A AR B AR — DI B RS L AR 34-41
A A J] 399 S 3 i TS share T 25,

Horp S &Yz 5NN Bk, 78 2-share 9 S & 5%
B, A1 3-share # 55 K X 2 R Ze 1k i3 5 19 LR
5 R S Mia B0 R OL i 1T BR 52 90 07 U [m] 75
i VR 23 AT AL L. X T 0 it R B> S-box G
FE TR 52 B0 07 2L, X B H A 4 — ki
DL R RIS o i 7 XL F BB G BRI i —
YT LL R R I5ZH i, FETTBR SE B n] LR e . 2
AN 5 R 1Y 48 552 2-share % A 2-
share B H B AW, L f(x) =2 @ 1 R0, %
AR () ,2,) » R =2, D x,, (f1.f) R
# 2-share #EAD ) L BARR R 04 50 (10) iR,

f‘(xgvl'l): (f’gvf‘l)v
f2: X @19 (10)
fi= x

M A IEL s 5o 7, H 2 2-share )
i s4-share B9, 75 2008 4-share B9 % {8

TAEANEAT IR IG R 46~ 2-share DLIE TN —BY B2 iy
By AE X BLE Y 2-share 75 B0 2 ¥ 4. L)
fCasb)=ab Jg Bl AR LM m 5 /9 1) IR 5 B 5 X
W 6 Frs i A A 2tk 18 5 1 LR th etk iz
B 2-share 3K 3] 4-share % ) 4 = PRI AT,

o Ou,

3_>( Jut,
A

BFAELMtZE £ (a, b) =ab M ABIL N
a=a, DPa, b=0b,DPby, (f1sfosfssfi) A 4-share
B, X B FHEEHLEL Gy sry s ) X B M HEAT BB R
i SR J5 i 27 A7 25 B A7 J5 46 0 2-share i o fiff
i S STV R R R BRI T 22, (Owt,
Out,) 411 2-share, W TR SZ B A2 X (11
QA2 s,

SCazsaysby,50) = ysfssf2s 1)

Ji=r; Daib,
fo=r,Dab,, (1D
fo=r1 @ ab,
f1=r ®Dr.Dr, Da,b,,
Out,=f,D f5,
Out, =f, D f, 12

T #e0E 72508 32-39 B R, iE 1T T 8 5.
(T, T, B TisBME AS&E,HE T,
T @ T, T i 50 1T BRSE I 53 bR £ 46 TG By
I TEBHEAME, (T, .T,..0) REZHEH
o U T BR S BN 3 20 (13) iR,

Tor =T(T,),
T, =T(T,,)
3.4 2-share |7 PR ST By B4 3

(2,4) —TT #4552 AR X F (3,3) — T1 4 1 FX
THFEA T A AH I 78 BRAT 2o 2 v 55 2 5 i 19 Bl
BUE 33X S AN /N 1 55 R0 AR A il DR 3 — [0] 8, 7
(2, —TI By 7 W 3 ml L £ % SCik[23 19 12

(13
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REUL AT DA A I b b AR L A A AR o AR A — R
F14) 4 B O T U I R A ) T R A 1Y AR
L NTEAS S &1 T BR S8 30 A JC 75 35 (%) BE AL %L
T8 B0 T RIRT 396 A2 R EC HE A0 2 S, DT 552 B TG B
FEHLECRY 2-share [TTBR SZBLBE B,

AT Z Rt 325 AR L A o 1
IV BR S 3J 2 38 ik AL 25 A A S BT BR
fan S M X B AR s AR L is A S
AR R AT &, AT DL 1 R TG R BT BE AL R 1R 0
AHH ISR TR SE 3 7 L LR B f(asb) =
ab + ¢ Fy ], FTTRR S B A 3 7 A1 7 R

Lt iz B A M IERS 43 1 2 5108 (a)say)
(b, +b,)s(cisey) ST a=a, Da, b=b, Db, c =
1 @ ey HAEIA ¢ FPASHERD 5 5k ) 1
IAER S (f s fosfssfi) A A-share Hi th i 75 £
A A 1 O T A X T R4 2-share fi
s NI A5 2-share % tH 43 0625 ¢ F co o DATTT G
SIS Out, M Out, %t 1Y 2-share, W H: 7]
B S 3 41 28 2 (14) F0 (15) i 7.

SClassar 0,500 =(fyafssfosf1)s

f4 —C @albl ’
f3 :a]bzy (14)
fz =a,b,,
fi1=c; @azbz
()ut1 :f’l @f39 (15)
Out, =f, D f,
' A\
] 4
bl A r\) }()uI‘
L™ 0w
b » 2
: AT
: A

€

K7 S4& 2-share 5] TR 32

3.5 ZeMam

AR SCHE T 1) R S B B AT XS uBlock Bk HE AT
A5 38 B 97 9 0 58 v i s ok 3004 3 et i By 4 g
I3 H YRR S B R AR IR, 02 5 A A R 24 S P AT R

SRR 58 A P AT DAOR B B 4 55 1 o TRIE FD R 46
iy AR FEFE B ST YOG R 5 ds B 0 38 S0 v ORAIE
T s B g 1) R S I Y 2 A L A IR
A T 25 9 i A 0 A7 AR Tk A A B
FIB A7 58E 0 v TR E 2 5 AH OGP, DATT 2 3 1 %
T — B 5 18 Bk 0 B B BAR R R A S &
(22 Ve B an F i idk.

B SG& 3-share 11T BRSEH 4 2 M HT.

COFE) 1« BH SC o AR B i AR BE LR
WAL RN 430 T 3-share, i 2 f A2 501

(D IEWTE s THEAE, T,, =T @
T s @ T s s R TEBRE s IERMEBRAE RS S &,
wR@ B SE D) MEREETF
&R AR P S &b A& (Outy . Out,
Out ) M EH S35 TR IG S S il 2 6Pk

(D AETEAE LR MEBRAE G T 484, A4 pR 2L
R Ko — e it 43 1t L 1 55 A0 1 A4S HE 5 43 5 4 Bk
ST o DRI R 5 A vl ) AR L 375 AR 2R P B A R
AR F GEAEN 8 F LR AR O H G
B A REL G B v K WA TR 43 o, B0 5 Ab
— AR 43 A Bk ST PRI R G e D) A B
N7 T H AR I8 B 2 [ B A A A o R AT HE R
LT Ok 1) 2 A P R 5 25 b BT AR 23 B 4 1 v ]
(B 5 T vl () AH B 57, PR Ol 2 — I 5 3
E

(4) PRI 5] M - M 38 R R SR 6 eR B 2
P AR B AR GO D iR e .
f'os £ Outy »Out, »Out ;) 1 55 IF ¥ 356 2 3 5
P B FP AT RE A IBE AR 5T B B N — B Brig
KNG BT PR NS s L NS W S N TR RS v 7S
S PEARE UK g L B T — B I T 2 4B b

H K& 2-share B9 7 BE ALK T PR 52 80 & 4 M
G3HT.

COFE) 1« BH SC e AR B S ARl BE LR
RS XI5~ T 2-share, i & Ty A 35 511

(D IEM:  REBE N THAE, T, =T, @
T o » TR IEBAPE s IE LR PR BRAE W R 2 S & HE M
ZH BRI AN 28 (10D Fir s, AR 2k 41 30 dn 2 =X
D FICI2) o » 85 3R 43 5 A0 B 5 3045 T D 4 o s
G & PREU TR 52 B2, [R)AE 0l 2 1 12k

(D IAETERE LRGN T 484, A 43 pR 2L
HW B — SRS 4 i, A 55 A — A HE 5 43 5 A B
ST o DRI R 5 A v ) AR L s AR 2R B AR R
AR AD PR F GEAER R (f o fosfosf D)
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B B9 i A — A RS 4 i, R0 5 Ah— AR S
SR L ST, DR O R A v ) A BB ST i HL AR
M2 B Z R340 2F 47 45 20 B T HET B il ok 1 %2
SR 25 IR 4 A B A a0 b A S D b
() (A B0 7 R A — B 5 e 4

(4) PRIFI 51V - 2R 1 3 B3 ) ¥ 50 v KSR A2
Ltz mAaNADMA2) Fis il 8 Ou,
Out,) T T80 A Bt AL AR 396 A2 24 50, B4 b mT B
A TR AT 35 50 B, R A Ol F — B B B i i A
I s A o A 35 50 o TR O A B A S R Y 22 4 1 R
T2 DU K LSBT — B 5 G 2 A B .

I J5 f& 2-share Jo75 B bl AL AR 177 PR S B %8 42
PEST BT

(D5 IEff M DL SR 58 & 1 BT 2-
share 1717 BEALECY TR S , = AP 5T AT DA A2

(2) PREI 51 VE - 2R 1k 32 B8 ) ¥ A0 v KSR A2
Ltz B A0 M A5 R i 8 Out,
Out,) HF ¢, Al c, LMD A S T 2L T b
HLECHES B VE T, {8 75 4 18 B9 2-share i 2 38 20 PE,
BV o T RE A BCMEL BB X A0 B, DR B SR R — B B
12 I A IR AR S8 ST ZE TR AN B A
SEHR I A A P AR DU R JE L SEEE T — B i 1A
LB,

4 L I§
4.1 ZEMHITEEE

A SAKURA-X PEAli e B SE 8 T AT
uBlock ¥ 15 1& B 97 )5 %8, SAKURA-X & — Ff
B UE A5 18 Bl 47 7 S8 00 & FH T R A, F2 B A
FPGA,— & 3F Ml FPGA, Fl T #0057 %5 %
— AR FPGA , FH R 45 il M OGE 15 . A8 SCGE 1 R
S By AT i v B R A B O X TE 4
GIEREE

ASCRERBEMAMLRZENT 18T B
IRITAG FPGA v i W 7, i v AE o il 46 00 15 e 1
AR OB BE LR K AR #5 T uBlock 2%k 59 17T BR 52 3
BIAEFE K] FPGA A4S FPGA b7 8l;2 o8 T
FE A% B DINORG ff b R B2 7R I i £ FRATT(E A5 uBlock 57
BITBR S TAEAE 375kHz AR #h . A sk ik,
AR ST S0 1 AR T A S BN E B B
P17 R I 2 A MR TR AR T Tl 0 SE G SR P an R AR
FNIGAE , 4 2 A Mok 38 1 LAl 0 FH 37 5.

AR T t-test I 1) 2 1 2% Al B R

(Test Vector Leakage Assessment, TVLA)"Y X}
uBlock FE¥E ] BR 7 47 7 58 (4 045 38 42 4 1 i 47 0F
fli. TVLA BOR R — Bl AT B 8% /A A B 37 07
ZE M T8 22 AP 1 3l PP AL B R TR A Y DA 52
gorh S 2 S ) R [ E B A RN BE HL A Y
A £k SR 5l o t-test PEAL G 4 i €80 A 19 28
(B2 75 22 57 R H B J2 75 A5 1 B 10 77 A AR SOk %
Ef 45 E R G R EE. HEEERT
99. 999 %6 » HGL TR AL BRI o W) 38 B A7 A i
S AN R BT 4 7 58 T RE AFTE N A7 38 By 4 B B, 4
GE T HEAR T 5 (RN D) 3R B s ek 1 i

A SCAE ] 32MHz 1Y 5% B2 05 3 % T R W B 47 7
RIEATRE RN AR AR HEAT T JER 91 0L T G
BEMLECR A= 4% L EAT B 401 B0 T ST IFBEPLECR 2E
29 W PEAL X L2 50, B E I f s 1R oL & 8 3k
INARENB R R 1 A ReE &M — i TV-
LA 5%, Bl ih 328 uBlock Bk $UA7 B h R
[ IR 220 5% 4 B i AR AS i, A2 B4 2R uBlock 532
MIT UG AT B AT 25 3, DAl AR SR 45 AR AR 0k iz
1) TVLA MY ttest GEit i, B b it it 1
4.5, RIRAE AR N B 47 B A AE 25 AH R A A 1A
. B9 RN T B S R 1T ARE A2
— B TVLA 228, 8% 7t ER 756 WU L 30 iE 1 3%

s TR IE H
12
10
3
6
3 |
s 4
)
0
2
4k
o 1 2 3 4 5
PEA R <104

B8 —Br TVLAZ55R O Tk &, LB

2-share JLTE BT BEHLECAY uBlock 3 s 171 FR B 4
O BB IS S5 R 10,11,12,13 frs. Hi
B10. & 11 Fom e AN 4 0 B i) TVLA ¥
fli g 3. & 10 FoRIFIN T B )5 R4 100 J7 4Rk
Mg —Br TVLA MR85 0, et ok it 4.5, 5%
B 7 47 5 S8 A2 ) T AH L 1) 7 47 8028 5 AR T X T A
S 2 i R S R AT REAEAE BE )L B 11 S B
TVLA MRS R, gt 1 4.5, R HAT By 9
T5 AT B B A T T R L A S UL R T A



3 AL MS 4 < uBlock BT BUAR AR M 17T BR S BN AR 18 B 4 Jr vk 667

t-value

L S S R VUSSP
T

f=1

i 2 3 ¥ 5
BAR <10!
B9 —Br TVLA S5 7l Zedi A By

W TVLA SEHR RAE R 2 B2 BB 0 A58/ — B
ik 28 A7 E AR 2 0 FT ARG I 2. 72 18] 12,13 SHHEBRAS
T 161 5 {0 30 BOHS 5K 114 22 4= TP A A 40 22 1T k47 1 59—
ST | 1 SE (A AN A 0 B0k BE B B — A [
FEAE . R FESEAT T 100 J7 S5 il 46 2 0 — By . — B
TVLA W, 85 R BAE AT G B, 25 1Tk, 5290 45
RWUE T uBlock 595 1T R S2BLJ7 %8 — B 45 18 %
LB A R
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Ed L L o - 0w ow s ow
— —T

'
o

) 3 4 5
BEAR <10¢
B 10 —Br TVLA #5800 THZE .4 0 FE )

1

t-value

“W'M ! Jl“Ml

0 1 P 3 4 5
PEA R <10*
B 11 B TVLA 455800 A& .4 0 FE )

3-share uBlock 5.7 [T B Bi7 7 7 28 M 4 38 V7 Al
i 14,15,16,17 iR, P& 14,15 A [ &
EA A4 0 B S 25 52 1/ 16,17 2y [ A i
A Bt AL 326 BCAG — A S A 52 56 25 2R P 14 RoR R

5
4
3
2
2
«
>
io
1
2
3
Ak
0 I 2 3 4 5
FEA R =10

12 —Fr TVLA %55 (100 J7 i 2k 5 . Bl AL [ 2 (2D

af wm||

t-value

0 ] P 3 4 5
BEA <10
13 Ty TVLA 4558 (100 77 ith &, WAL 1% 2 1)

DWW B W»
T
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N
A b L s o =
- - -

'
wn

0 T 2 3 4 5
FEA R x10*
B 14 —Br TVLA 4558500 F &, 4 0 FEHE)

5 500 T A RE R I — B TVLA M5 R , geit it
KM 4.5, RIBB05 ZZA B] T AH B B 4 ROR 5
K15 R 7 B4 J5 Bk 4 500 1 Sciig it i 4
ZBr TVLA KA R et 17 4.5, R BB
P R ARG B B MAF R A S U IR T
AR TVLA LR E R ih & w2 2%y, & 16,
17 59— B B il 25 2R [ A 45 & S0 L HEBR 1 4y
S [ 2 (E W] BB Y R 1) S 36 PE AL 152 22 28 LTI, S5
ZERIGIE T uBlock 37k 3-share [JIREIM HE—H
AR T8 42 4 7 4 0 A R

25 I fr ik, 2-share B9 JC 75 B AL £ B uBlock
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t-value

0 1 2 3 4 5
BEAR *10¢

B TVLA 255 (500 J7 g &, 4 0 [E & fH)

t-value
[ SO S R R F R S Y
T —

(=]

i > 3 4 5
A “10°

16— TVLA %55 (500 J7 i 2k & . Bl AL [ 2 (2D

t-value

0 05 1.0 15 20 25 30 35 40 45 50
*10%

17 By TVLA %55 (500 J7 i 2k & . Bl AL & 2 (8D

B 371 07 £ F 3-share [ uBlock B #7105 #HA —Br
A T8 B 742 4 k. A s BROAR — 38 AN RE 2 B — i
W45 38 42 4P L (B 2 3-share Bl 97 7 S 46 I 21 — [y
W47 18 ik i 75 20 2 iy 4k 4, 3-share B3P 7 S8 4H
X} T 2-share J7 82 WA 5 9 — By 47 8 2y, 248
AEXF R Y 3-share B 47 7 R AAH T K.
4.2 KRMTEMELE

TEAS T v, A ] B2 X B 3A 7y 58 09 S BAR i
HEAT T VAR RN L.

e 2 hoxF AT TC B B Y JE AR T 58 L 3-share B[]
PR S BB 377 26 | 2-share 1975 237 B AL 2R A0 1] B 52

BT VL M B 419 2-share TG T BT AL A 17T IR 5K
BT 5 0 SEIARAN HEAT T A B A X B AR R L 4

FL 8 2 B B L AL 2-share T1 AX}F 3-share-
T A A7 S IHFEREAR 1/35 %5 3 51 7 . 90 46 B BL W] S
B ALIE RS Pr 75 A B HLEC AR 1/25 56 4 9 FRoR
SRR PRAT S R b DR IE R 5038 5 P i 8 BT S 14 B L
Ui JE 2-share T1 7E 0N %5 i #2 th A1 3-share TI
[ 5 TG S 0 T 4 BE AL &, T A Ak Z i 89 2-share
TI AT —IK S EEAET EIHAE 12 LR 1Y BE AL
55 5 FI IR 2-share 9 T AHXS T H A7 o B 47 58
UL f 3-share TT 75 2 2 FE 1 /B8 8 19, A0 %F
R U S S B0 ) 16 hm T DL 2 WL £5 B IR el IS
TG B BEHLEL 2-share T1 A2 B AT B 2 R AIK.
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=2

i 4

-
H e 401/
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Tt B ML £R
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#* 3 M uBlock 83k SZ B 7 £ 1E Xilinx
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Al LLE T H LA 2-share TT %5 5014 %6 /0.

*3
SgE|
RAT IR
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T HTBEALEL 2-share T1

uBlock FPGA % & i FE X Lk &
Slice Reg
336 271
651 780
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2 4 P Synopsys 2016.03 7£ NanGate
45nm 2> FFICF T W45 A uBlock Bk Uy 22 (14 TH AR
THAENG DLFEAT T AR B9 PEAL . PEAL 34 B, Jo R B AL
# 2-share TT J5 A6 WA & 3k B 7 BAR, AH X
T 3-share TT SEIREAL T 24 30%. &% LTk, A C
SEER T — PR X uBlock F ik BT R IE FE A D 1 —
IR ERENEIADIE S

& 4 uBlock EFEFEXTLL X
iH AR AR (GE) T A E CHI X G B )
AT 3646. 8 1
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TCHTBEHLEL 2-share T1 7243. 4 1. 986




31

AL MS 4 < uBlock BT BUAR AR M 17T BR S BN AR 18 B 4 Jr vk 669

5 ZRiE
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AN A SO e 4 A AT 2 B AR 5 K 2 i)
UAHAY 3 IFS2 B T —Fhid BT BRI SZ IR B T A%
AN BB AR 52 7 58 5 TR it A JF Se il 1
3-share Y TG 7 B Bl LA 11 PR 52 80 7 3% 5 B Jm il —
AL T TR S B T BT AR, SEEE T —F 2-share
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A REALEL Y T BR S B AR SCFRE RS 4 H A, AR
VAl 7 &R 2 0 S AR OF BB iE 17T RS2 8
J5 ZE A5 38 B 4P AR AR SC E A X uBlock F i
) — i 0 A5 3 )5 4 5 SR R AT TR N B TR O Rk
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Background

As a mainstream attack method of grey box attack mod-
el, side channel attack has been widely concerned and studied
since it was proposed because of its simplicity and effective-
ness, which poses a great threat to the implementation secur-
ity of cryptography algorithm. Different protection strategies
have been proposed against the threat of side channel at-
tacks, among which the threshold implementation technology
has been widely studied by academia and industry because of
its provable security, ability against glitch attack and accept-
able implementation cost. At present, the construction meth-
od of threshold implementation has been studied in depth,
such as the optimization of the use of random numbers, the
optimization of the area realization, etc. However, how to a-
chieve the balance between the security and the realization
cost of the specific algorithm is still to be studied, which
needs to be analyzed on a case-by-case basis.

uBlock algorithm is the first prize winning block cipher
algorithm of the National Cryptographic Algorithm Design
Competition in 2019. It is of great significance to the con-
struction of China’s cryptographic system and is also threat-

ened by side channel attack. However, there are few resear-
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ches on side channel protection at present. In order to solve
this problem, this paper constructs an area-priority hardware
implementation architecture for uBlock algorithm based on
serial and pipelining ideas. Then, based on this hardware ar-
chitecture, a 3-share threshold implementation scheme for
uBlock algorithm without new random numbers is construc-
ted. Finally, a 2-share threshold implementation method is
constructed to solve the problem that the 3-share threshold
area cost is high. Aiming at the problem of random number
consumption caused by 2-share threshold implementation, a
2-share threshold implementation scheme without new ran-
dom number is constructed for uBlock algorithm by means of
optimization and reorganization. At the end of the paper, the
above schemes are implemented on FPGA and the implemen-
tation cost of each scheme is evaluated. The area consump-
tion of the 2-share threshold implementation is reduced by a-
bout 30% compared with the 3-share one, and the security of
the side-channel protection scheme is verified by the actual
side-channel evaluation experiment.
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