B4A41E F2 W 128 = HL = 1 Vol. 41 No. 2
2018 4 2 H CHINESE JOURNAL OF COMPUTERS Feb. 2018

ArkHoney : & T B #1$/ &) Web % i

B]Ef 7m7 HH—%I).Z) 7\],\};&: 7\iél).rl).a) /E— #%32).5) j‘]\] a—_ﬁgb.s)
D (AL At L R 2 W 45 2 (] 22 42 B bt 100876)
D EBERE R TRV dbat 100093)
O E B BE R P % A5 )9 4B bRt 100049)
D TR R RE T EE TR R K5E 523808)
DMK W s ) e ER R SEBE )TN 510006)

OB AT Web SORBH I N A A RE & G 1E 1R 195 £ X Web 9 Boi B FLIK R _E 1) 32 22
Z—. Web 2 GlEH AR AT LUK B AANTHCHE B0L A 8T A 45 AT RE 65 8 4 A9 B2 X8I0 288 B o IR 17T 52 1) 42 2= 98 N\ B
RO AL SR B RE A AR AT X B B ) il G 2Rt 5 R BUAR M G B A 1 B e R e IR A Bl B R
SHEAT T — LS SR G AN RE A AR B e B O T 4R R el e Web S RE D I HE R SOR R I T
—MTE Web S HER G IRE Z ARG ATAJ7 2. 8 26 3 T SEEERR O M2 il 22T () Y o T L R
7% 5 SR e Vit 1 B R P IR B3k 3 3 W () B 3 G AT R AR AR O — A Web BURE R AR 5 S O DU Al A [
H R A 52 BT T 0 [ AL B0 S E B R ArkHoney. 7E B> H B9 % H » ArkHoney 2 # R SR TR B 985 14
6] TP ) 7933 Yif K. Jdad 70 A 4t 2 20 A9 B0 - N 2 DA BT 00 DUl i FH By 26 Uk et SCHR 0 4 A B 19 8 A R 4 o
F1 TG R e o WO AR vb A [ B AT K 0 10 5 001 A7 0 AT » S0 3R W SO 4 1 A 2 T DR [ L AR ) Web 8 RE
A RO T HE 7R 0 B Y AR e

R A B s Web BHE; Web i H 5 P
HEESES TP393 DOI § 10.11897/SP.J. 1016. 2018. 00413

ArkHoney: A Web Honeypot Based on Collaborative Mechanisms

JIA Zhao-Peng”® FANG Bin-Xing”**® CUI Xiang”> LIU Qi-Xu”'?¥
Y (School of Cyberspace Security, Beijing University of Posts and Telecommunications, Beijing 100876)
2 (Institute of Information Engineering , Chinese Academy of Sciences, Beijing 100093)
D (School of Cyber Security , University of Chinese Academy of Sciences, Beijing 100049)
Y (Institute of Electronic and Information Engineering of UESTC in Guangdong . Dongguan, Guangdong 523808)

D (Cyberspace Institute of Advanced Technology . Guangdong University » Guangzhou 510006)

Abstract  With the rapid development and increasing growth of network services on Websites,
Web attack has drawn significant attention from attackers, making it one of the major threats on
the Internet. Such attack has caused great loss of financial and intellectual property. High interaction
honeypots can attract attackers, detect attacks and suspicious behaviors on the Internet and
collect information about what attackers do during and after their attacks. The information
collected by a honeypot can effectively help security vendors and services providers to learn the
threats websites faced and thus protect websites from attacks. However, what attack information
can be collected depend on the type and version of web applications installed in the web honeypot.

High interaction Web honeypots can only collect limited information from attacks if the target
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application is not deployed in a honeypot, due to the fact that the attacks will failed. In order to
increase probability that a Web honeypot will be successfully attacked, It’s better to deploy
various Web applications in one single Web honeypot. This paper proposes a design scheme for
high interaction Web honeypot, intending for the obvious promotion of success probability of a
Web honeypot be attacked, so that to enhance attack information collection on high-interaction
Web honeypot. First, we analysis the process of Web attacks against honeypot and introduced a
concept called honeypot-cluster which consists of several Web honeypots and a cooperative control
unit. In each of the Web honeypot, different kinds of Web applications have been installed.
Then, a collaborative algorithm is designed. The cooperative control unit uses collaborative
algorithm to determine which application in the honeypot-cluster is the attacker’ desire. By using
the collaborative algorithm, a honeypot-cluster performance as if it is a single Web honeypot.
When the honeypot-cluster get an attack, it will forward the attack to the application selected by
collaborative algorithm. In this way, a Web honeypot can collect more attack information,
because more attacks will succeed. Next, we design and implement a prototype system called
ArkHoney, which is based on the collaborative algorithm. ArkHoney is implemented with
four different Web applications (Joomla, WordPress, phpMyAdmin, Drupal). We describe its
design, implementation, risk control, as well as how to log the attacks in details. We deploy the
system for two months to evaluate its performance. In the experiments, ArkHoney attracted
7933 hits, which came from 985 distinct IP addresses. After filter out benign crawler-generated
traffic, we were able to identify with 638 different IPs, originating from 47 countries and regions.
By analyzing the data collected by ArkHoney, 26 attacks against four applications were manually
confirmed. We provide some insights into a few interesting attacks that we identified during the
operation of our honeypot. In addition, we also introduce some failed attacks. These attacks
failed for the reason that the attackers’ desired applications are not in our ArkHoney.
Experimental results show our work can enhance attack collection on high-interaction Web
honeypot. In the end of the paper, we conclude the shortcomings of ArkHoney and provide ideas
on future evaluation of our scheme.

Keywords honeypot; honeypot-cluster; Web honeypot; Web application; collaborative
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Background

This paper mainly researches on design, implementation
and deployment of the Web honeypot. Web attack has drawn
significant attention from attackers, making it one of the
major threats on the Internet. To better understand what
attackers do during and after their attacks, security vendors
use Web honeypot to detect attacks and suspicious behaviors
on the Internet. During recent years, a great number of
researchers have forced on this area. There are two ways to
deploy a Web honeypot. The first only simulate services, and
use fake applications. The second accommodate real vulnerable
web applications, and can be used studying the real behavior
of attackers, which is the so called high interaction Web
honeypot. The existing research of high interaction Web
honeypot focus on how monitor and analysis attacks information.
There is few researches paid attention on enhancing attack
collection on Web honeypot.

However, what attacks can be detected depend on the
type and version of web applications installed in the web
honeypot. Honeypots can only collect limited information

from the attack if the target application is not deployed in the
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honeypot, due to the fact that the attack will failed. To
increase the success probability of a Web honeypot be
attacked, it’s better to deploy a variety of Web applications
in one single Web honeypot. After analysis the process of
Web attacks, we proposed a solution to install a variety Web
applications in single honeypot, and take advantage of the
execution results to select which application is the attacker’s
desire. First, we introduced a concept called honeypot-cluster.
Then, a collaborative algorithm is designed. A honeypot-
cluster contains several different applications. When the
honeypot-cluster detect an attack, it will forward the attack to
the application selected by collaborative algorithm.

At last, to evaluate the effect, we design and implement a
prototype system, called ArkHoney, using four popular Web
applications. A two months of experiments demonstrates it can
collect more attacks then the one use only one Web application.
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