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Abstract  The learning with rounding (LWR) problem in lattice cryptography is one of the
fundamental tools for constructing post-quantum cryptographic primitives. As a deterministic variant
of learning with errors (LWE), LWR replaces random errors in LWE with deterministic rounding.
The removal of random error sampling makes LWR-based cryptosystems more efficient than
LWE. Since it was proposed, LWR problem has been extensively applied to the construction of
basic cryptosystems, such as low-depth pseudorandom functions, lossy trapdoor functions and

public-key encryption schemes. In order to reduce the computational complexity and bandwidth,
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the ring and module version of LWR, that is, ring LWR (RLWR) and module LWR (MLWR),
are mostly used in practice. To make the post-quantum cryptosystems more practical, it is of
great significance to improve the efficiency of RLWR and MLWR. The ring in lattice usually
takes the polynomial ring, so RLWR/MLWR includes three basic operations: polynomial multi-
plication, modular reduction, and rounding. For each of the three operations, there are a variety
of implementation methods with different efficiencies which apply to different parameters. The
efficiency of RLWR/MLWR with different parameters may vary greatly at the same security
level. However, most of the existing implementations of RLWR and MLLWR are only applicable
to some certain schemes with specific set of parameters. In addition, most of the existing RLWR
and MLWR schemes have not given consideration to the implementation efficiency of all basic
operations. There is a lack of RLWR/MLWR parameter selection method for the purpose of
achieving high efficiency. In order to solve the above problems, we propose the general and
efficient implementation algorithms of RLWR and MLLWR, as well as the parameters selection
methods of RLWR and MLWR to achieve high efficiency. In this work, we first discuss the
conditions of existing implementation methods of the three basic operations on CPU platform and
focus on the special parameters commonly used in lattice-based cryptosystems. In particular, we
clarify the conditions of NTT-based multiplication and negative wrapped convolution, so we can
also use NTT to accelerate polynomial multiplication when the modulus of RLWR/MLWR does
not meet the requirements of NTT modulus but meets the conditions in this work. As a result,
the parameter space of high-efficient cryptosystems based on polynomial ring structures would be
expanded. Secondly, we present a new rounding algorithm that uses shift, addition and subtrac-
tion operations based on precomputation instead of the division operation. The efficiency of the
new rounding algorithm is improved by about 11% compared with the universal traditional roun-
ding algorithm which precomputes the reciprocal of the RLWR/MLWR modulus. Although the
efficiency of the new rounding algorithm is about 2. 5% lower than the most efficient rounding
method based on addition and shift operations, the new rounding algorithm may be applicable
when the addition-then-shift operation cannot be used, especially when the modulus of RLWR/
MLWR is NTT modulus. Finally, we propose general implementation algorithms of RLWR and
MLWR. Their core idea is to select efficient implementation schemes of the three basic operations
according to the parameters and the CPU word length. When it is applied to Saber scheme, the
efficiency of Saber key encapsulation is improved about 52% on 64-bit Intel i7 platform without
compiler optimization instruction. We then compare the efficiency of RLWR/MLWR with different
parameters and propose parameters selection methods of RLWR and MLWR. It aims to provide
readers with reference for parameter selection in the design and implementation of RLWR/MLWR-

based cryptosystems.

Keywords lattice-based cryptography; learning with rounding; polynomial multiplication; number

theory transformation; rounding
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k3. NTT-NWC(a,b.N).
FiA:aby N H A a,b 2 RZE0 i KRB N=2*
B (OB R R e WL (@) =alx) «b(2)
LosRAA. A AFEY N NTT-BAR 8%, 13 3]
A=NTT,(@)F1 B=NTT, (b).
2. ZEEAME. HHE C=A-B
3. HfH. WA AMBA N INTT-BAR 54,15 3
e=(Log Lo T INTT, (O).
4. & [l A .
2.4 BEHHEE
Montgomery 2 3 fil Barrett 2 3k 2 il 451 %%
B A AR B AR PO S A B B R T
Uk 3fe 12 AN RS 67 AR BR vk . Montgomery 5345 43 4 Tl
THE M A PIES 43 B R UL B 5% Btk Bl
TR B A E R AR ST EROR
2 1 75 . T Montgomery Bk S By i
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i 2022 4F

2 v ab(mod M) . [N 5 BEAT FH 5 AL Ak LR
2Bk HEZIN. Barrett B0k 4 O TTH B R 29 4L PR
HRar  FARA A DL 5% B Ak B2, A A
B IS 32 5 v 9 B 0E SR R B B Lo/ ML % AL g 9
SETT A OB I K 2% /M 5 i AR 3R (9 3K i a2
Bl B HUELANPE — 38 B B CPU 7 A B A

B 3 AL B TR A R BRAEL N o AT LA
R R R AR Tk AR 206 s mT LRI 007 45 4%
TEREAT iz . B8O 2+ 1 82— 1 iF, m LA
WA R AT RS B LA SR B

3 HEXI*E

R R TR N NE AN E S 7 B2
Z,Lx]/ (N 41 % F X B R ik B . 2 300 X 5fe vk 19 #E
Bz 5 R 29 A R ATHEE. AR A 1 RLWR I
MLWR J5 % 5E 0 K AR AR AL T A 2300 2 1 s
Frosf el H 5 RLWR 8 MLWR & iz 17 i) 8] 19
95 % e A, R 2 I A S 1 AR YL E T RLWR A
MLWR B30 5 A5 4 2 1 450 22 101 X 3fe 12 S 8 )y
W% 3.1 Rl e 2 o v S 8. RLWR
1 MLWR S8 20, 3.2 5.

3.1 EERAESHARELIAATR

R b 22 0 K e v B vk B L HR i )
REWRLAFE—EFKMHT AT FFT M NTT £
It 2 e vk B A B ) 2 2 B AT DAGA B H TR BRE R
AR T FFT B3k w KB E a5, m NTT H
T AT RO, 3 LR ] R 25 5
WHEEOLT B CPU F & B8 J0s B 80E &
FTERGEH WA B RRAZ, 2]/ N+ D B
Z I T B, v R T & BUE B NTT 3fe
R BB et NTT fu 47 & 6 BN
R T FET e 04 k. Hou 92 F 09 4% 28 0 )y
%, 5 A A 2 ek B L, BT NTT |1
20 A T 1 B TR M RCR AT 8

®1 BASUARZEEIRAEERHBEERE
Z AR % HE I ] S A

% 3¢ /Combal26]
Karatsuba/ Toom-Cook(2-way)
Toom-Cook(k-way)

On?)
O(n'%)

O(nlug(zk 1)/logk )

SSAL27] O(n+logn-+loglogn)
Fiirer 2] O(n+logn e« 20 )y
FFT/NTT Q(n+logn)

HHARY O(n«logn «4le*n)

T n oA Z T U slog JE A 2. log »n Fom 2k AR 4L

Kyber.Dilithium 1 qTESLA £ X% H NTT
Fe kAL, B B 3 & 6 U8 D NTT fi A
PRI | O 38 2o 00T 8 e A R A5 R o i — A0 4
FE . B Bk = A RIS ECA R BRI g #B
& NTT B4 H ¥ Rz, L]/ Y+ 1. il Fleft
T NTT BB AR Y E i B3R NTT sS2 8
Tk N T 280 N Fiq BOCH AR 1Y) %555 5 2.

Saber J5 2 fii F Karatsuba il Toom-Cook (4-way)
T k. AR T LA i ATHE R BEMLECR A 1Y
R Saber J5 RBEHL 2 (1975 FEAE WELEL ¢. Saber
BAHE o o7 FH i AR i ) = Bk s R ISR I NTT
sk Z I 1k, % 3 Saber 54 2 T2 IR BUA
BI/N(N=256),7] LLi# iJ 4 & Karatsuba 5 Toom-
Cook Bk £ T 3fe 1 208 . {H 35 1) ¥ 3k B[] 52 4%
B HBCRBEUCE A N 235 A PR AR 3
FEEN B N=512) (175 B

FELEASH N.g. S BU/NAER/AFE NTT
B M 36 2 g SN <2M, B g ANl 2 NTT #2851
— MK AT LUR O NTT 3f 5 £ 5 5 3 4.
Saber ML S B R T NTT ek 53k thik 5
WA BB I BORAE Cortex- M4 F & T 2256/
H.ARZTAEGE T Saber 28, HARAH NTT H)
i A S i 280 CPU ER M EL LR,

LIMA 257575kl FET ik, 2T FFT ()
Pk Lt EAE E WA 2 WA WAL H FET
W F RBOB B FET 3¢ ik B30 1k i 20Ol 3 IR T
NTT ek 51, Mok 77 S B0z 5 AT BB AR IR 2.

Round5 fl Lizard 4 7 R X M s ik B k. s
() Z B B 5 B PLs; 40 1488/ INI ) 25 FE M i ofe 1k
SR VAR A W Sh O AR SR sz B
A2k, WHE 4, B R HEN T S<4
AT R H s REBCA S (—1,0, 1), Hi B ofe
AR BT ) Sk s AT R 5 PLs; 01 BE
Fb . HL 5 52 A 1 4 2t S5 004 38 B0l

Bk 4. SPMA(a.b.N).

B e, b BB N b POCEBASEA(—1,0.1)

B e MR ¢ W2 c()=alx) «b(x)

1. c[2N]={0}

2. FOR i=0 TO N—1 DO

3 IF o[ i]==1 THEN
4 FOR ;=0 TO N—1 DO
5. clitjl=clitjl+alj]
6. ELSE IF 6[i]==—1 THEN
7 FOR j=0 TO N—1 DO
8 clit+jl=clit+jl—al;]
9. RETURN ¢
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25 B RTIR  NTT 3fe vk 500k i 30 &2 2% B e {1
SR AR AH X A8 e s AE S B T S A 1 NTT 52
PR Z 500 R 2 B T 2R A RE AL AT S8 I
Hh A% B AT NTT SE R fif 2 it ot a2,
NTT WFR M &1 5% %245 N, f.q,S fil CPU
FK B ZEYR R FEVESE.

3.2 RLWR 1 MLWR S A=

HEi-RLWR 1 MLWR 3 5 ] T # 3& O bifi
BLRE B 1) oR B 2 B I 4 D S 4 [RS4SR
B 2B 0 Ab oAt J7 58 K 2 02 IR ) 3 L R 4 it
FREIH. P BT RLWR 5 MLWR )24 81 Jin %
HEFEAFE Lizard, Round5 fil Saber, = # #f 12
NIST J5 it 7% AR B IE IR ST g P g $2 52

Lizard 2 2 1 #9 RLizard J7 £ &4 F RLWR
(1% 5% 75 %8 RLizard J77 £ 280 S<4, Z Wik
M B A ER L S8 oY+ 1B 2 R A
B B8 p Mg B8 2 W05 7 B BOR R o 5 4
YE. & ATHE R ek B AL, # RLizard 28R
EHT f(oO=x"+1.2%8 p Fq ¥k 2 M55, H
S<4 B RLWR.

Round5 ##Z H ) REND FZE EHF RLWR
W R AZTEZH S N+ -+ LT
(x—1D s fla) =2 =1, TS B % RSND
WZLx]/ () EBEms 25z 2]/ V' —D |k
HAT. 2L/ () E 2T, a s REUF A=

QaP=(—1Dea,ilidf x—1¥Z[ 2]/
W e EFAREZL2]/ (N — 1) Al R sk
SEHE

@cP =" +ssmod(xV'—1)),RE5ND FE=
B S<<4, Z 0K e ik R 1T i ofe 25 55 1 L A 22 i 5
SR s 55 B0 5

Qc=c" /(=D Bk a— 1. 0% PR E
ZLal/ () o A TR T I ek i 52 2K

RSND &S p Mg 0 2 07 B BUREEL
R AR AL BAE & A THS R T e n vk B A 67, ik
RONDEZHHEHAT () =2V +2¥ '+ +1,p
g ¥ 2 85 % H S<<4 ) RLWR.

Saber 77 % & 5 T MLWR ) % i J7 4. Saber
i) 22 1001 20 3 1= % ] Karatsuba 1 Toom-Cook B
Saber JTRSH [ 2™+ 1B Z AR W 2
Bop Fg ¥k 2 W5 B BB BOR R 60 S5 184E . &
ATFECR e ik B 7. i Saber SEEE Hal HF
flo=xN+1,p M q ¥h 2 77 MLWR.

Zi Lk A RLWR Fl MLWR S8k £
A AR B S8 HOR 2K R AR M N R

) NTT 2 2 1 X 3fe 7 55035 5 [ B LA RLWR A
MLWR 244 p fil g 385 HEH 2 7 5.2 R4S
() RLWR Al MLWR P 52 8L 2 B0k BT . % &
Fl| Saber J7 % /& NIST RFEABIFL A TH =4
PEAL M Lizard %K A 8 7 4h, Round5
FER ATES =R VEAR  BOAS SCHEE R 0GE Saber 7.

4 &M RLWR 1 MLWR S & %

AT 4 G A 9 RLWR 52 B8 36 Al MLWR
S . RLWR/MLWR 52 305 4R 45 7 8 S 4k
Miz41F 6 1 CPU F K, R 0% % B m &% 1) 2 31
Fe ik ML RIS AT LB T7 . BAR M AR SCER
s A RLWR/MLWR 5285 v 43 0] 1R A 5
PO SR e W 43, ) b A B e T 5 = I
Bt A 1 92 B0 7 2L F RO T RLWR/
MLWR 4345 51 6/b. Horb B G AL B8 ] T 2 50
A EN) b A E L I L3R DL e AR
WItR AL B, AT BN LI BR B O 64 7 Intel (R)
Core(TM) i7-6700 CPU@3. 40 GHz,ubuntul6. 04,
GCC ke » A1 g ik a4 2.

4.1 sWAFEMBLEZE

Z VNS R/ N E A W LR N R A= R TN S
ZHCM CPU F K, i BRI FFT e i 5k
NTT Fe ik NTT 3t & 4 BRI o 7fe 12 55 1k
(A T A5 1 1 W] DA T i 2 0 AR vk B30k L AR
ey 3 R OR AR B R I 2 I TR S T R A
PR AN E eI e NTT e ik kM NTT fidr &
A5 PR 2 A s v s 5 22 3 oK e vk B 1k A A
I g 20 A e k) iR A B s

Mg B NTT ek Bk m] DI EAE B A 2 0
PR BBy M By NTT e vk 550k 10 s &

e R R EA N E L2 ER

MRS T YN itk D RO L 5
N 4 90 556 G TR e 2 B
sttt -2 Mo S Lo BT,
50 SR L K AT L CPU — YRt g A
SO e L 5T S LSBT i
fF 1 B9 B BT CPU S £ AL TR0 45
BRI RL 2" 2" — 1T, NTT Bie
M

[*ZXLMT_JX%J ,zng }g[—zlf*l,z“ —17.

B M2 AR B IS AL AT SO 64 A4k B
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AR SCHE e 64 il CPU F /. F & Lk
NTT BRI e M<2¥,

e prasp MIETF R T, N B A £
KRB ATTE B 7 CPU & @S i NTT,
U ATRASE n ASH MORIBAAR o T 2

Dn J2& 2 W75 B il 5 B n=2"171

@OMEM0.B) i 45 MG, B & Lh

M(n,B) = {M;0<<M<2"*,gcd(n,.M)=1,

nlged(py—1,,p,—1)}.

Qa i/ ged(a M) =1 H. n J&ff «"=1(mod M)
AR UNTR T8

¢ Mo (2. B) S M(n, B) iy J K fH .
SURATE B A CPU P& SEHL ARy n 1) NTT
B RAB. Mo (2, 64) (R 3 BUE DL 4R 2. M (. B)
TR WA 5.

R 2 641 CPUFA NIT#HERKE

N n Mipax (12,64)
2T<IN<28 29 4294962689(=2% X 17X493447+1)
28 <IN<2? 210 4294962689(=2% X 17X493447+1)
29 <<N<210 A 4294957057(=2"1 X 3X13X53773+1)
20T N2 212 4294957057(=2"1X3X13X53773+1)
2N <IN=212 213 4294955009(=2"X1048573+1)

(2) gSN<T2M,,,,, (2710 BY {1 %0 N.g. S
AN AH IR Z I K R AEZn M.

NTT G478 & B A B o, BEEC MR
it o WRREI 51 NTT h =42 800y R 51
BRI AN F Z A TE T A O H n=2"Y. NTT
S ER AR T ERKRIF Zulo]/ (Y + 1)
2 uife, HAEH &5 RLWR/MLWR 2
BN.fq. SHK. A k=[logN .3 TUTMHAES
AT 7E B AL CPU &R T NTT 4 &
G Z A kR

(D N=2", f(x)=2"+1,9€ M(N, B); It}
LIRS A e Wil R e (e

(2) N=2", f(2)=a"+1,¢SN<2M,., (N,
B) 5 MU AT 45 W J5 2 A 22 0 AR 1

NTT F1 NTT 11 47 & & B i 1 & 100 5 S50
N, f.q,S Fl CPU FK B ZH KRR WL 3. NTT
i AKEBE n FNTT B8 M 2520 RLWR/MLWR
SEIBCR AR n P E NTT M NTT 74 & 4
TR R EEL M2 R 5 2 24 Ak 1 50

®3 B CPUFENITEREZEZFERZH

TE: N & NTT i 5y A2 R B vl DURE BB 80 2
XA NTT i 3354 AHRL. R o M (n, 64) 915 2 R AL
%S5 M.(n,.B).
BN BB, B n, By 2 77
Wik EEH M. M=M,,,(n,B)
M=2%%—1
WHILE M >0 DO
s=0
HHMBFAERE T mme,
,m, DO
IF (temp—1) %n!=0 THEN
s=1
BREAK
IF s==0 THEN
10. BREAK
11. ELSE M=M-—2
12. END WHILE
13. RETURN M

NTT ek BE M & F 5 RLWR/MLWR
ZHRN.q. SHRK I TUTWESE AL B il
M CPU &R MET NTT iy 20k

(1) g€ M@ B B 248 q it 2 i A RS
Sy 2P Ty NTT A5 2501 B i 2% 1R, 34 o 1B
NTT # 8. R A NTT ek 59k ol B4R Z, 11
e TR 22 T 5 G IR T 4 W 2 A A A

=~ W DN

. m,

FOR temp=m; smy o+

© (o] ~ (o2 wl

NTT ERER %

P T fifi FiI 4% Ja A1k
CDNZZ”
q 2k @ f(x)=aN+1 J
NTT 7 ® g€ M(N,B)
BHB DN=2*
M 2t @ f(o=z2N+1 Ki g
® ¢SN<2M,,.x (N, B)
NTT g 271 OgeMm,B) ()
FeEBE M 2211 D ¢SN<2Muw(n.B) B f(2) 4 ¢

N A ST YR e =[ogN'| on Jy 71 04T ARLBE. M %

IRATRE A PR NTT Bl RLWR/MLWR S0 UL 2. 2 4.

ASCMAR T A KT 2RO E0 T, % 2

T 5 PRk I B R B RO IR 4 Ho  NTT

FATBEBNTT 2100 ek 5k i o 3 ok L I

FET Z2 32055k M ROCR B - i 2 R 14 52
BT 58 M3 AN B TR L

F4 BRASHIAFERELAEEESTHE
Z B AR B AT ]/ s

ETAREZRSA & N=256 N=512 N=1024
% J& /Comba 196 731 2965
Karatsuba/ Toom-Cook(2-way) 409 1221 3682
FFT e i 5k 88 194 427
Fi i e 1 B3k (PLs; 720 ]=0. 25) 42 172 712
NTT ek 5 i 43 97 198
NTT i 47 45 21 44 93

W N BHAZT R R EAR  FFT NTT.NTT 47 & 35 B 52
PR T3 T s N T4 A . NTTONTT 147 2 45 7 A9 k5
PIE 119X 22341,



6 9] LTHE . B EF A & A iE N LA S S BB 1335

ARICHFH T 64 A0 CPU -6, 4 A 2 5 2
FIVCHR N=256. 28 PLs, 0 ORI A . 1 3A
DO 0 A 8 Y 2 R e ok Bk O R LD 2.
NTT fdf 5B NTT £ %k 5 ik 2% FFT
LI Tk S AR BN Y LN TR
= AP AP L3 = AR AR U
I 9 5 0 Y 36 1 i A 25 0K OB A 2 300
2 s % RO SR D L LR B AT I ) 5
Nl PLs, 01 E . 4 k= [logN |, 4 A SCHY
SER G PLs, 7~ 0<C24 7 /N I e o B o G
MR E T FFT ek F bk s PLs #0]<2" " /N I} s
B e v B RO B T NTT ek Bk s PLs, # 0] <
1/24 b e 0 IO WO B T NTT 647 2%
HHL.

130

1201 TN R R

110f| - = - FFTHe 1L 51
100 ——# i e vk Sk

N
19 50

0.125 0.250 0.375 0.500
Pls; #0]

Kl 2 20 A s AT I ] (N =256)

AR SCHR 2250 e i ) i A 53 1 (PMAA _Setup)
LB 6. %A E R F 64 (i@ CPU 4. %4
{fﬁ%ﬁﬁjﬁﬁ%%ﬁ Nvf?‘i’ S, P[Sfi@]ﬂ] CPU
TR B i vl DLl 200 0 vk Bk R R R
ISR PO KRR (B Sy S N |
BAT- 6 Tk AL B 2 PRk R 0] REAFAE 25 5 e 3L
fi CPU - & S EL I X He b 3 DU A4S 3fe vk B ik i 3R
o B 6 BT HE BALE CPU &, . sk
Bk ZMEER S AW s W EMERFLS.
T 7 RS 3k £ SR FH s o T vk

®i56. PMA_Setup(N, f,q.S,B.P).

HIA G IEREE N.q, S, B,V 8 PB4 f Hoh P

I 2% PLs, 207, f BIBR T2 £ 9 5 B0 it

B A PMA. K U8 RLWR/MLWR 848

He SR ) 25 390 X e v 52 B 1 4% B

1. k=[logN]

2. WE qWIBAERHEF g1 sq

3. Og=gcd(q,—1,yq.— 1) //qn— 1, .q.—1 Wik

KAHF
4. TF (f{NJ==1) AND (f[0]==1) THEN

5. FOR i=1 TO N—1 DO

6 IF f[i]1=0 THEN

7. temp=1

8 BREAK

9 ELSE temp=0 //temp=0 FR f(x)=aV+1
10. ELSE temp—1

11. IF (N==2") AND (temp==0) THEN

12.  IF (S<<4) AND (P<=1/2*"") THEN

13. RETURN “SPMA”
14. ELSE IF (O¢% N)==0 AND (¢<(2"?) THEN
15. RETURN “NTT-NWC_q, N” //% & % H

NTT-NWC F ik NTT B ¢, fig ARE N
16. ELSE IF ¢* S* N<{2 * M,,.. (2" ,B) THEN
17. RETURN “NTT-NWC_M, N” //F /X H
NTT-NWC ##: NTT BECAN BB . 77 A 47
WHE—AEE M NTT S50 M. 5 ARUBEA N
18.  ELSE IF (S<<4) AND (P<=2‘""/N*) THEN
19. RETURN “SPMA”
20. ELSE RETURN “FFT-PMA”
21. ELSE IF (S<<4) AND (P<=2'"*/N?) THEN
22.  RETURN “SPMA”
23. ELSE IF (0g%2""')==0 AND (¢<_2"?) THEN
24. RETURN “NTT-PMA _q, 2" //#£ R F*H
NTT-PMA 533 . NTT BN ¢ i A A Sy 24
25. ELSE IF g % S * N<{2 % M,,.,(2*71,B) THEN
26. RETURN “NTT-PMA_M, 2*"'” //FE R %
NTT-PMA 8% NTT ARG ¢, 7 B 171k
F—AEE M NTT 5 M. ARy 20
27. ELSE IF (S<<4) AND (P<<=2'""/N?) THEN
28.  RETURN “SPMA”
29. ELSE RETURN “FFT-PMA”
12 BAEARLEE
AN ER AR AP AL A S S
AT EL 26 B i) 22 300 2 3 72k S B 0 B 4 R IR B TR i
RUCREAFIRT A vy 1 A5 22 2T X R 4 S B 7 58 44 7R
AN E ST e A AR 22 3 X S B R 0 P SR
R R AT 50 B S B T vk 1 AR
L e g i A AW i Ak 5 s
AR B 1 A2 3 T S 22 I xS B kL HR T 1
T PAT RER BB R R f AN RE—Z
T A AT N 2 Rk R e vk S B LR s C
13 5 C1(Subtraction and Multiplication-Modular
Polynomial Algorithm, SM-MPA) ; ¥ % i 40 4, f
REZP o™ +1, A TN Ui 5 30 DL B
F C & C2(Subtraction-MPA, Sub-MPA). |
R Z WA TR BRI 5. /T LUE L RER
(R0 % 0 S AIKF HAth B 3. A  R AT f BRI B —
Z I B T R AR SR f O E — 2
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Hl

e i 2022 4

A 21 S B 2 5% i SM-MPA 8 Sub-MPA,
A FH AR 4 (o) =2V + 1, N L 15
FOL I Z R Sub-MPA, %l 5% | SM-MPA.

x5 BEWMKXETHE

BATHFE]/ s

Jeo B (@) XRFK N=256 N=512 N=1024
iﬁf' AR BRI 1.3X10* 9.9X10% 5.9X10°
NEDTfiwt Clo SMEMPA - 2.1X10% 7.9X 107 3. 2X 108
i=0
N+1 C2. Sub-MPA 0.7 1.4 2.9

B R BCRL AR W3 6, R ¢
TERNERS SiaH . MEH RN AHEEE. TUE
B g 1N AR S I8 B AR R A L
HP e Barrett BIA MRS TR B (C F
T Y0 iE B 2 4T I () R 2 T A A k.

x6 HMEH(TEEBEITHIE
O 3 AR i IB AT I H] / pos
N=256 N=512 N=1024
AL IS 5 (08 A 1.91 3.79 7.69
Montgomery 0.62 1. 23 2.57
Barrett 0.61 1. 20 2.53
L] 0. 46 0.91 1. 99
Bk B3/B ¥ B4 0.68 1. 39 2.79

SR » 2B vhoA% 5% i 7 58 1) 55 8000 2 TS 3
ENHBAREE N E RS 5B, GCC 4iifd =
DAL H i A RLIE B H g O 2 Y DT FE R TR L
5 UL LR AT B0 B85 B H ¢ AN 2 W 5
B, R Barrett B b A7 #50a 5. (R 76 A FL AT
FC G AR B 15 &0 T R Barrett 2804658 25 f Ml
SRR I A7 B G HL ARER S B TR ) SR
P WL 7. 0] LU 4% 7 55 14 5038 A R A v s RO
T IE 5. TR I o A5 B35 3 T 58 SR 4467 5 B
TCRARIE T AR —H L BRCR . g N 2 T
T NIAERE RS I Jr 28 R R AL L 5 R T4k
Biig 5.

x7T BREH(ES) EITHA
N=1024 #H & q BT/ ps

(L83 /RN

q=33215 q=2'0 qg=2"%+1
TR A IS B (038 A 2.47 2. 20 2. 04
Montgomery 2.59 2.58 2. 64
Barrett 2. 48 2. 46 2.59
ERs] / 2.17 /
By B3/AE B4 / / 2.43

2041 J& NTT 8L

254 UE 1k 55 32 (Modular Reduction Algo-
rithm_Setup, MRA_Setup) W 7. % H ERIES

B fsq FE 2B 2 50 5 T ik S € PMA,
TEFEAE ] H s 2 i 5 2 X F A R R st o 2. B
A b, > SR FH L S0 R ik 22 0 X e 1 S I SRR, T A
W A5 22 1 X B R R 4R R L A 2 i R
SM-MPA &% Sub-MPA , 5 % %% F T 1k i 158 i
. (Mod-Modular Integer Algorithm,Mod-MIA) 5§
75 (And-MIA).
&% 7. MRA_Setup(q,f,PMA).
BN I g BB f T PMA
it - 45 BB MRA. H 5 L RLWR/MLWR it
R A R 2 Ak S B B 1 L MRALO 4 i 45
Z A S AR 44 FR s MRALL ) o 465 4 $i 5 i
Bk AR
1. n=f.length
2. IF (PMA==“NTT-NWC_q,N”) OR (PMA==
“NTT-NWC_M,N”) THEN
3 MRA[0]=“N-MPA” //N-MPAZ/R LR LT 5L
4. ELSE

5 IF (f[n]==1 AND (f[0]==1) THEN

6. FOR i=1 TO N—1 DO

7. IF f[i]1=0 THEN

8 temp=1

9. BREAK

10. ELSE temp=0 //temp=0F/R f(x) =2 +1
11. ELSE temp=1

12.  IF temp==0 THEN

13. MRA[0]=“Sub-MPA”

14.  ELSE MRA[0]=“SM-MPA”

15. IF (PMA==“NTT-NWC_q,N”) OR (PMA==
“NTT-PMA_q.2"""”) THEN

16. MRA[1]=“N-MIA" //N-MIA /R JC 75 5 5 55
17. ELSE

18.  t=[logq]

19. IF ¢q==2' THEN

20 MRA[1]=*“And-MIA”

21.  ELSE MRA[1]=%Mod MIA”

22. RETURN MRA

4.3 WENEEREANTEMNBRLERE
AR U Bl s R — L E
TR I AE T BRI AN 5 A AT iR
F% SR p M g T S S L R
BAFREATR AN G P B — A& AR
YR BUA 5 A SE B T7 1 LA BT 7 A5 19 52 BR AL
R a g & AR NIRRT
ok RS 6 H AT B e ALY A A SEBLTT I
RREM T HAE o/ p o 2 B9 77 % 1977 585 10 0 4%
07 SR g WA R TS 1 R %07 T I & A
T AR SR B B BIBOE X g=c X2 +1 1
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NTT BE A IEN p AT 2 (q— 1D /p=2",
B BR SE N PR A TG 1 A5 B 1 A A2 SR HAY
A D R AR S AEARTE R 25 %015 25 ] 3l i — Ik
Wik iE BB, HER p AR LWR %4, %5
p=C— 1D /2" B2 RBEBELE K ¢ ff 22=2mE
BT s BIAT 58 i 2 I HO AT LWE 3] LWR Y
92y Horb om R REEDEGE S LWE 1522530 5.
HF EIREME AR T M E AL
2 HoAZ O AR TE BT A JE b L )R S R ek i
REBREIZ Y g 2 ar R H g Zo AR «
) NTT (5 NTT 11 4r & 4 O B . g 7] L3RR

oo b1, HipiE e [1ogw+1,§—1ogc~)

(W 1€ [mgw,g—logcp ce BIEROH 0TI p=c

(975 & s W] LASR S A6 i el 2k 52 B A3 LA
M, Z, R ST RSOk A ¢ LS AN A
T AR A SCFRIX 65T 3Ry 15 22 i A L (TR 2
ZEm L, P p MIRZE R X ERE ER N
{2' ](21'—’—1)}03;1/)71.162aijl’jﬁ%j‘] 1, 4 A S m
BRZEM R O, AT FT T I ARt B s R 25 M. 5
Bty ATEBE T X Ay A S A8058 ik f g A s
U 2512 1R 2 RIVRT A5 BI0RS B 5 AL

Hra AHE 1 (New-Rounding Algorithm, New-
RA) WHE 8, ZE LA T 20K g LLHE. A
R AR s AN R AR RN A« BUE
H/NAE AR AR FRA0, - q— 1),

Hi£8. NewRA(x,.p,q.1).

BN BB BB pagats q=p X2+ 1.0<q

i A ws u=|(p/q) *x ] mod p

it A

1. Prelq]=1{0}

2. FOR i=0 TO p—1 DO

3. Pre[ (2i+DH<<(— 1D ]=1

AT
1. u=|(x+2""")>¢]| —Pre[a]
2. RETURN u
. _ P . _1
E#E AT v, = v Tty =t

Ay R e R A A B

w, A x FIEHB LG AT BB R IR 22 1) & AME . A
we= Ly S =yl =Ly ] Sy IR ZEHES A
W:{2r71(2i+1)}0\;1:p ez N T NBEIE A
2 €L, = {0, g1}, FHFAT 3 HIEH Dre W
ou,=u—1; Qx&EW B} yu, =u.

t—1 .
DrEW. y;:%qtéziﬂ,m% ic

ZAR v, €Zsu, <y, <y =|y, |=u s u <

* o (Lt _py_x 1
w . HF v —. 1<2, q) 2,q<21<191ﬂ3y1

>y =L, =y =y, —1]=y ] —1=u'—1
T ow, cu R u,<<w Hu,Zu; — 1.0 u, =
w, — 1,5,

Qg W. ffi v, € ZW L WA x 270 2
2 Qi+ DR HF i€z, 0i<p— 1. FFAXS
FHEANBENBA €2, 2 & W I v € 7.

Du =08, T x€Z,. 80 2€[0,g—1],H

I ulzg-ﬁﬂzo,ﬂﬂ 0 = =0;

(iDw, =1 0,i¢ =22+ 1D e W, Hrh
i€Z,0=i=p— LT y,=it1lell.p], NIX
EE W HFHEEWH o =c— 1=y .}

, 1
Byl —ul =y — oy =yl Ty T o0
S S oy —L.x
T TR + (v —ul) 7y
c 1 1 x 1 x
>k —— e >y — I
R T q_u”+2’<1 )
BB =Ly ) =g (1) |2 B =

ZAEWD,UDH v, =u . AR vy, <y . A
w,= |y, |<|ly=uw, . BT w.vu) NEE, u,>u]
Hou, <u! iUk u,=u iEEE.

ZE—IRIBFE .q=p 2 +r, 1 <sr<p. r<2'H},
RELHESG (2T Qi+ +; Yo i p1.0= < WD ez
WER 1, H & AR LR (New General-RA,
NG-RA) WL 9, B LA 200 ¢ I
e 2<r<<p B}, REE R 2 SR ZE R T 1, SR
BT =0 R [rq/20 | U 1R 22 55 1 i
BRI Z, 1T TR I I A

8Ei£9. NG-RA(x,p.q.t,r).

BN AR o BB pogotarsq=p X2 +ra,r<

pr<=2

it :u=[(p/@ 2 modp

W5

1. Prelq]=1{0}

2. FOR i=0 TO p—1 DO

3. FOR j=0 TO r* (i+0.5)/p DO

4. Pre[ 2i+ D)< G—1D+j]=1
A5

1. u=[(x+27")>1]|—Pre[x]

2. RETURN «
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Hl

Y,
&

i 2022 4F

% 25 0 57 58 AL S0 R TG R Y S S P
B W AF Oy B2 5 iE . SRR GCC
G R =X pog HE RS AR ESTIAL .
q/p 2 2 W T5 R R RS AL i A A Gs 5 A
B ANIBITEIAMLT Barrett B35, A SOOI T
At MR AR R s AT E UL 8. Bk DI
L D2 ULF 5% D. X T B8Oy # 8 1 & ATEH
LG AT R e (BT R p/ ) BT & A
PRRCRER R T VLA 08 & Ak B ORI A
TRIMERRBAL, “HBCRMEAN R 2.5%.

R 8 EANEKETHE

i

G AT AT s

K BARE N=256 N=512 N=1024
Ttk 2.437  4.849  9.723
e PR DL R8s A5k 1.502  2.894  5.769
Sy D2 N R 0.542  1.061  2.091
B8 A AEECRI) 0.583  1.154  2.403
p e 0.676  1.319  2.616
L, HZEDL fGie AN 0.618  1.285  2.436
w Hk D2, ek MsaL 0.533  1.066  2.120
Bk S, HiaAZYORI)  0.548  1.087  2.166

A SCHR I A AW 1R AL 5 7S (RA _Setup)
WA 102 A S5 p A g B 0 38 T HL s 3L
(e NI A FR. Bk, FUE o/ p o 2 W7 R R
FZE N8 47 (Addition then Shift-RA, AS-RA).
W, Cg—1/p 2 2 B9 J7 & B, R B & ARk
(New-RA). &N, >Rk A& S8 & A J5 % (Trivial- RA).

&£ 10. RA_Setup(p,q).

I IEEE pag

Wit TR RA. HA O RLWR/MLWR 35 B B

R R 4 N4 B

1. t=|log(q/p)]

2. IF g==px 2" THEN

3 RETURN “AS-RA”

4. ELSE IF g==px 2'+1 THEN

5 RETURN “New-RA”

6. ELSE RETURN “Trivial-RA”

4.4 BF RLWR SLHIE %

AN B — Rl A ) RLWR SE 5k, 05
1L ZE N AN RLWR 28 N, f.p.q. S,
Pls;#0],CPU K B, ZW X o Ml s; i i RLWR
Oy AR b, 38 RLWR 82 P53 32543 Jy 400 0 b A
1 RLWR 388 e 5 &8 45

WA LB H AR E RLWR S 80f1 CPU F K, R
T 32 R0 A0 1) 22 31 3 i R Ak RN i AT SR
J5 %8 JF 58 UM S WA ) i S R A7 i FET 8§

NTT (e e R, SCEAT 8T i A G536 19 i 1 550 82
P RLWR RS 5L s 17 F & CPU F K o
J& s WG A B KR PAT — K.

RLWR i+8 B T35 RLWR 20 A i 0.
WIR AR A O 58 B T BT E 53, PRt RLWR 13 A B
AR AR A Z I o s,

Bk 11, A RLWR S .

BN IEBE N, p.q.S. B2 S8 P, REUN & f.a,s.

Horpig S8 P B2 PLs #0]
Fth - 0(oO M RE M b, b(2) =[(p/q) +alx)+s(x)]
mod p
W1 1G 1k
1L AHZH R RV R R L B F/F 8 PMA=
PMA_Setup(N, f,q.S,B, P) , 352 i, PMA 75 % ()
5
2. VARSI in Rk 15 B 47 R4 MRA=
MRA_Setup(q, PMA)
.AAE AT TR L, B8 F/H RA=
RA_Setup(p.q) . F5E i RA BYHH & it

RLWR it
b, =PMA(a,s) //ZWXIEk
b, =MRA[0](b) //BiZL T
FOR £=0 TO N—1 DO

b,[k]=MRA[1](b, (k] /B
5 b[k]=RA(b,[k]) /] AR
6. RETURN b

4.5 EHA MLWR LI E %

AN —FoE R MLWR 52 B3R 25, W
BE 12, FENE A MLWR 28 L.N. f.p.q,
S.PLs;7#01.CPU ¥ K B. ZWAXH I a F1Z W1 1)
s o MLWR 234 i 9 b, iz 50305 2 W iR Ak
BEHFT MLWR S 53465 He 913 43, 400 o Al B 15 i
I RLWR SE 35 25 v 1 0 46 AL A5 B AR ). MLWR
HHRELG M T8 MLWR 2345 i 1] 5 b,

MLWR 35K B e T 33040 [ ofe 1

an s tayns, T +ays,

b=as= ,

ap sy taps, T t+ays,
I MRS TE T A0 XL IR ZIATEFN X (—1)
R Z AN L. & 20Tk BRI FFT kLA
EEUNTT KM EF B AZ TR 51050005 #8
AT { WIE 1 FFT 8 NTT(-BAR)i+4. # FFT
ek vk NTT 230 i 5 vk o ff b ik ) iH 5
B G A O R E S R S, SO A
W (X (I— D)W IE FFT 8 NTT(-BAR) i+ #. %
BB Z AR G B T AT (1 WRERIEW

= w N =
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ZIA . Bl b WA D DNITTR b = ans

a8+

s Fags TR b FTA TR A S AT

FAERBW Z A0k, fEAT7 ) FET 8¢ NTT
CBARO A, BT AT AW (X ((— 1D Wi ) FET 5
NTTCBAR) . {5, 20 7 NTT (-BAR) 5 %
9 NTT #% M A J2 7 B8 g B 55 IR £ A5 1)
Fe R 2 Wi e K R BUN T NTT B8 BV i 2
[gSN<2M, &N ASFE48 836 1] NTT(-BAR) 12,

ik 12, ] MLWR S2 855 3%.
ﬁﬁ/\ﬂ:%?ﬂllﬂ\]’f)»quny{?ﬁﬁ P?%\ﬁ(ﬁﬂ% f’a’

i
)
1.

s, HoP R U8 PORIRE RS PLs =20, f F24 T — 4t
Bl s A6 T 4 80dl, o f706 T =4 50dl
Calillj 1R ai; 1 R B D
o R b b=|(p/q)+a-s| modp
Gk
A Z WA L RS B B F 45 B PMA=
PMA_Setup(N., f,q,S,B,P), 352 ik PMA 77811
fiSg s

2. PR L b W) 0 A0 B L 15 B AT B A4 MRA =
MRA_Setup(q, PMA)
3. W & ARV s LB %, 15 B F A5 RA=
RA_Setup(p, ) . 3 5E Bl RA B & Bt 55
MLWR %8
1. b ={0}
2. p=2MNeN1+1
3. IF (PMA=="FFT-PMA”) THEN
4. FOR ;=0 TO [—1 DO
5. s_fftlj1=FFT G 1) //s_fft & 454
6. FOR i=0 TO [(—1 DO
7. FOR ;=0 TO (—1 DO
8. a_fftlJ[j1=FFTCal][;1.n) //a_fft &
=HERCA
9. FOR £=0 TO n—1 DO
10. b [l k]=b [ k] +a_fre[i][ ][k *
s_fftl5 k]
11. b, [i{|=IFFT(b,[i].,n)
12. ELSE IF (PMA==“NTT-PMA_q,2""'”) THEN
13.  FOR ;=0 TO [—1 DO
14. s_ntt j]=NTT(s[j].n,q.a)
15. FOR i=0 TO {—1 DO
16. FOR ;=0 TO {—1 DO
17. a_ntt[i][j]1=NTTCali][j]l:nsqsa)
18. FOR £=0 TO n—1 DO
19. b LiJ[k]= (b [i][ k] +a_nee[ ][I k] *
s_ntt j1[k]) %q
20.  B[{]1=INTTb[i].n:q.a)
21. ELSE IF (PMA==“NTT-PMA_M,2"'” ) THEN
22. FOR ;=0 TO (—1 DO

23.
24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.
38.

39.

40.
41.

42

43.
44.
45.
46.
47.
48.
49.

wl
— O

[ N2 S G S L O G N
el (o) (=2} =

o o
_ O

62.
63.
64.
65.

w Do

jeal

9

s_ntt j]=NTT(s[j].n,M,a)
FOR i=0 TO [—1 DO
FOR ;=0 TO {—1 DO
a_ntt[i][j]=NTT(al[][;],n.M,a)
IF ([ % g% Sx N<2x M) THEN
FOR i=0 TO [—1 DO
FOR ;=0 TO (—1 DO
FOR £=0 TO n—1 DO
b [i][k]= (b [l k] Ha_nee[i][j1[k] *
s_nttj1[F]) %M
b [i]=INTT(b [i]sn,M,a)
ELSE
by _temp[ L[ ][ n]=1{0} / /sl F A
FOR i=0 TO {—1 DO
FOR ;=0 TO (—1 DO
FOR k=0 TO n—1 DO
by _templ ][ j1[k]= Ca_ntt[i][j ][ %] *
s_ntt[j1 k] UM
b, _temp[i][j]=INTT (b, _temp[i][j],
n.M,a)

FOR £=0 TO n—1 DO
b Li]lk]= (b L[]+ b _temp[i][j]
(kD UM
. ELSE IF (PMA==“NTT-NWC_q.N” ) THEN

FOR j=0 TO {—1 DO
s_ntt[ j]=NTT-BAR(s[; 1, N,q.¢)
FOR i=0 TO [—1 DO
FOR ;=0 TO {—1 DO
a_ntt[ i ][ j]=NTT-BARCa[i][j].N,q,¢)
FOR £=0 TO N—1 DO
b [ JLk]= (b [i]Lk]+a_nue[ ][ ][ k] +
s_ntt[j1[k]) Y%q
b, [i]=INTT-BAR(b, [ ] 'Nug. )
. ELSE IF (PMA==“NTT-NWC_M,N” ) THEN
FOR ;=0 TO [—1 DO
s_ntt[ j ]=NTT-BAR(s[;],N,M,¢)
FOR i=0 TO [—1 DO
FOR j=0 TO (—1 DO
a_ntt[i][j]=NTT-BARCal[i][j].N.M.¢)
IF (Ix g% S* N<2x M) THEN
FOR i=0 TO /—1 DO
FOR ;=0 TO (—1 DO
FOR £=0 TO N—1 DO
by Li]Lk]= (b [ k] +a_nu[[5Lk] *
s_ntt[ G k] UM
b, [i]=INTT-BAR; [i],N, M.
ELSE
by _temp[IJLLJLNI=1{0} //Hr i % 2H
FOR i=0 TO {—1 DO
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66. FOR ;=0 TO (—1 DO
67. FOR £=0 TO n—1 DO
68. b, _temp[i][jI[k]=Ca_ntt[ ][ j ][ k] *
s_ntt[ j1 D UM
69. b, _temp[i][j]=INTT-BAR(b, _temp[i]
[1.N.M.o
70. FOR £=0 TO n—1 DO
71. b[iJ[k]= [i][k]+ b _temp[i][;j]
L) %M
72. ELSE

73. b _temp[IJLLILN]=1{0} / /el it A2
74, FORi=0 TO [—1 DO

75. FOR j=0 TO [—1 DO

76. by_temp[i][j1=PMACal:][j],s[j ]

77. FOR £=0 TO n—1 DO

78. b, i k]=b,[i][k]+ Db, _temp[i][ ;][ k]

79. FOR i=0 TO [—1 DO

80. b [i]=MRAL[0](b,[i]D

81. FOR k=0 TO N—1 DO

82. b,[i][k]=MRA[1](b, ][]
83. bLiJ[k]=RA,[i][k])

84. RETURN b

5 RLWR #1 MLWR S #iZ B 7%

RLWR Hl MLWR # {4 52 384 %6 35 32 2 8505 i)
B ARG AF S8 RLWR fl MLWR 5%
FL P T RLWR il MLWR e 52 B2 500 B
MBI E MREL 2EHT . AN S50k
BT IR T RLWR Al MLWR (% 52 BLALK.

5.1 RLWR RESLHSHERE A%

RLWR S 5 S8 N, f.p.q,S.PLs;#0]
g AN H —F RLWR S8R B 5. R
i i e 1 0k B 2 5 B B0ty i F RLWR 43 i th
(DA R % F ) S WSRO = R e o
o7 S o i G SR FH AR g 3 vk B 1, TR AR /N 2 Y
RLWR 2836 U T A B 2% R S<<4 1 TE.

ZH f F2 R e 2 I K A Tk ARE 22 05 2
R f(o)=2N+1 XA NTT 7/ 1IEHrE LA

AT 5 1t A 20 000 X SR P Uk i o v S BL Y f

(0 BOR 2 97 R+ 1 A R BR A S 6
G B0 7 ETHE W H 5 W T B A P
S HRSER Y £ LT R RS R 2 007 % O
a1,

ZHCN B RLWR 9% 2% 90 Mo 5 93¢
WA MR, N =20 R NTT IE/

EERMLESEM: 3N N YJE T NTT fl FFT
A B ABASE 70, 388 B =20 TR, N SR 2
(77 %E A& WAL S B [ Mog N | —logN 8/ N A 3¢
i % 4> 45 9 i [Llog N | ok o PR I 7 St BB A2
[TogN1—logN<<0. 5 it N, SZF5 i v 45 & Ak 2e 4
SR E [NogN | —logN 131 FH1H.

SR q M1 S FE 5 £ I 2 3fe vk 1 83 AR 3
¥ SH g S 5L =2

(A) g€ M(n,B),S R & IF&%L.

(B) g ANl & 5 (A) B ¢SN<2M,,... (n, B).

(C) B8 q TS AN B4 (A F(B).

Hr, B Rz F&6M CPU FK, f(o)=2"+1 H
N=20T =N, H W n=2M=1"1", M(N,B),
Moo (N, B BIE UL 4.1 35, £ (A) B (B) 42 NTT
KA ERIL D KA. S8 g W25 B R
RO q W2 2 CAD I AT IS BB BB 55, g L 2
8 7 I A] SR A% A 5 AR I AR R Bs 5. i T
B 8 B A /N T 2 I X e i, H At 52 B
ZEAR AL I 2R FHAS ) B R $ s 90 5 8 1) RLWR is 17
IR AH 22 AN 8 3 396, AR SCI RLWR S50k B ik
B Z W g R BRI R, S8 g F S
e 5 BB 2 2% 1 CAD B AEL » 75 DA S B 2 2% 1 (B)
fREL.

ZH p WYIUE B 0 & AT R I ROR. 28
q BB )G B E p=q/28 It W] R AR AL R AR
A A BE p=(qg— 1) /2= ] R F B
AR B, p U S B q /28 ) 35 AR o B
(g— 1) /2toern) e A5 1 #E B [ B 5z /N F 2 33
KA. 2450 p BUAN A BT .8 ] RLWR 52 8L 1Y
MFEMEART 3%.

R PLs: 720 ] 32 %2 52 1) i i 9 12 B8 0 1) 85036
PLs; 740 178 /N it 3 vk 1) 380 56 0 05 R FH A
Fe ik L M e B PLs, A0]<<1/2" 7, 5 M S B
Pls;£0]<2" " /N? B MR S B PLs, 2 0]<<2" 77/
N?, Hd k=[logN].

ASCAR A RLWR 52 3URLE B AH W] & 4 55 90
T.RLWR #2805 37 255145 & 28 RLWR
SRR DR 9 LS P — A2 B BB R /N, 3R
IRIZRSH L IRCR M. R 9 P41 T RLWR
SR AT LE B X TH RS 2D
LAt P 24 55 L ARCR AR T 19 S50 I an At S 4 1~5 31X
5 RS RLWR RUCRM 22 Nt 5%, i #4 5
RS BUFAE L 2N T84 AT #E R K FEIL RLWR
SEBLBCRE AT HE T R A 2 B g B 4.
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R 9 RLWRSHMHER

RLWR 253K

gt s e s LeeNTo,

Eﬁﬁl‘:pﬁ)
A (g—D/p=2! 1
HoAt 2

0 q/p=2" 3 46
B (¢g—D/p=2t 4
HoAt 5
A <q71?/p:21 6
HoAth 7

(0,0.5) q/p=2' 8 100
B (g—1)/p=2t 9
HAlh 10
aN+1 q/ p=2" 11
[0.0.5) C (¢g—1)/p=2 12
HoAt 13

N (g—1/p=2 14 200
Al 15
[0.5,1) q/p=2' 16
B  (¢g—1/p=2 17
HoAt 18
q/p=2" 19

[o.5.1) C (g— 1/ p=2" 20 430
HoAt 21
A (g—1)/p=2" 22
HoAt 23

[0,0.5) q/p=2" 24 890
B (¢—1D/p=2 25
HoAt 26
q/p=2" 27
[0,0.5) C (g—1)/p=2t 28
ol HoAl 29

A (T D/p=2 30 090
HoAt 31
[0.5.1) q/p=2" 32
B (¢—D/p=2 33
HoAl 34
q/p=2" 35

[0.5.1D) C (g—1)/p=2 36 1220
HAlh 37

Y o=log(q/p)). FP A Y RLWR AR 2% (. 90 bl L
6.2 12 14, 5% JOR 5 S0 bRACRAN 22 A 3 5%,
5.2 MLWR {EXHSHIERF &

MLWR I EH S N, [ p.q.1, S, PLs; 70
JeE BN, £, p.q. S, PLs A0 2 U7 12
5 5.1 795 RLWR X0 9 2 8008 BUy s A TR

ZH L MLWR B % 258 9%, A 2557 )
FELME ofe 1k I 880 X TR ONTT e ik Bk 1Y
MLWR, 4 NTT s NTT-BAR & By NTT
B M AR5 B g B 5 B8R [gSN <
2M AT AE % X (L— D] NTT sf NTT-BAR
THE ARG B0 N G S 2 B L W R [ <<2M, (s
B)/qSN i n SRR AR NTT iy AR

[=1 B}, MLWR % #y ¥ RLWR., Jt. i} MLWR

FIRE Je 4528 MLWR S8R5 R S %3 9.
[>1 1, MLWR 250 e L3k 10. H I8 RIS 5
PR ER:S AN RN P & S TN A N 1)
FEIN /N T 2 Uk Bk 10 It 2S5 p.

& 10 MLWR 2L ER

S [logN1—logN  ¢.S l e 2k
A / .
0 B [<2Mpax (2, B) /qgSN
B [>>2Mpax (7, B) /qSN 2
A / )
(0,0.5) B [<2Mpax (2, B) /qgSN ¥
N+1 B [>>2Mpax (7, B) /qSN 4
[0.0.5) C /
A / 5
[0.5,1) B [<2Mpax (1, B) /qgSN
B [=>2Mpax (2, B) /qSN 6
[0.5,1) C / 7
A /
[0,0.5) B [<2Mpax (7. B) /qSN 8
B [=>2Mpax (2, B) /qgSN 9
[0,0.5) C /
i A / 10
[0.5,1) B [<2Mpax (n, B) /qSN

B [>2Mu(n,B)/qSN 11
[0.5.1) C / 12
B B%K ¢, S 2] ABC yRE LI 5. 145 n £ ni% 2K MLWR BH(F
XA NTT 5k Fk 10 A LB, / 2R 1% 2 BT U T R

6 HEGLIEUERSH

A1 64 £ Intel(R) Core(TM) i7-6700 CPU@
3. 40 GHz ‘¥ & ,ubuntul6. 04 #/E &R % I, % GCC
GRS I T AH 5Q B3 1 1Y S PR 32 A7 B[] 9B AR 3¢
) TAESS 3 1 AH = TAESEAT T X He2r#r. 4
ANVERFIR B, AT v B H i R fb 35 4
6.1 NITHREMUIMAEZRERESH

ACRI.GCC gk as =ML w & iz &,
PEAS ELHEE R 2 1915 0L F R H Montgomery 4§
AL B A BE 3k ST 23 7 A A I A BB AL TS
AL IE B (BN C 1B 5 Vi B MRCR =
T Montgomery F AL 15, B AR 1153 B IR B 5
MR 22 IR B 2 (HAE 5 2 AT K i is B
NTT o, R Yoiz B A7l DL 42/ NTT Y5k
HARICH Y032 BAF W F Dilithum J7 508, WL
% 11, 5 % Montgomery 53 4 bt R F V0 18 5%
e NTT i & G B R Lt m 159 A&
A5 BLAh e 28 R FHJCA 5 B 50T DLtk — A0 4
RSB R 52k H IG5 5 2 501 Montgomery
BEM, RAYNBER L LA 5B G NTT
T B ERNCRRZ -T2 17. 2%.
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% 11 Dilithum S5 A NTT 5147 & % 355 7 A T3 Jr LT B AL CPU -7 A2 NTT
P o NTT G B BUE TR/ s BONT 222 NTT 19 s Bt Jo i 91 A KBS 57
KM N=256 N=512 N=1024 PEE NTT 208 5 NTT B8 K/ A A .

Montgomery(Dilithum) J£F 5 33.6 67.8 140. 0 N § e v .

v RS ETY 4 =)
im0 G osa s 1350 NTT E%Hﬂﬁﬂ{j&\@é{f‘i@{fu&%ﬁﬁﬂﬁiy/\%1
9435 FEAG (A S0) EHE 27.8 57.5  122.6 R R CPU FRK N4 AT ik d ik gk

7F : Dilithum & B 32 AL f A BEAE 512 A1 1024 i NTT sz 8,
AR SCAE A UM N Y AL AR O R S {8 A Dilithum J5 46 £ 159 3417
SR M.

WA, 245 323 7 Dilithum, Kyber, qTESLA
HERA NTT i B ERLH, LR NiEH
W NTT 3 &G R, W3k 12, s LA
R A8 BT L RIS AR W E T NTT
TSGR AR T AR AR E, S
A LIA L NTT 7 & & R RCE & 2 7T DU
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Background

With in-depth study and rapid development of quantum
computers, traditional public-key cryptosystems based on the
integer factorization problem or discrete logarithm problem
would be insecure in the foreseeable future. Lattice-based
cryptosystem is one of the most promising candidates for
quantum-secure public key cryptography. In this work, we
focus on ring learning with rounding (RLWR) and module
learning with rounding ( MLWR) problems in lattice-based
cryptography field, which are the fundamental tools for
constructing post-quantum lattice- based cryptography primitives
and has been extensively applied to some basic cryptosystems.

The implementation of RLWR/MLWR consists of three
basic operations: polynomial multiplication, modular reduction
and rounding, among which polynomial multiplication is the
most time-consuming operation. There are a variety of
implementation methods of polynomial multiplication with
different efficiencies which are applicable to different parameters.
Number theoretic transform (NTT) is the most popular
algorithm to speed up polynomial multiplication in lattice-
based cryptography because of its low theoretical asymptotic
complexity. However, most of the existing implementations
of NTT require that the parameter ¢ in RLWR/MLWR can
be used as NTT modulus. As for the other basic operations,
the existing RLWR/MLWR-based schemes mainly use the
power-of-two modulus, so that some special implementation
methods can be used to calculate modular reduction and
rounding. Unfortunately, none of these methods can be
applied to general parameters. In summary, most of the
existing implementations are only applicable to some certain
RLWR/MLWR-based schemes with a specific set of parameters.
The efficiency of RLWR/MLWR with different parameters
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B &AM ws u=(p/q) *x ] mod p
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may vary greatly but most of the existing RLWR and MLWR
schemes have not given consideration to the implementation
efficiency of all basic operations. There is a lack of RLWR/
MLWR parameter selection method for the purpose of
achieving high efficiency.

In order to solve the above problems, we propose the
general and efficient implementation algorithms of RLWR
and MLWR, as well as the parameters selection methods of
RLWR and MLWR to achieve better implementation efficiency.
In this work, we first clarify the conditions of NTT-based
polynomial multiplication algorithms. As a result, we can also
use NTT to accelerate polynomial multiplication when the
modulus of RLWR/MLWR does not meet the requirements
of NTT modulus but meets the conditions in this work. We
then present a new rounding implementation algorithm that is
11% more efficient than the traditional general rounding
algorithm. Based on this, we propose efficient implementation
algorithms of RLWR and MLWR for general parameters,
each of which is an optimized combination of the implementation
methods of polynomial multiplication, modular reduction and
rounding. When it is applied to Saber scheme. the efficiency
of Saber key encapsulation is improved about 52% on 64-bit
Intel i7 platform without compiler optimization instruction.
We finally compare the efficiency of RLWR/MLWR with
different parameters and give some suggestions for parameter
selection to make RLWR/MLWR more efficient.
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