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Abstract  The rapid growth of data has restricted the capability of traditional storage technologies
to store and manage data. Massive growth in big data generated through Cloud Storage Systems
(CSSs) has been observed. Compared with traditional storage systems, CSSs have lots of advantages,
such as higher capacity, lower cost, and easier scalability. An important feature of CSSs is that
data files are stored in a way of block. That is, the storage resources of CSSs consist of small
block spaces with a fixed size. When storing a data file, the system may fist cut the file into some
segments, and then put these segments into proper blocks, taking every segment as a whole.
Hence, CSSs usually have two kinds of storage units: ordinary locations and block locations. At
first glance, the above procedure of saving a file into blocks in a CSS looks similar to that of
saving values into memory cells in a memory management system. But there are still some
substantial differences. When user submit their data file to CSSs, the file of user uploaded is
divided into lots of 128 MB segments firstly (the last segment may be less than the others). Then
the system allocate those segments to the blocks one by one, and the size of each block is also

128 MB. Finally, the system will generate a file table to record the block addresses and the
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relation between file segments and blocks. These characteristics make the properties of CSS
management very different from those of traditional memory management. Although the concept
of block storage has been proposed for many years, it becomes more complicated in CSSs. In
order to improve the reliability and safety of cloud storage service, the correctness of the cloud
storage management problem needs to be verified, which is an urgent problem to solve. While the
special characteristics of the cloud storage system make the problem challenging. Then how do
we appeal formal methods to model, describe and reason about CSSs? Separation Logic (SL),
which is a Hoare-style logic, has a strong theoretical and practical significance. By using SL,
some verification systems have been implemented. In this paper, based on SL, we propose a systematic
method to verify the correctness of management programs in CSSs. The main contributions are
as follows. (1) A language is defined to describe the cloud storage management. The new commands
mainly focus on block operations. Accordingly, its operational semantics is given by using the
concepts of heap and store. (2) Assertions in SL are extended to describe the properties of blocks
in CSSs. Quantifiers over block variables and file variables are incorporated with ordinary SL
assertion. (3) Hoare-style rules are proposed to reason about the CSSs. Pre- and post-conditions
are pairs of assertions. One component of every pair is used to describe the properties of ordinary
locations, while the other component is used to describe the properties of block locations. The

soundness of the rules is also proved. Using these methods, the partial correctness of cloud
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storage management can be verified.
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ALl . dom (ss) Frm — P AF s € Storess Y & X
I, Hod s & sy s, Ml sp» Storess 8 K Storesy, ,
Stores, 1 Stores; ;

oy H R FIR g R R SOSUER
A BR BR ECIRCE T Ao AR B HK

=abort,
Jblocy) s [e](Gsy) (sp) =i

’II,H*h/HjE]—l‘__‘g‘
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G I H b £ by JROL

i j R FRHERR S eRBCRE @ B R G

S M T =AU B W RYER I R KL £ ANV
I W SR E N UUV B W38 53 o 4L
S LT TORRJ 5537 bR 80 72 SR

Gy, R i€ dom(f)
FLA TG A< fG), W i€ dom(f) .
le:fE)‘L, HoAth

AT AR T RN 2 A R S R i 4 45
PRI . & a2 B R T — A /o &
Com VUM R AT LU — A RGRE 00— AT
L REXCoo) BE — DRI ] fault TR
FEER IR,

(bky y0) —>my y o+, (bk, s0) —>m,
( f:=create(bk, ,***,bk,) o)~
° ’7n7/1)/f:| ’

hv s hy |mf N ‘ ‘m,/, .m, )
Hod ), - om. € BLoc—dom(hy)
(bky s0) —>my 5+, (bk, y6) —>m,
(f = append(bk, ,* ,bk,) s0) ~
Csysspsspl GspC ) s Gmy s sm))/ f1s
hvs[hg|m) . m, ‘ ‘m,’, :m, |)
Hod m) - om, € BLoc—dom(hy)
(bky y0) —my 4+, (bk, s0) —>m,
(fr:i=fs*(bky s+ bk,) o)~
sy oS sspl Gsp(fo) e Gmyyosesm,))/ f1lshy shy)
{delete f,5)~> (syysyss, | (dom(sHO\N{f}) shy hp)
(bk,o) —>m
(b= {bk} s>~ (syasyLhpg(m)/b]sspshyshp)
(bk,o) —m
(b= {bk} o)~ (sysszlm/b]spshyhg)
(bk o) —>m, » (b o) —>m,
({bk} =0bk" s6)~ (syssysspshy shy[my/m;])
(bk,6) —>m
(delete bk ,o)~ (syssy] (domCs)\{m}) sz shy shy)
Horb BB S | 2 ca JRIRHG AL B o MG BME o, HAf
PRI S SCH P B A A S 5y BRG] ().
MRS TsJ3RmR S F 2Rk B K s N f 1E
SRR, Gny s om,) e Gul s eesomy) TR AT
ISt T sp () 2 — St hik 19 5 51 AT
sp () e Gy om ) WIE— N EHIERY R, HRIR
se (OB T Pk 751 Gm, 5 -
SCAF RN A A E S AE h TP o T — HH s ] O
PR IR AEAE AL SR 5 #5053 (9] 3 26 S iy ik, I
TEREAE s HHORE SO B W S 380 53K 28 b i SO N 2

’
(sysspsspl Gmisee

,m,).

A n i B AR O AL X BITE T Ay B S3 C
S8 U 3R (8] e Hk R AR s R i #) 2 H S
JI A8 1) 1 B bk 22 05 . SO b ik S iy R 7
3 BL B2 18] K O W W0 (6L T2 AE s TP E OB
JE 1A B 31k 38 0 B 25 i SR B ik 5 2L SCPE
Brem 45 N s R RS BRAS B f B9 WIS 5C & L AR T OF A
AE hp.

B A i) i 4 F 5T A B 0k SR (E 28 B
HE ARG AE hp AT WIZ B EE T YR N 2EL AR
IR P N AR AR A 5 D IR(E 25 — D P &
Hodik A A s T Oy HeAS B AR BRAE WA &7 A o
K 48 2 H ik T B0 e PN 2 B B R B A A TE s I
W P B ) WS AN 22 B0 A T SO I B AN
B M B3 il 2 AN 2 MO HE Ry XEPRATERZ M A
R G I BR B AR AN 25 B3 Il Wi 2 1) i 2 7
— BEITUSE A IRk 18] A G 358K LA B T RE Y 5408 1 5217
Ot » I [ 3 5 A2 B ik e s 1)

4 ZEHRAENEHSIES

H TR B AR RGBT A SO i T — A
A A% [7] B Ak 2 D 4 1 bk 0 e bk /) 322 48 . BI Pointer
Logic*" Sy Ji I Hb 1l (9 48 3 $2 43 7 — o £ A 1fi 58
ML A7 k. AR SCY i T BT Pointer Logic, il A
T AR R HOR IR B A RGeS S s
PE W HIES MIE0E GRS R RR ="k
X ZRFERT - RERE S W E Z 0, R/
(SysSpsSpshyshg) = p TARWI T p TEIRDE sy 50
«YF’h»’ahB)TﬁfL.

RSB S ES T BI Pointer Logic [ DA 4bJ#
JEAE WL, R 2 o HLhE W S 7 (location assertions).
XS — PR ST B4 DT R4 7 322 4 1 A DDA
WA T A B S (block assertions).
PRl BT 5 S e R T i S A ek A
4.1 HitWRE

Hidik WS P T BI Pointer Logic 5, F LA
R D o btk e L AL P 2 AT — 2 22 e
2 A — 5 M HE IR A T SO R A A i
k. Hbhk S B TE A0 R

a:i=truey, |false, | = a|ai Aas a1 Vas |

a—>a ey =e |es<<e, |Vx.a| T . a
|V fa| Af.a|lempy |e — € |a)*a |
a1 T *ae

LU - 3k T Y R R O T A A



2234 it "

Hl

Y,
&

i 2020 4F

KA A AN (E A R ) — U b hE I S AT B
T Z KRB AL B 2 kR Bk T
SCAFAEAE. S5 € — D HUAE WS o X o B9S85 T
PIRSE L sy s hy Fas FIE WS BYTE SCATR FTR
H:Ath 5 BI Pointer Logic 28U BT 5 & XA PSR,
Sy s Sp s hy = truey ;
Sy sSpahy =ar—>a M HAL S W sy 050 0hv =an s
JrlU Sy o Sp shy ’:az 5
Sy sspahy = (Vo) B HANY sy [n/x]ssp s hy =a,
XL n€ Loc;
syospohy = (VL) B HALY sy ospln/f1shv Eas
XL n=(ny yny 5+ sn,) € BLoc™;
sy ssphy = (Af.) M HALY sy ospln/f1hy Eas
XA =0y yny 5000 5n,) € BLoc™;
Sy s Spohy =empy 24 HAYY dom(hy) = ;
sy s sp s hy = awas X HAUYAEAE hy by Hoh
hi = hi H hy=hyxhi ffif5
SysSpohy o H osysspoht Fas.
4.2 BREE
e & I LA R e ity J k. PG L B T A8 Gy 2
B FE ) AR TR A L 0 A0 T A AR 4R A ) 2 O
I HOM R TR SO SRR AL Bl S iR E
B «
B:i=true, |false; | = BB AR BV} |
B>, | bky = =0k, | Yz.p]
de.g|Vo.p1 308V S8l 3f.8 | empy |
bk bR | B2 [ B — 5B | S fe|fe= e
AR BT A IR IR R T B AR A G B il A
AHE. d THeRR AT R &I /(o) B
7 e W 5 A LA IR T SO A 20 8 — > Bl
5 Bl Xt BRI AR T AR E sy a5 sp s hp B
— UG HE A BRI 1 SCAN TR TR HA AL T A I
SE R H KL T AL AN FER A
Sy s Sy s Sp s hp = trueg
Sy +Sp s Spohp =0k, = =bk, %’[H{R%’([/}kl ﬂaz [b/ezﬂa;
Sy 2S5 8p o hy = (V. 8) MHAY sy [n/x ]y sy 050 s hp =5,
XHE T n€ Loc;
Sy aSpsSpahp ’:(Vf.ﬁ)glﬂflglsv sspaspln/ flshg =5,
YA E n=(n, ,n,,+*yn,) € Bloc";
Sy »Sp s Spohy = (0.0 2 HALY sy s n/b]ssp sh =55
XA n€ Bloc;
sy oSy sp oy = (B — %8 2 HACY M AT B Al
TR R #Hhp H sy ssyrspshy =B

W sy o5y sspohpxhy =B
sy sy Seshy = f o fe B fJo=m.[fe]o=n,
H hgm)=n¥F 1= <k,
Hodr m=Gnyomysoeeomy) sn=(ny,my,s -+
5 [m | =[] =k,
4.3 =REE
Huhk W7 5 A PR F RE A A R A R ST — L
PEBT ABE AT LUE B B BN, o TR =
fEff RO e 5 e 1 s 2 e AT U 2 1 U
BN E L ond (kWL D) RN
“4JR W E 7 (global assertions). JTE 2, E R A5 p
MR/ WE BT R
pii={(a,p) |true|false| = p|p, A p. | pi V po |
prpe | Yap 32 p | Vo.p | 30 p [ Yfp | 3f ]
emp| py % p, | p1—%ps
4 Jry W 5 1 LA IR T i A S B R A
HE—DRJREE poal X p BGEH AR E X
SvsSpsSeahyshy = p o SERE T LCUNT PR
true A (truey, ,true;); emp 2 (empy, ,emp;) ;
Sy aSpaSpshy shy = C(as ) M HALY sy 550 5hy Fas
H. sy sspasphp =85
Sy sSpaSpahyshy Fmmp B HANYE S, » 555k s hy o hy o P
sy sSyaspshy shy = pV P M HAUY s 555 50 ohy shy F=prs
B sy a5y ssp by shy a5
Sy 58 28p s hy s hiy = pr—=p B HALY
R sy ssp s sp sy shy F=p0 s W sy sy spshy s b F=pes
sy Spaspshy shy =Y p 2 HALY
syln/x]ssysspshvhp E=p, XHEE n€ Loc;
Sy aSpsspahyahg = Vb p 24 HAYY
syospln/blsspshy shy =p 3L E n€ Bloc;
Sy aSpaspshy hy EYfp 2 HALY
svsspaseln/f1s hyshgl=p,
YHAER n=C(n,ny,,m) €EBLoc™;
Sy s Spaspshy hy F=emp 24 HALY
dom(hy) = H dom(hy) = ;
svaspespshy shy = pospy 2 HAUCYAEAE by o by Horp
hy Ry H by =hy«hy  f#15
svsspespshy shy = pi Hosy sy s shy by = po s
Hop hi @ By f by, Hoi=1,2;
Sy a8paSp 2 hy by =y — % po ) 24 HACY AT T Bt Ay
W Ry Ehy H sy osyaspshthy =pis
W sy ssy 58 shy#hy shyxhy F=po s

2 11y, ) 6 BIJOCx .
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Horp hg & B hy F hog.

TR A HE R B R RG] A — 2 Ay
Y 2N E R (T T
e epsrse, (e e)) ¥ oo % (et n e,);
e —AFe e e
fr——A3n. fr— n,HF n=(n,ny,++,n,) EBLoc";
bk — — A AbE bk — bk.

AT BE W18 SCORFF 1 28 L 3% B 1 LR o At
It By ey 2 v o T HE 1 H O SE AR A 2%,
KT emp Fl x ] S S SUE B R T x IIRAT
FRIU LA B 56— BB R0, an R Jom

p—>q r—>s pXr—>s pFr—*xs q>r

P *q—>s

4 Jry W 5 B0 AT LA Sy R = A5 I

(1) 2 JR K & 7Y A 0 ik I 5 A0 b 5 ml
PLI3 3 4 38 2 A7l 3 8 BB 1 A HE Heaps,, #il
Heaps,,. [6] B}, — 0% 19 T8 X SCA] LV B 6 2% 38 3C
R PR Y O AR - DT BE 2 18] T RS 1 1) 68 R GEIRZS.

(2) ARSCE TR & A 2R 58 TP U Fn e i
Bt BRI 8 1 39 38 B G TR I A7 it 5 2 1 i 5
HE.SIATHREREFEN ==, — il e, A
RE A% 1 3 = A7 fikf 2R LY PR T

(3) B Al 1 SCAF A8 o RN H AR i, DT H T T K
HitE MRIBRET). 455 B E U IS L RER A M
TUTE S R R = 0 T E RS AR DT X
A PR AT HE B

ZiEFR AR ARG S BB HAE D
FH XA JF B HARIRER ). W 5 18 SRR AR 4T 1 3
RN HEES. AR S ESHEREL
BB AR Kk TAE P e IT.

b b
p ¥r—>q *s p—>r—xs

5 ZHEMARNEIES

Z5A7-fif Z2 G0 1 B R 00 T LR B 4 s 38 A 2K
LA 7 O A At B SR A 2R — oo 4l i =X G
AN i AE T SR B S B AR BR e E— T T
WA RGN 2 RW S . Ioh AR S HAHE 4
E#E. IR B p) Clg) B —A=J0dH . H
Hp g R s . C s
5.1 HBEH

R A 15 1% o AT o] A /K 2235 SR A BE B AE AT o]
SR T HR S DT A A B B AR BT A At 3 8
8 A R A A A 4L 1 40 if A1 while 1 5] R AE

BT E S B A N T X — ) 8, AR
TE e R R R T B A1 R F8 U B 2 R/ I 5
T & Transfer functions=
Boolean expressions — Global assertions
T(ey=e,)=<(e;=e; true);
T(ey<<e,) =(e,<e,.truey) ;
T (bk, = =0bk,) = {truey .0k, = =0bk,) ;
T (true) =true; T (false) =false; T(— be) =—T (be) ;
T (bey \be,) =T (be;) \ T(be,)
T(be, \ bey) =T (be,) NV T(bey)
AT AR T W3R 45 s A 2R S8 R LT AL
T RLIU) 2 e AR NS 1B UAY. TE R 2 HE i —
FEFRATTHE IR T HTH2 5 28 B REI L FR 2 S B
5.2 n 1B
XF TSR Al AT 4 2h AR EUE 2 R A B
AR I 25 R T Ak S B A B P i AR R D0 . R
PR AR TE A AN skip 15 ) 19 20 BIL5 BE JR % B b 0 A
NE A BRZEADL.
{piskip{p} (AD
{x=2x" N empy ,(3) tx i =e
{{(x=e[x'/x] N\ empy NS
AR TRC R AT 98] i K B Storesy s AT 235
M 381 b ik DB R LR AR SR T PR IR 2 B AR 4 Y R
Tt S8 TR & BROE B8 B0 28 S AN TE B 5 b i B

(A2)

{(x=2x" Nempy,B)}x :=cons(e, . e,) (A3)
{((x— 61[I//I]vez[ll/l”jv""en[I//I]’AB>}
Hr = AN BAE .

< _ /7 — //’ > -

{({z=2"Ne— x .8 }x [e] (AD)

({ae=2"Ne[x'/x]— x”,ﬂ}}
7 B ORI B Ay & A 2 52 1 Heaps, » P 2k
Wt & o A A B ST i R R AR AN .
{<e|—>*,ﬂ>}|:e:| = {{er— e/,ﬂ}} (A5)
{(er— —,p) dispose(e) {{empy.5>} (A6)
XF TP 4 o il TR IR AU B B ok R
AT 2838 i 2 B AT » A 42 Jm) IR 5 1 B 7 5 00
R
{{a,b==0b" Nempy)}b:=0bk
{Casb==0R[b' /b] \ empy)}
{{asb==0" Nbks V") }b = {bk)
{(Casb=="NOE[D' /O] — &)}
{Casbbs — )} {bk}):=bE {{asbk—s bE')} (A9)
{{asbk+— —)}delete bk{{asempy>} (A10)

(A7)

(A8)
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TERZHOG LT e i) a4 F T A8 iy A>3
By e P R Ah S I — 2% 8 BRAE O B A i A 4
ON PR RR AR 00 » DT 2 5 20 PR e i HE B RE ).

(Hfo=i—1,/1% fobkf)1b:={f1(D}
{(Efo=i— 1,119 fo*bk « fs Nb==0bk)}
Horp o AN BTE 0k .

o T i 2 AT H 20U Storesy o R L A g ] At
500 3] bk BT R0 BT LI 2 A8 R A A A
bk DB L B 2 S B 44 51 AT Il A S Bk
SRR AT R TR BT IR 0 4 B AR R 5 0 A I A8
It H iy 44 A U Ok A B G — (] L PRt O TR AL 2
B Ak R iR 918 SR STPF S AN 37 b ik
EROA
{{as f=f"Nempy)} f := create(bk*)

S/ f1sfa Ok L/ f T o e e 0k, LS/ f D)
(A12)

(A1D)

{asf=f"Nfo ge)} f:=append(bk™)
allf'/fIsf o fe s bk [f'/f] e e e bh,[f'/

I (A13)
{{as f 3 —} delete f{<{a.empy>} (Al4)
Hrp f AHIAE « .
{{as f19s —Afo2bk* % fe o (bkyooe bk}
J1i=fobk™ {asf1 9 fe (bky -+ ,bk,)) )
(A15)

Ho fFANHIAE « .
bR R U] A AT SRR E TR AR R S 1 R g
5.3 M W
550 TR AN BN TR) AR 0 R GE A AR A
A TEAS ST v L A2 T ) R DU AR G B 2 B 1Y) 4
LRSIV SERER@
MG 52 5 A R U] P T 8 e ) W A 7
{p1Clqy {q)C'{r}
{p)C; C'{r}
SR AR F B PR S H B 40 5 AR A A B T
A58 SR
{(pANTWe)}Clqgy {pAN— TWe)C'{q)
{p} if be then C else C'{q}
98 P41 /0 D00 B 8 1 AN A2 o 64 P A A D
PRFFAAE.

(RD)

(R2)

{pANTWe)C'{p}
{p} while be do C"{p \A— T(be)}
VS HE I A B SO FRATT AT LA s A i 2 R al o
4k 5 B A A
=p —p

(R3)

—=q—>q

yClq}
C

<
R
7 ICld) (RD

FE T RS 41 B 2 1 A5 A RN AT R R
SO HARB R GRS T B = A8 R R TLT 4.
WA AE DR SY A7 JE o DT 23 9 32 B 1) R 1 o 45 LA
LREE RS R A B T Ab 38 A & 51 4% 51 . @ X
FV(O £aRTEmA CH B A mhL LS.
Modify (O) Fr a4 C iy 3 A2 4 4, )
S 0 BRAE MR A 35 1) A2 A8 1. 4 Var, S ik 28 &
MBS Var , HHAB 5 1 E G Var .y ST Y
E4 Vargie & Vary . Var g Ml Var .. Ys g F
A B RS - T2 O sk B S
AP T E L YsIB K Yy Y Rl Y. 25,
Xsh#han 4 C MM aEs. &L Xsi & Xy,
Xpf Xe. FRE. X=Xy UXpUXpr, Y=Y, UYs U
Y. MRS Bk E SCx T A4 C, = Modifyy (C) =
Xy, Modify, (C) = Xy, Modifyr (C) = X DA K
FVOSY. 5 m et R GRS e, s
F 7R :
ol B 72 T R N
{p)Clq}
{Fxs.p)C{Txg.q)
Hi ag€Varg.asiB K ay»apy Ml ap.
il B A it o 4 A
{p)Clq)
(plys/as 11 Clalys/as 1)
25FYs Ays E (FVOUFV(p) UFV(g) (R6)
Hpag,ye€Varg, xsi& M xy s apMxpes yel& M yv»
Vel yr.
HEZEHLI] -
{p)Clq)
{p*riClg*r}
Hp Modifys (C) i & Modify, (C) , Modify, (C) #1
Modify,. (C).

(R5)

sy Xg &YS

» Modify, (OO NFVG) = (RD

6 R 6).APPEND & %£18iF

AT 8 3 A il R G B9 S8 PR RE ] APPEND
SEE W IE B PR L S Wz A b 4 R 8 B
AL DU 3 e e 2R AT B

#i£ 1. APPEND &k,

BN S f1s fe

S SO fo s E R W IR RSB N T SCHE £ 1
ok

Algorithm APPEND (£, f3)

1. i:=1;

2. WHILE i <= £, DO
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3. be={fi(D};

4. f, :=append(bc) ;

5. i:=i+1;

6. END WHILE

2k APPEND By S0 AT . STHF A9 N 28 0 %
HNHAE N RB I T SO N A, R T 4 B
A A ¥ DLRT SCE SO = AP R SR LT &
Ay R — A ERZICHMIE L T REE A S
WA SRR AT R S R B L 5 g | AR R I Ah
IR =TT ZH I RS B A A R A R T 2 ik
W7 5 R BT A T X B AR AR A 1A B %
JCA L SBE AR 4 b 4 38 == A7 it 1) R e RS

(A (CHL=3 10 1% fixfo% [0
APPEND (f,,f.)

(AfsCEfs=F 1.1 [ix o fio fi))
Hob £ WP SCOE 2 ) T ST S s R S
LTINS . fL 3R SR 2 B0 6 2.

T R A 58 R R P B TE A

LATf{Hfs=81. /1 [i%2% fi0) (Given)

2,34 AZ 441N gnill=0A £f,=

#f1. /1% nil o fy % f,9 f, onil) } @)
3 A A=/ 1IN H=0NHfs=
B f5e foxfo fuofs)) (2)

4433 A0=8fT1INFf=0N #fs=
Hhf1 foefox o fuefs0)
1 =1
(A3 G<#fitIANEf;=i—1N#f; =
it i foe foxfo fie fs0)
((3),AD)
gid—Fme =158 17 —-1MEXEM
P iR 26 56 O 52 2% B9 25 1 12 T OR ST X — ST
W)L N T BES Is G R A JE U (R3) X H gk 17
R e E R R B AL
SA=TfAfG=HTINGH=i— 1N &=
Ffi—it L fias foe foxfod foo fs)
C=bc:={f1()}; f,r=append(bc); i :=i+1
be=i<4#f,

BeAb s 2R 15 95 LR N2 fs 267 S o o
REVNES. T ARBUEW] A ZIEAR AL, BI{ANA
T(be) }C{A}.

5. ANThe)={3f;Afs G<HfiNFf=i— 1N

Bfe=8f—it1L, 1% fos foxfo fie 50}
6.03fs3fr JokG=F[INEfs=i—1N%f;=
HA—iH1=1, /1% fiebk o frxfoas fiofs))
(3

7oA AokG=2f i N Efs=i— 1N 2fr=
£ —it1—1, 1% fs bk fixfoo
S f))
be :={f1(D}
(fs3f JorG=£/A N Ffs=i—1N 5f; =
gfi—it1—1, /1% fibk «fixfo9 fi-*
fs Nbc==0bk)} ((6),A1D)
8.{3fsAfr oG =2fL N Ffs=i— 1N\ £f;=
BH—i+1=1, /1% fsobk s fix [ fi*
fs Nbe==0bk)}
f»:=append(bc)
(Afs3fz Aok LN Efs=i— 1N £f;=
FH—iT1=1. /1% foebk s fixfo fi*
Ss5bk)} «(7),A13)
9.{3fs A G=HFIANFf3=1—1F+1N &)=
#AH—it1—1, /1% fo fi*fi% fiefs2)(8)
1043/ 3fs G ANEfi=i—1F+1A&f;=
#H—i 1= A% foe foxfod fas fs))
(9
1LA3f;3fsG=8HNEfi=i—1+1INEfs=
#H—i P11 i foefox foe fue fo))
i=itl1
(Afs3fsG=2/ATFINEf=i— 1N &fi=
#H— it L e [ foxfo fue f))
((10),A2)
A fo=0bk « f- A5 5 KIBFE 6 K. HY
Ss= 1[50k AT HI5E 8 ZRAFHNSE 9 45 428 9 by
oAU foor i R S AL s AT AR B SR 10 25 TE
B 1L RMEEFRM(TG=F+H1A
gfi=i—INZfi=8 it L% [ fox o
foo [ VBERIGHR AR ARG, FI&, &5 ik
HLAF (AN T (be) F CLA . TR, fdE ARG B0 05 )
W(R3), i[5 i {A} while be do C{AN— T(be)}.
122AN- TWe) =3 Afs Gi=#/1 T1N 515
=i—IN&fi=#f—it1. i f5 foxfe
b fu*f50
13433 G=#/TFIANEf=i—1NHfs=
it i foc fox o fixfs0)
while be do C
{(Afsfsi=8HFIANEf=i— 1N #£f=
=it 1, 19 foo foxfo fixfs))
((5)~(11),R3)
28 b G P08 ) B HE B R AS  Y E B 2k i
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1= ﬁfl +1 ,}J\ﬂﬁ*ﬁ%ﬁj% 13 %’E‘[uﬁ%‘;tﬂﬁu—lt%ﬁ:\‘ [4] Gimson R. The formal documentation of a block storage

WU AFfTfc =8 F1IANEL=820NEf=

0, /1% fs* foxfod fixfs)) (13)

5. {3 CESL =521 [ f20 fixfs) ) (14

16. 35 (Hfs=8f1,/1% frxfo fixfi)) (15

H G 1~16 ZcHEH LU KT & 418 AT R1,

WEM T Sk APPEND (9 IE 8 2. i bR R R Bl

AL R R 48 A R RE WSl ik = A7 A PR P

(i IS BE R L s TRV I 5 A 22 BRI T LX)

FRFF AT HES - DT 58 B0 IE A P I B e A L I8 TR

A B R R IKRE JT L BEAE DL TR I A E SRR

WA R A T7 ik RE % A R 3 Hb B6 Ik
mAFH R G IR .

7% #

AR or B IR AT T NS T = 77
fiff R GUAE PR T B0 IE AR PR, kT 0 B 2 0 4 U
T BT T A B A R G O T SO A B B
(2. 3 T 20 5 12 4 10 BT 55 T T OR il 0d B A A
A RFIRVE IR B T — B R = Ju 2 YA RS A
XF o At R GEIEAT HE B s X 26 07 B E T — A
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Background

Cloud Computing is rising fast with the advances in
Information Technology and Computing Science. As an
elementary part of Cloud Computing, cloud storage plays an
important role in underlying data collection, storage, mainte-
nance and output. Nowadays, many clouding computing
systems have already been put into use, with their own Cloud
Storage Systems (CSSs). Compare with traditional storage
systems., CSSs have more features. An important one is that
data are stored in blocks in CSSs, and each block is considered
as a storage unit, Hence, CSSs usually have two kinds of
storage units: ordinary locations and block locations. These
characteristics lead to the different management in CSSs from
tradition and higher complexity as well. Therefore, the problem
of reliability of CSSs is coming up.

The reliability of CSSs may include many issues, such as
retrievability, search efficiency, correctness of management
programs, etc. Here we focus on the correctness of manage-
ment programs, which is the basis of the reliability of CSSs.
However, due to the special features of CSSs, it is difficult
for existing formal methods to describe the execution process
of CSSs management programs.

Memory management is challenging for formal verification,
and memory errors are not easily handled during program

execution. Separation Logic (SL), which is a Hoare-style
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logic, is a well-established approach for formal verification of
programs that alter shared mutable data structures (e. g. ,
various types of linked lists, binary search trees, and AVL
trees). SL is best at reasoning about computer memory,
especially random-access memory. However, SL cannot
reason about CSSs, since it is based on a low-level storage
model.

In the paper. we have extended SL to verify the correctness
of management programs in CSSs. A modeling language is
defined to describe the cloud storage management. The new
commands mainly focus on block operations. Accordingly,
its operational semantics is given by using the concepts of
heap and store. Assertions in Separation Logic are extended
to describe the properties of blocks in CSSs. Quantifiers over
block variables and file variables are incorporated with
ordinary SL assertions. Hoare-style rules are proposed to
reason about the CSSs. Using these methods, an example of
practical algorithm with while-loop is verified. The results
show that the proving process is scientific and correct.
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