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Abstract Federated Learning (FL) is a decentralized machine learning paradigm that enables
multiple clients to collaboratively train a shared global model without exposing their local data.
This privacy protection method has been widely applied in sensitive fields such as finance,
healthcare, and the Internet of Things. By promoting the use of decentralized data sources, FL
has reduced data silos and lowered privacy risks associated with centralized data collection.
However, FL’s distributed architecture and open training environment make it vulnerable to
various security threats, among which poisoning attacks are particularly severe. In such attacks,
malicious clients submit carefully designed malicious updates to reduce the performance of the
global model or manipulate its predictions, posing significant challenges to the robustness and
reliability of FL. systems in actual deployment. To prevent model poisoning, mainstream methods
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typically combine anomaly detection with robust aggregation techniques to identify and clip
malicious updates before aggregation. However, these defenses face two major challenges in real
world. Firstly, due to the high heterogeneity of client data (Non-1ID), even benign clients may
where

naturally generate different model updates. This increases the risk of false positives,

normal updates are mistakenly marked as malicious, thereby compromising the fairness and
generality of the global model. Secondly, most existing defense measures adopt a unified
strategy, such as completely discarding or uniformly cutting detected malicious updates, without
considering that these updates may still contain some useful information. This indiscriminate
processing often leads to the loss of unnecessary useful parameter information, reduced learning
efficiency, and decreased model performance. To address these limitations, this paper proposes a
new defense framework called Contribution Anomaly Detection and Clipping (CADC). CADC
It first uses SHAP

(Shapley Additive exPlans) values to quantitatively evaluate the contribution of each customer's

aims to improve the accuracy of attack detection and global model accuracy.

model updates to the global model's predictive behavior. By capturing the marginal impact of each
SHAP provides a finegrained and interpretable evaluation of the
CADC introduces the Local Contribution
Outlier Factor (LCOF) algorithm to detect potential malicious updates by identifying clients whose

update on the model output,

update quality. Based on these contribution scores,

contribution patterns deviate significantly from the known benign update distribution. Unlike
traditional defenses that discard all suspicious updates, CADC further applies dynamic pruning

algorithms. This algorithm selectively prunes parameters in suspicious malicious updates, while
considering the degree of malice of the parameters and their deviation from the benign update
reference set. By retaining parameters with positive effects while pruning harmful components,
CADC minimizes unnecessary information loss, improves training efficiency, and enhances model
robustness to the greatest extent possible. Extensive experiments conducted on Non-IID data
settings and different proportions of malicious clients have shown that CADC achieves an accuracy
rate of up to 90% in adversarial client detection. On the MNIST dataset, CADC improved
detection accuracy by 2% to 23. 5% and global model accuracy by 1.98% to 17. 41% compared to
mainstream defense methods. These results indicate that CADC provides a more adaptive,

accurate, and effective solution for defending against model poisoning in federated learning.

Keywords federated learning; poisoning attack; anomaly detection; dynamic cropping; model

robustness
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through anomaly detection, clustering based filtering, and
similarity measurement between model updates. However, these
techniques often rely on strong assumptions about data
distribution and update consistency. In non IID settings, these
assumptions will fail: benign updates may deviate significantly
from each other, and when malicious clients make up a large
portion of the participants, they may disrupt the statistical
majority that many defenses rely on. In addition, current
solutions typically apply a uniform pruning strategy to suspicious
updates, which often leads to the removal of benign components
mixed in with malicious updates. This indiscriminate pruning
slows down convergence speed, reduces overall model
performance, and limits the practical effectiveness of these
defense measures.

Contribution  Anomaly Detection and Clipping (CADC)
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algorithm based on interpretable contributions. By introducing
SHAP values to quantify the local contribution of individual
model parameters, parameter level anomaly detection sensitive to
subtle interference can be achieved. By analyzing the contribution
distribution of each parameter, CADC effectively distinguishes
between benign differences caused by data heterogeneity and
intentional malicious interference. In addition, CADC adopts
dynamic pruning algorithm to preserve the benign components in

pollution updates and maintain the convergence and accuracy of

the global model. This study is part of a broader research plan
aimed at improving the security and credibility of federated
learning frameworks.
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