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Abstract  The research on deep learning-powered malware attack and defense techniques has
become a hot issue in the field of cybersecurity. To the best of our knowledge, there are no relevant
review on this burning issue at present, and our review is the first work. In order to follow up on
the latest research results in this field, this article first analyzes and summarizes the general

malware attack process. Based on this attack process, this article locates the attack points and
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defense points powered by deep learning. The deep learning-assisted attack technologies are
divided into five categories: (1) Automated virus evasion based on adversarial sample generation,
corresponding to the “preparation” stage in the malware attack process, (2) Automated phishing

based on natural language generation, corresponding to the “delivery” stage in the malware attack

process, (3) Pinpoint and strike based on neural networks, corresponding to the “impact” stages
in the malware attack process, (4) Traffic imitation based on generative adversarial networks,
stages in the malware attack process,

corresponding to the “command and control” and “evasion”

(5) The black-box model-based attack intent hiding, corresponding to the “evasion” stage in the
malware attack process. In addition, the deep learning-assisted defense technologies are divided
into three categories: (1) Malware resistance based on deep learning, which is a defense technology

for the “engagement” and “presence” stages; (2) Automated phishing recognition, which is a

defense technology for the “delivery” stage; and (3) Malicious behavior detection powered by

deep learning, which is a defense technology for the two stages of “impact” and “command and

control”. Secondly, based on the above classification, this article reviews the cutting-edge
technologies in this field. Also, it analyzes these technologies in depth from different perspectives,
such as technical principles, practical feasibility, and development trends. Furthermore, due to
the accompanying security issues of deep learning is closely related to deep learning-powered
malware security issues, this paper also pays attention to the accompanying security issues of
deep learning and discusses the representative backdoor attack and defense technologies in this
field. After that, this article analyzes and summarizes the main research directions in the field of
deep learning-powered malware attacks and defenses, and discusses its future development trend.
Among them, for the two new attack technologies “pinpoint and strike based on neural networks”
and “the black-box model-based attack intent hiding”, this paper analyzes and concludes that they
have opened the first step for attackers to use neural networks as attack components actively. In
the future, this will be a direction in which attackers are very likely to explore in depth and
generate attacks, which deserves our attention. Finally, the research on deep learning-powered
malware attacks and defenses is in its infancy, and more possible powered attack and defense
points based on malware attack chains remain to be explored by researchers. Furthermore, a
significant challenge for deep learning-powered malware attack and defense is the limitation of
data sets. How to establish a valid and open data set for researchers to use is also a very worthy

consideration and research.
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2015). https://www. Kaggle. Com/c/malware-classifica-
tion/



682 it "

Hl

Y,
&

i 2021 4F

(7] A1 114 3 7 AR A 32 8k o S B fe . I s 4R
AR RE B 5 B D 28 B A M A VR S b SR f T2 )
R e N B S Tl [ B SR e L = A
W BR S S BT 1] 22 B B, S 2 R AR L
“HE R S B4 2 B AN [ AR 2 B R L A
U Bk % B s 7 5 | ) B A i

IR T 22 4 7 A8 N B3 ok 136, o T By 1k A T R
b BE R T B B G A R A T BRI L 76 R R B 2
T e S R AR5 A 2K 55 Bl A8 0T 5 B AS 38 DA 45 [i) 3 psf
[i] =, 305 AS BE 457 Lb X A AR g . A8 Y 7 D 5 45 0 i
H R ] — S0P A A3 A — B R S PRI AR
it A5 7% 5 e e 1 o S o )

25 B RTIR X TR T IR B 2 S R AU A R
MR FHREZE] W RWMAE, @i F
AR IR S R AR B A P A, 22 4 ) AT TE AR IE
R 1A] — SO R o AT — BT B SRR B BT SR AL
MBCE A 0RO BT AR, B 1k U A 5
o (MRS AL P BB AR AL 7E R B B B BRI
“H R R B S E A A BB T A AR T Y
HY. e B Rk SEAm Ay i, e/
I 5 3 7 e 1 A R A BRI o SR L O
FE AR TE B A 9 B30t 5 0 it i S Ak T A AR B A M
RIGRLE p17 18 ) 2 4 BRI ) AR
3.2 BHMENELREHIRS

B 3l 1k 1) 2 44 i T30 R 0 TR B A T TR
By BEE AT T R 7 A0 1 7 40 2 9 B ) R T o) 2 s
AR B TR 0 2 1 I A, A Y £ R 4 AL 22
725 B Y AL G 0 I 4% 4 £ L 2 4 B AT LA
FIHRZ 8 & 3 HLER 5 2T 55 7 3k 92 30 o &
P Mok & R IE TR A sl Ak 45 £ 0k 4
AR IIE T NLG 19 8 2h 4 M4 5 ) IR K. i
F Twitter,Facebook %+ 28 W 3l B 48 i 0 2 i
JE IF Bt (0 E 9 X it N T RE R G K R (S
RHAE B 3l A 26 59 0 35 2h Bk AT RE , H b, A8 SO
SORTEXT [ 34k W 45 89 a o iR B E R L IR DLk
YT SR TT B . W AT R  NLG B AR B T 3
R Bk R0 25 Byt B0 TR b DA 4 B A Y AR
JE BT IREE 2% 2] B9 NLG £OR WA LUk T Mg
)2 SEIXT [ Bl R 2% 44 A

XoF TR 2 20 W RE A 8 # 0 U XY m A HES
W 5T AH X 85 /0, b e Y () — T A 5Y & Kudugunta
S5 NAE 2018 AR H 0 1T 1) 4 52 4 SO 1 A
J5 %, Kudugunta 55 A5 I8 5080 1) AT i ek i o
FICARFEAE AU P OcBOE 4L A T LSTM IR i

M2 R 25 R 1B — T SR A S AL A A
A4 T LSTM REE % ) & 2% i AR e M4 Ak - 1
NGy LSTM A1 v, K 22 B B i B o0 76 31 94
SCAN bot HESCHY G (H /0 A7 E AT 3% 35 1 22 5.
A S5 R B A — 2R HE SO A T R S AT AR
Bz lds N5 AN B B SE B T 9626 11
IR BE 5 2R ] A 10 P 3 0 P 25 03 g A I
I AT 7 5 B SE BT 0k 99 06 1A 4 8 v A
J3AME 2020 4, Soon F A TR BE i 22 I 45 X
P 45 42 £ R SR R AT TR L O L 3 5 S 4 ik ]
DNN 7 £ £ g £ ) d ) by LUSE 3L 94. 27 20 4
TAERE » ot — R W] T IR o 2 BORAE A S AL M 4%
By 0 A AT AT

15 B Bl 9 45 54 1 5] 450 P TR o ST Y
AR T A 2000 % B AE o O 4 42 £ e S a2 £ 1 1) A
IPERE L. SR LA =7 ~J o Al DUAE 22 0 rp 52 B e
AR I 5CRE PRI 0+ 0 — 20 M, AR SCXS EE 2 B 1 L 2%
5] R A o R B A I P PR RE L R IR LB
457 RCR 0 2% BIF 5 A ) TR R B R R Y R
JEE

(D L= VS WEE%: 2]

Xt LA fo P AR S B A 5 oA AR SR B
PR 2 R 28 A O UL - AR LG L — 0 i SO\ PE SCHF 55
ZFE X Y T R AR L 3 28 i A T 480K 2 DL
SCAS IR A A 6 T WL 7~ B0 07 ik AR 3 1 %
BRBE AT GBI, T A TR E &
JE LA R X SCAR A A A I I AT T BE o T
B FE T 2 A s e i il R B &
T R P R EIR RS RAEW] T T IR
57 2 B8 A T U B9 3 PR RE L HN Tk e e 3
ARSI B T LA o T BRI AT R TR T IR AR T 4
AR. 2020 4, Soon & AFYRS T HLERE 2 R R
22 I 2 5 TR BE 2 o HR I TR R 2 0 4% 1 R 4% 4 £
R A PERE - A3k 4 B B LU 2R R L HTAL
Tor 57 >0 ARG DN 20 R AT et g T A T IR 2 T B A

x4 NBFIEREZIEHERN AR L

T 28 W 4% ST G I o R R/ %6
R JE & N 2% (PLEE 24 20D 94. 41
TR JE i 28 R 4% (IR 2% 2T) 94. 27

IR » A 2R [ 28 4 1 280 R v 2 70 A7 A e 20l 5
A HLRA 45 e e i 14 e A ATS 1 R T L i RAAE
DAL e 20 Sy 2 10 0 T AR A% 4 8 1R By A 0 v
AR SO TR BE 2 > IKRE 1) 1 3l Ak N 46 29 #3050 475 2



44 TETHAH A . IRIE 2 ) WA RE

114 38 T A i B 5 3 683

AT LA, AR KB 28 2] 5 T B 2 ) 1 il
B ECVFRENS B Sl 1k R0 2% B AR R R BE A A AG I
PERE.

(2) X i )

B 3l 1k M 2% 8 i 250t 0 0 H o 18 £ a0 4R 10
BRI AR R Tt 2 AU 256 79 TR B 2 >k ) A 7Y
A BEH U 3 R R EATH LB SIE. ER B A
W 7 i 48 0 B 4 L 2 i Kudugunta 5 A7 58
it SMOTE 33 SR A W 5 2D 19 A a0 B4 ob 2E iE &
TP 28 0 28 1 2 i R BL AR B s . S Ah . o T IR
AT T D B R e i A I M B L R ST A
B S bR Y Bk R AL i Abokhodair F B A
Echeverria® B B\ 43 51| F 2015 4EF1 2017 4FE{H R %k
TR B PR A KR AL 5 4B R R AR A HLES 5% LS

Bl T GO KT RE— BA Gtz <R A
R B FEA T B 7R3 P B A Rk
FIR 4 G T K B 22 it AR T 0 il 55 R IR AL
Twitter,Facebook &5 (112 & Fy. K 1L, N fa] 55 47 b
RGBS A8 E T Z R B E T 25 R DL R an el 7 O)
OB LB R TR T L 1 N7 WA ) ok R AR
A T 2 I A A R T — S X ) R b 2 A 2 B B
o 0 28 g £ R BIF S R — R oK.

(3) K s

Kudugunta % A5 £t 9 4 SCER I 05 3 02
T Twitter W3 $ 19, AR SC3eE: Twitter W5 i
R HTTPS Bl I il ik IR AR R G 4518 R R
P 265 ) #8101 — KK JR e Bt 2 48 et i S TE
HTTPS Hpil I-.

X — 4518 1A L T RS — o AR T R 2%
i AT AR 8 P i 44 f D R R L B R 2%
TN MAERAR THT HTTPS B SR
)i} GUR: M) Sk R U SN R LI ORI = 7
A, = AN D PR BT HTTPS %% ¥p i 56 i »

ZEIH Witi#

Hta et |

-
- LBYBIBEE

O #aER

@ i Vi 1) B ] i

S
VERI ),
[t N
S R B1% |

— —— — —([HTTPSIEWHBY) — — — 1+ —

® FHEEND

B 8 JLT HTTPS 194y o 3k o i Fi

ifii HTTPS (1 {fi F K A B 78 52 A0 60 3k I 30 08
fh 22 A K 0 O AT fig 23 45 4% 7 1] 5 5 R 4 R 1Y
A ToYs AR B0 BRI & HR K BE 05 45 B R
o B A B T R T BN G i 2 A AR R
APWG ( Anti-Phishing Working Group) ) # 4@,
HTTPS iy fif H 2 & 4 E T, Jo HAE 2016 F|
2017 —AEI B ) P9 BT A 0 445 4 £a 35 s HTTPS
F 1 EE RN 5% B T3 Tl 31%.

25 b Y AR X E Bl R4 4 £ 0 R A &2
i 3k R IO 52 ) 3 32 T Y APT B 7E AR B bR A
S A P17 0 T 32E AT 45040 4 I TG B, I 3 F S
7 DA SR R I 4 £ T B AR AE . E N ARSI Z Ak R
ok I 2 4 a0 1Y) % R R Bl R R R e F AN B G
TEF 55— A B A T A A IR A B3 T O A
LR HTTPS i 0% S 4. 31
i P G U — o R ) B AR B AR SO LA
TREE 2 2] WA I 8 AT WA Tk e R B e R
o AT A 4.
3.3 REFIMENBRITAHRN

Xt B A T R AT A I B Y
— o0 55 0 T B . 7 A R LAAE <R R R C27 By B o
W AT ARG, (D R B B, A2 E E AL
ST TSR AR S RO RS 3 (e
W PRS00 0l YRR 57 B i 55, B A 3 AT LA 5
Wt AL RRAT O 55 5 =X R R BE 2 20 0 s A ik
FRAT R HEATIRBE A 5 (2) 7E“C27 W BE, T 4 4 A
PG 0 i 1 75 22, 0 & S R a4 S RE
T A I RS R 2 E BB SR IZEE B
57 %A B AT I L 2 4 AN B AT DA Ay A 5 8
45 T b P 3R L ek 4 A T A 3 L 2 O
MRAT R —Fh R B, PR O A SO R A A
AR X 2 ity T2 ALY HERRAT A SR AR O AT
Ry R

(1) S 7 B

Xof IO 2% 3L 4 A9 43 AT e 0 AE 32 F AL B AT 4y
B B B 5 1 5 0 D 7T e I 4% A B AT LR 2K
A 45— B0 S il 27 4 S, IR AT RE k2D
T4, TR 2 RO 75 51 A5 B PLEE 2 S Bt
Pk by g R BRI R G OIFES G T MRl
F- 5 A I R E DA A S B v R R A Ak L
Bl A 0 A AR AN BT i A A L 2 1 T 4% 3 o

@ Phishing activity trends report 3rd quarter 2019. https://

docs. apwg. org/reports/apwg_trends_report_q3_2019. pdf
2019,11,4



684 it " L 2 Eire 2021 4F
SO v T A (0 A E R S TS Ak 1Y B SR T @ @
Y 4 :
AR J B T I T A 4 R EL R O R [ Y !
) 195 150 08 T 7 F A 6 1. S T O 20 B 7 4 BERE 0 Client Hello
Bl BEAS T R 3 2 ) 70 3% 25 0 B A I 7 T 1 G —
22 T 3 1 S e AT 4 :3‘-»}[-1 ; ‘%%‘:‘ct ®) Server Hell
iwmgx bejui ) 3 5 BT S B % 08 2 R Lo S
B A T R
2018 4 Homayoun 28 AP 42 7 — Fh F1] 1 -
3 ® USRS N Bl
FE2 5] EL S T R 2 4 4 A 0 I T

™ 28 I = & I #% , BR S~ BoTShark ( Botnet Traffic
Shark). BoTShark >R F W Fft % B 2% > K I 452 78 (3
ZXH s 18 48 Autoencoder F1 3% FH 1 &5 W 4%
CNND ., DL B #5280 % 19 28 i ot 32 2 48 41E 19 4K
Pk, BoTShark B0 %76 T A B i 22 X 45 7] LA
B a4 BURFAIE 1 JC 75 % KA. Homayoun 5§ A
FHELA 38 M B0 S0 1 R0 AR 2 1 i ) 2% B8 4R
ISCX Y, Jf:3 1:d 52 50 % W , BoTShark &% M 5 Fh &
DB R I 28 1 h CRI AR v 2R P2P) A 48 7 1)
28 AL . 7R R DR T I 4% 11 2% 7 U = B, BoTShark
SCELT 91 Y6 A A S vER R AN 13 Y0 By A [u] 2R,

2019 4 Marin 48 \WY T 45 A1 58 4 0 5%
R A N IS 1 ) SR R 2R TR B 2 2 A 7R 7 A6 )
F53 280 B R Y 5 K ) RE. Marin 58 A AL —
TSRS 4R L O 5 TR AR ) B R
T 2 B A A A0 T A S 3 A R R A ) HORTE
A R R0 8% o G AT 45 B R L R ) S A il
FH 56 B0 P R i ACIE O T Marin 55 A {8 9
RPN 28 SR J R T B g . (1) $2 48T
o VA LSS bR T AT I B AR I 45 2R s (D) [
FEF BEATL AR AR 6 2 A5 T8 R B 47 i A 1 L 0 R K
PN IE H R s (3) 5 o Gk T 53 TR R
255 AR AT A I 280 5 — A - T G T A ] = TR AIE.

BRI Z Ah o 76 0 R DU o o 75 R ) R R R
HTTPS ji & @AM, i 9 B R 9% F HTTPS
BN ISLI Jon 88 3 A i F 38 2 i % ) HTTPS P
WA AR 25 5 # 97 1k % HT TP A5 %57 2800 43 #r - ™
KU F AR 5 M HTTPS Fail 2o & B i B
Google,Facebook, LinkedIn FlI 4 £ H fth i 17 #) 1
JBRINTE BL R AR 3 T HTTPS /9 i 45 ™ 4% 3
S X AR HE T I 4 B A S8 AR ) 0 R i S LA
PG PTLANEE HTTPS fif & i3 1 W B & 2 i
WA LEH BN HTTPS K.

— AN SR  HTTPS it 2 K8 I 1) 5 53 1 R il
AT AT HTTPS By hns (5 mf CaniEl 9 Fros)

@ ¥ NE
CRAEIE RIS )

RPN
®HTTP GET

® HTTP RESPONSE

& 9

MIMTE 2017 4E 9k Prasse 25 AP #2 12 9. Prasse %
A TG 125 38 1o X A 3880 4% i 2804 2 RO AE 1 B0 T
FERIFWGE T 2T LSTM BN % 0% 55 2 A ) A
AL ZRERIE 2 L N P H IR 2 J5 Al DAY
22 ) ) 3 T R A 0 R AR ) AR SR o 48 S e U

g b 7E T ) i i A KRB A I b, HTTPS il
FHEE HT TP pisl i 58 A b 552 390 %00 0 20 0 it 1 e
PR b BB i R K 22 e (P 00 5 07 DR A4 5 0 8%
. ¥ Gartner 42 % . 2019 4F 3E 17 (1 B 245 Yo b A
60 2 A T i %, 17 3 2020 4, X — 7K B3
70969 U A SO G TR I T HTTPS )0 % %
LA, DL Prasse 85 A4 H 114 4G I AR A Ay S
1] s AR SO CAR S B AT T IR ARIE I 004 124
T T 1) O35 S0 ks s DA ) S s R AT 42

T [ Jo0 288 0% T O o A U Y AR LB 5 HTTPS
{1800 A T A 2 OO AR DG R AR, — R 2% A 23 A
— % TP My ik A 1 2Z 18] 52 46 i) TCP /1P 0408 £, 48
A H AR DG Y ik | i 1] AR B 1 S S AR AT
A G RZEE LT W 480 23 B & ) LA
BRI W EHLIR A B2 L C&C RS
w1k HTTPS 5K iy Cof iz 181 9 H iy O 248 58 4
1€ Client Hello %4k fu i) 2 ML 44 2 Al WL ).

HTTPS i {5 i #

PRt 2 Ah FEIR T2 3 EHL Y C&C Mg 4 Z i) 1y

@ https://www. unb. ca/cic/datasets/index. html # Botnet%
20Data % 20set
Lastline. Network security in an encrypted world. https://
go. Lastline. Com/networksecurity_encryptedtraffic. Html?
Utm_source = blog&.utm_ medium = whitepaper &.campaign =
netsec-encryptedtraffic 2020



i~

# TLETESE - TRIE % > WK RE A 36 2 A T8l B 5 ke 685

TR R Ry DL SR i W SR Y. Prasse 4§
G ) R L 44 AN e AE B B T RE A A, SRR T
N R K. Prasse &8 A (9 7 1558 1 %R
0 Bk BE 0 A A A — E R BEANFEIR SR A T
TR BE 2% > WX BE 0% 2% 28 Ik 1 4 U T B EUn 4% 0 R
A A B SRS AR X AL D, HOY R R 2w
VA HE B I R B2 27 > oA T B o 28 2% 2 T A 7
B AT DRI R 0 4 R R U A ) B I SR AT 5
T 56 3% 5 10 TRV B0y 5 T 0 2 i R T i Ik
e TE U P A R R A A SR BR AT AT A
U R AR A I Oy R

(2) HERRAT A A i

T o) C27 5 38 1 0 2 O 2 K 00 i T 1 K] 8% )
HEAT B A0 2 0 A T B AR 229 A W 4% 30 A
WA R S (e IDSIPS 26) 4 Tk S i &
{4 6 0 0 3 U ELAR 22 v B oA R T A A 25 R
FHUR FE 27 2] Tk BB >R A5 07 R M Ik b o 193 0 i 28 45 B
. PRI I AT A AR I B T O e R
AR IR R A A2 A5 1 o3 WRHE L IR T F LN AT
Rk AH S G

& Sl o i N NN T )
DL A7 2 40 A o W 45 B 0L F R s TR EAR
fith. xf ot WF 9T 4 AR 2 AT I EOR T B il an
2016 4, Tobiyama &8 ANV $& 1 1 — BB i % & K
PEERRAS DU 7 3% o AE B AT DA I 55 1S 70 R $2 1L
HERRAT R RRAE 0 S Bl b 3% 5 1 B SR R RN
APT 8 HIF A0 5%y i B2 A7 2 9% A2 i H 3R S0 K
J5 K RNN 5 CNN M 454 i AT RNN k4 Bk 2
150 BB, IF 46 Bl CNN X 4540 814 3 17 43 25.
Tobiyama 5¢ N LA 81 A~ 5 145 2F #2 H 3% SC R A
69 A~ RAYESEFE B A& SCPE R 8 di 48 . 78 Cuckoo 048
TEAL T ABATT A J7 1 s SRR AE BHR R ST R 30 X 30 B,
%75 SR S AR A I M A 1 R B T 96 %%

2018 4, Rhode % AW 1 I #H T —Fp 0117
Ry R AR R 2 AR Y B A% AR AT SO B i L AR 4 v

T SCA SR A5 Ry W B SO 3k TR TR T RNIN
HEAT I A I HL i T B R 0 e e R B A B
FEA R K B FF RNN 1125 % i RNIN g 55 74 2
Pt A 16 B 75 5, X Rhode 258 A 1 % #2451
25 [ AT B AILIE 2% 3 o & BB R (Y K A e L F T
SEEE T BRI 2R A A A B k. DL 3000 SR K
PEREAAE B 4R 52 30 45 R 3R W . Rhode 45 A fifi
— 21 RNNL U 5s B BBt s 8 T 94 0 ik
DUORS B2, M AEASE] 10 By I [A] P S BE T 96 26 A A6 )
K BE.

3k %F b3 T ) E AR AT R AROR I A B A e AR
TR B 27 2] 110 75 12 490355 1) TR R 2550 102 3R B A %o i R AT R
B A DR B B kb A S BTk Dy T T R
2] W HERRAT AR AE BRSO T AT A R T B
ELAR T R A

(1) B B AR A Bt ok 7% v, G 12 0 4 25 7
AT R AR 3 R S (1) R B AR T T ) 2% it 3 AL
FOAT S ARG T 6T 52 BT Bk 1% AT O AR B
FE TR LT AL 2 2T 08 O 1 AR ME A 4R A DG FRAE
IERBUEEAT . W # 2T N B A A sl O 2 5F
fIE B RE 7 R T RE 8 X T B HE R AT Sy S B A
DK JZ

(2) EHLHERRAT 2y A= B B R SO s 4 A e R
S AR B R s s — 2 Y SRRk AT O R
R 25 HC v T O B T R B R AR ) O R R A )
2 00 A5 R Al P I 2 Y R A SR A A T R A
FLAG B vE B % SRR AR 2 PR RS I AR K A

FE T IR 2 T Y 43 BT AR SOREIR BE 27 ] T e
FRAT R A D7) S B v A7 1 A T IR A e AT 5 8 4.
A SCATAT T BT E R T Rb i R A Y o
H 30K 6 7 1 21 AR AE 1Y TR) RSN R RS R R S B AT
TR R T B AN Z )5 FF R T 58 35 1 i AR AT IR
REASIN e A 42 B AR 48

& 5 fir s . AT R AE 3 B . Tobiyama %%
AFYHT Rhode 48 A5 43 3 i sk APT 3 H T 4]

x5 WWBERITAMBERN G ELL

SCHR HERRAT g 4l 2K I i AT A AR /AL e Sk B ] Ky [i] /AN
(1) APT i 45 5 %2 24890
i H &3 (Process Name, @ PID, @ Event, @ Path, - . 9 2SO & 4 W REA AT
361 (Gas APIMAD  ©Result.®Detail Smin X0 9670 i
(2) PEFRAT HA A ] 3 .
@ system CPU usage, @ user CPU use, . N .
~ . K T Sk AR A A B[] i B 55,
b L ackets sent, ackets received, s o . -
[37] 8 bR R IR ®packets sent, @ packets received, @ bytes 20s 96 % BT o 10 2 B A B i

GEFHLASE SR

sent, © bytes received, @ memory use, @ swap

RS 1 B RTEAT
(BB 1R 5 B A

use, @total processes,(@maximum process 1D




686 it <A

Hl

i 2021 4F

Y,
&

AL AL 185 B R ik oA 52 BXE Bk R A7 O ey 4G ey
T APTAM A5 Z BG EUGE & MR X2 535
M P e 22 ) 25 f s 00 E B O S A R L 0l 3 K RE 8
ek 1a) APT B4 R s A L 22 °F - A S HL & 1
By B AT O R HE DG I B el A B 2 R 2% fE 4
Wik A 3o AR B OB TR R AT O S R A
PERRAT O B TR JZ U AN AT DL B RF AL TR 0 3 T L T
2y B4 S SRR AT S R A G N B A 5 A T T 2
D6 T 3T APT 3 T A A6 I J5 5 1

MAC 3 i 5] 43 #7 . Tobiyama % A #l Rhode
S N3 AR SO BRAT 4T TR LA 4 B RN B RO
XFHEREAT A ARG I DT B AT Sy OB e 4l AR Y A
Ji£ . Tobiyama % A\"% LA 5 min S J& 45047 o 4 3%
ST K A ] A X A1 8 R S TR AR A A ) 5
Z R REC SRR 1 MOy S AR L B R A TR N
1115 B LR AT A B PL 2 s AHEE Z R - Rhode
SF SR B R AT S R W T v R 2% 4
RGP T REAT LUK 5 L BIVRT DL R i A 253 B 1k
A I B AT O o TS 2 TR AT S A I e
52 NHRAE b0 AT 33K i 5 ST R ARG ) S BRARL T
AT ORI PR T e ] A R {H 55—
DAL AR APT SXAF I 52 PR B0t » FL A 1R 2
35 T TR AN T i X X 2 A B A R AL B
i I 5 2 B A R R I X R A S AT
O AL ST A A (ELAY. DRI AR SO A X S
o XA ol ARSI 58 4] 14 73 T 49 1 450 7R S B 19 Bl
X 36 5K 3 9 2 B0 2 B0 B A A 0 A 1 2 A
AT HY.

L5 b A S B 0 A X EE S AR SCIA O
T i) EATLEREAT 4 552 B B0 25 G A M B R P
Foft 5 T HERRAT D 04 T BE AGL I 5 vk A% A R Bk AE A
JEA I FE A9 D0 T i) 220 S B RO, RIS, &
PP 3 TR G A s A ARG I 1 B I 0 — 25 38 AT D A
A5 S B T HR B AT AT 1R H T AS ST R ek R AT I
N B ) A RS2 56 36 IE . £ R R B A 5T AR AR
LA i3 K mi R S5 TR ABIEFE » I R R O 2 T 1] 52 B
JS7 FH P9 YK RE A DA A6 0 AR
3.4 ETHHBHEENERRSITE SE

i P 1 P s B AR Y — el 2 A DL A
SO R AE T iy H AR B THE Al UG 2598 % SAU
Ty J or B Be %t R B L A R I — A
Rt NI B35 1 2 14 9 T2 G RE AR Bl 8 3l s U 2 ]
SO R Bt i B S AR B AR R R G
it BEER T D0 AE AT 280 A I A 4 R . TR e X

o AR B 4 AR SCER I T =28 R A IR BE B
T A 33X = 2 B A B2 R 43 53 ) % = ARAS Bd 1Y
SRR R CAFAET R TR C2” AR R
FERG I FEAS B 25 T B 9 R B FE X R
PR b TR B 2 2 ke S B I RE B AR L 4R B AE TR
JE 27 2] B IR RB AL, b I R R $ Tt 1 <22 4 B A A 1
I 2 8 10 BRLRE T3 .

(D FARJZ T 5B

AR SCAER X ZRER AT T M A2 )G i
— X EATHEAT T A S B, B O Rk M 4%
LA AN B3 BRI 2R G Ak 11 B R B AE 4, £ U B
FEAR )R . AR 6 PR A SCAC 4 R DU s
5 RAgs .

B — TR BB 2 > WK RE 1Y) B A8 B2 R 5 ol R i
Shy B I 04 DX A T X AF 5 T B R AN ) IRE
Xif F Ik B AR BT A 5T N B T T Ak 3 A B T %
() 25 A CRI PR S B8 T 560 2 o 4 R 1 M B 5 i 78
XoF B AR AR B I & R B ST N G A S RS
T DA s T S 3 G A TR A 3 SRR i %) ARG T 2 SR ko
T 35 2 U o Mol 5 A 52 it BBk B A0 43 AR HE 3 S
W TE G MR ZE A TN I S B R B o T 585t
B BE 5 B A A g DU O R A PR Bl 2
R 51 2B A B PGB0 TE T BEAR 1 aT 474 B AIK
B AT % B XU TR B AR T 5 Ak S A A
RYBER SEBR AT AT K AR S 2 51 ) — A B
HEAT SEBRFRE B AR HE AT A A DR AR 52 B
e A Z 055 8 AL AR S Tl A 1 SR i A T A A
PR

AR R ZHUG BLR S Yoy 25 B AR 2 1 e Y
H A6 G2 40 2 B 7 25 % 51 28 L TR Ut 7 T B A 7
WF 5% v, BF 55 N B30 A 56 0IE 5] B b 2 e R T
DNN,RNN,DRN £ Z i 5 8 e iy, HAK & 6 fr
I AFRE T 30 S AR ) 3 8 L AR SC I R T B XL 1
Bro g i an @il N TR AR I AH DG HR [RIRE R] LA
Bt B S 1 B s 3 Bl R L2
25 B 5 | B 1) S B 08 S RIS I v 030 A A R )
ROCR R BT Bl X 2 RO PRy — HLZA LA
M AR B BT B OR L X ik R
T — b Uk SR B — 5 g AR

B = TR B 2 > BRI R 1) B A B R AN 2 T g
(s HARR B A W A © 4 FTAR 2 B 38 4R 1 BF 5%
T LSRR AT IR N s @ LA Bl Ak W 4% 4 £
PO Ry B A5 AL A5 2 T ) K D0k e B2 v T IR
TR IR, B, Rk bR 2% ) SR B2 2] 45



41 BERRTH S . VR 24 20 W RE 1Y T AR X B 0 T 687
R 6 RELIBABMEART LSS
PER WA RA WG Gk e il 5| % 7
A B AP o S L W A OO 3 R —
e 2o [24] ARE® DNN' o e .
D B BEAE IR 45 I 15 5014 25 ) o 7 2 A
o s IR 61 A8 X8 57 0 A 45 3 —
- FAE 4 2018 [25] ;ﬁ;ﬁIﬁt%#ﬂﬁwwﬂﬂfU% fiE JE 45 1) DNN DR T A B T
TR ‘ Al
3 ) 53
NCET (D B
(2) $FEEBLZ B 4 BB
I DI i RS SE o
E%ﬁw“ 2019 [26] ;;ﬁﬁgﬁﬁﬁggggggi DRN 34 5 SCPF T 10 5 A
P LA A L3R 1 3 4 1 3K
7% P LS5 1077 9 2
j PR IE T LSTM 19 I8 B b 45 0 2%
Al w2018 [29)  HORM Twiver APUGMOTRUR.  LSTM  ed T g5 RGHE (5 2
ity B bot
v
ERBEIEE 2020 [30]  AGER DNN_ 7 DNN 8% 2 17 59 fe i P Rl
wots (39 WEREEZAUUSTRES W% 0 JETREE DRI
PO (5 5 (P D ! ST R 4 R A B
T R R HEJE A AR 0 DL 4R A
2019 [34] [&EE CNN LSTM  [A#Y 5 HR TG 56 19 4 A 278 T8 =X
‘ 1205 B BRI - 0 P
ﬁ%&j (D Bl
el sot6 [y6) 2 EEECTRLGUNIA S BURRAIR  ONNERNN i H b SCP 6 U 2
pre] HERAT R BOARAE  OF T LU BE AR AT (LSTM) [0 4% X 06 35 AR R 47 4 24
’ W AT R S HFRAE £ Y125 RNN.
B D B
sors [yr] O EEAN R TR e TR AR 1 1 b e B

(3) — BB RS I IR AT B 38
i Bl 25 T i

AT AR A5 o 3 AR A

(9 AT AT VR AT 5 AT T o 100 TR J3E 2 > BRI i A 22 4
W77 i 4% L R 1) S8 RE AT T B — 0 A i

ST BRI RE A AR A Bt S e A . — &
B ) 4 4 907 A 5 Tt 17 A . — 7 T 9 3l 5
EERIE PN S e S RENY) I S S ISP Ry s 1K
PEAH O APT 32 11 (9 45 o 3 AR 4 £ 2l 1) 2 A
AR gy —J7 s 2 S P A R 4R N R A BN
TE AR IR B kA N BRFA(E B % O i 20 O 35 %
Htk.

FT UL BRI A BRI A 2] B B
WEE AR 23 Hr 0T LA LU 2 > AR AN L
BREBARMN R TR B —E M HIX a4 T
A E RSB St L BRI R TR A )
P A A 7 A T R AN T BE 24 L F SN B T T ol
AT AE IEAE X 5 T 2 > B By A AR 47 op 4R
et 1o 8N T3 BE 2 AR BT AR A L S A
. SR X 2 ey X 3 3 AN 2 BE A RE RN . J& T
N BRI PR A 2 2 [ L, AS SORS 7R SR 4 40 %) L
T 4.

(2) 8 B 1 /9 43

TR BE 2 > A O — M RE B ) Mot i F Be A 2 A,

KAMFEE T T Yoids 58 77 o {5 5 4l 48 4 A AR 1E 14 fig
AR R B R I, A D 20130 Ao i R L R A
JEE A 7 R S S A P Ok 45 T B A KT

P DeepFake® 5 {4 Jy ] , DeepFake fif B I
% 200 PR S TR N0 AR AT R e, HAE 4
N AP DA i AR T A TR 0 4l
VERMN SR Tt i Tz e, hE R,
Pl N REE RS E T — RINEHBUR .
bt 5 2 4 48 B8 1 DA & I BR i X} DeepFake £
N ORWEER

M DeepFake S Al DA R 2= ] AR —
Byl & MU R E R 2 pRd. . —
A0 G A TR BE 2 2] 77 L T B OB A
o AT A N AT DA S50 e K O
FUFAT R o DRAPIR BE 27 2 Bl )& ) R s — >R
G 2] 7 5 R B &0 A 1 % 1T
NI AN TR DAY AN i i e ol TR 1 & D
DL il e B A B2 B MRS "
dl s Q0RO e B — B AR v R AT B B [

@ https://en. wikipedia. org/wiki/Deepfake



688 it 23 Hl 2% 17 2021 4
HEMAE ARG — ) TCP/IP i Be M, 4k & FH S BRI AR SORE HE g A 25 38 30 | 78 A 95 o Xt
CH I W TG iR B e — A A A BT Y T 29 A e BTN .

IERE 22 B e/ ST E R R R, 4.1 REZFIHEMNEREFIILE

PRI B AR = ) A B AU e 9 X e+ Y
ANWTIE T R R BEE 2 2] Bl 7 2 4 U k1 L BUK
PRUESE B A2 5 52 3 R T a0 b EE Y L X LA BIAE H
(¥ St R A A 2 Ak 20 it R AT fel i A
HRTT

HARTF AEE AR HLZ W 55 ZAEAN SRS
B 52 NS ST A S0 o R A S ek 2% o R A
JEE 2 2] ORI AF  fE BOR 2 W75 A
O W] TR 2 2 0 7 dh BT i AE B A I
ek CE R R PR E AR/ B/
AT i R L AE 22 2 () T S TR RE R A AR
Z0) B AAKICHE PR 4 4% f91) 25 s 78 b o ML Y U T TR
S 2] 7y ST C A B S 7 I T TR R e ) B 2
4 AT AR VR Y R F R BB AR 40 el b TR 2
217 b U S Y AR G — TR
G (A5 P AT $2 T 28 8 1) 4 4 PR NS
Ph. 4R DL 3 2 09 TR BB 2 > AH O A BIAE 4 B 1%
(BTN R o N R = NS R D PA 1)
ANTHEBEHA.

4 REFINEFELEREEA

TR IE 2 2 A Dy N T e AU A — T 5K . BE
REWRAE 20 & . O P A 22 A I B (URR 22 0 2 4
PEAZEONL) (7 Ae L BT IR 2 4 PR AR BEONE S 4 R R
FOARTE PR TR 2 ) 22 KR4 AT 09 28 6 25 56 00 25 1 42
(A (AR T SR 2205 3 2 7R AN W N
P H R BT 114 2 e T LA A i oA 4 i B ads R 2R
T AR 2% BUAE PR A D5 T - — 2 OB BOR B g 5 1k
FECH R R G A B B R Tk Ok B PR
DIRE B AR FATFR Z B BoR B By ok 9 4 A %
27 TR ARSI A AR RE A S
A IE T R AT 2 XUBR: o {EL I 28 i 553 1 40wl L) gl e il
TR DT 5 | 2 JF A 538 1) 22 4 [ i FRATT AR =2
N A,

I S R JEE 2 2 0B 2 3 B T IR 45 2
L XU T TR B A S R G A B M S T S L
AT A 2 4 ] RO O 1 22 M 2 1) 14 AR R
TR Horp RS [T B0l 5 B S Y A
PR 9 TG BE A Bl %) BT 55 3 AH 5% 1 B 5, 72 R 7
B B % B AU i 2k 5 B AR ® T B O A

J& T CR 1 I 8088 300 34T 0 3 R R
AN ) —Fh s AR TR R TR AR B IE #9470 i
T UGEE MR T A2 M BRI ZRrb ik
R 2 o SR T304 19 9 25+ DA T 52 i A R e 36 110
AFR NG [ Ut SO RS R 55 1 80t X
TR A A I 10 A ASE TR 76 T X6 1E R i B TH AT e
i AE DX A A S T R A OURR S R T fih
i U DR I fih A ) 1Y) i IR 238 PR O i
i B A B B X G RIK LA R oy O Bk
8 0E 1Y HARAR 2.

TE AT 100 09 oA ok o 2 JF K A B TR B 2 o) B A
SBAFWAT VIR G 1 T 2 2 ) BB 25 18 H W T
it — A BN T B i K SE AR AL AT U] T R A L SR
PRI Rl e 8 Xt o Mo & SR it 1 AR 2 E AT R Y
Ja 1B R PL 2. Bt 3 a] LT #0220 3t 1 U8
SRR IR XS HA A G 1T 2 )5 FO8 R A Ak
BERL, ly TR 2 ] R Tk, — HX S 5 1]
0 T B2 2 > BB ol T B8 107 FH 7R 4% b 37 St v, ) 2 iy
P IEWNIE SN 5

H TN T U EE 2 2 B BB A7 AR 1 MG 55
PR E AT R TR 28 MRS 1T 30 1
T AT ST o LSl 78 B0k T B AR BEF SR IT BOAR
RS 1T BB i E Sk i an, 2017 4,
Liu 88 AN 7E B e 3 6 B AR il 28 9 2% HAT 58 4
Vi ) A BR S B 20 T8 ¥ 7 0] S5 A7 08 DI 25 5 4t A0 i i 4
Tt ) FE A 1l A S R U R Y L AN LAY
B3 JUAS /NS £ B T8 A8 R A JS 1D Sl i gt R BT S o
802 [A) ST TR 4, HLAS 52 T b ) 4% S TR (1 1E
WUIRE LB T Rk 97, 15 %0 M 8o i 2. R AR L i
SE U B WRAIE BT A TRV T O TR IR 2 2] B
(Primitive Learning Module, f&j ff PLM) £ %} iy H:
G R IR B A A R G T U™ A
BIBEAE A T )5 T/ PLM H A 35 2 FE SO A W] ¢
PE LT 5 BN T X B S A4 5 1]
fih % 28 1) AR R PLM {8 B 4% 53 ol IR B 22
R R AR, I AE X DNN A 1Y (% o f 36 30 3k
57 95 % M BT F. & 7E 2017 4F, Chen [ A-
e B E AR BV HAR> R4, H 2 e
SR E s e A D S TTREA I ETE T BF R OF
P T A B L AT S B CEE i A1 A i R g A
i) 8 J 1) i —— A\ 5 407) %8 B o A =X %%



4 3 TLETESE - TRIE % > WK RE A 36 2 A T8l B 5 ke 689

ik s 9 B s PEAG IR B B0k 3 R AR 2 50 4~
Je TVREAS il T LA S B 3 90 %6 B o o AR 2 3R L
R TS —ASUE W AT DA A B AT SR S 1) Mk
A 35 KR R 250 A5 19 T AR,

2018 4, Liao % A" Lk FIR 22
CNN BEARL A ALEE T2 Al e 6 B8 J5 11 B0t i AT
T T2 VEAR 1 L3 ) A ASE R I 25 22 i R ASE AR
HRAT 5 1T A S X2 ME — — T 2% [BO [ 2 3 1Y
Yedi # AR RE 1 89 TAE I B4 it s 3ok, B
FEJ0T 20 R L doil F R a8 52 B 90 Yo iy B i
B, 2019 4F Rakin 28 AN 35 F X DNN AR 1)
F &R KR T —Fh 3% F H R B i B L )5 1)

Wi %, B TBT(Targeted Bit Trojan). B ifi & i
ol T B o 28 T 28 A5 A v ) 52 Tk B R A L K D) E
52 & 1) DNN AR 5L 46 oy AR 5 J5 )R RY L T B T B
RVE B I 25 1) 75 25 JF 7R B T CIFARIO 848 £ 1Y
YU B A ST 93 20 B Bk i) R

R AR S ) Mo O i 02 ) kT A ) A AR
T B B X8 2% Tl AS ) 1) R 32 2~ R B Je T 118 B8
I HL 3 26 5 355 43 59l AN [m] 1) 4 B %o A58 380 J ) M ks
A7 7 10, 5 e F 8 BE 27 ) B 1) 8 4 1 AF 58 1
Y Ry B GBI A A 2 e et Dk, sk 7 R, b T
T Wb 5 AN (] 5 3 ) 08 R A AR SO B AT AT
TIHYN 5 EA.

x7T REFIHENERRNIRERAMIL S 24

Ay SCHR I /R Do T e a5 CR D ik ) % +e AR BTk
M & R (Hcah 3 %6 E b pi 22 5 NN A 2 i 352 A2 [45-48] U AHE L4 80 1) LA 7N B (1 s
2017 [40] HRATERUFRED BT pa e o o oy PAEATEA: 357 4
v I S5 A 1 U1 25 R i A 4 ° 220 22 [] 8 ST 0 3% .
the International HUGIER T8 7E A E 1) PLM
2017 [41] e HYEE WA R4 DNN Skin Imaging 95% SN AR AR JE 2R S &
B 1V ) AR BUv s isi#a 248)  Collaboration (ISIC) : O o e W =N Ny )
Archive e AT B U AT .
555 JE I A T A 1% - B—A BN 5B AR E S
DM RE LAEER TR VouTube Alivned 1Sty T 47 9 TAF 5
2017 [42]  HANZBH L (DeenlD. VGOG-Face)  Fuce datce 00 >90% S AMED] BUR S [ ofs T
(2) R Ao & m U 2k g4 pios Vb ) DL B AT S B S 1]
FEALEMWETHEAR AR K 2k B BE i TAE.
SRR R
(D A&, it & B A5
?ﬁgggg??zﬁvﬂwz GTSRE (German M —— 3% 18 i 9 3
2018 [43] o, R A NI O NI Traffic Sign) . ~90% R s A U
SEMMAIR R A BB AR MNIST. CIFAR-10 i AR RE ) 0 AR,
REVT MY 2Rt (A &) 5 ) T
OB ERE/RE, X HELAR
T RN ZR .
2019 [44] MR DNN CIFAR10,SVHN, 939 4% 5 52 Bk 9 DNN A&

(VGG-16, Resnet-18)

r s AN T AT AR 2.

ImageNet datasets

O 5T XU AR A B A B R R
1 AR ] o RS R I 1) g it B P T 7 0 R A
ol 9 A= i S S0 P9 ABCAE A 6 e i L AR O TR
IR T PR R A SE IR o BT LAAT I AN A Gk 4 i A
FEHE NG PIE R - DL A SORE 3 T XA A A i
1 B S e 5 IR 22 ) MR B RS 1] 2y 2047
T RBIE AT BAR ISR 8 R,

x8 MHETREFZINEENRBEARSH S
HAE X LR Hi I A I

ST AR (D B B (1>9§'ai)?‘?ﬁ§5(f}r‘%ﬁj\?ﬁﬁ9§4h;
m;é%ﬁﬁ% By (2 BRI AT
s TR BRI A

St 1 0 (2) FAEIREE (1) 0 ] e RUAL T O 5
WICE SN g ORI (o) sy ¢ 045 X1k
IR fekseltt. e e pe.

oAb i R 0 B8 — U T PR A AR TR
A G A% R ] R X R o A Y A A TR TR IS 1T
i Y SR HE S U AR A By B IR 0 R ) B ) i
I 2/ P HELe M 2 T ED . BRI Z A0 BB )5 )
Tt RE D Tt 2 S (A0 I 17D i e 45 14 5 4 4 AL
PRIk e 1 Xl f A4 X ik 2 T L 3 96 e O 1 1) O 30K
flh e R O3 2 S AR PR AR Bk I SR o % By —
SE RE DR BT ACRD LARAT Bt

IR S R By 7 AE — BE SR T R
UNTE 10 FroR X 85 A T8 2 ok 3 i B P 0 B X
S TR S b 0L 95 R A ) BT A AT RERIAE AR
A PRI T DX /N R R X 8 R A 23
R HUAR A AT BB B i 3 AR I A AL R [T B0 AR
SR ] T IX S8 Al A AR Hh ) 2 et )



690 it <A

Hl

Y,
&

i 2021 4F

ZTCHY AT A L 1] DURAR L 1) fih S 45 45 46 E M 2
JC 2 [A) B4 53 34 42 o DA T 2 O R 1Y 1 5 301 5 R A A
Fo o AE DR AL XS 268 A 73 IE R A A0 A 20 2 19 i 4
T SCREME XS IS 1 ik 4 04 0 AR A A B R ke
AR A K 4 M F TR R s R E R
(R A B R JEE o ST B R |32 W B H A T
A P R R S AT I 1D ok i A 119 2 e XUt K
JEERAY . R B XL IS 1) ety (9 22 2= B AT e 24
ZIAKL.

1))
\;/

WL
° o ®
° .~
o
o
%g\
{?c

& 10 RIS I FUR B E

5 = B T Bk (9 XUBS: A 11 3 B A AU
Tk B b 0 T B AL R 1 itk % ) AL A5S80S ) il
3 R B XURSE L (LA 5 G 3 Aty G 5 A5 i
B A T Y S R 55 R R 0T flofe Al R 1 o £ ) 2%
SN YA R B 04 22 4 KU ) BB EA T 1 4R %L IR IIE
T M2 2 R S T T D RE Y5 K. (H bR T BRURA i % 1)
FIUANTEA SO T 1 )L, FAT A R AR 5T, A 2
A LS R 1 S TE S B AL
4.2 REFIHERNEBFTHH

AR JEE Al 22 [0 2% 19 AT R AP 15 PO ) SRR 2
ATFR— KRB bl T R 22 9 4% 10 SR @ P 5 |
S — A FEA ) R JC 1 TR N A T o e B
P 3 TC 125 PR E AR LA R 22 M A i AL B B T
AR, Mol A3 AR TR B A 22 I 28 7 J TR B )5 118k
ATREO L T A % R TS T T RE A R I
AR B XLl 28 10 45 A T I 1 4 507 A 4 i o
B .

2018 4, Liu 88 N D548 B RO 7 b By 4 5 it
AT A IF AR fine-pruning B B A0 8 3, I HLadk 1%
T — AR E 85 19 )5 1T B0 X fine- pruning i
177 PPl 45 R 32 B fine- pruning 7] DR 2l J8 2 R
FEARE] 0, 1 YRS BE T % DNN JgG [ 3 143 R s 1.
[A]4F . 2018 4, Chen 4 NP* i T — B ] F i 2 19
28 (0 0 T IR I3 B 140587 7 3% » 1% 7 0 R 0 SR 2
RAG N K J5 1774 DNN AT i) o R A L I ELa i 52

B PPAS UE B 1 980 5 2504 kA THT 1) AN [R) 8L FH B )
A ORI .

2019 4 Wang % AU Al A7 38 5o 9 40 1 S5 56 F &
ISE T =AM v - (D) WFHL AR R T e,
TRUNEA TRl & & A (2) BT & o sy
RS RME RN 5 (3) LT IO 2 > R AVE AN s
If H3d 2k %k 25 A DNN ZE 17 )72 i S50 0E B 1 ax 2L By
TR it (9 45 35 [R)4F , Chen 28 AU B TS — A5
I TAZ I AE 2 Deeplnspect, 7 & A T+ 19 I 25 548 55
BB H B BT A WE U261 DNN (14
Sk A GAN 2 2 W8 75 fih % 4% 09 HE R 40 1
T T P Bl A A IS 1T ARG, O LA S A
ARG T ik e #%  BOTE 2 LI AR R WL 5 L
Hif (8 CAEAH LG s DeepInspect A £ {1 s 8 4 46 00 74 5 A0
SR Y35 47 I (] 5.

25 b RS 1T 0 B O TR B A 4 ) 4% A R
AR EREH P (] R A28 9 T 7 o AR SCE X b 3 Bl A 4 AR
HEAT VAR A e o R B S W04 i 1 B AR 7 vk R AR SR
LA Ay TR o < — o 2 5 T Uk RV A o 0 ik 2 ) 1)
R A o BB AV ik 2 S T A DAL o L 70y A ot 2 0
BRI 53 — PR ARG &2, BV AE AR EASE AR IE &
DIREM R B T o X6 J5 A5 A5 A T ek sl , 31 4 30 33 41k
JEME BT, FT DL BR BB S il & S5 11 R R4 TT, DLk
B B85 11 B0 B CR.

R 9 Hp R B B 2 AT LE B Y S T B
THA B A R AH X LE P AR LTS 5 T2 A
(BRSO L3892 X 2 %0 B0k 19 B AR RE 0, X
TR 5 T2l I A — 2 e R AT X .
JIT LA A S BRI 87 X0 AR RE AR SO R A
SJRSERY B 1 2 A ) B — B A AR S T i e
A —H A R RE S T N ML AR IS ] B ARKE T R
S — AT — PPyl 2 B IR A AN BE AR A 523
XL PRI AR SO PR AR TR FE 2 ST BT | B 2 4 1) #
R T IL R 5 a8,

(1) FE AR BE 2 > 1) & JE v o i ) % % 2 )
BRAY G 1) 4 AV e B, A B AT VR 3 = ) 17 bk
502 A Pk 22 (R () S 10 B, A 23 3722 4 B A AE B2 11
K. TCIeAEASE T & ) A SR A 2 TR i B s 1)
S A A AT REPEER AL IR T PR IR TR B
S ) B E A E  E N Y E SE R R R A A 1 &
ExENR eI o

(2) R EFLIET A BN TR GEEL AL 4
FIVE R 2 14 Fif AR 22 TR 2 ) MR 2 hy 26 E RBHE B
LA TE R AT X SRR A 42 BRYE B 8z A



4 3 TLETESE - TRIE % > WK RE A 36 2 A T8l B 5 ke 691

®9 REFIRHENERFIHEREARN LSS

WG Sk i/ % Yt g BORECRTD  Hoh o Fi A Tk
(I B BB K 0 1 75 DNN/ONN YouTube Aligned JEOLT $X DNN HJR 112
- 10y i A g A S G L Face dataset! %] | i B AN 20 A I L 1D
2018  [54] & ] L og a4 U gk o AR A (DeeplD, AlexNet . : 0 i 2 T 4
SRR Faster-RONN) tbe U.S. traffic iing lf)] TR BE it 2 ) 2%
signs dataset MG TGRS —2.
(D E £ B
(2) RAF I TTREA I H A7 4F A< i o A AN AT AT 7T £ 04
RLHUA TG 1 (0 22 0 6 78 T VINISTLISA taffic WL e 0B U 1 36
2018 [52] MRS 2 B E RT3 %  DNN/CNN o e BAL O RO IR AT
{1 5L PR 405 7 A T L 19 22 o 22 3ok B UF A T 08 4 11
E R 19 24 1 T 2 o 7 AR i A5 LT il 4 1 5
AR F T A e
(D BBk 2 $bR % 05 & 2 %
e B 1 Al B 0 B
b RO A B X RE BB R 40 2K 5 S A
2019 [55] ool X Bes I o DNN YouTube Face. <6.7% JE T i LA
il 2 i VI %5 119 DNN LK, — 401 PulFie VGG e T P R
TE B 30 R AR L L0 ik R SR AT AR
PERE. 5 10 3 T LA T 5 %
K 0 54 165 ;. DNIN.
(D A a B e B T — T GAN 2
_ 5 y N . I DNN MNIST.GTSRB, S 98k e %= ;
2019 [56]  OBAFHMMABIAIE v TNy VOGFace, ResNe 18 0 18 7E fil % 5 4 % 3 A6 1

22 BRI B

Ja TR M HESE Deeplnspect.

KINZR A C Y RIE 578 N TR RE ST, 56 [ 5 1
by [ 5 i F 2 BB Y RS LU R R . [E
IAEAR 2225wl T 56 [ 0 I i o U5, 24 Fe AT Hil 48
X SETFIE T HSRTE B 0™ dn i H 25 Rl 2
SRy 3 B 7 T AR A X B i AR R s — B
NME T B B4 A AT O 503 0 4 AL I 5K 7
AN B SR Y AR S B R BRI EE R T X
FEIKEAE N TR GETr H AR — A BT LNE
SEPIF IR A TR ITR B A ) B ) s FE S A
SN T Y
4.3 REFNHBARBEAER

W 7 M9 A BE S CRIED” P . 24 i
BERUG U He AR R X R 2 AR V- R &
A A T DA AR 1 A B X R S 113K
B7 0 5 AR A8 20 ELAS SN Sy > iR B 2 ) PR AR 1Y
TERYJ5 11 BB B 5 %68 A1 4 2% 2 A 1 g o R I 70 4F
FREARER B VER BRI

(1) 2 iy i 26 4 Y J5 ) 2 By 45 R oL 508 =
PR 1) T B %o Bt B4 A O P R AR KL B i T
AT e 45 oy 1 s B 1 TR 2 AT A3 S 0 ) ot
R TE 2015 4 Kaggle %4 I 1) Microsoft Malware
Classification Challenge (BIG 2015) Ok %% F it © &
AEH AT » 31X 2 R AR A I 2R g o SRR B AE B
A, BRAT RSB IS 1] i R U B Rl e
FH o DTS2 80 TR S TR B sl ik e k.

(2) TRBE 2 2] 1 JB G AR M AR B T )5 1) Lol —

T LT 0 SR S AT A B9 2 4 KU, T L il IR B 2
~J 1 ] T B A 2 IR B 2~ B RL 4 0 O R Ak
MHETE 2 45 JOR RSB X (e i PE SO, —
HEISCHE TS BAS S5 1 AS [ 30 2 AR A A % 4S8 ]
BRI A G T TR IA K S 3 T SR 1 — R 5 . X
AR K B 3 e R RS S AR AR 1) i B
SEPE ARSI A ke A

)X TR &5, R 1 G851 ik
7] R AT 2 1) A% A AL I 1 B A R X Y
o 2R 8 AN B AR S5 AR BB R TAE B E Y
R TRKe ELAT TR /D B 00 T R 22 3 e 55 7R gl o

~J TG RE A 8 T8 AT D A I I T Bl g S BB B A ot
P B 1 R 5.

5 Z4it5RE

2 FI TR HE 2 > TR RE B0 2 T A URD e B F 72 2 2 1Y
2% % (] 2 4 AL F ) A L T T2 se o R
A T AR ot i A7 TR P 2 > E BT F S o T
M BRFH B AT B A LB AR T 3L B
TR T i B A A X A P A5 R A R AR T Bl 5 v
O N [ TR 73 S N e B s e N e o D 7

@O Kaggle. Microsoft malware classification challenge (big 2015).
https://www. Kaggle. Com/c/malware-classification/



692 it "

Hl

Y,
&

i 2021 4F

PNE EZE bR X PR 455 H B T IR BE A 2
TR 1) 20 AR e 977 WF 5 v 1 2 A SR ).

T R TR B 2 ) WK AR ) B A T
S 1 B5R 7E R T 5 0 AR B0t B A R ) B0l
TR AR SCHE AT 8 or 1 IR BE A5 X IR B 2= T Bl ) I
i B I B B R I T A IR E O T
TR BE 27 ) S # SE A% 0 Bl AR S AR SC o0 PR R
o) B A B ME 55 1 R I B A A AT TR
T A A SO R SRR S BR AT AT M L T Y
MR DL N R ok i Jie e 355 22 R AN Tm) 1 BE X b AR 4
ARIETF TIRAGINT . & TR L 250N 51 ik — 2t
LI 0 A e i T B R R B B A H R 1 )R K.

B I 22 Bh o A SO IR BE A 2] 7 TR i T 2 AR 1
B 0 5% v 1) R et A — 2 7 L 1 R D H
S 1 T RE 0l 75 T o T B 2 2 FOAR K Al B AU
A5 BN A2 A% HOE AR . 7 L T 2 I 4% 0 RS
T8 7 5 4T 5 36 25 R 4T 9 28 19 I s B 45 DL S
BET R G BORL Y K 2 R Sy A2 1 =R B
T FORTERL I IF 45 2] 1 ) 47 e Sk 2 fs g
X 3 = L i R Y 7 A 20 0 R i AT 5 R
WX O IR R T W 2% ik 5 B A 40 s A T A
WS 22 00 IE B Mol F N TR RS E &4
DLFEAT L 550 8 I A 48 2% 5 I L JHC R 1 9 T 4 5% =5 [l
Al AR AR R U T pi 2 I 2% (0 R T E AL
FTati DA R Ak 7 P 55 AR 1 ot TRT ik 19 A 28
WUt B AR G o 32 3 F) IR B2 2 ) AU g i A
Bt WA TF IR T B S R A 45 1 4
TR 5T & 5 22 1 O T 4 AN N T B R0 I o
> AEAR T R & v iy g (5 AT LA 3 R AR R 4 4
BAFAE R B B R REAF 72 (0 P e M. ZEX RHE LT LB
(10 {5 ) 19X 4 SRS AIE T R A MBE Y BT 19 FLIR S IR 9T 2
FE IO TR AT BE 0 R R AR M 25, 43 )
R A Hivenet I Swarmbot, X942 3 30 #] F IR & i
25 W 25 1) — AP TS TR U bt 32 B A TR B 2 2 X
F18 T 13 T ol ¥ L 1 A — b 4 A B H i R
A BLE XX M E Be s 19 /T A7 1 B A8 T B, A O X
T HEA T 092 A B AR B W 5T 38 7 FE BE .

HY O A SCAR AT A S A0 < Y AT TR R 2 A T
REMBGEH A R RERC g kA T2 1)
HH 4 Bl 2RI R 32 2 2T DA GR 3 9 8 5| B 5 A8 Ry = )
) PR 2 22 S BB Ry St E A SR AR 3 A SC6)
TR BE 27 2 P A 22 4 ) UG 43 T 3k S8 % 38 2 ) 7Y

A A R AR TELAETE DO T £ B2 242 9 480 2 45 /T LA
I AR P G 6 AN SR Ji T 8 1 I35 40 T 5« 24 i 3 A
IR0 390 [i] AL TR AR B S — SE S R R L 2 N L
AE AT 1 1 (R0 R 9 BOR Un 2R RE B 4 e 1o
T 0 4% 225 1) 4 4 9 A AU AR SCIA D g BE 8 R R 2
YR A W 45 BB BIF S 1Y) 22

i b AT TR BE 2 o B AU By i T A
W T R A 5 T 0 T AR T ol i 119 B 22 T Y T
Wity 5B S R F 90 & AR SRR R . 53 A IR
=7~ Bl 77 38 A T By B — R Bk R B 4R A IR
] o B0 S ST AT L A O B B AR BT S T L X
e — AR BB R ST Y (R ROk S H A4
SRR J7 898 58 R A B B A I 56 44 37277
PR R R O B0 V8 0 S5 B ) R3S fie 2

5

2 % X B

[1] Seok S, Kim H. Visualized malware classification based-on
convolutional neural network. Journal of the Korea Institute
of Information Security &. Cryptology. 2016, 26 (1) 197-
208

[2] Kreuk F, Barak A, Aviv-Reuven S, et al. Deceiving end-to-
end deep learning malware detectors using adversarial
examples. arXiv preprint arXiv:1802. 04528, 2018

Rusak G, Al-Dujaili A, O’ Reilly U-M. AST-based deep
learning for detecting malicious PowerShell//Proceedings of
the 2018 ACM SIGSAC Conference on Computer and
Communications Security. Toronto, Canada, 2018: 2276-2278
[4] Grosse K, Papernot N, Manoharan P, et al. Adversarial
perturbations against deep neural networks for malware
classification. arXiv preprint arXiv:1606. 04435, 2016

Hu W, Tan Y. Generating adversarial malware examples for
based on GAN.

black-box attacks arXiv preprint arXiv:

1702. 05983, 2017
[6] HuW, Tan Y. Black-box attacks against RNN based malware
detection algorithms//Proceedings of the Workshops at the
32nd AAAI Conference on Artificial Intelligence. New

Orleans, USA, 2018. 245-251
[7] Kolosnjaji B, Demontis A, Biggio B, et al. Adversarial
malware binaries: Evading deep learning for malware detection
in executables//Proceedings of the 2018 26th European
Signal Processing Conference ( EUSIPCO).

2018 533-537

Rome, TItaly,
[8] Raff E, Barker J, Sylvester J, et al. Malware detection by
eating a whole EXE//Proceedings of the Workshops at the
32nd AAAI Conference on Artificial Intelligence.
Orleans, USA, 2018. 268-276

New



4

TETHAH A . IRIE 2 ) WA RE

) 0% T AR T B A 5T 0 R 693

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

Anderson H S, Kharkar A, Filar B, et al. Learning to evade
static PE machine learning malware models via reinforcement
learning. arXiv preprint arXiv:1801. 08917, 2018

Baki S, Verma R, Mukherjee A, et al. Scaling and effectiveness
of email masquerade attacks: Exploiting natural language
generation/ /Proceedings of the 2017 ACM on Asia Conference
on Computer and Communications Security. Abu Dhabi,
United Arab Emirates, 2017; 469-482

Das A, Verma R. Automated email generation for targeted
language. arXiv preprint arXiv:

attacks using natural

1908. 06893, 2019

Seymour J, Tully P. Weaponizing data science for social
engineering: Automated E2E spear phishing on Twitter//
Proceedings of the Black Hat USA. Las Vegas, USA, 2016
1-8

Seymour J, Tully P. Generative models for spear phishing
posts on social media. arXiv preprint arXiv: 1802. 05196,
2018

antisnatchor. Practical phishing automation with PhishLulz
//Proceedings of the Kiwicon X. Wellington, New Zealand,
2016, 1-29
Orru M., Trotta G. Muraena: The unexpected phish//
Proceedings of the Hack in the Box Security Conference
2019. Amsterdam., Netherlands, 2019. 1-45

Kirat D, Jang J, Stoecklin M P. DeepLocker — Concealing
targeted attacks with AT locksmithing//Proceedings of the
Black Hat USA 2018. Las Vegas, USA, 2018;: 1-29

Rigaki M, Garcia S. Bringing a GAN to a knife-fight: Adapting
malware communication to avoid detection//Proceedings of
the 2018 TEEE Security and Privacy Workshops (SPW). San
Francisco, USA, 2018. 70-75

Goodfellow I, Pouget-Abadie J, Mirza M, et al. Generative
adversarial nets//Proceedings of the Advances in Neural
Information Processing Systems. Montréal, Canada, 2014
2672-2680

Lin Z, Shi Y, Xue Z. IDSGAN: Generative adversarial
networks for attack generation against intrusion detection.
arXiv preprint arXiv:1809. 02077, 2018

Lee W, Noh B. Kim Y, et al. Generation of network traffic
using WGAN-GP and a DFT filter {or resolving data imbalance
//Proceedings of the International Conference on Internet
and Distributed Computing Systems. Naples, Italy, 2019.
306-317

Ring M S D, Landes D, et al. Flow-based network traffic
generation using generative adversarial networks. Computers
&. Security, 2019, 82, 156-172

LiJ. Zhou L, Li H, et al. Dynamic traffic feature camouflaging
via generative adversarial networks//Proceedings of the 2019
IEEE Conference on Communications and Network Security

(CNS). Washington, USA, 2019: 268-276

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

Zhang Si-Si, Zuo Xin, Liu Jian-Wei. The problem of the
adversarial examples in deep learning. Chinese Journal of
Computers, 2019, 42(8): 1886-1904(in Chinese)

CiRIBE 22, XU M. B2 R X PUREAS R 8. T+
LA - 2019, 42(8): 1886-1904)

Al-Dujaili A, Huang A, Hemberg E, et al. Adversarial deep
learning for robust detection of binary encoded malware//
Proceedings of the 2018 IEEE Security and Privacy Workshops
(SPW). San Francisco, USA, 2018, 76-82

Xu W, Evans D, Qi Y. Feature squeezing: Detecting
adversarial examples in deep neural networks. arXiv preprint
arXiv:1704. 01155, 2017

Wang Y, Stokes ] W, Marinescu M. Neural malware control
with deep reinforcement learning//Proceedings of the ICLR
2019. New Orleans, USA, 2019: 1-16
Jordaney R, Sharad K, Dash S K, et al. Transcend:
Detecting concept drift in malware classification models//
Proceedings of the 26th USENIX Security Symposium 2017,
Vancouver, Canada, 2017 625-642

Pendlebury F, Pierazzi F, Jordaney R, et al. TESSERACT;
Eliminating experimental bias in malware classification across
space and time//Proceedings of the 28th USENIX Security
Symposium 2019. Santa Clara, USA, 2019: 729-746
Kudugunta S. Ferrara E. Deep neural networks for bot
detection. Information Sciences, 2018, 467, 312-322

Soon G K, Chiang L. C, On C K, et al. Comparison of ensemble
simple feedforward neural network and deep learning neural
network on phishing detection. Computational Science and
Technology. Singapore: Springer, 2020: 595-604
Abokhodair N, Yoo D, McDonald D W. Dissecting a social
botnet; Growth, content and influence in Twitter //Proceedings
of the 18th ACM Conference on Computer Supported Cooperative
Work & Social Computing. Vancouver, Canada, 2015. 839-
851

Echeverria J, Zhou S. The ‘Star Wars’ botnet with >>350k
Twitter bots. arXiv preprint arXiv:1701. 02405, 2017
Homayoun S, Ahmadzadeh M, Hashemi S, et al. BoTShark:
A deep learning approach for botnet traffic detection//
Dehghantanha A, Conti M, Dargahi T eds. Cyber Threat
Intelligence. Cham, USA. Springer, 2018 137-153

Marin G, Casas P, Capdehourat G. Deep in the dark-deep
learning-based malware traffic detection without
knowledge//Proceedings of the 2019 IEEE Security and
Privacy Workshops (SPW). San Francisco. USA. 2019 36-42

expert

Prasse P, Machlica L, PevnyT, et al. Malware detection by
analysing encrypted network traffic with neural networks//

Proceedings of the Joint European Conference on Machine

Learning and Knowledge Discovery in Databases. Skopje,
Macedonia, 2017 73-88
Tobiyama S, Yamaguchi Y, Shimada H, et al. Malware



694

it "

i 2021 4F

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

detection with deep neural network using process behavior//
Proceedings of the 2016 IEEE 40th Annual Computer Software
and Applications Conference (COMPSAC). Atlanta, USA,
2016 577-582

Rhode M, Burnap P, Jones K. Early-stage malware prediction
using recurrent neural networks. Computers &. Security,
2018, 77, 578-594

Rege M, Mbah R B K. Machine learning for cyber defense
and attack//Proceedings of the Data Analytics 2018;: The
Seventh International Conference on Data Analytics. Athens,
Greece, 2018 1-6

Kubovic O, Kosinar P, Janosik J. Can artificial intelligence
power future malware? ESET White Paper, 2018;: 1-15

Liu Y, Ma S, Aafer Y, et al. Trojaning attack on neural
networks//Proceedings of the Network and Distributed
Systems Security ( NDSS) Symposium 2018.

USA, 2017 1-15

San Diego.,

JiY, Zhang X, Wang T. Backdoor attacks against learning
systems//Proceedings of the 2017 IEEE Conference on
Communications and Network Security (CNS). Las Vegas,
USA, 2017: 1-9

Chen X, Liu C, Li B, et al. Targeted backdoor attacks on
deep learning systems using data poisoning. arXiv preprint
arXiv:1712. 05526, 2017

Liao C, Zhong H, Squicciarini A, et al. Backdoor embedding
in convolutional neural network models via invisible perturbation.
arXiv preprint arXiv:1808. 10307, 2018

Rakin A'S, He Z, Fan D. TBT: Targeted neural network
attack with bit Trojan. arXiv preprint arXiv: 1909. 05193,
2019

Parkhi O M, Vedaldi A, Zisserman A. Deep face recognition
//Proceedings of the British Machine Vision Conference
(BMVCO). Swansea, UK, 2015: 41. 1-41. 12

Graves A, Jaitly N. Towards end-to-end speech recognition
with recurrent neural networks//Proceedings of the Interna-
tional Conference on Machine Learning 2014. Beijing, China,
2014, 1764-1772

Eidinger E, Enbar R, Hassner T. Age and gender estimation
of unfiltered faces. IEEE Transactions on Information
Forensics and Security, 2014, 9(12). 2170-2179

Pang B, Lee L., Vaithyanathan S. Thumbs up?: Sentiment

classification using machine learning techniques//Proceedings

JI Tian-Tian, Ph.D. candidate.
Her current research interest is network

security.

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

of the 2002 Conference on Empirical Methods in Natural
Language Processing (EMNLP 2002). Philadelphia, USA,
2002 79-86

Huang G B, Mattar M, Berg T, et al. Labeled faces in the
wild: A database forstudying face recognition in uncon-
strained environments//Proceedings of the Workshop on
Faces in ‘ Real-Life” Images: Detection, Alignment, and
Recognition. Marseille, France, 2008; 1-11

Panayotov V, Chen G, Povey D, et al. Librispeech: An ASR
corpus based on public domain audio books//Proceedings of the
2015 IEEE International Conference on Acoustics, Speech and
Signal Processing ( ICASSP). 2015
5206-5210

Li X, Roth D.

Brisbane, Australia,
Learning question classifiers//Proceedings of
the 19th International Conference on Computational Linguistics-
Volume 1. Stroudsburg, USA, 2002: 1-7

Chen B, Carvalho W, Baracaldo N, et al. Detecting backdoor
attacks on deep neural networks by activation clustering.
arXiv preprint arXiv:1811. 03728, 2018

Gu T. Dolan-Gavitt B, Garg S. BadNets: Identifying
vulnerabilities in the machine learning model supply chain.
arXiv preprint arXiv:1708. 06733, 2017

Liu K. Dolan-Gavitt B, Garg S. Fine-pruning: Defending
against backdooring attacks on deep neural networks//
Proceedings of the International Symposium on Research in
Attacks,
2018: 273-294

Intrusions, and Defenses. Heraklion, Greece,

Wang B, Yao Y, Shan S, et al. Neural cleanse: Identifying

and mitigating backdoor attacks in neural networks//
Proceedings of the 2019 IEEE Symposium on Security and
Privacy (SP). 2019. 707-723

Chen H, Fu C, Zhao J, et al. Deepinspect: A black-box
Trojan detection and mitigation framework for deep neural
networks//Proceedings of the 28th International Joint
Conference on Artificial Intelligence. Macao, China, 2019
4658-4664

Latah M. When deep learning meets security. arXiv preprint
arXiv:1807. 04739, 2018

Danziger M, Henriques M A A. Attacking and defending
with intelligent botnets. XXXV Simposio Brasileiro de
Telecomunicac oes e Processamento de Sinais-SBrT, 2017,

2017 457-461

FANG Bin-Xing, Ph. D. , professor, Ph. D. supervisor,

Academician of Chinese Academy of Engineering. His current

research interests include computer architecture, computer

network and network security.

CUI Xiang, Ph. D. , professor, Ph. D. supervisor. His

main research interest is network security.

WANG Zhong-Ru, Ph. D. His current research interests



44 TLETENSE . R ) KAE A

W AR e B W 5T 0 R 695

include artificial intelligence and network security.
GAN Rui-Ling. M. S. candidate. Her current research
interest is network security.

HAN Yu, M. S, candidate. Her current research interest is

Background

With the rapid development of new technologies, such
as Artificial Intelligence, Cloud Computing, Internet of
Things and Big Data, cyberspace security is being confronted
with a series of new threats and challenges. At present, the
research on deep learning-powered malware attack and
defense techniques has become a hot issue in the field of
cyberspace security, and cybersecurity researchers have also
made many significant research achievements in this field.
However, for the application of deep learning in cyberspace

security, there is no relevant review to follow up and summarize
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in time. Starting from the research on malware attack and
defense, based on the analysis of the malware attack chain,
this paper reviews, analyzes, and summarizes the application
of deep learning in this field, aiming to promote the applica-
tion of artificial intelligence in cyberspace security.
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