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Abstract  The memristor crossbar based neural network accelerators have the advantage of
in-memory computing, which can effectively improve the performance of neural network. However,
the non-volatile characteristics of memristor are easy to be used by attackers to obtain the weight
parameters of neural network by performing model stealing attack. When the accelerator is a user
side device, the attacker can also conduct model replicating attack and train the alternative
network by collecting input-output samples. The above attack methods bring severe challenges to
the security deployment of neural network model on memristor platform and the protection of
model intellectual property rights. In order to solve the above problems, a model protection
method based on weight obfuscation and blurring is proposed in this paper. To resist the model
stealing attack, before mapping the weight parameters to the memristor platform, the weights are
randomly permuted with the granularity of virtual operation unit to obfuscate the position of
elements in the weight matrix. At the same time, the output redirection module with key protection

is designed to support the correct inference operations of neural network after weight obfuscation.
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On the other hand, the resistance drift effect of memristor is utilized to resist the model replicating

attack. Once one or more malicious input queries are detected, the system automatically enters

the self-destruction mode which speeds up the resistance drift of the memristors. This will result

in the blurring of the weight value, rapidly degrading the classification accuracy of the network

model to an unacceptable level, and undermining the attacker’s efforts to collect input-output

samples. The experimental results show that compared with the existing work, the weight

obfuscation method proposed in this paper can achieve the same security guarantee, but the

hardware overhead and power consumption are reduced by two orders of magnitude. When the

system enters the self-destruction mode, the proposed weight blurring method only needs dozens

of input samples to reduce the classification accuracy of the network model to less than 40%,

which effectively blocks the attacker’s model replicating efforts.
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BN ARG AE B AR By e MR A i A . 2 e A
Ja B TF R PAT S T bl 22 00 45 455 80 A IR 45 1if L CPU
ATRAEE IO O KA S A CU iy %4
FEA . 5 T 45 AR IO B 458 1 58 SRR B AT IE # 1Y)
TEEE. im o 25 W7 R 5 L 85 B T R kL ke O
AT TCIE AR B

Xt T2 AT ZOm & AR CE FoAhE S R
PEAE A & 09 [ B, T L2 25 n ek (31 48 i %% 4]
FEAE 0 2 DM SLAE HE O 80Tk . b 555 i B A AR SOk
AL T

5 MEAHBAEHNEMNERMIL
ik

AT SE o 4R G T A A AR S A Ty k. BE
Ja PR A 48 BT 1 A O A T k.

5.1 BEZTAMKN

WFFE R B, BUA R 5 o) o A S it b B v L
PR AS AT 3k fe 23 7 AR S A A (Out-of-Distribution,
OOD) # 1], 00D # i 5 1E # £ i 77 75 48 K
25 I 38 o 7R B A7 A 2 R A OOD £ ), 3%
AT AR s v A i e

Kl OOD 25 1) (1 4 250 5 1 2 T 48 W 45 1
softmax 24 1 HE R (MSP) {1 5 KA. %t F 1F %
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SR A 5N ) MSP. X T AR . K A5
SR 0 (e ) 1 B NN R, ] DL i 9 {1k
MSP sk #E47 OOD i .

Dec(z) = ID, max,; (y;) >t 0
OOD, HAs

K (D ID F£IR IE# £ 1) (In Distribution). ¢
Fon BE. E AR O 525 T R A R & A
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Background

This paper focuses on protecting the neural network
models which are deployed on the memristor platforms. The
proposed work belongs to the hardware security domain.

Although the memristor platforms have the advantage of
accelerating the computations of the neural networks, the
non-volatile characteristics of the memristors introduce some
new security vulnerabilities. Since the model’s weights will
still be maintained in the memristor crossbar after the chip is
powered off, the adversarial can conduct the model stealing
attack to retrieve the weights of the well trained neural net-
works. When the accelerators are used as the user side
device, the adversarial can also perform the model replicating
attack to train their replicated model. Above mentioned
attacks can result in violation of the intellectual property or
profit loss for the model owners.

To resist a model stealing attack, an intuitive idea is to
encrypt the weights stored in the ReRAM, decrypt them when
the NN computations start and re-encrypt these weights
after the computations are completed. However, implemen-
ting encryption/decryption at runtime introduces large hard-
ware overhead and degrades execution performance of the NN
model. Moreover, repeatedly encrypting/decrypting some
weights means repeated programming on some memristors in
the ReRAM which will degrade device endurance and induce
reliability issues. Some researchers proposed to shuffle the
weight matrices along the row dimension. Nevertheless, there
are a large number of rows in a crossbar (e. g. , at least 128)
and overhead to route the input neurons to the appropriate
wordlines of the crossbar are tremendous.

In regarding to resist the model replicating attack, on-line
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detection of the malicious query and perturbation of the
prediction result are commonly used in the server applications
such as machine learning as a service (MLaaS). The existing
schemes have high computation complexity and only work
well when the adversaries have the limited query budget.
However, for the resource constrained user end devices,
computation intensive defense method is not preferable.
Moreover, when the NN model is deployed on the user end,
the adversaries who can access the devices have unlimited
query budget theoretically. They can obtain the sufficient
input-output pairs if they have enough patience, and use
these pairs to train their own alternative model.

Targeted ReRAM based hardware accelerators, in this
paper we propose a defense scheme to thwart the above
mentioned security threats and protect the neural network
model. The main contributions of this paper include:

(1) We propose weight obfuscation performed in VOU
granularity to resist the model stealing attack. Our scheme
has enough large permutation space which prevents the
adversaries from restoring the obfuscated weight matrices to
the original ones.

(2) We propose weight blurring to implement self-destruction
of the NN model to resist the model replicating attack. By
multiplexing the programming voltage pulses of the ReRAM
crosshar, we can accelerate the memristance drift of the
memristors. As a result, the weights blur quickly and the
prediction accuracy of the NN model degrades to an unacceptable
level in a very short period. This makes the adversaries cannot

conduct the model replicating attack further.





