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Abstract  Mobile edge computing (MEC) combines the Internet service environment and cloud
computing technology at the edge of the network to provide mobile users with high bandwidth and
low latency computing and storage services. In the MEC network, mobile users and servers form
a group for communication and data transmission. Once the private key of the server or the data
encryption key of mobile users is leaked, it will cause serious security risks and economic losses,
and this loss is often irreversible. By designing the key management protocol for MEC, the functions
of key distribution, update, and storage can be realized to protect the privacy and security of the
MEC network. However, the node structure in MEC changes dynamically in real-time: on the
one hand, with the continuous development of MEC, the servers in the MEC network will be
added or replaced; On the other hand, mobile users in the MEC network will frequently join or
exit the network. Therefore, key management protocols need to ensure forward security and
backward security, and also need to consider resisting collusion attacks in the distributed key

management protocol, which brings challenges to how to design the private key management
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scheme for MEC. In recent years, researchers have proposed a number of distributed network key
management protocols, but these key management protocols are not suitable for MEC networks.
Because there are a large number of mobile devices in the MEC network, the traditional network
key management protocol is difficult to meet the needs of MEC network users for frequent free
movement, device location identification, and low communication delay, and it is difficult to be
directly applied to MEC network. On the one hand, MEC servers need to securely manage their
private keys, which can derive authentication certificates, communication keys, and broadcast keys
for mobile users that log in to the MEC network. On the other hand, mobile users and MEC servers
need to use data encryption keys to ensure secure communication and data transmission. Therefore,
it is necessary to design a key management protocol for MEC based on the physical characteristics and
actual requirements of the MEC network. The research of this paper is divided into two parts; firstly, a
non-interactive transparent zero-knowledge verifiable polynomial delegate is constructed, and
based on this technology, a threshold secret sharing protocol supporting verifiable communication
secret, dynamic update of secret share, and dynamic change of server node is designed to protect the
security of MEC servers private key; Then, a MEC network key management protocol is pro-
posed to support users’ free access and ensure the security of network communication, to protect
the communication and data security of mobile users in MEC network. Then we strictly prove the
security of the proposed protocol through formal proof and hybrid simulation games. The results
show that the private key management scheme for MEC proposed in this paper meets forward
security and backward security, and can resist all kinds of known attacks. Compared with related
protocols, the results show that the new protocol not only improves security but also maintains
high efficiency, which is suitable for the MEC network environment.

Keywords mobile edge computing; verifiable secret sharing; ransparent zero knowledge verifia-

ble polynomial delegation; dynamically updatable; private key management
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FETERCAE S (7

| Pr[Real,,,=1]—Prlideal, st =17 | <negl(Q).
2.2 BMEHEHIL

FETH 1) MEC i 55 s FA 914 PR — 00 2 B 30 Rk
PR, — 21 30 S X Sl MEC iR 55 % 1F A
PRZE Dy 23 o A LA L S MEC file 55 28 FA 8.
& MS #7n MEC I 45 4. {MS; }[_, %7 n 4> MEC
JR 55 4% 5 L B MS R — AL A s

X 2. 7EShamir # (2.0 [TRR AL 5 o)
R s WARAFAE — DA T LA [ (o h, H

4 R OER
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Hl

Y,
&

i 2022 4F

FO =s. @it fCOTE n DRER B K% n £
AN ) ) B B . TE RS 5 T A I, R BEOR AT ¢ 44 10
SRR 0 0.t m] LATE S Lagrange i B 1% 1K 52 £k
W 2 TR SR 2 s.

FE S 2 WA AE— AR (o) [T RR A %5 3L
S BCRT E T J0 2 ) — i A A e AN
Fe T DA T A R At L A e P U
S0 by BB A 3 . 0 b S S R EON % ST VR
MEC Iz 55 # & 3h 25 19, BE MEC iz 55 4% 7T LAAR 5 52
W 5 S 8 0 B8 B 4. 5 = g R T R 4 Ak P L —
B, E MEC IRk 55 i FA 9 19 B 285 3 =2 b I307E [ €
FI8Y IR (18] (1) B8 S5 AT 32 3l BE BT 0 . ZE AR S R A
P 1] T s Sy 2287 & PR A AH 40 42 o0 Y 48t 1) 1) [] 55 Oy
BB B B b B S e B onh Sy
B At it AR 48 .

e 55 e S U SCER 73 BT 5 X HL B 1Y . T
FFli I AT GE Ak MEC IR 55 4% 19 s, — B3 sl i
JEE A D 2 i B A 1) £ B 0T e R TR RE T BB Y
Bl 20 TCZE PR A BT T 8 23 78 e 45 B B [ I g A
IH 2870 ) MEC iR 55 4 FUBT A B9 MEC JIR 55 2% »
TE (o) ] FRAL 25 JL ML &2 2 8RR L i 2 7T LU
PEM 20 AN gL T 2 AR B 0 B B A D 4 B A 4
AR B B YRR A T BR KT 20, DAARAIE ] R AR
WAL L A 1) R e PR AR AR X AR —
JCZ WA Bl . e R T o0 2 i Al
e eh, G B iy R E —on 2 m A — A4
B S i 8 oo 2 AR A O B B2 I, POAT
(o) [TTRRAR B SL 2, — oo 2 I LT -

EX 3. %a,€GF(p),%Vi,jel0,0—1],
—A =1 B Z e 2 AT LR R
Flx,y)=a,,taxtas,yta xyta, 2"+

ao.y’ tayxy ta, atytas 2ty et
@—1.— 2y 'modp.

MR Z I R an i R a, =a,. i e
Lo e— 1], MFRZ — e Z WA A X Fr — s 2 WL, &
DR Ry X PR — e 2 i

BT BIRRBLARM — T ) MEC Ik 55 2% FA
B — oo 2 3 08 o 2L 5 b T AR E X

EX 4 MEEMMARZHAHKT A, — D
] MEC JI 55 5% 041 & #1L(1) — 50 2 1 R 2% k= 1
WO R

T AR A FEATAT 40 70 H R T vk I Ak
t DGR A A TR R MEC IR 55 4% B A,

SEEME. WRTEM DAL 4L o0, A ToIE I AL i

i e AR AT Y B8 S S ST S B
By ORI 0 B R R AL
2.3 TIE MECHEBREZEHEENIN

Daghighi % A" 76 SCHk 72 ] 56 a4 3 T
— TP Bl A A I AR 1 A R AR SOy
MZSCE PR R . BRI

(D) Uek it &I K2 LA,

(2) ZT HE- Be SR A T 52 1) 2% GIAL 2B AL

(3) A5 2 55 1 A T A2 4 M A7k Jin 85 2 4.

(4) TERS Bl 1Y 1 B2 4 04 BB R 2 T 5 9.

(5) R B R 3l i A AT LI 2 RSA 80 MAC PAy
TR0 5 4 38 3 DI 8 SR E] MEC W 4.

(6) MEC Mz 45 % °] LATE B9 2% v 0 1 = ik 55 4
AZ 5RO T AR PO 5 B Uek.

(7) MListen #ERIA] DLUZ B - BATE 174,

N T Z0 i RS MEC /45 rf i {5 2% 914
TR UL X (4 7T RE I AR SCOX 18] MEC 19 38 {5
WA TR UL AR A R o

BERE. 72 MEC Wb A M2 h 24
MEC %5 %% (Mobile edge computing Server, MS)
L. %3 P AT DA By IR 4 e 5% 31 MEC
Ik 55 4% . 24> MEC fIik 55 i 3 [7] 45 26 5% 19 %% 3 1]
FU R A A B D UE A R T P B AR R P
% 3% £ (Uesr encryption key, Uek) Fl |~ #& %5 4]
(Broadcast encryption key, Bek). # zh A - 76 38 i3
WIA6 A UE IS B Ao V8 i A SR R 4% Ak MEC IR
55 ax LW 4 4p Uek T4 #5032l i3 0 8 gl i P
A5 B D0 P 40 % ok o st i B R e
MEC 4 {7 &2 i % % 4] (Traffic encryption key,
Tek) I FIT 46 % 51 m % 5 de 2 45 i A P

HFREN. T A #E P W 7 NS U
WIS AZ 5 05 #4743 1. Gl 2k B AL A i) 2 i
FWRES). FLEALIT LT

(1) Execute(MS; . U). T A fEWH L IE# iz
AT TR OLT « i i FE AL IS AL AT A i 0T 4 1 MEEC
IR 55 4% MS F# sl 1] U, 22 6] 547 4% S 0 5080

(2) Send(Rm). BT A fa] 8 {5 8 B H (94T =
FA R AT o FE4 AR R XS (R N

(3) Test(R). & F A MiEEMEO R Jir#
I RGERHLIEIR c < (0.1}, H c=1 0. MA@ R
REIEEHATT A AN M E R R R4 5EE
fE bit 4 B2 ) 1 BEBL 74 R 25 7T AL

EX 5. —AEAnimm MEC i (F % 918 2
POV i 2 AR 4 AN E e



6 #1 VERUER AR . 1 RS B SR B 1A B DM 1355

(D WL . T B kBT 1 g7 W ek ™ 7 il
5 I # 2l F P i %5 99 m %5 45 2. AR IE MEC ¥ 4%
H A% 3 A AR s B A L

(2) SEHeME. S 1B IR BT S 0UE B W R
BRSO PR UE B R B A S R k.

(3) ij [ % 4. Fm AW sh PR g
MEC J 55 i A 13 1) %5 1 ik 2 22 1T 099 2% Hh i) T 5.

(4) J5 102 4. B IF MEC W% B8 3h il P A fig
Wt R B 2 5 MEC W45 31 B

;’E>‘46 W—DRE f:{0,1}" X{0,1}" —
(0,1} & — B sRE RS HOH AW EEET
A, T{?T*/\T@H%Elﬁuéﬁ negl fifq
Adv“w— Pr LAt fGn e iG] =negl.

3 FXEHEFERFMIRIERA

7B 25 I = Wb, BT RUGE T AR 28 B R R
i AU B 6 L LA DR IR 25 003 401 00 A 8. BLAE 52
AR 58 B2 I B o AT A5 400 fh A A B AL |
FAFH . — TR T OB TR Sy — T A fE
5 =07 WAFTE R TC O 1 o0 i X R G WAFAE T )G .
A S BBz WY 2 0 TR B A A R IR T
NIROA AR 4y 5t — Rl 52 5. 375 B 22 11 AT 56 i
Z I . Z2 4E (zero knowledge Verifiable Polynomial
Delegation,zkVPD) , #F — 4 2 & b %5 L Z P i p
b 285 073 480 ) B TR 808 P A AR A2 BB W Y 2k VPD &
YN Merkle A4 B IATIE B 45 A 23 it 8 R UE 48
PAAMSATATIE B, I 2k VPD a] U A {5 18
3.1 REMERTITRIM

M AN 58 HL A UE B b B de I Y — A ik

ABLE R E LR S F ~FE >, [,

byseeesb, €10.1)
b)) BN O 2R AL A BT DL B R
FeB Gt ). 7E Lund 8 A5 82 09 B 5 A b AR
VFREH V R AR B Ie 4 — A TR 5 Ak
MIERA 2 P, H P ] DAL E 8 SR R4 V. AR
ML B Vo B PRRRAL AL r € B, O 17 [A) 3L
FEI F AL £ AR R AE. B IE B /N 5 SIE B
[ OWde). Xe=de/ | F| o A5 F b s 2 o¢
2 ] S
BAAR TR B R S 56 IR ¥ 56 UE — A AR T
ZW AR F A F4E W BRI IE# . BIE &
Kk = f(a) AL Wil % 5 ik B A ST

FRAIE 20 09 IE A . 2P B DL R 5] B .
I3 17, SHEREF EiyfkREE. g
BT EREUNTH | #9848 s 2. AT

Eg(a)Zg(O)- |H |.
a€H
BB L )50, 25 £ () R BUNTF by WX
%ZMm:ﬂ}fm»ﬁﬁwﬁm%mMM$ﬁﬁ

Z 5 g(f)fﬂ(}\ﬁld T ok— | H | #5742 56 2 3 X
h(x) JFEME— R (o) =g(2)+Zy(x) «h(x).
A BB IE 0 A9 1E B P W] LUSE o 32 47 LDT (Low
Degree Test) {33 Fil RS (Reed-Solomon) % 5 ,
W 7] UL AL R 56 3IF e A BRZG R
IH |+ f()— |H |+ Zy(x) s h(2)—pu

|H | «x

plx)=

AU/ T [ H | —1 B AL,
3.2 GKR i

2 CRTF LREN DEHREE. i R
A i+ 12 EARRI RIS 0 2 ol )z D JZ
NEEAJZ s GKR Pp il — 2 — JZ AT Gk W 3 3% 52
R 7RSS — %8 R B 5 AR I & s AT 1 A P LA
IR 2 AR e TR B R R
R AN S i — 1 R I AR5 R s R
PR AEAE DS A DRSS 3 (45 36 0 % n] A EL 3%
6 SIE A A9 TE A P Q0 R 0 I e D) 56 A A
R H R GKR WS AE A ] 8, — J2 50 41
HOAT DA HO TS A Z B R R — 2 A SR A
0 8 114 24 T (L 3 5 R AT 0 2 X
ZAEF i i 2 AT AR U OF B R — 2 g E L
GKR PFXEA ZHPUE. W —)Z i, & Z (o) =

Hx(lfr) M e {0,1})

W—EgIﬁJﬁ hi(x,2) .4 :
Vi:gi(f>(-l"n""f,, )+Z,‘(l‘]7"'

H‘T’Z;(I):O- TIEED%%L

LT,, )2 h,‘(\T] ’Z).

B o ST BHLE TR A 7 LA 0 03
2 0 . M 1 ) B & Ty, —
> O: (v y ) AR 36 A DM L. 360

.l.ye<o.1>0'“.:e4o.1>
Z’f F t%ﬂhﬁﬂi)ﬁ a;isbiscis u'” ’vm "H‘%: Zi(um )
Z,Co™) AR T AR
aViu”)+06,V, (v +ey, =
> FIV (@ Vi () s (uf 20

,z€{0,1}
oy {0,171

hi (o’ 2) 00 (s ys2)) (L
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XFEZAT GKR PR, 56 UE & 50 7T LA B 42 504k
B AR A DU D)3 0 15 AT A o 2 R
3.3 FARAWIESWAER

£ Shamir {5 % 222 b B 2 i A B —
NHARITTZ A (O WERI S, HENS 5%
PR3 By @ 55 T 2 W f CT) 1Y e 8. Pk Al
5 F 22 T 3 23 6 0 A 4 k= S U B 4

ST B A T U e %o R e s B AR R Y
ST H AT LA Merkle 4% % ] ft /R 2R 5

Merkle #7*) J& — Fift 35k - 08 75 R £5 14 T Al 45
JoT AR 3 1) A 2 D L A LA R R

(1) root,<~MT.Commit(c);

(2) CCiyy smiar )< MT.Open(idx,c);

(3) (1,0)<MT.Veri fy(root. sidx s Ciyr »Tiar ).

BT Merkle #4f9 R AP BT — > i 85019 22 B30
AT BE 2 T FE U R

S FR—NMARE. 7R F Eie-72850 2 0
Ji . d Je A Te 2 A REL. T W, 3R 7R F i A 1Y R
WAAN=|W,,|=W+D" XF f€ FR €T,
— A~ zkVPD & LT = A B BERIAS

SEEBME. pp <2kVPD.KeyGen(1');

HIEMER. com <—2kVPD.Commit(f,r;, pp),
TECHE AL 22 10 20, Ok I B8 2 i 2 s fd
Merkle #f 7K v il %5 22 5 X A AL 22 T =X 5

IGIMEREE. ((y.m);3{0.1})<<(2kVPD.Open(f,
7)s2kVPD.Verify Ccom)) (t, pp), 1L LDT
W GKR PR 56 40F 22 5 A A 1 1.

A S B U BEAS B 1) 5 76 K i B
Bt i i ] Merkle 48 . ik 6 filf T OCER 1 Xt i 53
RUBFETE T HIRSCAY 32 17 R0 5 A K v B B fdi T hn
2 I AT E B B B 1 22 A OB PRAIE T
PRSI Z R R DU 58 B HML, R AE
FH TR 25 2L e B O B B I T AR R T A
2037 W2 AE B s R NTROA B 4y it
— AR SZ HLE B A ] 5k 2 R 4.
3.4 EXEHERFMATHRIESTAER

BT 3CHRE69 109 AR B ORISR SCHR 76 1Y
NIROA A8, — A~ EZ HE W] 2k VPD #EanF -

BARKESHLF ZR. C:F'>FZF L/
t B oy R FOR M B HL R H J2 B Al 18 04 1 A bR 5
L F R —TARE.FEF LM c2mE.d &
I W R Fr g m 5o i B

N=|W,,|=W+D". %F fe FM €T, %F—14
d R —JCZWK f(x.y) 8 L T= (W, (1), -,
W) A f(z‘):ic,-W,(z‘);
=

BAT SRR A

pp <=zkVPD.KeyGen(1*) ,iF ] # 7E F h k£
— N RIEREE H A [H | =N 75 F ik — 1R
HRE LHE| L =0(H)>2|H|H HCLCEF.
EX U=L—H;

AT R E

com<zkVPD. Commit (f,r;, pp), ¥ 2 Ti =,

Frap =W, (o) Gl e FIT M5 {35 B

LM — A 2 () F—>F, 15 []u=
son) s EBA E BREALIE I £ B 2 113X r () Al
2/H | +F—1 £z s(x), EXL ZH(JC):H(I*

«€H
AU () =1+ Zy () e r() 315 U] 81T
Merkle B8 4, 15 3| root, < MT.Commit (I |.) Fl
root,<MT.Commit(s|y) ;

BT IR

(Cys )3 {0, 1}) < (2kVPD.Open(f, r;),
2k VPD.Verify (com)) (¢, pp) ik W # A4 3 E W 1T
B2 AME = O3 3HE T= W, (1), -,
W (o)) o 30 3 PR S e B I 22 46 45 31 ffE— f) B8 o0 2
5 () s F—>F i gl u =T 355 S= D s(a) 53

ccH
BABL R
| H | ‘(a,l/(I)‘q(I)Jr.s‘(I))—(a,-,u+S)—
|H | « Zy(x) *h(x)

[H |+

S:(xsysz). WFH H 1t

(cracyses

plr)=

Fifi B 32 B Yi=

2

)
oy €1{0,1) T 2 e (0,1}

B omo=H,(PP).i€[1.p HAATLLT #eff: .

(D T35 EE BEVLUE o = Hy Gy root, )

Wt e i EME— R V() =al (2) s q(x) +
sto)=g () +Zy(x) s h(x), H g, () B EN
FH| A (O BREBNT | H | + k338 7| o root,
<~MT.Commit(h|y);

(2) 1847 Merkle B 5% . 15 3

root, <~MT.Commit(c,) ;

(3) 5 m, = H, (rooty sm;—). = H, (m,) ,
HV=Aarssa,.B). Wk B V5[] B HL i 5 AL 3
FAEM B 42 1 (a) =MT.Open (I |2 i) h(a,) =
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MT.Open(h|y,i).sCa;) =MT.Open(s|y.i). %

Jm = ((rooty, s**tsr00ly ), (U Cay) sl Cay)) om,)
17‘(2 :((VOOtV P aVOUtVP ) 9(}1((11 ) [ ah(a/))) ’m/)) .

ms = ((rooty s=+=srooty ), (sCar)sees5(a,))sm,)
B s p () 5100ty 5 100t s T00L, s Sy Yis 1 s 70 s T
IR AU . H I B AT TG IR B A 4
H R BAEE G B AR p (o) Biafr LDT #ril
(LDT.P((l"+q.hss), p), LDT.V ((2 |H| + £,
|H | +£.2|H| +£), [H|—1))(U), &i&47 kK
DR 5] 0, 75 R 1] 1. 78 LDT B s i fe e » 36 0iE &
W& me=H,(PP).i€[1,p 34T L T #4E .
(D TEBIFEFEVE «. = H, (m,—, yroot, ) ;
(2) & m; = H, (rooty_sm;—).
o JUEE A BN m, FUEWIE LK m , A5 N

R[]0, 75 WK [1] 1. 88 5 5600 ia 17
MT . Verify(rooty +i,V,;ym ),
MT . Verify(root, 1.V, m)
MT . Verify(root, si, Vi ms)
F B AT 5 R (8] 0, 75 J 3R [a] 1.
f€ LDT YHl 4 A0 « 503 % 15 17 GKR L.
TEF HBENLIESE a0 b,n e BIER (D A5 o A
v, i8 47 GKR.Verify (m, sV, s comp, u'™ , pp)
GKR.Verify(m,,V,,comp,v'™” , pp). # 2 MR 0]
0, A GKR o ik Pz 17 )y« g [l 1.
ICUEBIAE SR Proof (s Wy, ) s B i B E
N Verify(LDT,m,,MT,GKR).
B R | o S e S AR R TTRE AT
KZHCH BRI 3 Frs.

IEHEP

BAEHEYV

p(x) = |H (el (x)-q(x)+s(x)|)};l(‘:,u+5)f[IH]I-st(x)-h(x)’

root; « MT.Commit(l'|),
root, « MT.Commit(h|y),
rootg «— MT.Commit(s|y),

§= Eﬂel}ﬂ 5(“):
Vi = Zy ye(o)is zeq0,1) Si(% V12D

o= ((rootvi,---,rootyp). (l’(al),--- ,l’(ap)),mp)
T, = ((roorv,--- ,rootvp),(h(al).--- ,h(a,,)).mp),
m3= ((routul, ---.rootvp). (s(al),--- ,s(a,,)),mp)

1, p(x),rootyr, roots, S, yi, My, M, M3

>

(LDT.P(l' - q,h,s),p), LDT.V((2|H| + k, |H| + k, 2|H| + k). |H| — 1)}(U),
Vin, < P,

MT.Verify(rooty,i,V;,m,),

MT.Verify(root,i,V;, ),

MT Verify(rooty,i,V;, m3),

GKR.Verify(my, Vy, comp,u™, pp),

GKR. Verify (my, V. com, v®), pp).

B3 Ak s A AR AT 48 2 X 22 4T

4 FEAFEMITIERB NS

AR b /N R A 3 2
UE BT DL AT 22 4 43T

EE L WUEPMUR A AT S8 R T A
L 1 1 58 T T B 2 0 2 HE B

. SR HICRI6O TR N 4 MR
PEUERIZE L. el A SCT 1 1AL A0 0 T SR 4 o)
g (o) MR RS o= £ (O AT o= D50 (@) »

a € H

g(a)=>1U(a) * qa) + Zu(a) * r(a) * q(a)) =

a€H

Dl =g) « [H |, Wt KA ML E pa)=

a€H

(JH [« il (x) o qla) +5(a2)) —(aip+S)— |H |
Zy(x)eh(x)/|H|sx=(g(x)—g(0))/x HJIRE
S H | —1. £ LDT PR AGKR Ppil 58 s 2K,

ATEEME. 2 elnr v ~Eckr ~Exron 77 7R LDT
i Merkle B \GKR P Al NIROA i} 5¢ #& P %=
2 W HZEa w2 X 246 B A W 5§
PP T Virgo! ™ A A RIR L LS A b R
LDT B R 2 s iS50 m 3278 — 58 UE W1 A 25 i)
U, 25 S8 LA 16 DL AR R 2

(LA ERS[L, |H | +1]{#18 com= MT.
Commit(1™|IL) , B} com AN—AB W) A& . 7EIRIE
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FVH Merkle B 35 4IF 575 B s com A J& Merkle #f
() o 36 UE 8 L 39 R A RN T e SR T E
RS[L,|H |+ 11 com=MT.Commit(l"* |L),
WAAEW] 3 1247 Merkle B 4T FF R 1Y 21 o FIIH5E
FIUEBH B& A2 0 Ca) BRASAHEE S B o 20 Ca) s M B
UE T8 oL B E 1 HE RN T e Q1R ME— 3% ¢
qCa,) s BP¥AT 3 GKR B0, 00 56 308 2 3 5 56 3iF 1)
HER/NF err. WR L () +q(x) € RS[L.2|H | +
1 D) 30 i 25 38 2ok 0 E ) BN T e, BRI UE S
1E LDT $p WG 358 m, 5 UE W& Kk 1 m, A
S, D) 55 41 27 38 2o 36 UE A AEEE N T e o -
(2)31"€eRS[L, |H | +1]{#158 com= MT.

Commit(l"|L). % ¢*=1" \H,f*(x):icﬁ Wi (x),
WA com= Commit(f*, pp). W p;;f*u),ﬁlu
p A ) gad. HTIE LA A BT A R b€
RSTL |5 +17,p" € RSTL || — 17,
Dlp@ra)=> (H | 1" (@) qla)—p /| H |
‘e ik

=>1 (@) +qla)) —p" #0.
€H

MUEMIF AR A R0 LT 5 Merkle 4T 97K
VEAE AN — SN 50 0E & 2 50 0E B RN T e A0
BB HME— 2 g #qCa)  BIEA i GKR
W T 56 F 35308 5 B N e . WER 17 g€
RS[L.2|H | +1], Mg h & RS[L, |H | +1]i& 2
PERSLL, [H [ — 11, 0 56 31 2 38 3o 9% iF 19 HE 2 /)
T erpr. WREEE AR LDT Prs 545 21 m,
EJUE WY 18 10 e , ASRE A V00 55 F 5 30 3 36 i 1 A8
FNT ewron-

e ER AR  — DU F B 7R A
KA UE 2 T X BRI S IR 3 O ey +
e T err Tenmon ) » R A0 00T

eipr =OCL/P)+negl(k) seoy =OUog”? N/ | F|),
evr =1egl(A) sexmon =negl(Q) +3(m* +1)27*
AR ATEEPE IR 2520 negl QO +3(m* +1)274, 4 2 &
i I Bf o AT P 1R 2 T 2 L MRS AT RE

FMIAE. RLELSHH A2 f€F.pp
<2kVPD.KeyGen(1*) . A 2 M 2% 2 5 X B 0] 58 7%
SR S = (81, 8.), A& S ) L, F1 zZkVPD.
Commit H1 ) ' J& 3551 43 A 0 B S WA Realy
Cpp) AN Ideal 4. s (pp) . £

com<S, (1", pp). FE— NN LT L, () €

RS[L . [H [+ 11 35 2, o i i
rooty, <~MT.Commit(L, |v).
St.pp). WM HVIN p=fO. 1HHE T=
(Wi (@)yeee s Wy () T8 i PRl B I 28 48 723 3] offE—
AL A g(0) . F—>TF flift qlu=T.
FEMLER: 2| H | +o— 1 IRETRK 5., ()5 1TH
S.in ZZS(a) S roots, < MT.Commit (S, |v).

acH

W8 mo=H,(PP),ic€[1,p]; it HHHAL o =
H,Gn,—,rooty ). 2 LDT.S52 LDT thil #3245,
LDT.SXA e p* () €ERS[L . |H | — 1133t
R
| H|*(all, (a)+qCa) Fs,,(a) — (autS,,) —
| H| *Zy Ca:)h;

pla)= Hlva

A Rl 13 Z I b,
root, <MT.Commit(h,, |v);
547 Merkle #5377 2
root, <~MT.Commit(c;);

TEW] & V5 R Bl B i 5 AL - TSR W] B A

Ju:,,” (@) 7" )<~MT.OpenCi sl | )
(h s )<MT.OpenCisha, | 0)
1 (S.\'im (a; )y 7'('?“"1 ) ‘_MTOP(:‘H (i, Ssim | U )

Kk s p Cai) s rooty,, s rooty,, s 100ts,, s Sin s 7r§;"1 ,
T VR R IR R VL R R ERIE #E V 3K
157 e B G B V.

TERANAS g a5 FLSL DM ISCEA X)L BEAL

{8 o TS S A TG B TR p7 (a) FIE SE
IR A AR p(o) T X 5. S, Ml s AL
TEIBCHY ELX HE AT B 7R AT S0 T X 9.
TEIUPR r(o) 5t k WHEHLZ WX, By AR
1" Cao) O TIE B (A% I 7 A 1) & ST B BIL 4 A 1) 5 5
0 R UE B AR T s DX 0. ) B R AU IR
V' RRE] R s O UE B AR [ RE 5 LSS DM OTE 1
X . BB RIS R V- JCE X o B E BRI
LA E S T DI 0k i A 5 S B UTE I X
gy Lf BRI 1deal s Cpp ) Fl L 52 Hp X

Realy, ; Cpp )i /2 :
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P4 k,, £ Bek 3T MEC R 55 48 FA 5 sk 4=
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=ntqg—1)- Advf,’;‘ (A JrAdvf,';‘ (A)—+
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