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Abstract  The problem of automatically inferring numerical invariants in a program has received
wide attention in the analysis and verification of programs. Abstract interpretation is a general
theory to soundly approximate program semantics. It provides a general framework to analyze
value ranges of program variables, guaranteeing the soundness of the analysis. Abstract domain
is key to the framework of abstract interpretation, which achieves a trade-off between efficiency
and precision, and especially various numerical abstract domains have been proposed under this
framework. In particular, the expressiveness of the template constraint matrix domain (TCM)
subsumes most weakly relational abstract domains that are commonly used in practical program
analysis, for example, interval abstract domain (a <<x<{b), octagon abstract domain (+x+y<<c¢),
etc. During the analysis and verification of real-life systems, due to uncertainty, the application
data in the model or program may not be known exactly, which is then often provided or modelled

in terms of intervals. Moreover, in practice, floating-point arithmetic and non-linear expressions
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are often abstracted into linear expressions with interval coefficients. In other words, interval
coefficients appear naturally during program analysis in practice. Hence, abstract domains that can
infer interval linear relationships among variables are desired. This paper extends classical template
constraint matrix domain which is based on linear template constraints, to support interval
linear template constraints, and proposes a new numerical domain — interval template constraint

matrix domain (itvTCM), which could infer interval linear inequality relations among variables in

the program in the form of “2 [ay s0, Jxr<<c”(where the interval coefficient [ a, ,b, ] is determined
k

before analysis). itvTCM makes use of “weak solution” as the semantics of the solution of interval
linear constraints, which could represent certain non-convex (even non-connected) properties, and
thus it is more expressive than TCM. Each itvTCM element could be considered as a disjunction
of multiple TCMs but without using any explicit disjunctive operations. From the geometric point
of view, each itvTCM element maps each orthant to a convex polyhedron (maybe an empty
polyhedron). This paper provides domain representation and domain operations (such as join,
meet, widening, etc. ) of itvTCM, and most domain operations of itvTCM are implemented based
on interval linear programming. Theoretically, the complexity of some domain operations of
itvTCM is at worst exponential of that of the corresponding domain operations in classic TCM.
However, in practice, we could alleviate this problem through restricting the number of interval
coefficients. In this paper, we also discuss how to generate templates for itvTCM. Finally, we

have implemented itvTCM in the numerical abstract domain library APRON, and conducted
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experiments.

disjunctive behaviors of a program.
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The preliminary experimental results show that itvTCM is useful to capture
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X 1] 2 P H0 R 25 0 AR AR
B4, LLPE 6 oA DX ] 2 e 24 SRR N ] 25
R L e ey 1T =[5.8.1017 I 25 o 81 2

B— AT AP — WX R L R I SR 15 5 — 17
LU OB o 4 T S D I T2 S N eV

[—1.,1] [1,1] [1,1]7Tax 5
[1,1] [2,2] [3,3]||a |<|8].
[*191] [292] [3’3] X3 8

3.2.2 AEMIK(C.)

FATH AT Ao ) i B Y)Y OC ROk E X itvTCM
FWEE R itoTCM, C,,, ito TCM, iff. ' <.

B 5. B XA 2 AR ioTCM, fl ito TCM,
M RBOE R E 6 PR, % ¢ =[5.8,10]".¢"=
(15,8, 201", D] A 4 A 25 03K A9 52 SCal 1 ¢ < s
i itoTCM, T, itvTCM,. #5 ¢/ =[5.8,10]",¢" =
[4,8,20]1" , 0] ito TCM, 5 itoTCM, Z [d] # H. R {7
TERE KR,

3.2.3  ZHEAELL)

A ¢” A (min ey cf)y e ,minCel, s en)) s Al
PR i e” Jy & ¢/ F " (R B N itoTCM, M,
itvTCM,; AReduce(IA « x<¢”).

Bl 6. VXM Z H A icoTCM, Fl itro TCM,
R BOERE N 6 Hp TR .25 ¢ =[5,13,17]",¢"=
[4,12,20]" , W HE RS # AR PR AR " =[4,12,17]",
2y 147 J5 14 X [A) AR R 22 T A4y

[—1,1] [1,1] [1,1]7T7Tx 4
[—1,1] [2,2] [3,3] X3 12

3.2.4  HEGEAEWL

A ¢” A (max (¢l s cf)y oy max (e, s cn)) s 3
ITFR i ¢ Ry i ey I B AL W ito TCM, U,
itvTCM, AReduce(IA + X <<¢”).

B17.  BIXEERRZ H R o TCM, F1 ito TCM,
R BB 6 TR . 25 ¢ =[5,13,17]" .=
[4,12,20]" WFESS S EAE Pk AG " =[5,13,20]",
2y 187 J 11 X [A) A i 22 1844

[—1,1] [1.,1] [1.1]7[™ 5
[1.1]  [2,2] [3.3]||a [<]|13].
[—1.1] [2.2] [3.3]] L, 13

3.2.5 MMIEHERAE (Vi)

% it0TCM, T, ito TCM, W ¢ <. & e R A1
AN ) B BN G B " VA Cwid (¢ ae) e
wid ey e wwid (o ey ] T B

v
(Ui 5 wid (Lo e M oo R 5 i 4
R A2 A FD . N itoTCM, Vit TCM, A Reduce
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(IA » x<<c' V).

B8, WIXA R Z WK o TCM, #l it TCM,
MR BUE M E 6 TR, %5 ¢ =[5.10,7]",¢ =
[5,10,8]" WA M FE 4 AE ok 1S " =[5,10, +o ",
2187 J 14 X [A) A5 j 22 144

[—1,1] [1.1] [1.1]77a 5

(1.1]  [2,2] [3,3]} T g{m )

[—1,1] [2,2] [3,3]]Lay 10
3.2.6  MNRIEBEAE

MK D) Lars b Ja<c |7 GroTCM) 4
k

S AE DX AR 22 T 100 TCM H s i X 25 7 24
HO LawsbJae<c i [« |7 GroTCM) R — A
TR F 3 B AR TE X A BE AR 2 1T 14 i0o TCM L 1 12
. PR T B L B A 2% B A P IR A B
IR LA 2 M o 7 2 23 1 1 A . 3 28 5 2 0 ) 4R
o LJ?H}%EE%!IH“Z Capsbe Joy <" TR X ) &
2.

ﬁﬁﬁ:@sz,muﬁ[{]E[ak,m]uéc I
Cito TCMD ¥ Al g — F 51 I 1) 24 1 40 Kol 10 A ) 7 24
T2 1] H I 3V I 9 24 TR O 45 M T Al 5
Sl R 25 X O X 1) £ P AR 488 XL — A A Ay X [ 2k
HLI 9 249 3R, 4 W LA A% A 854 04 S BRI i
e R SR AR T A A 0 AR AT e X ) %
PER RN max (D[ A Ay a)ss t (A« x<c A

2 [ak vbk]l‘kéé') ’*ﬁ%% t ﬁ?ﬂ@ﬁiﬁ‘

B9, BTG DX AR 2 A
[—1,1] [1,1] [1,1] 5
itoTCM, = | [1,1] [2,2] [3,3] < {10 ;
8

X

.
[(—1,1] [2,2] [3,3]] Lay
Z AR IE A 2+ xs + s <<— 2,0 itv TCM, 7
AN RS A VR TS 45 SR R

[—1,1] [1.1] [1.1]) [« —2

{ (1,11 [2.2] [3,3] 12}<: 10

[—1,1] [2,2] [3,3]] Lay 8
3.2.7 TRIEIE R #RIE

WEE RS BAE [ ) o= earp [ 7 CGroTCMD) 1 25
%([1‘;*611):0}}# (ithCM))[I;/xj],/ﬂ\:':P,%I/\
WA i ) e TR AE AR exp WOME L XA ]
WIRAEER y o =[—1.1]y+[—2, 2 DR ULARA &
B AR RS 5 T RS R A v 2L AT

B[ = exp |7 GroTCM) Ak X 8] 25 1 50 %) 7]
i

R, LR BRI 1 AT BRI P A e o A L
TR 1 X 1) 2k PR max (D[ A AL ]a)

(2} /x; Jes. t. (JA » xSC/\x;*exp:O)gﬁ 1 7R A5

B LA
B 10. 5 R A X [A]BE R 2 1A
[—1.17 [1.17 [1.1]7 [ 5
itoTCM, = | [1.1] [2.2] [3.3]| | a [<|10].
[—1.17 [2.2] [3.3]] L=y 8

TR B BN 21 =2, + 1, W 1o TCM, 75 1% K AE
HAER G 25 R

[—1.,1] [1.,1] [1.,1]7[™ 3
{ [1.1] [2.2] [3,3]} {x;ﬂ< 10 |.
[—1.1] [2.,2] [3,3]] L 8

4 XEZMERRY RSB E
R 5K B

E 73 A7 AT BT 38 o B0 A sl N DB E %7
EAR M DX IR] AR AR AR A 3 B ATTRE 1 1 5 R X ]
F B0 A LR o DX TA] 2 P A R 2 TRl R 8 2R R
R AT LA RS 2 T A i 5 Y AR KRR ) i Aty
A

R BRI 1) B i e T R 2 TR Al R R I
NI PSS N (R T E AR N § S i e )
3N BRI (1) WETE A5 (2) 2515 it ) 5
(3) F AR 5T A0 5 19 2 ik 5. 2 0 R E 1 ) 1
— ZR AR P 1 249 R i TR R AT LUK % 2R A Y
IR TR 58 4 Z) i ok

WnHE TR Z T A 7 B I 1 P AR P programl
ARGy =2 % 2+ 17, AT 22— " BRI 2
PR s MR WA 3 40 Yy = 3« o 427, AR
“Ba— 7 TN B AL R A PR O AT 2k BB R R
“2a— y R 3 — 7 AR M B A [, v T

2 —1
WRLRR S KRB | .| R
—3 1

RBOEME AT T AR P AR 2 47 then 23 L4 HUAL
A GARE N 20 — y= — 17 fESS 4 AT else 73324
AR GRS N3 —y= =275 MAES 5 1770 X
A AR g SRS N top .

3 T X[ 2 A58 R 249 2R 4l 52 350 T o T 3
SF o FATT AT LUK AN ) 23 52 P B R4 T 21 6 o A AT
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IO 1) DX TR ASE R . 76 S B 43 BT B o e TAE 38 ) 1 0 H
A Rg 2, AT R UK R [ 43 3 B LA
A DX A R R AT DX TA) 4 G ik B AR S5 A 48 X [
AW 5 X o 78 P 2% X ) 4 M 2k ik R 45 K
GO AL A <M A [ALLAL Je=c!

(Al B /E X 18] 4k PEBERR B 55 @ A7 2930 U ¢ 5 ¢
XA G g R Ry " ALAL AT o =</, Hh
c/=max{c/, ¢/}, [A%, A%] = [min{A}L. AL},
max{Aj A/} ] it XA A FATA LA [ 43
S DX RIS R 22 T A 15 AT Al 4 L A BB Y IXC T AR
W Z A, LLE 1 BT programl Sy #f then 43
X else 433X N AR RR L2, 2]+ [ — 1,
—1ly7f“[3.3]e+[—1,— 1]y "#HITHE A,
X R [2,3 Jx+[— 1, —1]y”, B &R B B
RLL2,3], [ —1, — 11 B F i X ) & B0 B, /] 4
Prif B FPAESS 2 47 then 7 3L 45 WAL B R RSN
“[2,3]a+[—1,—1]y==—1": 785 4 17 else /3 X
gigab g RS R (2. 3]+ 1, —1]y=
=27 HESE S AT B M G i R RE
“—2<[2,3]x+[—1,—1] y<—1".

DRI ZE PR IR 29 R A 3 5 R (o 72 Y 2
BE) bR — A BRI S AR & — ™ 2 T ARl 5 3.
X i) 2 A it 240 S A 2 B 1 S 2 7 Tl DL AR R 45
S PR PN B 22 T A At G B 3R T 0 BT B AR A A&
oo, (1<<i<<n) 4 1E SU(E 3 57 A [8] 42 BR 22 1 A4 (1 T
A& BE T IX (A 2 M AR R 2 TR A SR R X AR FRAT]
1538 BT AN 2, =07 (1 S5 A0 FI W 18 4] B 25 180l 5]
A DX [B] Z B G 25 A FI i ) B A ae, =07 FRATTAT
DL 3 A8 5 A A O — AR BB AN 2, =07).

W& 9 Fr7R R BIFE R program?2 & MSCHRL10 ]
H B R B CR R P T o il 22 B B OC Ty Bhx)
PR . AE B T B 2 11 il 2 X program2 #E AT
G HTEE AR E AR R R 1 S [, y )T A AR

1 —1
ﬁmﬁa%ﬂza@%ﬁm&ﬁw[ o }m@ 12§75 %

CRPOE R A5 AL 15 5 = M MEEE [ —49.51 ]y
MEEE N[ —1, — 1] 2 5 12 1777 A bR
TR (2 WL PR E B N (51,51 D). % H %
B AN [ 73 32 Fh B R R AT 5 O 8 X T) R R0

[1’1] [_1’1]
WER| [1.1] [—=1,—1] | JNAES 11 1796 3F 45
[1.1] [1.1]

WRALFFH] « BYMETE N[ — 50, 4-oo 1. FF A BE I BR

55 12 AT AL R BR RS DR 4. FRATTTE BB EE 4 17 Ky
AN e<<0” NI 5 B R A2 v I RBBN X
6] L2210 Ay 0 A BT . s 8 X TR AR RO B

[—1.1]  [1,1]
[1.1) [=1.—1] |5 11 TR R4l A4t
[1,1] [1.1]

FANTARE) 2 B(ETE F D51, 51, 6 11 1Rl 5 ons A »
M BR 4 55 12 4740 A9 BR 5 iR 4.

x=—>50;
y=0;
while( y<=0) {
if(x<<0){
x++;
yt++;
Jelse{
x++;
Yy

00 N O Ul W D —

©

10. )
11. }
12. 2=1/x;

9 RPIFERF program?2

DX 1) 24 A 0 ) 5 B DX ) £ 1 A8 ol 240 T i 52 3
% 4R A ELHE R WA 2 A R IO R AR i S 2% .
55 2 WP IA  DXE) 2 L) L R R R B R
5 R v A R DX TR R0 R H A G AR S bl i
THE AL i 1 IE 715 R i 7 A K00 A] 9 26 (i B A
L« P e AR g R R 5 X 1) 19 2% 79 A %K
IR RO A R AR 2 R0 X E] 1 A8k ns
)38 Y P RS 1 O R g 2 DR I A i R R X
8] g A Heid 22 L 2 AR 0 AT R O 1 3R T
RO AE BRI R FATTHE 5 A 43 A 4 16 IX [
AR BN R LA o 2R e 9 UK AT I —
FE R HE EARUE AT R0 (B R0 23 72 Y X (] 2R
BOBE N H R nlRE GRS > AT RS B BT T B AL
AR i R A i A R R X I 8 23 T RS T
53 BT 480 2 ) A7 A A

5 LMK

ARSCHE T4 G A 2R S B 1 — A~ ) C F
R E S 20Hr TR JFR CALAE CAT A HE 42 T %4
TR 22 T R0 X 1] £ 1 465 iR 249 o4l G et A7 S 8.
HLF R CATL 9 25 44 n & 10 fF 7w 40 35 JF U5 A1 o
CILM™ JF BB I 5380 Apron™ LUK R 3l 5k
iR . AR SCH Sl b CIL X Y SR 308 17 fige A7 - 75
PR FHEE R Apron J $2 41 A K30 28 Y 2
SE R AR LA T8 ST R B i i T AN 2l SR S AR
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R4 SR il 52 3 R A 1 S B L AR SOR I S B

B
V-5 4. Ubuntu 14. 04 B E R & . AGB Y N 1E,
CIL AMD Athlon 3. 1GHz PU#% CPU AbFH$§. SCI6 i Y
I3 0 43 59 ok T AR SCHY ) A 96 TTAEDS L K%
5T

KB G%E Apron

i’)’ﬁﬁf&ﬁ

RN

10 ¥ 4rhr LR R CAT (¥ HE 4L &
X g SOy R AT % AS B AR T A B A A XL
£ Apron HEAL T A SCS2 BL 1 AR 2 THT 1K A IX
V] 2 B R 2 SR Al G 35 O AT — R A AR H S B
AR SR BRSCERES b iy J vk L BT GNU &R T
H.f, GLPK(GNU Linear Programming Kit) @5z 3
DK ) ek B T i O R N B X T 2 M AR

SV-COMP 20169, H:H program1 il program?2 J& /<
SCH H 8 A R B FR T 5 itv_poll L itv_pol2 Al
itv_pol3 3 B 2% k[ 13 ]; gr2006 _true-unreach,
gj2007 _true-unreach. gsv2008 _true-unreach 3 [
SV-COMP 2016 HJ loop-lit H 5%, test_locks_5. test_
locks_6.test_locks_7 2k H SV-COMP 2016 1§ locks
H. R 1 froR. 41" £ VAR5 T & 1B )7
W E A LOCT 45 1 T & AR T AR AT 4K
Hrp KRR B F SV-COMP 2016 ) locks H
SR AR SR 32 10 3P 491 28 5 AT BOA T Sy (R 4 S
A AR A 0 SR T R IR A

x1 TCM 5 itvICM L6 45 3t tk &

oy VAR LOC _ TCM ‘ itvTCM itv'l“Cl\/‘[: 5 itvPol
i 1] /s £LP  EERIF Bt i) /s ZLP  RERIE B L 5K

programl 2 8 0. 090 150 7 0. 090 202 7 =
program? 2 12 0.187 3030 7 0.251 7404 7 >
itvPol_1 1 8 0. 080 134 % 0. 088 208 = =
itvPol_2 3 11 0.105 596 N 0.113 858 = =
itvPol_3 2 12 0.297 1270 & 0. 337 19832 & >
gr2006_true-unreach 2 16 0.227 4130 = 0.301 9122 B >
gj2007_true-unreach 2 14 0.159 2488 = 0.184 4722 P >
gsv2008_true-unreach 2 11 0.113 624 N 0.116 1137 P >
test_locks_5 11 93 0.785 24372 & 2.902 52466 w >
test_locks_6 13 107 0.943 25724 % 3.226 57624 N >
test_locks_7 15 121 1.117 26836 o 3. 861 60442 N >

F LG T CAT TR Z A R85 X
T A5 i 22 T A A G 300 000 35 P 491 #9045 2R e
“IF ] () " F1 25 1 CAT J T [l 4l G 38 23 A e 4E 14
B[R], 5 LP7 51 25 H 73 A aod A oo 42 2 10 3l oK gk 2
GLPK 38 Fl B U8, “ 2 B B k" 51 45 3 T AN [+
G IRE T B 45 5 PR L ity TCM Y ievPol K
P91 K A SR X T) 4 P A R 249 TR A 52 485 SC iR
[ 13 J6¥y 4ih G 38 1) 3 A7 6 2 AR X B

22 SRS R 22 ThT A ik G 3 PR A R R S 2
Z3 M0 CRR RO B MRRARL A ) rp 4 0 s N DD
DX 1) 24 P 5 249 R Atk 52 358 (2 19 5 RS o A (] 2
SCT 28 HLARE R 2 A (A 5 38 1) AR RO R A
F4 DX T CEE 56 4 795 A DX 1) 45 48 A 2E i IX 1) 3%
.

28 PR 2 THT Al R Y 2R BRI 4 X ) £
A RS 249 SR Al R 3SR X T 0 X i) G A i 24 R A B2
WBE AR [[2,3],[—1, — 1117, W2 JiL A ik

22 THI 1Al 2 30T IO B RO 20— " R 3 — 7

N1 i g B 45 SR nT DU X ) A R
AP EHE Bo R ERU R A TEATRL S HE S Ee IRV
Uy by 2 1 R R BT BROAT g (S b 8 i AR 48
A BT HRAT ) DT 36 30E I X 48]+ Y 4 S PR L H
T T DX i) 2 PR iR 240 SR 5 38010 el 5 e 2 T X ]
2N LI SE B i 2L T 22 ke M LR TRt
A i ) PR AR B e A 5 2 R 3 2 Y XA AR AR
itvTCM 1 73 #7 25 R A 2 82 ievPol 1970 Hr 4 R
AR

6 tHXIE

FEA R BEHE SRR o R 70 BO(E 1l 52 4 A B 3

T RIVEANE R A BOR 238 R B A0 X (8]

@ http://www. gnu. org/software/glpk/
@  http://sv-comp. sosy-lab. org
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The problem of automatically inferring numerical invariants
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verification of programs. Abstract interpretation is a general
theory to soundly approximate program semantics. This
theory provides a general framework to analyze value ranges
of program variables, guaranteeing the soundness of the
analysis. Abstract domain is key to the framework of abstract
interpretation, and many numerical abstract domains have
been proposed under this framework. In particular, the
expressiveness of the template constraint matrix domain
(TCM) subsumes most weakly relational abstract domains
that are commonly used in practical program analysis, for
example, interval abstract domain, octagon abstract domain.
etc. This paper extends the classical template constraint
matrix domain which is based on linear template constraints,
to support interval linear template constraints, and proposes
a new numerical domain— interval template constraint matrix
domain (itvTCM) , which could infer interval linear inequality
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before analysis). itvITCM is more expressive than TCM, and
could infer non-convex properties. This paper provides
domain representation and domain operations of itvTCM, and
most domain operations of itvTCM are implemented based on
interval linear programming. Furthermore, we discuss how to
generate templates for itvI'CM. The preliminary experimental
results show that itvTCM is useful to capture disjunctive
behaviors of a program.
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