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Abstract  As a powerful computer interface, the USB interface has become an essential hardware
device for general-purpose computers, and a large amount of data is exchanged through this
interface. However, the security problems that the USB interface has faced are also increasingly
prominent. Attacks by hackers using this interface are also becoming increasingly sophisticated,
not just for spreading viruses. In the USB attack, the USB HID attack technology plays a key
role, which is used to quickly enhance permissions. This also leads to new challenges for privacy
and data security. At the same time, the rapid development of programmable embedded hardware
provides the foundation for attack miniaturization and integration. Not only that, the attack
began to try some more sophisticated attacks, such as the combination of USB HID attacks and
other attack techniques. This also revealed an important problem, the lack of computer hardware
security protection. USB HID attack is a new type of technology that uses the USB interface for
malicious hardware attacks. This technology manipulates the computer to execute malicious
programs by using the HID protocol vulnerability to forge user keyboard input. The defense
technology against USB HID attacks can be divided into USB protocol extensions and enhancements,
USB enumeration authentication, and key-based dynamic feature detection technologies. At
present, the existing protection measures against this attack technology are still imperfect, with

low automation, poor robustness, and incomplete protection. This paper starts with the USB
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protocol, and analyzes the two loopholes of the device permission management and device reliability
in the process of USB protocol enumeration and HID protocol operation using the state machine
model. A USB HID attack detection algorithm based on multiple keystroke characteristics is
proposed in this paper. The algorithm continues the idea of keystroke feature analysis and establishes
a new detection protection model with the idea of active authentication. It divides the data flow
into short keystroke sequences with stable characteristics according to the natural keystroke
habits of human users, extracts stable multiple features (such as keystroke interval, error rate,
speed, and rhythm fluctuations, etc. ) by merging multiple sets of short sequence data hidden in
noise and provides decision basis for SVM classifier. The security strategy based on this
algorithm realizes the real-time authentication and real-time authorization detection mechanism,
obtains rich and stable keystroke characteristics from the natural keystroke events characterized
by data groups. These features are not only the keystroke intervals but also the error rate, the
speed, Rhythm fluctuations and other characteristics. The proposed HID attack detection
algorithm shows that the classification accuracy rate is up to 99. 9127 % in real environment tests.
Compared with the existing detection technology, this algorithm has the advantages of automatic
identification, higher accuracy and higher robustness. In addition, this paper adopts a larger data
set and a richer test scenario, which does not require the input and length of the attacker, and is
more in line with the actual application scenario. It has greatly improved the accuracy and universality

of detection. It can be deployed on personal computers in the protection of users’ privacy, and

can defend against various malicious tools including BadUSB.
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Background

USB HID attack technology, which this paper mainly
researches on, is a novel malicious hardware attack technolo-
gy. This technology mainly uses HID protocol vulnerabilities
to launch attacks, which can simulate the user’s key opera-
tions. The USB HID attack detection technology has become
a new spot of malicious behavior detection. Defense technolo-
gy against with USB HID attack can be classified into three
categories: (1) Expansion and Reinforcement of the USB
Protocol. This is extension to the current USB protocol that
authenticates the device identity, The USB device used must
support this extended USB security protocol. and communi-
cation can be established only after the host’ s signature
authentication. (2) USB Enumeration Verification. Some
researchers designed dedicated hardware such as hardware
sandbox and LAN server to detect unknown USB device
enumeration content and notify user. This detection technology
relies on the user’s judgment and only checks the enumerated
content of the device. There is a problem that the automation
level is not high, the detection content is single, and the
protection capability is not strong. (3) Detection Technology
Based on Keystroke Dynamic Feature. This technique uses
keystroke dynamics identification algorithm to analyze the
difference between the unknown input and the users’ input to
decide whether to authorize. However, this technology can

only recognize what is already in the template library, and it

CHANG Zi-Jing. M. S. His research interests focus on
embedded device security.

LV Zhi-Qiang, Ph.D., associate professor. His research
interests include signal transceiver and analysis, RF system
integration.

ZHANG Ning, M. S. His research interests focus on

electromagnetic security.

is difficult to ensure exact matches for the ever-changing
actual attack content. Currently, the effect of the existing
studies are not ideal. So these methods are rare in practical.

We propose detection algorithm based on keystroke
dynamics features in this paper. By directly authenticating
the user’s unique multi-dimensional biological features,
including keystroke characteristics, mouse operating habits,
language features, and various types of behavior patterns,
unique identification features are created for each user, and
real-time screening of these features is utilized. The improve-
ment includes a novel data preprocessing method, feature
extraction algorithm and applying SVM classification
algorithm. Compared to existing technology, it is an entirely
protective method which can alarm automatically in real-time
with high robustness and high accuracy. It can be deployed
on the personal computer at low cost to defend against
various HID attacks and protect user’s privacy. Although
this algorithm individual mechanisms have precedent in the
literature, the principle and the synthesis are novel to the
best of our knowledge. As the experiment results make
clear, the algorithm is pragmatic and surprisingly powerful.
It can work well to protect personal privacy in real scenario.
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