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Abstract  Autonomous System (AS) applies its own routing policy to select the data forwarding
path and announce the path to neighbor domains in the interdomain routing system. To obtain
more revenues, AS may announce the path which is inconsistent with the actual data forwarding
path to neighbor domains, which causes the path inconsistency problem. The inconsistent path
not only cheats the path selection of rational Autonomous Systems, but also harms their network
revenues. Even the stability of Internet is destroyed seriously. Previous work only focused on the
discovery of inconsistent path, and did not try to detect the malicious AS in the path, which could
not support the following work on the problem. In this paper, we presented a malicious AS detection
mechanism for the interdomain routing inconsistent path. It used routing evidence to bind
Autonomous Systems with their routing behaviors. Source AS compared the routing evidence
with other Autonomous Systems in the path to get the suspicious nodes. Source AS collected

Route Log from the direct upstream node of suspicious node which closest to itself, and then it
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compared the routing evidence with the nodes which may receive packets from the suspicious node

to discover the malicious AS. The experiment results showed that our mechanism had a better

performance than previous work from aspects of recall ratio and precision ratio, which could

improve malicious AS detection.
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W FIEW v FRIE O IE RN ALK o BN
v SRR v B EIE LT v Y vi=o

fif . > Fop o) =i—1, WAL BT AT 5 5 35 7T A

EH B R R RO AR i S S R AR AT
TEA R WERAFAE T o) 15 F (o, 7)) =0,
T 0 WA M o, I HWCIE S AR R S, S BO
DRE 5 v, ) SSE RICHL. 24 j=2 i}, F(o,,7,) =0,
HI T o0 99 RO IE W9 8, 8 IR IE 4 AR AR SO R
or > I BB B9 AT R 5719 0 HE B0 AH B B
v, B 22 WIE B 2 E 8 19 s B o) O o BT AR R
ARSI EE . Y € (24 B LT v Bl o, Z [H]
(9 A T RE R S VIR v 5 v Z 0]
(T AR V= {0 vy s e avyy ) NG G2 ] BETY
=X iRllE 2 RS

v ¥ RRE W1 RET ., BN 1, E R VI
T [F A2 i DRE A1 DSE. 47 9 28 R4 He 4.
TR T AR TR HE A IR R RO SR B IR AT E
SCUESE 5¢ 42 HL AT ZR BRAL R (s z0r).

EX 12, IEHEZE R A /RKE R, 2,0).
TEHH 58 42 LU B A K e R0 78 1 28 % IE 4 B9 LE A
g5

R(x,z,r) = F(x,2) + F(x,r) 4)
Forp, o AR R A U % B GIE S SSE. = (AR H
F 7T AR SR % i IE SR DRE, » AR B A5 54 L
{9 i RS DSE. o BUEEE 5 F (2. y) 2 B9
B FEARTE = Fr B IRETE S F () iy B
(LY L AH [ 406 A 2R bR By s Y R (v 2 ) €
{0,1}. F(xs2)fl F(x,r)¥ k0 f R(xy2,7)=0,
Fm BT SUORBE A2 5 IR L SSE ILFL Y DRE
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I DSE. F(a, ) M F (xar) o HEA —ANE R 1w
Rz, z,r) BIA] g 1, R ATTHE T SC P A 4 B AR 3 5 43
Br 3 X

SVEPATIOT AT 8K 5 755 s HE BT AH S s 00 B
Fe g v BB UERE. AT H 0, o RIS A
13 R B 9 SSE, DRE #1 DSE. K #% R (o, 1,
Ty 5Oy ) P IBCLEL o A6 W0 8 92 4 Sy R o 5 490 4AUA T

(DR, v7;040, ) =1,0, | REETH.H
4k

HHRMFERG, 1t 1,0, ) =1W,F(s_,,
T ) Foy,0,- ) ¥R 1,8 vy N FHRE
v; o vy 1B F BRI EL A BR IE B & 3% TE 4l 2E i S0 2
TUWET A v AR RE R AR AL F (o, 7)) =0, B v,
MFBEAR v, 1o FE WOIE 48 A AR SO AE 53 [ )
R 25 S B 2 UE B o) J2 1 1T A0, B Y I P IR
A5 . B SCIRE DSE Ay o] S8 2 J6 35 SR UE . B ik R
E v A AL DSE, 2B B WAL BT P
ANAEAE — A B0 a5 B AR ) R vk 5

HKIBRKF(o; 7, )=11MF(o;_,,0, ,)=0,
FHY v M vy TE R CIE IS A2 R SO R IR
W& F AR v v R IEIESE AR BT S R H %
AU IEH IR R . R e 5, FRATT AR A
N vy SRR RN R B 2

FEEEMEFG, .75, ,)=0 HF(s5, 1,6, D=1
AT 0 VA T8 o TR g AR % fh TR A a0 ANH]
REFE AT IF H B2 AOTIE 4h A= 84 S i 1 0 F 2 R 5
SSE IE it #) DSE.

(2)RCo; . »7;-1+0,1) =0, v 4k EE ] v, ) H.
He FUF Y v o K % B UE4E DRE Il DSE, 8
kL AT,

R(o; 71,0, ) =0 EWKH v, HFREAMN
TBEAR v ov; 1 1B B UOR & 3% TE 4 2B A SO,
G 2 4 DB E 4 B S R REXT o AT, Kk
Ak L AT A I AR

ol B B AR vy TR AT R R B LR
WAEHZ—.j—h=>1 HRG; .75, 4,6, ,)=1,
R(o; 4 7,4+0,,)=0 Hj—h=1.4Kk4# R(o;_,,
T 0y IR SR AT 45 R 430 3 Fhig I -

(D) j—h=1H R, ;7,0 ) =1+1=1,
ﬂ%%*ﬁ)ﬁ% Uj—hn il Vj—h+1 . V”%‘%%E‘[l‘;}%iﬁ)ﬁ%
&RV = ).

MEt Foj—y st ) F(o;—y,0, )X 1, M
v o NTFBEAR ©; 1oy EH B WSCIE 4 2B AR ST 9F
EH R E R SCE] v TR RT AT AR

AT RCoy i Topirs 6y ) = 0, BP
O 0 PR B B AR o 1B R R WU
A AR S 5 oy BY B R P TS BB S Y S
WAAT — N a5 PR A ER TE A S DR L A T S T
WG,

(2)j—h=1 H R(o; .7, 4,0, ,)=1+0=1,
MR R v

BBt Flo; st ) =110 F(o;,,0, ,)=0,%%
& Uj—h+1 B IE P 45 R R(o; ) i1s7 011504 1) =0,
AAS oy R AL

(3)R(o; 4 s7; 450, ) =0 H j—h=1,v &%

R(@o; )7, 4,0,,)=0 H j—h=1,FHI7 5 E
GV ={oisv o A T R N B
T RO BRI A R S BT o 1 KR
TUESE A AR SCH. P R — A 5 L
FIWT oo 9 L3 T UE 1T L o 1 3 FROIE S AS B SE v 2

SEE I TR AR UL 1

Bk L BT SR k.
%/\:P:(Uovvl sees v ) s 1220, F(Isy), R(x.z.7).
SSE,DRE,DSE

By BTN A o B A VT

1. FOR v; € P DO

2 IF F(o;,7;)=1 THEN
3. i=i—1;

4 IF v;=v, THEN

5 RETURN;

6 ELSE

7. CONTINUE;

8 END IF

9 ELSE

10 j=i;

11.  IF v;=v, THEN

12. U, = 3

13. RETURN w,;

14. ELSE

15. Vi={vsoserav, 1) JE(2,i];
16. BREAK;

17. ENDIF

18. END IF

19. END FOR

20. 1IF R(o;—, ,7;—1,0;,_,)=1 THEN
21, v, =vq;

22. RETURN u,;

23. ELSE

24, FOR v; , €V’ DO
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25.  IF R(6;_2,7,5,0, ) =1+1=1 THEN BN e fid ¥nlgeil st £ EMSCE e, 153
26.  V'={vsu)s V' ={b.c.d} (I 3 FFR). RHE K 39 v 1) d
27.  RETURN V’; s . e g

1R I S DRE 1 DSE, W58 d 00 8% H iE 45 45
28.  ELSEIF R(o,_, .7, ,,8,_,)=1+0=1 THEN N o i
29 %R(de'[dvad)zlvaﬁﬁ/—\}id %%/%'\Tj)ﬁvﬁ:yié%
. UV, TV 0 3
30.  RETURN uv,; WA R(oy 74,0, =0,a Ak 0] ¢ 353K B i k48
31.  ELSEIF R(6,_»,7,_5,6,_») =0 and j—2=1 THEN DRE #1 DSE. 2§ R(o,,7.,8.) =0 B4k 2L ] b 353K
32. Ur = U3 E%EETE*E %’] R(Glmfl,va/;)zl Hﬁaﬁﬂ% F(O'/mfb)*ﬂ
33.  RETURNw, Fo, 0350 1.0 b Fll ¢ Z (045 — A 15 5 2 0 1
34. ELSE ” T N
35 S )e—ivV :{bef}v%:mub%%z%&ﬁ)ﬁ-élR(U/nT/n&)):
. J=J7— 1 I
36.  CONTINUE; O 16 b /388 Ay 3 R A
37. ENDIF 4.2.2 JHEW SR L
38. END FOR T VRS S A B R T L e B
39. END IF

DL — A~ LR S0 4 A B R Cn il 2 R
BHEERE N P=(absc d,e). T E Na, BT &
e, B2 BE 3R oR B 500 B8 1T AL IR
R B 6 5 a 1) e K B HEHE DRE, e W7 Jf
O3AT BB LU N d & kR 3C, A2 B DRE I &
% E a.a £ 8 SSE Jf b SSE 5 DRE, 415 ik #%
WASVCEL, WA d T35 T 38 de iR CERE R
evd FIEW SR a ¥ d E R HBTT S d i
K % UESE DRE, X ¢ FEA7TRG . Qn 2R A4S0 ¢ A [a)
T BN c E M E R S ARSI 0. 25 6 S H K
s B B AR G A Y Y O E R T S RN
FEFEA— B )L Sk a5 K. 2R e NRE= S a 1)
SSE HMIVEEL ) DRE. £ B e A4 M T 12 de 3515
UE i A AR SC H R I R RE A2 d T R R

| )
L=Jd

K2 AR A — 2]

B R R B S PR T PR R L U5 Y s TR S E AT B EGIE
it o DR 0 T R D 1 2 R R A Ty X

TEAY 4400 T R DN Bk i AT E e A
B H 38 45 7 5238 3 (Route Log). Route Log H H I8
RGEYES 4 B oo 4 { B b 1 Ak T R B
B H I 80 &R G 0 s AR A B R
BER.

DRE DSE

()

DRE DSE

O

ORE DSE

r—=2o :

K3 K AT BENT KL boe AL d
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B v, J2 T o B ABJE Y 40 W) o 9 Route Log
U, R v, 0] v RIE I H I 800 d 00758 B%
MBS U, o208 3 D 70 R o
I G I A28 B A %) B Pl a4 o, O 08 P 38 5
FEAR DY 0 38 Ry B ARG s AR I FRATTAR 12 3% Pl
v AR A T v BRI F AR
P FH G 0o DA N 5 I E] A T PR A 22 (] 1 i A
wistty s+t s AR U, o= {ugsur s su,ysu ).

W& P& H P& 42 19 BE 7, Route Log B 77 15 &
JEMAYETE . Y o I BIR A o, W H LR d 1 3%
Hy 38 5 i, B2 AE7E Route Log . ik v 3 u,
Jei B A 0 B A UV B e, Z 00 B 53 TR I w0, 2
U, oW uMu, ZMEFHEEHBSORNEU, .
JE 1 B R IE T Route Log M 774 23 [A] 76 7] 5 %
RN DM F7E AR R4 #8 %% Route Log.

4 275 5 a 1 Route Log H U, 194 T 72
AR YA a B e BB A B AR R abede s a (RAF D
A Y bede. IR a B e B iR B AR R
abge s a PRAE b 5 5 5 BF Y 8% H 38 bge. T UGHE
[ B N a W38 2 b fe Bl bche W0 5% i 415
U, (WLFED.

Kl 4 Route Log /1 U, A= i it 72

*®1 U, .AE

% o A T Tk Ry A AR
bge &
bfe 5
bche w5
bede P

TEE MR, MR w AL, R w, . B
(o) u TR v B RAG o, 10 16 i 5 1 o8 it B 4%
ARG o 05 BAFAE o, RIEMHE I RN d 1Y
JIT A % P SE 4 R T ER T S I 4% b R AR IR R SR
(10 32 422 5 F 2 R F 00 4% T 3k 1k B 1 R I 5 P 1
PR AEAFAE L.

W 2% R 7 G038 K W 45 R 25 1 S R AL F 5 R
SREET R 7 A SR R R — SO AR A 3

TR AT 2% R g T | E RV I 4%
. [ A A RS S A] fE i i i L AR
PAF I Z M 48 ) 25 . B 18 45 E S i % A2 BB 18 3k
153 55 Z 1 W28 ) 2 ) A 23 38 5 E B 0 B A2 4 i 3R
T4t e 2 1.

EE 1. sl sty )t >1
FR A v i Route Log ¥ —JC (v, ,d } FRic ) i
S el AR A R T B I B AR (o), AN —
HpgE H o, 2 PR — BB AL v
PR SO K BEAR R (oD i we U, o —u,.

. Codu, R v 2 1 S B AR i 2 S 3
AW, (CooDu) FEEKR. R SE BGP /Y 2% %
SRR o, ) v B w, s M w, SR v, 2 AT BE B d
A . SR o, 19 52 PR OSCHE K B8 A% w A I v, S
iRt g2 1113 W, 0 =>W, (u,).

R o, BRI A BE AR v T T AR S i
PEAR w, B 0, o RW] o, AT BB AR ZBAE v, 1Y B& SR IE T w0,
MR & T o BAUE. SR T B IR 3R 400 il SR g
8 M XA LA AEALE R o, HBESR &
2R B 0 07 O R o, IR BGP ik i
FE o, B P50, 8 4 S BEAR w s o PR R (v u
VR AR BEAS s o, AR BE 1] ol 2 R A L% A%, H 31
i ow B ARG o BRSO A AT AR LS B AR
AR 8 5 I )R T, B u.

(o) ug A& PR v B3K d 1) B A B% A% S 1T 24 il e
MBI Copd o, — IR UL BB R G0 1 S 0 B A2 2
A3 R AL o3 ) 2 A R G Il R g S AL
B AL B ARAUE S 5 B IR 2 9843 W03 de 8% 42 4L
S AR R G B AT G i el R e Y g AR
TR B X 3 A s A

(D) B v 1Y Je DI 5 A% 748 A 2 PR hy L 8% S i
KA. BT o AR . 1Y BOR % BRI L K
Y5 AT SCHI AT v, BB TE v, B8 T % IR WS 2 J5 18 45
AL EEAR w HEAT IR AT H R A B AR o 1) 38 45 1 [R]
Mo T wo s (HULFT BEAEAFE u=uo.

(2) i v B e A B AR A2 A0 02 BB o, 3 Sl 4
P& B wo. T o, R R BRI Co uo 1 — 3L
P TCIEIE. B SE % T8 wo AN o B i B AR 1Y 1
B AT SCHE B o, 1) v, K3k o I BIHLIE R 5] o B
LI o € AR o B A RS B O
wo B BIAIL » PRI 33X A D0 A AT 5 HEIR % U8 o J2 o,

& Uuy_.d:{uo s U s "

@ The Cooperative Association for Internet Data Analysis
(CAIDA), http://www. caida. org/
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40 g A B A AR O 5 o, 224 T ) e A B AR R e, SR
w SR FL B L B AR B S [B) I T 0 o PR I 4 o B B
(] [ RE I T o o AELIR IR REAFAE 0= o 1Y P BE.

(3 AR v, Y Joe A B A2 1) 728 102 TR A i 39 o8 1°F
£ I H W 1 I AR A T A I AR 4 T RE K B
AE o, a2 EEAR K B AR o Y S o BOH B
AR Cod g v, TCTE B v, 1 I H O I 2 75 i 7%
15 (D2, 0, HBETE v, U8 S A0 BR AR I 18 4 it
PR w AT IR S AT 0 B I B AR o B 38 5 ) 1] 6
Fouo LR BEELE u=w,. B IZBREERH o
B R o RN w0 B wy How RFF u,. B
T u TIEW v ik A AL BEAE s o BRI 2 38 5w, 3R
(RN S i = S 01 P 0 el 1 RV

23k LA B4y AT ke BB S iR S A ik
18 F B AR 1 6 b 4w 1 3 5 B TR o A w2
] su 5w, ARMEZATRE S wo M F. RAE U, . 0 5E
ST u€U, . iEE.

B4 2.1 Wl S A AV = v,
Vi) —h=1 R T HEMA A S A R IUEE
IR S B A B BGE R BE T AT
W5 v BME. v [\ v —— HE A 1) Route Log,
2] v 1 v, RIE BT SR o, 1 I
Piskigsk U, . v bB U, L i fE S HERR £
YR AR T B AR 0 B E S R R Y s
S A P o N — Bk 2 (Next hop) , 3 i)
A B — Bk AR UGE K DRE GJE 1Y 0 0] g st 2
O WAL v =) IR E 1L R o,
M 3EAS T — Bk 15 SR DRE 5 o, 1) SSE PEfL ,
Ul'JﬁEEH v/—/z%%ﬁ%,@ a}iZ Uj—h+ 1?‘7%%&%)\]@(/‘%
I 2).

Bk 2. CEEWAKE L

BiA:P=C(0y 0y 30) s i20. V= {0, 400 101} s

i—h=1.U, e
SSE.DRE
B BEET A,

FOR EACH «€U,

7 {MO s Uy st

1. e U DO
2 IF SSE=DRE THEN

3 U =V 3

4 RETURN v, ;

5.  ELSE

6 CONTINUE;

7 END IF

8. END FOR

9

U =Uj—n+13%

10. RETURN w, ;

LI 4 R ARBE b Fl ¢ SE AT BETT 5L, N TAE b
e Z )4k e — % B e BB E 0 18
WA 98 5% bge s behe, bede, b fe. H T bede &4
B LB AE . B o AL IEFE bge s bche b fe YT —
B R g f Fl e BEATIESR LA, IR gL f Fl e AT
— A5 5 o B9 SSE T DRE, WSER 6 2
R R AN e BRI
4.2.3 B

ST SRR AT R R A DR B JR T A S R
f 1 i 22 EAT — U UE 4R 52 B, 5 P S0 ol R
v RS — B SRS B — KRR A L
PG T 5 1 B 5 2 B IR D T B AR T BRI T
B R o TR — BT SRR

BERAR B A S RN IS OO IR
B TR E RU T BE T R H R ARG I O T
T IR AT TR AU B L S H T AL
f¢ SSE 1 DRE. AR V', VI & {3 T I s f 3 i
TR ZE n—2 A AL B VAT
M4 L #E SSE Al DRE,SSE Fil DSE, 343 V7. i
W RS T B EAT 20— 3 WU FL A VR 2 AT
TR AW B B UL B S B O
v BT —BE T RBOR BRI E DU L T
W5 AT — BT AR SSE F DRE, SUIL 4T m
YRS UL 25 G W A 53, T A 1 R R SR kAT
2n+m—3 WIUEHE LA LR B B0 AL R B A
F R OC@n+m).

i3 53 MADM A6 0 55 2% /9 AT 3 A% L AT
B RAAERESEETALERFRR MESEE
T R JE T A R el TR A X R O R Y
P I i N el /Y 7R A B M G i e ]
14 28 A7 SR % oh TR 48 Y 85 B & L By 1k o e
Vit 5 W R 000 45 2R o I AG: I AL A ) 22 4
4.3 MADM WS 5EE

B B L 2% (Software-Defined Networking,
SDN) My T 2 & L 3k T 45 1 2§ (Controller) it 45
rh 2 b AR O R AR AL O T SE B MADM, ]
5 IR 8P A $8 1 g o A 2 % ph S I AR R (Routing
Detection Model, RDM) , £ 1 45 Bl B 5 1 19 %8 41
A HUE 8 o I 4E 37 b 3d o P S0 s ST R
BLt.

5 & RDM iy 5ty & stk f & 5 A Th g+
B, 23 ) 5 B AR i 7 B A B TR LB
P I A A A B g e T B0 56 I AR B A g ey
7 SRl SR 8B AR TR T RSA Bk
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TR B A B % 5. Fo AT e 4 I [ SR
Chord 3" 4 Z /1~ H A R4 1) RDM, HiA R 5
() RDM il i Chord ¥ &7 A B (/A8 IF 4 48
fib A 76 R G519 AS number SRECE T A, BHE
B A A7 oA B IR B A B AE B DU T 0
FUE 8 R 17 o0 A 2 B 1. 6 el U A R TR B ) 2
B2y i S8 1 43 BT UE U A AR S A R R A 3
TEHE . H 1 UEHE 5600 B HO A 5 A R g R

RS 5 B A9 B H R4S PR AT PR AR A P A
RN AR A A R G I aE 7 S0 TR R
At AR AR Y 0% b 0 D s A R PO N B i
Geit ATET [ T W4 i i b 5800 A & 13 81 0h
H iR R G R — 7 W i P 3 — K& 5 T
1117 31— L840 55 35 44 i1k CU R 44 0 32t 558 ) 8 ey - 25
—RHEA 0.2 WHEF I RA AR RDM 1
Route Log BB A A& B o 18 52 P 94 2% b 5 S BA.

- - ~
Bl RN B RSAW ERAERACRE I
soem ¥ TERA A leg ﬂ e e T
S O W [SSE] [DRE] [DSEU‘ [[ASz [ 2% )
R iR Ry
\ l / it ik B
— _ BHBEL | e
TEARSE | [ w | a1 s
DRET - Bl | R
-SSEZIDREZL DSEZ BHFREL | I
@ |z [ ke
BemBiies | RLOLHE
x - -

Kl 5

3BT MADM (4 #6300 J 28 Fe AT ) DL 3% F
— AR S EHFARTEENBIRAL
AR TE 5 T A 8 20 R A P R A B3R R g A
DY R A S PR R I B IR RS A
B B FRATT AT RLGE £ 7 /N T [ 19 2% 19 DA R 2% 22
S 0P 25 01 5 P A A B HfE Sl MADM 78 5 33 R 4E
F18 1S 2B P T 5 R 4 R4 9 D PN ) 0 2

5 XBSHMH

T SN B W B iR MADM [ f {8 A 95 3
1 S E S UE MADM X% 5 5 IR & G0 R T &5CR.
T AT S 4 R S A U L AT S B T G
TAEF A1 Secure traceroute fl Lightweight
Fobt e A2 K L. Secure traceroute f£ HIF RHEZ
[ B 7 — DR R 5% B ) . B IR R Gk £ —
i SCAE S TR i SC 38 52 A D 4k SCO2 A5 BE % 1E G F)
ik H B ROk R A — BBk AR A T L Light-
weight 75— S8 5 4fg 42 3 rb B 3 =2 % B oo 4 /9 i
ARy WIS E Ty P A R B T Y JE 2 R .
56 E Jy W 3 3611 J 1) B0HE 4 SO Ak LA R S K
I O 5 4 ST Bk 75 A I e A IR DT Y B i AR RS
FATH¥ Secure traceroute il Lightweight X 3% & H

RDM % 44 |&]

BRGHIR 45 5 MADM #4145 1 #4171
B MRS LA ES R o0 i MADM (i PERE.
5.1 WIS

KATFR B SSFnet® %f MADM, Secure trace-
route Fll Lightweight #4705 B35, A T A UL B 52
W& e 4 . N CATDA® 15 H 4 F 2% T 2014 48
6 0 11 HM MRl AS 3% #: 5¢ R BG4 cycle-
aslinks. 17. t1. c003225. 20140607 , 7E Z ¥ £ b 2k £
300 AN Hodr 30 AN U Tier-1 49 £, 50 AN
FOA Tier-2 95 51,220 A5 g h Tier-3 5 /. JE T
SR 3% B2 A5 8 R FI BRITES 401 Fh A i % 2E
JECTT R 05 B R, FATTAA Route View™ 3 H 41 F
AF] 2014 4F 6 J 11 H Ay 3R] i 508 i o 2o 2
updates. 20140611 L K 4 i 22 ¢ i 1h 15 B R 50k 4
rib. 20140611, 7E K45 46 w48 3 07 FLAR 0 P 1 S
SHE6 T 2 RS A A S TE AR I R i e B A

TEHINPESE 3 DA ALB.CAERIET AL A
AN Tier-1 95 g 3 FE 150, DL A 35 550 IR 15

@ The SSFnet network simulator. http://www. ssfnet. org/
homepage. html

@ The Cooperative Association for Internet Data Analysis
(CAIDA). http://www. caida. org/data, 2014. 6. 11

@  University of Oregon Route Views Project (Route View).
http://www. routeviews. org, 2014.6. 11
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S B B A 112 5. B 950k Tier-2 15 5 i
FES 90, LA B 5 S R IR A R B AR 45 5. C
RN Tier-3 1 B4 B Ry 30, L C 45 fi Iy
MR A 12 &U0L% 2).

®2 BWRSHLE

P Tier ERE i i AR 2L
A 1 150 112
B 2 90 45
C 3 30 12

FRATHRE 9 45 41 SC % i 78 32 5y 100 Mbps s JiE
a2 AR S BE B Oy 16 bytes s RS AR 4l SC& 1%
B[] X[ 5 B 2 50 ms. M 2% E AL R Bl 0.5,
RERDEBREN 1%. 7£ MADM F ) i 72 o, oR
FH RSA B3 28 54> 2 5 46 0 o 72 09 99 50 A i %
X
5.2 LW MhiEMR

AR SR AR SR FE b Tz A T A 4 58 A 1
AR LI VPG R bR 7E 2% AL A W 1Y 25 1F T
43 ) 3 MADM, Secure traceroute il Lightweight
TEA —BUEEAR L A1) A [) B A 0 30 5805 50 B A 4 38,
BAR MU E A E T A BOE RS I S Y
MECH A F A 4% (Recall Ratio) 2y

RR = F/E.

TEAS — B & A2 Lo 490 AR T8 /4 2% 00 23 50 4k
MADM, Secure traceroute #1 Lightweight 7F /] 4%
Fo A R [ I ARG I 20 39T A A L R R
LRSI Ay e N R RUBCH Oy H N A R
(Precision Ratio) H

PR = F/H.
5.3 RHRTESRRER

I 1. B UETE A — EER AR AN [E] 1 A
 MADM, Secure traceroute fl Lightweight X} %
B R BRI RCR . A3 AE ALB R C Y AR
BEMLLEFF B ARAE N A — BB 42 7E A — B B 42 AT
BIRFE W AE B R AL N T IR A —
BUBRAR LR A 92 06 45 R L BOE A — BU AR & S
T2 11 EL BB 43 500 R 5 %6 .8 %6 .10 % 15 %6 1 18 %.

SEER XS LE AT A R AN 6~ 8 Fraw . Bl 6 2
A BB B AR BRI g5 R AT DUR B S A —
UK AR HL A 5 %00, MADM X6 1y B 44 v % %
TR AR 2RI 890 AR R 11 0 R A
ANBERATI . 3 40 I K B AR B A AN — B AR R
B AR S H R R AR AR SRS A AT
FEOX AR S 2B T AL BT MADM 1

RO B3 v FUAL B i oh AR A A — D T R O
PRI I  BE A 3k 26 1% 25 45 5. Secure traceroute X%
B ENE SRR 60% /M & Secure traceroute
A0 ) 2% 1T R R AR 43 2 A 4 B probe ik SCHY
TR S LA B S 56T 5 (Sibling AS) L 33k #8555 X
Secure traceroute & i% [ probe ik 3 45 ¥ IE 1 7]
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Interdomain routing is the core support technology of
Internet. It consists of a control plane, where Autonomous
Systems discover and establish paths with route announcements
from neighbor Autonomous Systems, and a data plane,
where they actually forward packets along these paths. BGP
is a path-vector protocol used in the interdomain routing. In
BGP, every AS makes its routing policy independently and
applies its policy to choose the best path, and announce path
information to its neighbors. Normally, the path used in the
data plane and announced path in the control plane are
consistent., However, BGP does not include any mechanism

to enforce that announced path matches actual routing path.
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AS-level traceroute experiments indicate an inconsistency
problem between announced path and actual routing path for
at least 8% of Internet routes. Some research work such as
SBGP (Secure Border Gateway Protocol) and SoBGP (Secure
origin Border Gateway Protocol) were used to verify the route
announcements from neighbors. These countermeasures
guaranteed the authenticity of announced path in the control
plane. However, they could not ensure that these paths are
the same as the forwarding paths in the data plane. Much
research work has also been devoted in the data plane to
detect the inconsistent paths. They created an encrypted
secure tunnel between end routers and sent probe packets to
check the path. However, they needed the cryptographic
operation on packets which incurred a high overhead.
Furthermore, they could only detect the inconsistency path
problem rather than the malicious AS which causes the
inconsistency path problem. In this paper, we make an
improvement on the detection mechanism that could detect
the malicious AS in the path. With the help of routing
evidence, source AS could discover the actual packets
forwarding path of intermediate Autonomous Systems in the
path. Autonomous Systems in the path collaborate with each
other to locate malicious AS finally. The experiment results
show that our mechanism has a better performance on

malicious AS detection than existing methods.



