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Analyzing Spectrum Features of Weight User Relation Graph to
Identify Large Spammer Groups in Online Shopping Websites

HAN Zhong-Ming YANG Ke TAN Xu-Sheng

(School of Computer and Information Engineering » Beijing Technology & Business University . Beijing 100048)

Abstract  With rising popularity, the identification of online shopping websites spammers has become
one of the hottest topics in the wide field of spammer detection. The existing works in detection
of online shopping websites spammers usually focus on the behavior patterns of spammers. When
most spammers start functioning as many large spammer groups to game the detection system,
the individual member of the large group tends to act like a normal user. The behavior pattern
discovery of spammers cannot effectively detect these large spammer groups. This paper proposes
a novel angle to this problem by modeling the weight relation network of online shopping
websites users. An algorithm called User Relation Graph Spectrum-based Spammer Group
Detection (URGSSGD) is also proposed to detect the signal network of large spammer group in
the user relation network by analyzing its spectrum features. Experiments on two typical real-life
review datasets, which comprise Amazon and Taobao review dataset, demonstrate the
effectiveness of proposed model which outperforms the existing methods to identify large spammer
groups. Also this paper proves the weight user relation network performs well than the unweight

user relation network on detecting large spammer groups in online shopping websites.

Keywords spammers; spammer group; group detection; user relation graph; anomaly structure
detection; social networks
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i A : User Relation Graph Adjacency Matrix A, .,

Parameter [,k c,7, 7.,

i . Spammer GroupSG

1.

=~ w Do

Calculate eigenvectors x; and eigenvalues A; using

Lancoz Algorithm eigen-decompose A, «,, ;

FOR i=1—/ DO
Calculate kurtosis of a;: «(x;);

END FOR

FOR i=1—1 DO

Calculate the set of x; such that A; =

10.
11.
12.
13.
14.

15.

16.
17.
18.

19.
20.

(1 (1-nf s )2 (1 =5 ) )

Calculate the meanmand standard derivation ¢ for
the kurtosis values of x; find in last step;
IF k(x;)>m~+7ys THEN
Output x, e1.,7 3
END IF
END FOR
FOR s=1—>g DO
FOR s=1—>g DO
FOR i=1—>n DO

Calculate M :M,
|z, |
END FOR
END FOR

Calculate the meanmand standard derivation ¢ for
the vector M, ;
FOR i=1—n DO
IF m— v, 0 <M, <m+7y,0 THEN
Add M, to SG,;
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function as many large spammer groups to game the detection
system, the individual member of the large group tends to act
like a normal user. The behavior pattern discovery of
spammers cannot detect these largc spammer groups. In our
work, we propose a novel angle to this problem by modeling
the weight relation network of online shopping websites
users.

Our team has done a lot of work on the detection of web
spammers. Our team has investigated the detection of Sina
Weibo spammers. We found many kinds of spammer behaviors in
social network Sina Weibo. All of our related work has
provided the good foundation of web spammers” detection.
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spammers’ detection could improve network environment and

keep network clean. Its research result is very meaningful.



