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Abstract  Blockchain is a technology that enables multiple unfamiliar nodes to establish trust
through a consensus mechanism without relying on the support of trusted third-party nodes.
Considering the decentralized nature of blockchain, standard cryptographic techniques require
distributed adaptations to suit blockchain scenarios. This paper presents a survey of distributed
cryptographic techniques including distributed cryptographic frameworks, distributed key
management, distributed digital signatures, distributed key agreement, and distributed auditing,
which are suitable for blockchain applications. Specifically, this paper analyses the state of art of
the aforementioned techniques and organizes the design principles based on classic schemes.
Furthermore, it compares the attributes and performance of various schemes, evaluates their strengths
and weaknesses in terms of security, efficiency, and scalability, and discusses the challenges

currently faced in this field. Finally, the paper offers insights into future development prospects.
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S S TR I 58 5 B L . X RGBS R 48 2 A
B A B — A v R i B, A TR T ZKP 4 R
B XY AT A B R DL E R T A S R
Re & 20 A e AL, Aitzhan 28 AR I T —A
% PriWatt () R G, 1 1] 2 5 45 44 1 B 44 0 4% 1
S SE BT AE A AT A 5B =07 R AL R ek
Lo ARG AR SRIUE, RIE T E AR 55 %
SE. TERMBL S &R e R B iz
B (0 A5 4 AF e R T O3 ) R A T W o 1 2 4 T
. Benhamouda 45 A" T —FhfE 15 5 1 £ R
55 AR P8 5 X B PR S AT 1 R AR 5 {2 A R
55 1 B 7 v T RE B A2 K o IR 55 4 A e A0 (5
(BB AR Y 2SR, {45 (30 (4% 5 7 FH B % 7 o Lk i
PR o3 A TR R G i 17, S AR X Bk &
Bi. iy ZE R AL HE ST A OR AT B0 Y Bh 3 2 B
S R 2 S S R A B N T R Rl
PR 0 SPAT UG I A (. S PR BT R X B
i ZR 40 PRSI L M S e L Xu B R
TR RA PR A B T PR A X B BE R 58 PRHBS,
SRR T A R S T AL Y B G R TR 4 S
R L TR AR IR A R B0 TR i % 4
PR SRE B U7 1l ] O 45 4 T 28 300 2 DR E AR Bl
M AR/ (1 A R B B R A DX BB S Ak
X B B A 1 A R

TER Ay X He bk 3 5 b, 0 BB RO 45 48 5 4>
Hr B R, I 7 B T R R 40 BT B T B0 g
535 By B 7 A7 b SE PRS2 W A AR IR YT % H bR
PR X e 7 2 A ML 2% 20 HE 48 o AR 15 K
AOBCHR AL FRAE . SR, X B b (0 B0 8 1 3 I
A AR SEHL 2% 2 2] 03k B B RAR 97 . O L X

X — BRIk — eI 5 N B R AE SR 5 L A o 2 A 4
AP T — iS40 A U R AE 2R
55T ) DX AR B 1Y) 5 8 AE SO (] L 7R X i 5 AL
ar i LSS R S o AT U AR R A B
TN 2 o A R EE N B AL PR A S UME T B
KO HE LD B 2RSS TE22I iR, XK
3 A7 3 R AE SR T 2 ) 25 4 A 22 23 B RA S5 4
AR ORBE S 5 7 TE BA FAAS 22 82 1Y 1 52 T B 58 J R
RUYN RS HER . [a) I g 288 % A AE 2 5 58 203 17 [XC
PeBk i 2 oo A Re M L BC A X HEE R g8 AT 55 4y
e FAZE SR BE » SRR 4 2 07 TH R S R AT . B
ST RHIRL I 25318, Warnat-Herresthal 25 AU 38
T —Fp L AL LEs 2= > J5 ¥ (Swarm Learning) ,
RE % 55 A0 455 R B0 %85 FIN %5 3 B8 2 ) TE N 1 2 R 3L
ARAGE G AT 2 e Pp ] 25 AT 48 IRt R A
PRI LA = ) . AR S AR X T RIS
M VeI S T7 - AR GERE S b Y v IR 55 4 - 52
BT 5E e AP0k, B3I~ ) (Federated Learning,
FL) & —Flofis 15 B I 2k 23 1502 22 44 B 4 01 i
oA AL AR T HESE L R A T K B T AR M i
JR R 2 A )l o o 5 A O R R 45 G RE SR A
B2 A i) o3 A AL s o 2 J7 58 JUHGE T K e g%
Yy 5t b s 2 2R 10 5 B BOHE S S N L A R T B
SEXT B AR A B BRI N B I BR X &
Pt 2 3 S R AR Awan B NTHHR T — A
B FA DR AP IR R 2% T HE 2 fii ] HE £ 47 85 5 52 46 5
FErP Y FL Jay AR AL, 5F SR AR B o0 285 B0 R X 5%
B MRS e R R G EBATERIND . Z TR PN&
Z 577 ARy XU 9 il 20 A SO A S e 4l
fErp FLAR 5 R a8 A2 R B i B8 H A, O KB
IV R AR A I AR M R L2 4 AR R BT
T Bi Ik FL o2 555 g A 19 B2 AL it 8% Zha
A NSRS O AP FL ) AR 5K
i I I BT 25 42 0 DR A% i 1 AN T R 1 L 4
7 AR B A ST HESR . %07 R T
X HegE 5 1Tl SRR G R OSBRSS &
A X g0 U 2R 19 ob 8] 2580 1551 A 2203 B AL
X AT PR . M Ah 3 7 SO DR E Y AT S
Bk 5 I DT R AR B S B 22 X
W Jia S NUVRR IR A 2T vhop B R R AL 4R
T iE T CHRE o A B R RS TR
T RAEEAE R A Z 00 R kT 22 77 e FA Fl HE
73 A X K-means 228 HA 22 73 B A 19 73 A X B
PBLER AR LA K B A HE J7 2 /9 43 4 50 AdaBoost, 1&
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B I A R S S T S IR R R 2 AR Y.
Hb A BT AR B [F) P T R ARG T T B AR . R
S HERPE T SE 8% . Feng 58 NV 4RI T —
Ff S AR B 2 o) (BAFL) E 4R, 3 1 K7 45 44 % X
Hogh v R 5 B O E AT B0 UE L Rl A S5 B 2= 20
P RBRI R G %07 28 IR il X 3
B S 5 5 R R R B R AT T 4. kel
ZAHRARR IR AL e I 25 2 5 H X 2R
RE W TTEREE . 15 25 TIZALH] . e 75 28 76 H000 75 1k
Wk 75 A T B ROR PR BE

25 LT IR 4 A S R HE B T SR R R R &
BT BR AT A5 B8 = 07 B A I B BR 1 R
T SR 10 o 32 T8 A 22 4 1 5 00 1 (] 5%
SZEVEM . A 7 S BRI Ly A T e Tt A

A SRAFAE 53 40 T7 G e /0 L Wil o AN R s 458 (i) T A
fifk TR
3.2 X THRERE

A S RO AE X BB o TR OB A 6, B
TR 1 22 A L I A DR AT R HL 22 A b A P
Bl S B F bR 9 — KOG HE . 4 vp U 9148 A T
P A ) R A S b0 32 B el 5 R
oA R G Y] 4 LR R G IR s A L I
oL X H g S ok DO T 4 v 20 914
B oy A A YA B BE 8 K 4 9 0 BT A A DX R
(9 22 A~ i b o DT S8 S B A e A £ 2 1 1) 26 4
0 M ARG ARG Z M EE . AN
X BUAT A S 1 BT AT TR S B A
OrJT RN 2 s .

K2 SHAEREEFTEXLL

GES 35 A ) T vk B TR o
BKM-HIT:20] (DR ECIES,ECDSA B2 4245 B (SMD) [ % {5318 T ST 1 48 4 bk
DB-KMML?! E[FIEN ECIES.ECDSA Joil PKI PP AR B \DoS A BB Bl L AR il
BAAKM.??] Ik %t B ES i KGC PRAETTJE 1) 22 A2V BT B8 s W e L N SN IR T i L AR s
CanDIDI2%] E[FIEN KARE TRENS b Sybil Hili EHE R
BKM-MEC!24] E[FTF7 ECDSA Jo# PKI 531E T G 1 22 4
BASAlZ] EI0pS SM9-1BS KFC,BAS,AAS, 7 PKI (T i 16 % 4

A58 B T X S Y o A 2
BRI AR B o3 R SR e A B 2 4 T E Y il
Py ge, Lei AP T — AR o m A
PRA S A 48 07 22 7 SR R A L 5 —
TSI 2 ot A Y R0 28 40 FD 25 4, LT AL S A
Ry S 1 o T RR 0 ) SR T B 7 Y R A
P 45 AR AR L U/ 5 B e A% ) ) DL AR TR AR
F T X B AE B A3 B 440 W 4% (Vehicular
Ad-Hoc Network, VANET ) 1 it % £ 45 Hit [1] 51, Ma
NV T — B s 2 D b A A H AL
(DB-KMM) , %45 BRI 6 P 0 28 2R A7 43 A1 =X
FEfit  HERR T B0 S0 ) XU IR RE 88 45 & VANET
WX HUBE IR BE A A I I B s R
SR 1R A AR A, % B AL
A% 70 40 1) IX BB A ] B e 5 25 vho AR i R A
L& s A SR AL B . Wang 4§
R T — OB 1 T8 2R X g R 4 (vChaint)
R T — R R IR 5 ik, LT S B &
/N KESLIN Y E S LR B IDRES ISR L3 OB & 1t
ID 25| 2 A Bods 6 40 MR 42 3l K/ R E 7R
— NI/ TR DARR A B KN L B T A
BRI PE . Dodis 48 NP7 T — b Ak

(2 A 7 52 SRV 2 A P AL /0 AR b bR
BRI KR LS BIRA IRFH A N
17 B RS 1 A7 it R A R4 . TR  i R
i Ao RS AR b S B A R S B S R AR T
B PIR R G AR . Long 8 AN 8 i A
% BR A B AR T W] A O WK E A5 . TE ik
HEHT B A W B L O T — T Y B 4% DOIE A
WAHE T % % R A Y) T IR T B
oNne S R R e S Nl T R NS 7 P o = G
(10 T 4 4 A0 R A B PR B T B AL B BRI A 4
A .

BT X HBE 2 oD AR R DT IE A
b 288 e 2 AL S 3 % A I o A AR S KR
i kAR S BRAAIEER  Tan 48 APV 48 0 T —
Tl 1] 15 55 9 45 #7157 %8 (STCChain) . 3% )7 % fd 1
Shamir B % $& =2 65 B0 81 i 47 U5 40 5 hn %5, JF 4 3L
AT I AF A X R BE b SCB T BT SR =
(0 A B 0 k5 s B AE . S Z M
Maram % N 0 KERBERIN T B R 2 BB T
— AR B 4345 B & (CanDID) 5 3 33 43
A4 05 2% B 2 S B P IAAIE 5 P 2 4 B o0 A XFF
fiti . TEFH P M 2 B2l f SHARK GIF B 6 £
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TEME A G R R B T 22 42 22 07 1T 550 B9 R DG 15
i G T IR IR . e Ah . 25 R 23 AT 4y B A7 i
P 8 JF B T Shamir f 2% b2 HAK & AT
ML M 5 TR G M. Nair 8 A T 3%
T 8515 14 %5 4 Uk 4 B # (Key Derivation Function,
KDE) . 9 JLA AT (49 B 13 B Uk IR R S it 1% 454 .
e T —A t-of-n B AE 2 N 7% 91 IR 4L bR 4K
(Multi-Factor KDF, MFKDF) & #, 1% [ {f MFKDF
BET Shamir A% LS RVFH P EA N T 2K
ML AT IR A S

G — R R R TSR A T TR BiE
Ak PR S T KR U R T 9 B 4R T
I8R5 R AR I G RO TR AT
12 o DR A 5 2 — iR 8 RTE BE BAL R R
PRI E MR e, B ATz a8, Li 58 APV T —
T B8 2l 3 Zg it 58 85 B 8 BT & DAR f X e b ik
RO R A . EiETET . TN
AR S B A PIRAT R — A X IRl 4
. M 2= 5 — 7 R BT ™
JIT A % 2l e # AT A A AR B R 2 T I X B
B TP B0 SR I DR E L B 4y o AT 552 B XS 8 3l i
A SRS, R RS E . BT
PLEASIE » 2498 KA ] ) A [ 8 b 5 a5 22 18] Y
PMEIS EATZ B I E AL 2 — K, XF T 15 137
s N IME AT ) 8, Shen 45 AW 38 1 51 A B £ 54K
F 4 (1dentity-Based Digital Signature, IBS) 55 #i
TR EE A By S UE L I DL TR R T R
Z R AE AT SR T — T R 22 A B A AR BIL A
BASA.fif e 1 15 808 5 00 2 e S AL R . A
IF s Ry PR UEBAFATE - Shen 8 B BT T — b & 1

P72 o REAE TE 1 £ BeURA Bl ik 522 B SRS LA 4 L 1R
UEBE A UE R A 1 E 24 1

gi B PR oA 28 B A Y CAE EO i el
V18 fiPR R B A5 I 5 i) A0 T B T 050 23R 3 ¥ B A Ay S
SAS T E BR G hnE AAT SR L TR O SR T
RE. SR BUA 7 RANRAETEBL Z S5 40 B HLY BE
T3k IO F A B AR 2y 4 [
3.3 AR FELES

o3 A BT % 44 8 BT 25 44 1 o A OF
KL EERPOMEY =T A REG S LIS %8
PERBEEEZEN . SERBFEARE, BRIV
HEEA & AR EHANHAXEZANS 5T TERKE
SEAE A YIS OO T 38 i 3¢ HLAE BT A AL
Mrss. nRMTFEL TN EZEESS51TRSE
S AR BT LI 5 N 5 B AR — o KO
ZHEELARBENEAEMAE AFA N LFAHAXS
— BT 4 I B ik S 25 24 21 5 B A 44
oo WUE o WIFFZAH A %4 5 A8 g6 iE
BRGNS EN GOy Ti-of n TR £ H
FETE— DDA T DMELEFIEEAL T
MEHRERSARANRAHA S P HEBEITE4,
ARG RTENERES . FHZITR TR
BRI AT B UE X % 44, (RS 23 0] B IE 3 2 58 45 44 B
By o BULAR DX BB 1 I 4 FUASEAS W7 47 O, X 25 A
PRSP R AT 4 R T A T AR R TR B R
A X ECF 24 LT S i & 2tk 5 R s, ks
BT84 TN FH I 2 R R A MR Ak R
MR S Ee IR B T Z R R AR . AN
TR A BT84 T AT T A BAs,
Wy B e 3 iR .

£3 SHAYFEBRARBMEXL

ES Rk A ik Lok LA EAE ] LS
FS-TECL:] ECDSA ECDDH. 3 RSA TP ROM HE.ZKP i % k=
t/n-TECE] ECDSA ECCDH e ROM OT  ip 85 422
FROST32) Schnorr DLP HEREME ROM ZKP Fib 5% H =
UC-TEC!3 ECDSA ECDDH., 3% RSA i o P ROM HE.ZKP
ROASTI34] Schnorr OMDL.Schnorr-KoE 3 P ROM ZKP Fih % H 52

nRC-TECE?5] ECDSA ECDDH. 3% RSA PEFEE ROM HE.ZKP i % k=
R-TECL) ECDSA TR A TR A A PEFEE ROM HE.ZKP i % 3t =
TDSS7] SM2 ECDLP e ROM OT . Fh a5 =

BADIBS38] IBS DLP PR ROM oT

TER T2 R R R P e T — e T 28 4T
HORETRMEBELREGZ DML LT R
ZITRERATTE . IR X P ] B U7 3k & B 3%
AR HELH B BRI K BRI . 5

Xof 12 18] Ttakura ™ 3£ T RSA 28 & Bk 1 T4
—NEEELT RN E LR T
U I 2 — AR 12 I X B
G, Maxwell 58 AN HEH T R 2 E
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Schnorr %544 P38 (MuSig) » 3 UE W] H 75 B 8O £
(DI PPK R R &% 4 1, K 4FE. Nick 4
NHUAR T MuSig ) — A28 fif (MuSig-DND . % J5
R D HA W E NS R PER Schnorr ZH 4
2075 Hh B 2 8 AR BTG 254 5 S
Do BEAL ek 0. LR % 1 19 75 2 A At AT T 08 BE AL %5, OF
i ok () Hofth 2 44 R E NIZK, iF B fib ] B 52 44 B8
kg AR R T REALE. SR, MuSigh 1 % 4 i
PG ST =40, T 4 TH A5 R Nick 4%
NIHEZ R 05 58 1 HEAT et o 1F S B0
P 3R T MuSig2, T RAMFFEHERS .
WL T I KBS T 5T 22 A2 2 —
ANTE DL AR SCHREXFBR 185 — 48 DL AN BT A7 42 i
AT HAL B 2 & X 7% . )5 . Boschini
MuSigH'" 5#% % i 25 &, #2 T MuSig- LM, 523
TTEL W B Rk AT — 5l (5 i SRR B 5T &
YR 2 EE L T7 5 I URIEARER) SIS Al LWE
U T HAE PPK BRI (194 4k, Chen ' §2
BT R TAEN Z EHE S TR (DualMS) %07 %
FIFHTCBA TR X% 24 B AR S e 2 T AR I B 11 4
AL BA . MuSig-L B /INE) 2 81 F1 25 44 KN, BL &
FAR A5 A . Drijvers 8 NI T —Fl 3T
B XoF B RiT [0] 22 42 20 F1 26 44 7 38 Pixel . & R 7E X B %
A AL A P KR 5 48 217 58 A7 s R 5 Bk
YEIFHS . BB MR AR BiEAZ &4
BRI I AR RS SR B RE N
ZEER . LA PRUE T ] 42 4, DT B 1k X X Bk
B S R B g . BT Gamma & 4. Xiao 5F
U T — BT i T X HE O B R A = aL
M2 B4 )% AGMS(Advanced Gamma Multi-
Signature) , 1% Jy Z& i HI 0 A UE B . 7T KA 25 47 2L 2
Bt il k-sum [a] 8, Ry it — PR TR R B A
P AT T LA /D 1580 BR L O 2R Y 0 A X%
PHRAEH LS %458, Damgard 4 A\ Mg T
BET A% A A A4 2 A XA 4 DL (TCLMS)
T T RN ZEHES . %I EAEENE FSwA i
B P O POV S 7l ol [ I T W R DNl =S
T TR — T I R Lk T 3k s B A T B

1987 4£ %8 1989 4, B {H % B 27 AH G PRI A 42
TR 215 8] TP & . Desmedt % M3
FREABRETH -1 t-ofn WITREL T L. K
TRMELBRAT T 2 . 30 RGNS
T AT 0’ =" <) 5 5 J5 KR RE % 3L [ 25 B 58
BAMNBFES. e TTREZGH T EHH

K, 7T AR Z 3T RSADSA . Schnorr %8 A [
AT TR T 28 A AR T TR 2 O T IX e
Y —AEZE TH, Gennaro 5 A" LT HE 4
WSR2 R N RA SRR ECDSA
BTG IR T B E R RS BIAET TR
i HHmADT DL S HES . XEEER
PUT7 S B4R R 7 10 TOA IR S 5 B 7 oK ROR 4
TETTTRR 2 £ (92 P . Gennaro %8 APy BEAK
ECDSA HraEZe v 1158 19 IF 55 . >k ] Paillier HE 14
& T e % fm (Multiplicative to Additive, MtA) 1)
B IF B TR S 3 T 3 — > SRR R 1 =n BT
FRZ 4. MA IR LIRS o 50 N ALTEA
TR EWER T R atp=ab [ a 5 B il
Wt 2 a 50 WA . DT R B 2 1Y ofe Sk S5 Ol
itk = . 64, Lindell 25 AP [6] #£ 3L F Paillier
HE, $2 i 7 — 2 RLF MeA By “Fh A 3 i U
W IR T — A S8 Y 4 B ECDSA [ BR 2 44
T %8 207 58 BoA TR 4 24 AP 3 0 20 K T fE .
Doerner 2 AP ZEM & 2-of-n [TFR ECDSA 4§ 4
P TET OT MR MtA Bl B4 E AR IR
WLy o 277 MeA h il IR LR F 2-of-n
(TR ECDSA J7 200 v, 3205 G238 o — FiT 1
EH AT 2 58 5 — B 5, B R 1 oE
fE 5 IFR T OT 1 MtA Brisl, 76 7F
At LA F 3T Paillier HE 19 MtA Bpill. ok, &
LA e 5T Ok 1 T A O B 2 T BT BR A 44 ORI
TR A Z — . Ry i Pz ) 8, Crites 48 AW 42
T AT =8 S B TTBR Schnorr 28 44 J7 %
(Sparkle) , 3 TE W] 1 AL A [m] g A 80 T 1) 42 4
PE AP A A 7E BE P 15 AL R A DL R T 52 3
@4, SR, Bacho 25 AP 48 iy Sparkle 7E
AR R T HEAY /2 DEBEE
Z 507 JF R T LML R BB T AR IR S A5 T RE AR
B MR ITTTIRZE A5, Twinkle Lve ik F
W . Komlo % AW 428 i 7 FROST, — Fl 2 1%
AR 5 #E 2T TR Schnorr 224 07 5. % BAE%
FHZ RN B R 2T — 0o A 2 B AR
(Distributed Key Generation, DKG) , H 7] L&t I
RGN dod . A% T B LR IR % B
T2 m (IR D B R 2 44 0 B 3l 2o A0 35 AR 20
B A F Y B A AL B B 5 R A — fe A TR
25 24 W B« DATID e AR 265 44 45 A1 30 8] 9 31 530 15 3 15 T
B XL BULL BB B S B S R IE S 4 B
B W) % 24 7 R AE 32 H 3 (Non-Interactive, NI 2 44 ,



1680 it "

Bl

Eilg 2025 4

L
&

P T RO TR 2 s . S 1 S A
SEHT NI B4 44 05 %5 Bellare 58 APV T — &
I3 IZ R 2 A OB GE — B RN, 5 B T R sk
DKG Ppifl 2 5 T FROST (% 5 5 2 i 4« FROST2,
Canetti &8 AP 3R FF 3%, 7 Gennaro %5 A" HI
Lindell % A" Ppisl i 56 a5 1 32 0 7 AN 7E 2 2%
AR E&ALH A AEL B ATTIR ECDSA Bl
IR I SR B AL ) B2 AR e e A b,
HREBAE — DB Z A2 575 i S BLN K i) v ok Py
W IEAA ORI S 2 5 T AR % U Y 3 S B U 1 B
3+ DT 52 B0 1) S ML At o 30K ol 4 1 B o oA P L5300 v
(Identifiable Abort,IA), Xue Z& AP 4k 42 A MtA
PRICHY A BE OGRS B T — Fh TR A7 B
75 ECDSA 3, iz B SOR ECDSA & B 44 3 i
k=k +k, BN b=k (ri Tk B MtA B il
FHU B D 81— W I 7] AR 25 5 il 5 Shamir B
WILEZHLH Y R F] 2-of -n M TR ECDSA #pi,
117 8 5 A T 1 AT MeA PRSI 4 24 7 R IR
Bacho % A" 2 DKG 51 AT — AN #i 19 % 2 &
(oracle-aided simulatability) , 7R X {F & DKG P
WA E A & Pk 7E e SR Al BT fb M e W] T )
B BLS J5 M AR Al fhak o, Crites & AV Mg T
— ROk BT BLS % 4 Fe Ak T IR BLS 2544 1438 H]
Tk IR R T AT B BE R TR BLS 2%
%o AN S T7 S AR b T o iR O A Y
BN RAAEEMN S Z K, Abram % AV i
o £ Bl WL AH 56 & 4= 2% (Pseudorandom Correlation
Generators, PCG) 55 B Bl F ¥ 3% 25 ™ A= Bl HL %L, %
I T AF T HS L B2 1A — A AL B B B Y R
S FEEAR B X O 1T ECDSA 2 4 9, 9F:
SEWL TR TAT R <n (3G W AR 4. Aggarwal &
NPT R B A EIE e AR R E
ECDSA %2 0h i, % 07 %8 2R HH B A% 38 L ] 52 31
Z )5 Z [ A5 B A8 1. R4 24 U 51 ZKP 31k
IR SR BEALEC LR AOE A5 T 59 F 5 T
PR PRIETE B R 2 5 I AR R 1Y 1 B0 T A3 BE A2 I IE
W44 . SR, DL b J7 52 40 4t ~7 7 [a] 20 1 {5 A Y
LR A S Z BB S 5 E W,
U, Ruffing % AWV 48 H T —Fh B 3 B I ROAST,
RESORE €0 7 T4 B BE 5 12 £k % 44 B Be . BA n]
PO Ik BAE I K1 D0 & A8 m] Oh 3 19 IS 2 25 44
L e B A G N R L %4 7%, Cui %5
AL &%} Castagnos-Laguillamie (CL) fii 28 5 H: %
LR FE SR RE T RSN ZKP, % ZKP

A B TAEA R F e VAR B I LT
L E R TR ECDSA, Bouez 48 A48 LU
TERITTBR T A R A FEALER & Z i 2 22 W n
NZHITPEM T ¢ PWENS ST X AR E 2
—MAF G PR E ORI, Bouez 48 A AE
Gennaro % ANV (3Ll 1 iF 47 Bl ik, 45 25 44 Bl B K
k LA Shamir 8 HIE A0 K46 » 2507 .
B DA T B g e ==, 3 B X% 4 B Boik & ¢
NELE AR THEMAFE L MTTRES TR,
Wong 55 AU £ 0 ] — ] 81, 42 1y T — Fp - B B (7
(T TR ECDSA J5 %8 . 1% J7 S8 16 8 A Tk 31 R0 2 44
HBRPAWENIFHNREZES S, RIELHT
r-of-n TR 24 09 R PE, IR 528 7 Al R ) ok
Chen 2§ N\ F SM2 28 Z F kR T —F A4
ISO/TEC 25 24 b ) R 35 1 BR % 44 B 180, I K H
FHF ol X e i o 5 056 S 2 19 25 - K- Ml Vg L
RN Gr, %) E R T Doerner % AWV H ) 5t
T OT /9 MtA Bpisl, 2B T A R 45 24 5% 4 70 45
Lo R I R B RS AR Nk
AT AT AL Ty ik B R A T R R
BEla] A, Li 28 AV F OT 19 MeA Brill 5] A
IBS, $& i T — #4545 TEEE P1363 45 fE 1 58 4243 fii
3 IBS PR, S8 2 E bR T4 T AF % 80 A4 i O (Key
Generation Center, KGC) ) 753K . 2 B H 1L 7 19 %%
R

W22 B Rivest 5 AV & —FhiE 4 X1
BB TR Sl —HH PP — 8 HE,
1T 95 3E 5 JC AR 4 P i BAR i & 4 5 Bk
A LB PR 25 44 A R L ST AR AP 25 24 8 T e AL
Bresson % Nl B2 Z4n R 2] T IR 5 56 F
RSA 2 T8 — T TR 4 07 R IFEREIL IS
USRS RS2l 1 al el 22 4. B I, 1T R #6441
N KRG R A  RER — 2 07 R 8
ZMHTERZZL S EAREEFXIEES P,
Haque % N4 H T8 — A4 £ F 19 t-of-n
FIRRI %2 % T BRI S 5 & 500 b 2
HUEBRF M E Bl . doh iz B4Rl 17 —Fb
BT AEATBE T AR B G 2 S, R uE R T
e FREML I S AL R T 24y, Bk 245t
T 2 5 5 ¥ B 1y 5% B 25 FL Ml 45 4 2 Haque 55 A
GEEFTIIRAZEL R T I AHEERE
AT A B TTBR A& 45 5 525 3F BA OClog(n)
M2 2K S AR ERL LR () n Ik B 22 . SR,
A T BRI 25 44 SR i A 25 44 b 20 ) 75 3 7 1Y 48
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ZEEG XTI BRI T S E Z AR TE D, 2
Xt 44 PETE LR . P, Aranha 88 N R T
— AT R B TR ER 25 44 LA bR ok — BRI . %07 &
M ELEREEEIH NP ERNES IER
AT TRR XG5 44 0 B 4 M (R Y 2
2 H RS I 44 SR oA N B & iR . R
1 s Avitabile & A 4§ 1!, Aranha % A 39 T /E
ACREFT X E B dRc Ja — > % 44 1 0 T 1 e ik IR BT A
ek A oE B X T B, Avitabile 58 A4 H T —
AR A E SO IR BIAT AT R AR B AL
TEFNPUIE BT AR T R 2 A ), iR 42 T T2

25 b e A BT 44 R SR 4 4
T7 SRR BN Tz SR T A L e oK 4
s w0 Lk A AL B O SR D RE R S AR
Ay BT 44 T5 G 78 A% T N2 4 RS2 AL 75

A 7 SEAE R R 5T 19 AT 30 R 1 5 38R 07 T A7
TEW AN
3.4 HHBXEAMDE

TE2N A i 25 XU BE 5 57 v o 38 0 S A7 A AT A5 26
=078/ 25w AR DDA E R AT $E T 2R
At G DL R R G i s . YU T AE
% 7 1 P D0 T 52 B A1 B L 5 SR A% 4 Y 4 )
IR TR A g BIR T T4 5 592 A 22 18] % B 1) b 7l 9 52
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Background

As a revolutionary innovation, blockchain has achieved
significant breakthroughs in various fields. However, with
its widespread adoption, privacy concerns have become
increasingly prominent, particularly in the context of block-
chain scenarios. To address this issue, numerous solutions
dedicated to privacy protection in blockchain technology and
its applications have emerged internationally. Despite the
existence of several surveys in this research area, few have
comprehensively summarized and categorized the extensive
research results from the perspective of distributed crypto-
graphic techniques. Specifically, while existing research has
produced a wide range of privacy protection solutions for
blockchain, current surveys often lack a thorough analysis of
construction principles and systematic examinations of available
solutions. In previous studies, despite the presence of privacy
protection solutions for blockchain, most of these solutions
focus on specific technologies or application scenarios, lacking
comprehensive reviews and comparative analyses of the overall
research landscape.

Therefore, this paper aims to fill this gap by providing a
comprehensive synthesis of the research achievements in the
field of distributed cryptographic techniques, shedding light on
the construction ideas and conducting in-depth analyses which

have been lacking in existing surveys. This paper seeks to

contribute to the research field by conducting an in-depth
investigation into privacy protection issues within blockchain,
offering a panoramic view from the perspective of distributed
cryptographic primitives, and addressing the shortcomings in
existing review literature. At the beginning, this paper primarily
focuses on cryptographic primitives suitable for blockchain,
providing a systematic review and comparative analysis of state
of the art. Additionally, it will delve into specific technical
methodologies and construction ideologies by exploring some
selected classical solutions, in order to support the construc-
tion of more comprehensive and profound privacy protection
schemes.

Through an in-depth exploration of privacy protection in
the blockchain, this paper aims to provide theoretical support
for strengthening the integration of distributed cryptographic
techniques with blockchain technology. The ultimate goal is
to lay a solid foundation for the development of more secure
and efficient blockchain applications.
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