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Abstract  The vulnerability of device drive is an especially important issue for security of Android
phones, because device drive run in kernel. Not only it will affect the user’s satisfaction, but also
concerns the stability and security of the system. Compare with other vulnerability discover the
work of device drive is a difficult task. However, there is a lack of understanding about the target
program, and the testing is random as well as blind in traditional fuzz testing. So this technique
cannot meet the requirements on the vulnerability discovery of Android drivers. By improving the
existing fuzz testing techniques, a new genetic algorithm based on black-box test is presented in
this paper. The genetic algorithm is performed according to the execution results, and is used to
determine whether the parameters of test cases should be preserved or transformed. In this way,
valid parameters are passed to the next generation of test cases, while invalid parameters are
transformed by different strategies according to the execution results. Therefore, the fuzz test
cases can quickly converge to an effective scope. In order to raise the speed of vulnerability

discovery, a parameter optimization technology is introduced and expanded. For faster testing,
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the invalid parameters which are obtained from the genetic algorithm are further modified to some

special data or user’s default data. At last, based on this algorithm, we design and implement a

fuzz testing system for Android drivers, which is denoted as Add-fuzz ( Android device driver

fuzz). We deployed the Add-fuzz on many different versions of Android phones to perform a system

testing, and 9 unknown security vulnerabilities about Android device drivers was discovered.

Compared with other related works, the experiment results demonstrate that this algorithm has

good effectiveness and applicability.
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Background

This paper mainly researches on applying the genetic
algorithm to the fuzz test of vulnerability discovery in android
device driver. By now, there are many vulnerability discovery
techniques, such as static analysis, dynamic taint analysis.
Unfortunately, these tools are not suit to discover vulnerability
in device driver. Because these technologies can’t solve the
communication between driver and device. Symbolic execution
leverages the way of virtualization hardware solve the problem
successfully. But there is no Symbolic system of android at
present.

Traditional fuzz test is commonly used to discover
vulnerability. But its disadvantage is that has no knowledge
of the target, so it is inefficiency when it product test cases.
So it hardly discovers any vulnerability if we don’t improve
the technology. After analysis the problem of traditional
fuzz, we present a new genetic algorithm base on black-box
test to produce test case. Different from the existing genetic
algorithm, we take advantage of the execution results to
generate the next generation of test case with error message.
and no need the support of the source code. We preserved
valid parameters meanwhile change invalid parameters by
genetic algorithm. Algorithm leverage the execution result

improves the convergence rate of the test cases. make the

validity of the test cases is greatly increased. But vulnerability
discovery not only need to perform function calls correctly,
you also need to mine the unknown vulnerabilities, so in the
genetic algorithm executes, needs to retain a certain random-
ness. For certain types of vulnerabilities, we can modify the
parameters of the corresponding test case so it can be tested.
Through the improved, test case composes from the original
single random test parameters to the effective parameters,
default parameters, random parameter. It not only improved
the effectiveness of the test cases but also improved the ability
to discover vulnerability.

At last we present the system called add-fuzz of vulnera-
bility discovery in android device driver based on improved
genetic algorithm. We performance the add-fuzz on many
popular Android phones with different versions, and 9 security
vulnerabilities were detected. The results demonstrate the
effectiveness of the proposed method.
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