H40% 5 it A HL =5 Eire Vol. 40 No. 5
2017 4E 5 A CHINESE JOURNAL OF COMPUTERS May 2017

& AT & R 5K O < WA IE 2 58 38 #R i
P KA REE GRS

DR E ARG EE R TR WM 450002)
P [E AR B RS E ATETER S R B ARBESE IR JERT 100190)
DOF BRI E AR E  JER 100072)

OB MCOSAEEYI S (GPAKE) PrisUe — 285 iR 19 = Jr Bp 30, o b & 7 AR IR 55 e 36 = A IR 0 4
7R S AE IR 55 445 04 P B T AR i 0 A 2 T ol T A SR A T S SE B . GPAKE PRBT ST I AR R Z B T
ZHIRTE. KT . ©F GPAKE W BUHR R 7E A% 58 “ IRAL 7 1 22 AR ep b 47 40 M R BEIT Y B0 25 B0 LRy 7T 40 & %
A B B BT PR AR OC 02 TR R UM SR B B2 08, O T R IE GPAKE B 38U7E B 4230 52 B o T A SR AR R8T
B 22 At i SCHE S T AT 4 & (UOMEZL T B 58 GPAKE p Ui 26 ax ks 3G, 45 7 GPAKE (9 BRI RE L X & i
B2 4 By 1k S T S M P A DL R R AR 2 i 2 PIAR T T R S5 4 1O RA R M SE e A HARPEAT T 20 I L AR IE T B i
TE S 2% ARS8 o T 21 5 4 ek L 3 2 T T P P o T DA 0 A ey L B O S At B O S 9 11 T T GPAKE
P& L. 5340 FIH UC %2 P J5 PAKE BRSCGH B AIE S 80F. 45 1 T GPAKE Prisl 9 — 4> 38 FI# G . i He
REW B 2 B 15 B 2 A BAR A YR S0 IR IR T il AR i 2 UC % 4xiy . IAE UC %4508 GPAKE HAHIIRE.

REEWR AR LAl A AT AL G s 1A DR 3 BT H s  SG X
HEESEKS TP309 DOI & 10.11897/SP.J.1016.2017. 01109

Universally Composable Gateway-Oriented Password-Authenticated
Key Exchange Protocol

HU Xue-Xian”'?* ZHANG Qi-Hui” ZHANG Zhen-Feng” LIU Feng-Mei”
D (The PLA Information Engineering University , Zhengzhou 450002)
» (Trusted Computing and Information Assurance Laboratory , Institute of Software, Chinese Academy of Sciences, Beijing 100190)

3 (Science and Technology on Information Assurance Laboratory, Beijing 100072)

Abstract Gateway-oriented password-authenticated key exchange (GPAKE) protocol is an
important cryptographic primitive executed among a client, a gateway and an authentication server,
where a password is only shared between the client and the server, but a session key which has
high-entropy is exchanged between the client and the gateway. Because of their convenience in
practice, GPAKE protocols have attracted much attention in recent years. However, almost all
existing GPAKE protocols are analyzed only in ‘stand-alone’ security models, in which some basic
security goals, such as protocol composability and security when related passwords are used by one
user within different protocols, are not considered. To overcome these deficiencies, we consider the
security definition of GPAKE in the well-known Universal Composability (UC) framework. We first
formulate an ideal functionality within the UC framework for GPAKE protocols, which captures
the requirements of semantic security of session keys, resistance to password-guessing attacks

mounted by malicious gateway, key privacy with respect to the honest-but-curious server, as
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well as protocol composable security. Moreover, since in the formulation of the GPAKE
functionality we let the environment choose passwords for all parties, our definition captures the
cases that related passwords are used by different parties, or by the same parties for different
protocols, even when the passwords are selected from arbitrary probability distribution. In
addition, by utilizing cryptographic primitives such as UC secure 2-party protocols and message
authentication codes, we put forward a general construction of GPAKE protocol, which can be

instantiated to several concrete protocols. We then prove the security of our construction rigorously
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in the UC framework, i. e. , the construction can securely realize the GPAKE functionality.
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P WS 5 & AR Y sid " IF BT 25 0L 1Y 384 4
BRRER) M WIR N TEAE G AR RN sid i
PAKE P8I RE Fopaxe » WIBTE — 4> 87 19 BLAR 2 fig
S

(2) ML P2k BIHREEZH07H B (NewSession,
sid ,Pid, P;, gateway) 15 )5 . & Je K & % Pid
JEIEN Pid = {P.. P, . P.} WA 744 H NG5 6y
P H5ZESHEHEE P A —2. K5, M ik
NGRS,

sk OB EPRRENLEL x € Z, TR X=g" DIK O, =
Mac,, (sid,Pid,P., X)), 3R )5 % & B (sid, Pid,
X OOHMEK Ps MRS 4 PREIR B T &6
Ny sid " J5 PAKE HE A8 9] B8 Fopaxe 52 1 B T
FEFH H (sid " sk I8 3¢ Gsid "o sk FF 9E NS5 1
DMK P UEIR A% P (sid, Pid, X,
S EFERENLEL ve Z, A5 Y=g SRR A
WEEEEEWEB (sid, Pid, X,Y , 0. ) IR% 48 P..
(5) 55 48 PULRIE B T M P, IH R (sid,
Pid, XY 6. )5 » B FH B AE ) 6 Fopace 403K 15 1Y
sk BAIE O W Ver o ((sid, Pid P, , X),6.,) =0,
FeWI ST MAC DAERS A i 1 50 00F A8 3, 0] iR 45 #4%
W FR4% Z4%i H (sid, Pid ,error) , [m] W 3¢ P, k% (sid
Pid,error) SR )G & LB 1T %Verk ((sid, Pid,
P..X).0..) =1, k% MAC I iF @ . W] iRk 5% 2
FI I Bf 254 sk’ 313 5,(.:Mac,kf(.szd,Pzd,P_\;,Y,
X)), Bl )5 m 5 Z & ik (sid . Pid , completed) ,
IR F I A W56 & 2% T8 8 (sid , Pid . X,Y ,6.).
(6)#F M P B R A P I B (sid, Pid,
error) » B AN P35 01 56 1E AN 3 5, TU) 36 PR BB AL 1) 25 3%
BB sk € (0,11 I A W5C P MR 55 #5 Ak e 1]
B Csid, Pid, X, Y .0,) , Fe W% 11 22 il 2 3% 1 0 6L
TR S5 AR I TS sk, = X7, ] P55
(sid,Pid sk, ) s8R )G kK% E B (sid, Pid, Y ,0,) 45
PP,
(D FP PAEIRAT P, E Gsid, Pid .Y,
O, >F BRI sk’ BAE MAC PAGERS 0., , WS 33

I ) 3k PR BE ML 1Y 2 06 4 sk, € {0, 1) 5 R
LﬁEl_T W5 sk, =Y . BeJa M A5 (sid
Pid,sk.,).

T 1. 78 UC-GPAKE Wi, il 55 #5% 1) = B 4E
FHOZ D B N B0 IE & P 1) & bk B 2 & P R 3%
f3F L MAC DA GE RS 56 iE AN 38 5 i s IR 55 4% AN
[ 55 5 i (sid , Pid s error) , ik i — 25 38 A1 ¥ 56 35
UE A 8 2o 14 5 5% s % T P (B 3 L IRATR A T 0
PRAH T BB E SCAH — B0 A n SR AT o] 56 TF AN 38
ik, DU P (s 56 ) T 36 45 A S B ATL 1) L R R A
R IE R, R Y T A B UE AR T s R XU
A BETE AT 2 AH [R] 19 2575 % 5.

2. BT "H TN 2 GPAKE
P 1 UC-GPAKE PSR 15 19 56 i il 55 25
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E] 5 BB $2 Ak 22 A DA AIE Al 55 1 15 38 . 76 BRAERE AL opr L oA
UE A 30 A 33 5 R A DE T f PEAR o R AR O
e g Ak 10 O R 55 4 =2 1) 9 4% 338 1 5L 09 B8
U0 52 B PEDAUE 5 76 B0 SE AR o, ] R 58 7E Hh P 1R
A B B 19 O IR 5 s 2 Ti) e 55 v 40 1 % 2 45 2R
Jei R 2 42 MAC HILI R BT 42 i 10 38 2 247 A IE.
T 6 3 I S RN AIE A 55 4 B 2 A B iy 1A RE T
R R S B,
3.3 kGl

UC-GPAKE ¥l & — F iR & Wh il & % W 7
PAKE $UAH I 68 Fopaxe VE R — D HEAR L, 76 5L FR
7 e R] DA 4 i A ] BB 98 UC 528 Fopaxe BE

HINRERI P Jr PAKE Ppasfl- 2 G 4E Sy 4L 1 i 7
Ji PAKE #hBU2 FEHLI 728 (RO AT R Al ik W] 22 4
(. P2 19 UC-GPAKE P 8CK & RO BB A]
UERZE 20 s M PR P 75 PAKE B U2 b HE AR
TR AT B 2 4 i B SO B 45 2 UC-GPAKE
ARSI 9] A K 2 B HEASE TR R I B 4 Y P L

AT AT Abdalla 58 AP 45 RO
BN UC L4y iJ; PAKE Pp b7 52 B4k . 15
BT — A UC-GPAKE Bl AR SR ANA 2
7. Herh SEE R IR 2 5 05 22 18] Y T8 A ekl i A 2
AR IE BEAT Y 43R 7 I 5 I 5 i 22 1] 1Y) 3 £
Je i 3 B A7 AR I DGR {5 T8 BEA T Y.

%P, M2 P, IRk %5 4% P,
€72 X =g (P.. X"
SEZLY =g
(P,,Y*) Y =FEqa| pu(Y)

Y' =Dy p (Y

TE€Z X=g"

sk'=H,(sid | Pid | X' | Y || (Y"))

Auth=H, (sid || Pid || X" | Y' || (YD) || XD
(X ,Auth)

(Y0

verify 0.
skeg =Y"

Auth?=H, (sid | Pid | X" | Y | (XD || XD
sk'=Hy(sid || Pid | X" | Y || (X))
0, =Macy (sid,Pid,P;,Y ,X)

K 2 UC-GPAKE il 524 1k

TESR A4 5 Hp FRATTHS i 7™ A% 1) 4 42 TR R 243k
W] UC-GPAKE Wl 4 4 2 10K I8 i A 15 7P b
B 22 4. O T S D UL M B P LA 22 4
JE A T T R R BT D B 4 P AT A 2
oy . PR BLRAT 4 ZRIE B9 T & PORUIR S5 4 P
Z I P T7 1A AR 6 B 52 fe » A Al T 3 75 9 o
ARG skT IFIII T MRS d PR T P g
L. 1 TAENRZEAMFR BT PAKE 454 M
7 EIR 55w BRI B B UAE 52 0 Ak ok A v
i SR B AR TR R A R FAR i 3R
fiI4E Abdalla 5 A 25 H BRI ) Aweh 7153 2
AN X =g+ A5 52 B I 8 A 19 [R] i 52 B T
Xt X IR 3 1 MAC IAERS % X TAGE (L

3.2 WA ) I R BRSNS 53 40 i sk
£ MAC 280 A O IER 0, M SGE L3 T N E
Jr PSR S5 s PR 2 sCGIE it UC-GPAKE #p
WAL T % P Rl 55 2% 22 1) 1) d 28 1) DAk 3k %)
T B 1k M e Y i H .

LIS 3 2258 6 FZIMEWM T % P P A
W3¢ P, 2Z (8] Diffie- Hellman 28132 e , 3 7 IRk 55
& PR BY R 6 MAC AL AR 3E T 1 B AL
TAUEPE 5 AT B 08 R UE T 2% 15 %5 BH AH X F AR
Wi 5 0l ek i hh .l T % 7 PO G
P oy ERARERE R oy HXPIR S 45 Ik 55
B JC VR BN B A L) 2 TR sk, = sk =g
A15 B B BCIE PR AIE 1 23 3F B A AR X T IR 55 s 1Y
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AT K UC-GPAKE B 22 42 P AR5 A H:
b ICHEAT HE L. % T UC-GPAKE B U 2 T

J5 PAKE P BB 11, BT DA TE o 48 B BB
BFFRATTRIA 3.3 45 BT 45 th 9 SE AL S i A, & 1
I T 82 4k )5 B UC-GPAKE Ph il f1 & F 1Y
GPAKE P i 2 [] 9 1 41 bh A 25 5.

% 1 UC-GPAKE Wil R & MM E LK

B e #it UODA M-Auth SRR o EES 1 55 4%
ACFPL8] ROR Model No No 4 2E 2E 2E
ATPHU ROR ™ Model No No 4 1E 3E 3E
Yyt ROR Model Yes Yes 7 1E 2E 41E
WMzl ROR™ Model Yes Yes 6 3E 2E 2E
Ours UC-Framework Yes Yes 6 1E 2E 2E
TER A, 22 R ROR P2 4 0k W T RE Foraxe 2 235 Y Fopaxe . 7350 T UC-

MR Y 22 A A, Ho ROR Model 3278 Abdalla %
N3 1 3E T GPAKE Pris 43 B Fi & 42k B Y
Real-Or-Random £ #15 , ROR Model" 278 Abdalla
4\ 2008 4F 7E Real-Or-Random F 71 & ity |- 3 —
A B AR Y B B s AR AT UC-Framework 3675 38
FART 4L A HESL. “Hr UODA” £ R P s 15 fE 8 3K L
AN E 8RR T L I i (UODA) L, “M-Auth” R B
WU 7 5 R % P AR 45 4 =2 (8] 8 2 =80 ) Tk
“HAF R R n W WIS AT T 7 AR I S 1 A AL
SRV R SS ATAr AR 3 NS 5t
BRI, R B o hFeal i Rifs 8s 5, b E
FETR — YRR B2 5T 7 1 TS [

k1 pr s b A% 42t J7 i UC-GPAKE
WE R T O A GPAKE P, & e 1E 76 B 4=
MW A 4 e 4 vk, IF B R 4 A48 80wy Ak B 1k
UODA ;. 78 2 3035 43 701 1 B s R g ikt
UODA Htifi » HAERJEAEAL G2 IRNAL 7 (1) 2 4 5 A vh ]
WEBH 2 4 IR BE AR IE 4L A % . FE R BUCR Ty
T % T SCHRLS s 11 i B BUAAAE &2 e PRk B, R
52z 4 (i UL 4T H 8. UC-GPAKE i B A #l
Wei 88 N 14 B SORE [R) 114 308 15 56 500, 76 1 G iR 55
i i A AR ) B E B A O L R B T kL 12 ]
PRI il i TRRATE R T R et R
Ui (8 SRR T TR 2 A — € R FISCR(12]—
e 2T 4 IR BB L.

4 HIHRE IR

A7 E ] UC-GPAKE #p B33 &2 UC fEZ N
GPAKE Ry 42 . B oh P iRy 16 55 5 3] 2 4t
Z 2% 8 R I S0 bs B AE JTUC HEZR R it 47
(o RIS GIE B BT 44 35 ) UC-GPAKE Ppil S5 38 T 3

GPAKE Ppill#4 1 i F 17 W 5 PAKE P 3 i1 B 48
T A6 Fopae VE 0 FHEHL . BT o 0 IF B 2 76 R & 4
AU AT Y.

EIE 1. RIK Foraxe s ¥ 7 PAKE P8 i) 3
AHIEE , MAC=(Key,Mac,Ver)&—"1 CMA-EUF
A EOAIE R . G = (@) J& B B R B g (75 36
#E, FL#E G L9 DDH ] 502 JR 3 4, 0 3. 2 55 o BT
¥ i) UC-GPAKE #pUJ2 UC 2241 BITE Fopaxe -
TRABA R UC S8 T BAH TN B8 Fopare I 2 216
%]:GPAKE.

TE L A RE JUC MEZL ih 2 235 9 8 2 3,
AR ) R Fopaxe M 6] S BPKE LA 56 & —FE 0 &1&
PRI SID, B AT i & A6 s SCR [ 1 7 25 3 s 18
SSID k5 LUK 5. TRk B b, 387K 2w AR ] A9
SID A fifi I HA X 433 g SSID.

. RAE UC HEZE o b OB/ 52 8L
SCERE LSS IR SRR AT PPT Joili 3 AL #04F
A S, AT & PPT 355 Z48 A RE LA
] 20 (A X 4y 5 B 9 UC-GPAKE 1y
WO P DL R i 3 AEAT 38 B 38 2 76 5 FAR ) g
Foraxe LA SRR # SHEAT ST L, UE B 72
A FR AR B (RO AR AN 1T X
SRS 4. 1 g B S TR AR 1 L 4. 2
T I BA B 55 Xk T AR AR R A B S R b B GE AT R
A X o
4.1 HEEMES

BN S A AL 3 o 2 5m ao  H 20ih E A K S
. R Y B SR S AR T BE Fopaxe BN
B H AR B N BGE & AR & — AR
PSS 1T I 8% 76 H BB A 2 A0 1 BT A S A R
Je AU SR AT Rl AR ()5 B0 # A AT D T BE AT 8l
VB AU ME S 7E T ST BAE R HLE A P B s 1 4
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A TE T 101 28 Bk 2 A 960 0] R I R BB i e I
BIeib S o R 5 Fopaxe 38 B W EE ) AP EH
P ol W) #2315 O A 1 E B

B E S BARF 3 QR . 729 S I BRI
ST B, & A AR 1T Wy U 5 8 32 2% |
CELAEHE G VAR HAE T g0 » R 5 4% I J7 A
P Fopaxe ~ 1A B i A5 2 5 07 FI )7 PAKE
) BAR DI BE Foraxe :

(D) QAR B SWLE) 1ok B BAR DI RE Foraxe B
8 (ssid , Pid , P, ,role) s o Pid={P,,P,,P.},
role € {client, server ), VL X IEARIR N ssid . F 7 Fx
W P, e{P P} N role JEk— B9 5241
fiiic K (ssid, P). A P, WEESR{P L PON{P Y
BUrE R ssid =ssid || P. || P,, A& FRIR Hy ssid’
B AE I BE Foeaxe B 03 1) B0 H AKX H B
(NewSession,ssid", P;, P, role) , 1£ S B N #AR &
HE SR (P, Py D) H B ZI0 ¥ AR IE N resh;

(2) QU ARAA 2 S UL H 1ok B AR TN BE Fopaxe 1
H B (ssid, Pid, P, , gateway) s LS TERRIR N ssid .
MPFRRR P, 8 gateway T — A8 1 9 5&
SCH) 38N Cssid s Py S SR G AN SRR ES

(3) AU & S A B AU 1 BEAE ) BB Fopaxe UK
Bk AT AW B AWK ) (TestPwd, ssid ", P,
p I AEUFH ST IZIE B R & 104 pw
] 3 AR ) i Foraxe & ) 7] (TestPwd, ssid, P;,
pw' ) R Fopaxe IR 8] 14 & “correct guess”, M| %
NYGEHE ARG R TR O A R E SHEIL
F(PL P DB N (PP, pw) I f Hok B
Hr N compromised; U1 R Fepaxe IR Bl 1§ B “wrong
guess” AR E SHIC (P Py LD BRSHE B N
interrupted;

() B F S B B 40 1) AR T BB Fopaxe YR 3]
kAT AR L B ) (NewKey., ssid ", Py sk)
L, Hrp Poe{P., P}t PGP, PON{P;}
) B 0 5 2 2R (P .y Py, %) J& compromised B
BEAFA PR W BB K 3% Gssid s ST P
WHR (P, P;, | )} fresh, H RN #7753 5% (P, , P,
1DBRGEHFT PRk %A sk’ Bk 3% % B X
S fresh, IE 2B 5 S 1) BEAR ) BB Fopaxe K15
1) 7] (GetReady, ssid s Pid s P, s server). {15 S 3|
Foraxe IR 8] {34 B (ssid, Pid, completed) , M| 3 B
P P, HA R B 104 tmb i P P 3 A 1 % 41
sk/ BRI P AR A A LR L e —
MBEHLIE sk” ¥ R RSB P P

5) YL % 1 PosIR 55 4% P A5 Bk B
THA TN EE Fopace B I %547 5 - BEHLE St al LL%
MBS PP T A 2 5 O i B AR sk B A
B %6 T B, B IR IR T 8 T A i 1 4.
o B VE B A P P ) 3% i B R TR g
Yot 3 A% J. o3 Hb . an R T P B 45 4 A=
AT 2 ih g AR 0 S it AR AR ARG B &
NewKey #i[a].

4.2 ERARTX oM

ARATUE A B K 44, B AT & PPT ¥R55 Z 48 1
REL B 2 7] 20 B ME R X 4r B2 “fE 5 JH 5L UC
GPAKE WhUH 7 D e Yok % A#EAT 38 B, 38 52 “ 7
5 IEE Fopare VA R KE B SHATRH . N
I, FRATTAR 4l 20 5% Z o 42 41k i 11 & A DL K B &
PN R AT N o3 16 SR AT 0He. 25 5 RE AT = 507
14 JE Ak #1055 B 3 e 8 e BB, BB R iR )
WA 43 BT Bk 5 I A & T A3 SR 1% O

(DT 1. A58 Z R il 9% 7 IR 45 45 42
HET AR A 04 pw, = pw, , BMGEE (T Tl 3 AR
A Kk TestPwd if[a].

MIEE ZAE 5 S Bk # AL N UC-GPAKE
PMHEAT 22 HL I RS 3. 2 5 b A B UMY s T L A
JFRRIT B AR T BE Forae ¥ N & 5 PR 55 47
P 32 AH ) B e i %54 sk TE & 3] MAC PLH 2 —
A~ CMA-EUF 42 4> (191 S A TE B > i i 25 9
sk' PG OLT , Bk & A R RE DL IR £ 0] 200 1
RO MAC IERS. BRI B T 0] 200 1) HE 5 41
% R O A R [ #9 Diffie- Hellman 52 i
VER TR sk, = sk, =g".

M B ZTE 5 AR W E S UL B AR Uy RE
Fovaxe FEAT A H I AR AR 4. 1 5 tPoBE 4Dl 3 S 44 35 7]
A BRI b ST BEAR T BB Forake K i GetReady
T[] Fsf o 5 0 OB 18 1 4 S A ] Y. e i) SRR ) g
¥ A5 P,k B35 51 BEML 09 235 % 41 sk, IF Bl )
HZmARRG K P..

g5 bk ek E AR R th i MAC E
TRy, 30 S 3R 55 v & 7 R0 I DG KR H Diffie- Hellman
S g AE O B AW R ] AR R 8
FY 0 7 R X X SR 49 50 3 BB BEPL SR sk, = g
B A 25 %A, 24 DDH [a] R X 1 AR 3% ST
IF TR ER B Z 2 22 DL AT 220 W 1 HE 38 DX 40 PR s 9
A NN 28 22 L AT 220 A 2R X 0 B R AE 5 LK
P SGA 2 FR AR PR T A L

(2) T 2. A BE Z APl % 7 IR 45 48 42
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Password-authenticated key exchange (PAKE) is an
important type of key exchange, which allows parties to
authenticate each other and establish a high-entropy key
based on shared low-entropy credential called passwords.
Because of their convenience, PAKE protocols have been
extensively explored and widely standardized in recent years.

A gateway-oriented password authenticated key exchange
(GPAKE) is a special kind of three-party PAKE protocol
among a client, a gateway, and an authentication server. The
aim of the protocol is to exchange an authenticated session
key between the client and the gateway with the help of the
authentication server. where the authentication is conducted
by means of a low-entropy password. The password is known
to both the client and the server, but not to the gateway. With
the incensement of protocol” s participants,

more security

properties and goals should be considered when GPAKE

protocols are analyzed and designed. Indeed, much research
focus on the problem of extended the existing security models
to contain some new security goals.

However, almost all existing GPAKE protocols with
provable security are analyzed in variants of the BPR model
ROR model.

attention to a

and the These game-based models restrict

”

* stand-alone” setting, in which only the
instances of a single protocol are considered in isolation,
whereas no other protocols are allowed to be executed in the
same network at the same time. As pointed out by Canetti,
when placing the prmocols in a more Complex context, security
can no longer be guaranteed by these stand-alone models.
Some progress has been achieved in respect to UC-secure
PAKE protocols during the last decade. Nevertheless. little.
if any, effort has been made in strengthening GPAKE with
UC security.

To overcome this deficiency, we consider the security
definition of GPAKE in the well-known Universal Composability
(UC) framework. We first formulate an ideal functionality
for GPAKE, which captures the requirements of semantic
security, resistant to attacks mounted by malicious gateway,
key privacy with respect to the server, as well as composable

security. In addition, we put forward a general construction of

GPAKE protocol, and prove its security in the UC framework.



