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Abstract Large-scale real user password sets are well regarded important in the field of system
security research, due to their usages in evaluating the efficacy of the algorithms that guess
passwords, and detecting defects of existing password protection mechanisms, etc. At present,
some ways of capturing real passwords are available for researchers, such as accidental or
malicious passwords disclosure, voluntary user contributions, or sharing by voluntary websites
for research purposes. However, there are some serious limitations involved in collecting user
password sets in the above ways. For example, password sets that are captured from passwords
disclosure may have been tampered, and therefore their quality cannot be guaranteed. What’s
more, types of these password sets are limited. As a result, it is still difficult for researches to
have access to the large-scale clear-text user passwords in a systematic manner. Motivated to
resolve the above issue, this paper presents a sample perturbation based password generation
algorithm (SPPG for short). The algorithm is to use a given small-scale real user password sample

as a training set to generate a probability model that can then be used to provide large-scale password
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sets. The small-scale sample is relatively easier to obtain. With the purpose of improving the
authenticity of the simulation password sets, the SPPG algorithm is designed based on the idea of
sample perturbation. On the one hand, the algorithm takes advantage of the Probabilistic
Context-Free Grammar to parse the sample, and then generates passwords that have the same
structures with passwords in the sample. On the other hand, it also utilizes rules that are
frequently used for users to deform their passwords, and then generates passwords that are similar to
passwords in the sample. To evaluate the efficacy of the SPPG algorithm., this paper presents a
set of criteria to evaluate the quality of the simulation password sets. These criteria include the
coverage rate of the real passwords. the goodness of fit to the Zipf distribution, the similarity of
password structure distributions and the proportion of special patterns. In the end, this paper
compares the efficacy of the SPPG algorithm with the popular probability models of password
guessing, including the Probabilistic Context-Free Grammar and several variants of the Markov
models. In the experiment, small-scale samples are randomly selected from real user password
sets, and then are used by different models to generate the simulation password sets. The experiment
results show that the SPPG algorithm has better performances. On average. the coverage of the
real passwords is improved by 9.58% and 72. 79% respectively compared with the Probabilistic
Context-Free Grammar and the 4-order Markov model. And the coverage of the real passwords is
10. 34 times more than the 3-order Markov model and 13. 41 times more than the 1-order Markov
model. Besides, the goodness of fit to the Zipf distribution remains at a high level that is no less
than 0. 9. As for the password structure distribution and the proportion of special patterns,
simulation password sets generated by the SPPG algorithm are also shown to be more similar to
the real password sets compared with simulation password sets generated by the other models.
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SimulationSet.add(p’)
17. END FOR
. END FOR
Ny« N—M=x* X
. SampleSet2 < PasswordSam pling(Sam pleSet, N, )
. SimulationSet2 < getSimulationSet (SampleSet2 , N, )
. FOR each p in SimulationSet2 DO
SimulationSet.add( p)
. END FOR

25. RETURN SimulationSet

SR 2 JEOR T TR AR AL 1 4 A R Ty i
Trans formation W EHARNZ. 54 O 4 AL D
A Je TE A X AE A T4 AT H DL A% R D0 A 4 i A5 3]
— S A T A2 PG — S X e
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) C 2R F4F . AT LAJE 1 3] #1074 28 2L 43 B T 1Y)
— B CRFARF. T oh . — S {7 ) BLE B 14 I
TEIAT 14 BEmlt B3I — A 45, DR ] B 722 46
o] PUJE I B H 4 m B — A A a0 RS 1 A
“123password123” 3 18 I B A2 4 AT LAAS S AH 8L 4>
“password123” . “password”B{“123passwordl12”.
ISR 2 0 P BRI A I e B U H A AT
S INER 43 A7 A8 . [A) I, 3F SR 2 9 14 M TE
PCFG fA P S /N 1 4 X R O AR A
P B B A B Oy S % (R R AE. TR O 2 AT N B
O3 AT B AR AR W] AR B 5 REAS 1AL HLAF B
PO A BEE 2R A R AR 2 R 3 b
TR 1 B 114 K BE IR 2 2 I I 28 46 AU AT )5 1Y
FA /N T d /N A B8 U B3 A i 2.

R 6~ 7 X PR R/NG AR 4 X o g L
IR P A AR R 2 — . R/NG AR — i oy 1A 1 E
TR [ I n] BEAT B TR Be ) RN R
e G R B /NS W B o 2 REIEAG A
TR BN R RE WK 5 Ry 2/ NEIRAG S A 1)

KREANG 2 RES2/NEIERD.

R 8~9 XN Leet™ A ffe, 322 x) # UL JLAH
TN F Ao e G a S @M R s 5 $ 1
o5 0MEHRHGE 1 WE. e 53 WHEHF
57 W B AR 5] AR AR A 114 “ password” 25 6 3|
“p@$ Sword” ;s B 10~ 11 X B 7 F 44 8 47 B 1Y
A, R IR IR AT S AR 0y IR AT 0 T A AT AR
PR K. AR ERERF S G O AR
— BRI AL, M R R A R AT AL B A
e, B Un A “gzwz02047 3] “0204gzwz” s B 12~13
Xof I 3 2 A A 4. A T A I % 2T BE
FiIE . — RO 45 R ASCIT A % 8, —Fh & 7
P ERTEARTEBE B b ) — A7 007 B HLAY B 22, B ST
F18) 7058 4 2 P A R e BEURHL [ A R S I — A~ 49
T B — A~ 4 BB S 14 A AF R B 4 o5 — TRl 26
RURY 745 H . B a0 AR AR 11 4 © 123456787 7% 46 3|
“123456789”.“12345677 8 “abedefgh” ; 2 UF 14 ~15
FoRA VAR B BA [ SC a0 A RRAE U B 4
8 — 2 R A ABL 1T 4 48] G A AR 11 4> “ password-
password” #] A1l 1 4 “password”.

JE B 2 BERANZIEIR CL TR 1~2) KR
TSR 2 A A J0HE i BE A AL T8 v i) B A e R0 D)
TP R0 4 “vxfdowix” K A fL & Leet A%
Bkl 22 (745 . ok 9EAT Leet A8 ., W 8 59 ik £ H:
B 0]

"Hik2.
mation.

WA-H%p

Wi p Zd BB B ARIL S p’

1. matchRule<-FALSE

. WHILE !matchRule

TR AR AL B A 2R B Trans for-

2
3. ruleType<RuleTypeSampling )
4 IF ruleType=1 THEN

5 p' < Delete(p)

6 ELSE IF ruleType=2 THEN

7. p’ < CaseConversion(p)

8 ELSE IF ruleType=3 THEN

9 p' < Leet(p)

10. ELSE IF ruleType=4 THEN

11. P < SubstringMovement (p)

12.  ELSE IF ruleType=5 THEN

13. p' < SequenceTrans formation (p)

14.  ELSE IF ruleType=6 THEN

@ Leet. https://simple. wikipedia. org/wiki/Leet
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5. p'~ Half(p) () BEER RS 8 T S T8 T2 T
16 EADIE 14 B 60 T 20— a2 00 265 440 o SUA 50 BBl
e 5 LR T — BN B0 R R B 1%
o 76 114 S b s 2 15— O 1A T R

20. END WHILE
21. RETURN p’

4 T f4
4.1 FfHfE4R

T AR AR AR R A A e LSS R R T 4
L, — N YA — AP 1A A5
AT HEE . 55 — 7 T N 2 BB RN 12 A AR X6 R A B 52
AT E AR L A SO LR 4 A D TH A R bR
A AL 1 4 B T a4 T 40 AT

(LA EHR WEMOSERYOLET
) 3y B S 114> ) LGB ik —HE AR LR R B T A AR
R J5 5 06 114 O RE 7.

(2) Zipf A LA, ik — P02 Ea S
T n ARER E A H Zipl 434t LA 10 29 i A
XTEL R R RN A BIH J7 ## :log f: = logC— s * logi.
Hodr 7 Sk 45 10 A Faz IR B0 4 vk O i B HE Y Y
. foRs i A A BB, Gt [
LR 5 A5 WL 5 ) 30 R R Sy [0 U R X AR 7
PARE. BARERIE R ROEERE R F
TE T PR A 5 1) A8 e B 20 F 4 Le AT B A2 R
B IR AKX
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5SS
D= 3)?
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i=1

Horp  SS.FR R 5% 227 J5 R, SS.oc N ESEJ5 s v oA
PRI A% 5 WL AL 7R Zipf 4345 b BV log f Y WLER1E 5 i
JENE S KA B y S WEAE 1T B 8. R
EI L0, 1], R BB 1 Feom B A8 it X B AR o 1Y)
fifp R R B B MG B S M

(3) O A G5 43 A5 8 1A 45 B R 17 43 it o]
PLEBAFEOAEAPOSUTNEHEEH—a
MIGETTHRFAE 20" L AR S e B T A LA 11 11 4 25 4
FRAEHEAT 34T« 1A 4K BE A3 A R A7 2B 50 Al . 4
FRUEARHE 95 DT ENF45 53 WAL F (0~9) VNG
Fhf(a~2) KB FR(A~2) MR T 4 25 X
A PhEEARFRF BRI AL 15 PRl i 414 5 =K.

25 T 2B A R A5 2, R AT 35k BUH DL ) — 2 & A A5
AANE AR R G758, Horb, 45 4 A o A 45 B —
FRFA AR A& —Fh s — 5 il an=1111117) |

FAF (4R ASCI % 22 I FH s R REIY — B 7 4F
FE5 6] 40 “ abedefgh” . “ 123456 ) | Il ¢ 5 44 & il
CEPeR 2 i) I T =7 4 4 78 61 4n * aabbeedd ™) il
AR S A B b v A I L 0 A LA 9 A
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“qawsxd” WG T I3 A “zxcfgh” 45 ) 5 i SO A 45
T HR B S B (40 “iloveyou™) FI H A% . Hop
Hiikg XmwREEH P MAEH 28 H 3 HEE
T H BB N H IR H RS, — A
A H Z B A DU B ] DA -7 0507 0%/ 75X 3 f
SRR B Y £ .M ERAL.D RRH,
YYYYMMDD i /\ fi K H Bt il g YYYY-MM-
DD.YYYY. MM. DD 5 YYYY/MM/DD (#7% =,
4.2 iFEHRERANEESE

AR 3 FH CSDN@ B i 2F @, Rockyou® 1 'Y ahoo®
X4 A I Y R R S A AR Dy S 0 s
CSDN J&H E i K IT 4k X iR 55 °F & . 78 2011
IR REBE T N EHZ T AKS LS00 4. i
4= (LT A Duduniu 378D & [EH — K F 2R K
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TP DU T P K P S X ik 87 1 1
A PER DL B A FFARBG AT L B P A AE B
HOCE IR g P B A ST IE5E. 53 A0 FRATT A i 2
HA M T 3EAR S, KR ae & TG Em O
A i AR Bl 95 ANl T B ASCIT 5 49 41 1 1Y)
F14 s HLAC BB BB A2 4 3 40 Z0a). B4 42 3 40
R 1.

e

e Z B Coefficient of determination. https://en. wikipedia.
org/wiki/Coefficient_of_determination

CSDN. http://www. csdn. net/

WS 4. https://www. duduniu. en/

Rockyou. http://rockyou. com/

Yahoo. http://www. yahoo. com/
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Background

The security of textual passwords is an important topic
in the field of system security research. Many efforts have
been devoted to password related researches, including
password guessing, password strength evaluation, etc.
Large-scale user passwords sets are very useful for these
researches. However, it is not easy for researchers to have
access to large-scale user passwords in a systematic manner,
This paper aims to utilize a given small-scale and true sample
set that is relatively easier to obtain and generate a large-
scale simulation password set.

In the aspect of password cracking. researchers have
introduced several practical password guessing algorithms
and software, such as PCFG (Probabilistic Context-Free
Grammar) . Markov models. John the Ripper, etc. However,
these methods could generate a large number of invalid
passwords that do not belong to a real user password set.
This paper proposes a new method that generates simulation
passwords by perturbing the sample with the purpose of
making simulation passwords sets more similar to the real
user passwords. Furthermore, this paper presents four
evaluation criteria, including the coverage rate of the real
passwords, the goodness of fit of the Zipf distribution, the
similarity of password structure distributions and the proportion
of special patterns on structures or semantics. A series of
experiments show the advantages of the new algorithm

compared with PCFG and Markov models.
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oriented computing, and the National Natural Science Foun-
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which studies the security issues caused by sensing abilities
of mobile devices, and then proposes a defense mechanism.
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Our team has been involved in the research of password
security for over four years. We published (including online
publish) four research papers in USENIX Security 2014,
IEEE Transactions on Dependable and Secure Computing.
IEEE Transactions on Information Forensics and Security
(ref. [5], page 5 footnote O, [25]. We have another paper
in this field online published at IEEE TDSC).

The method proposed by this paper will help the big
data testbed (Grant No. 16DZ110020) to create simulated
data based on a small and true sample, when a test of big
data requires massive data to evaluate the efficiency and
effectiveness of proposed algorithms/methods, but the real
data are absent. In addition, the generated data can be used

to study the improved techniques for mobile device security.



