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Hardware Trojan: Research Progress and New Trends on Key Problems
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Abstract  As the design complexity and manufacturing costs of modern electronic devices continue
to increase, designers shift toward utilizing the overseas design and manufacturing services and
third-party intellectual property (3PIP) cores from different countries or regions to complete the
entire design and manufacturing process of the integrated circuit (IC). However, the globalization
trend and highly distributed characteristics of current IC design-fabrication flow have incurred the
vulnerabilities of modern IC supply chain, which forms new attack sources. In this circumstance,
rogue entities could malicious involve within any stage of the overall cycle life of the electronic
electronics or ICs, resulting in the designers or customers of ICs begin to raise their doubts about
the hardware level security and trustworthy of the products. There are various forms of existing
and emerging security attacks in current industrial supply chain. As one of the most prominent
security threats in current design and manufacturing area, hardware Trojan attack is now being
considered as an urgent problem to be solved in information and hardware security domains. Such
threat has aroused widespread concerns in academia and industry. What’s more, there have been
a lot of survey research work on hardware Trojan and its associated techniques at home and
abroad. Unfortunately, these surveys have some limitations more or less. For instance, some
work only summarizes the progress of a certain stage or a certain detection approach, and most of
the references for those research work were published before 2014, which could not represent the

latest research progress and development trend in this area. In particular, with the deepening of
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research, novel hardware Trojan design and defense methods continue to emerge, thus making
the hardware Trojan and its associated techniques also present some new features. In order to
understand the hardware Trojan problems more comprehensively and illustrate the latest research
progress and development trend in recent years, it is necessary to re-sort out its technical charac-
teristics, research status, and development trends. In this article, we first present a brief
description of the basic concept, composition, attack mechanism, classification, and other related
techniques in hardware Trojan, and summarizes current research achievements and the latest
advances at home and abroad. It then discusses the key problems for the research of hardware
Trojan, concluding seven types of research hotspots, i. e. , hardware Trojan design, Trojan detection
techniques, design-for-trust mechanisms, runtime defense, component level protection, architecture
level protection, evaluation and analysis. After that, this article makes a detailed summary and
comparison of the research progress for each type of the research hotspots, and makes a comment
on the current research works and the problems, application stages, tools, working principles,
applicable scenarios, and characteristics existing in the current study respectively. Finally, this
paper also discusses the development trend for hardware Trojan research and the relevant techniques
in the future, which would be helpful to clearly demonstrate the challenges faced in current research
work, promote the research and development of hardware Trojan detection and corresponding

security protection technology, and provide a valuable opportunity for researchers those who
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want to engage in hardware Trojan and its related technology research.
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Background

Information Security is a hot topic which has been
discussed in the electronic and computer domains for a long
time. Competition between software designers and hackers
has been intensifying since the 1980s, while the underlying
hardware is generally considered secure. However, with the
increasing development of mobile internet and intelligent
terminals, smart devices have entered all aspects of our daily
life. Security issues are no longer restricted to the software
and cyber perspectives, electronic devices themselves may
also be unsafe. In particular, the highly distributed nature of
modern electronic devices in design. manufacturing, and
distribution has incurred new attack sources, which provides
opportunities for an adversary to maliciously tamper the
supply chain. Such malicious modifications to the original
designs are called hardware Trojan or backdoor. It can make
the chip fault. reveal confidential information, performance
degrading, or even permanently failing. Research on hardware
Trojan has grown dramatically over the past decade and is
expected to continue. Unfortunately, there exist some limitations
in current investigation work. Therefore, we write this survey
article to comprehensively describe the latest academic and
industrial research work on hardware Trojan.

This article first discusses the relevant research work
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and state-of-the-art of hardware Trojan from three different
aspects. Based on analyzing the main progress at home and
abroad in detail, it induces several key problems such as
hardware Trojan design, Trojan detection techniques, design
for trust, runtime defenses, component-level protection,
architecture-level protection, and so forth. Finally, it also
discusses the future development trend of hardware Trojans.

This article belongs to the review research work in hardware
Trojan domain. The purpose of this article is to show the
current research progress, existing problems, and the possible
future directions. It can also provide a general bird’s eye
view picture and a possible guide for those who want to
engage in hardware Trojan research at the same time.
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