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A Software Fault Localization Technique Based on Program Mutations
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Abstract  Recent fault localization techniques leverage program coverage of both passed test runs
and failed test runs to reduce the high cost of debugging. The effectiveness of such techniques can be
adversely affected by coincidental correctness, which occurs in a passed test run when a fault has
been executed but no failure is detected. Studies have shown that coincidental correctness is a com-
mon phenomenon and its occurrence can significantly reduce the effectiveness of fault localization. In
this paper, a fault localization technique named Muffler is proposed, which uses mutation analysis to
address this problem and improve fault localization. Mulffler systematically mutates statements in a
faulty program and estimates their likelihood of being faulty based on both coverage and how muta-
tion affects the outcome of passed test cases. Experiments on eight benchmark programs widely used
in fault localization are conducted to evaluate our method. Results indicate that Muffler can help

programmers locate faults effectively with a reduction of 50. 26 % in code examination effort.
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tain the results of a passed test case. By contrast, mutating a
correct statement tends to toggle the results of passed test cases
from passed to failed, as this new mutation fault intuitively
gives the program an additional chance to fail. Motivated by
this observation, we hypothesize that the amount of test ca-
ses whose test results are changed from passed to fail after
mutating a program entity provides another indicator to the
suspiciousness of this entity in additional to its coverage, and
using this indicator to refine the ranking result of CBFL can
reduce the adverse impact of coincidental correctness. Exper-
iments have shown that our approach is effective in locating
faults in the Siemens suite. We have also cross-validated our
result using real-world program space with real faults.
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