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Abstract In recent years, with the explosive growth of large—scale and high—-dimensional
multimedia data, approximate nearest neighbor (ANN) search is widely used in search engines for
its ability to effectively balance information retrieval quality and computational efficiency. Among
all ANN retrieval methods, hashing technique (Hashing) can convert high—dimensional media
data into compact binary codes and quickly compute the Hamming distance between hash codes to
retrieve similar images, so hash-based retrieval methods have been widely studied in ANNs. Due
to the powerful learning capability of deep neural networks (DNNs) , deep hashing using DNNs
for automatic feature extraction has made good progress and generally outperforms traditional
hashing. However, although deep hashing methods have achieved excellent retrieval results,
recent studies have shown that DNNs are vulnerable to attacks by adversarial examples. An
adversarial example makes DNNs make false predictions by adding a small perturbation to the
original image; this perturbation is usually imperceptible, but can make DNNs make false
predictions. Meanwhile, deep hashing inevitably inherits the vulnerability of DNNs to adversarial
examples, and this imperceptible perturbation also poses a serious security threat to deep hashing—

based retrieval systems. That is, when using the attacked image for retrieval, the retrieval system
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will return irrelevant or specified other images. Therefore, we propose an untargeted attack
algorithm for deep retrieval hashing, which can be used for robustness evaluation and optimization
design of deep retrieval hashing. In our algorithm, we construct a generative adversarial network
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model, named Untargeted GAN, to obtain untargeted attack adversarial examples, which consists
of five main modules: PrototypeNet, decoder, generator, discriminator and target model. During
the training processs PrototypeNet is first used to convert query image labels into label features
and PrototypeNet encoding,

where the label features retain the semantic representation
information of the query image labels and the PrototypeNet encoding retains the representative

semantics as well as the discriminative features of the query image labels. The label features are
then up—sampled and spliced into the query image to assist in the generation of the adversarial
sample, while the PrototypeNet encoding is used as the hash code of the query image to perform
Hamming distance calculation with the hash code generated by the adversarial example. The
function of the decoder is to transform the label features containing deep semantic information
output from the PrototypeNet into semantic information consistent with the size of the query image
through decoding operations to improve the success rate of generating adversarial examples. The

generator consists of several convolutional blocks to generate adversarial perturbation. The
discriminator is used to determine whether the input image is a query image or an adversarial

examples image, and to make the adversarial example generated by the generator indistinguishable
from the query image in terms of data distribution during the adversarial training process with the

generator, to improve the security of the adversarial examples. The target model refers to the

object under attack, i. e. , the deep retrieval hash model used to generate the image hash code.
Finally, by jointly training these five modules, we can obtain a generative adversarial network
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model that can generate effective adversarial examples. Experimental results demonstrate that the

T

adversarial examples generated by Untargeted GAN can achieve the untargeted attack effectively,
Keywords

and the attack performance and generation efficiency of adversarial examples are significantly
improved compared with some existing untargeted attack algorithms.
adversarial example; deep hashing; image retrieval; generative adversarial network
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