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Parallel Community Detection Based Worm Containment in Online Social Network
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(Trusted Computing and Information Assurance Laboratory, Institute of So ftware, Chinese Academy of Sciences, Beijing 100190)

Abstract  With the rapid development of Online Social Networks (OSNs), worms propagating in
these networks have become one of the most threatening security problems. To contain these rapidly
spreading worms, in this paper, we propose a defensive measure which is based on parallel
community detection in OSNs. Specifically, according to the Pregel data-processing infrastructure,
we implement a new parallel version of label propagation algorithm (PLPA) that is capable of
quickly finding communities in OSNs owning millions of users. And then we give three definitions
for the influential users to whom we will first distribute patches to contain the propagation of
OSN worms. To evaluate the performance of our approaches we test them on our simulating
framework with two large-scale OSN datasets and analyze the experimental results which can

show the effectiveness of our approaches.
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Background

As one of the most popular communication services,
online social networks (OSNs) have unfortunately caused
new security threats, e. g. , OSN worms. Although several
worm detection methods have been proposed by the security
community, there still have other problems should be solved,
such as worm containment. As it is impossible to patch all
nodes at the same time when the worm propagation is detec-
ted, we need an efficient strategy to contain worms before all
users are immune to them. Recently, the effectiveness of
community detection based worm containment has been
proved by security researchers. However, as current
community detection methods all suffer from the problem of
scalability, the aforementioned containment cannot sufficiently
work well in large-scale OSNs.

This paper presents a novel worm containment which is

based on parallel community detection. Particularly, we use

the Pregel technology to reimplement the label propagation
based community detection algorithm. And we also proposed
various strategies to efficiently collect influential users in the
communities and send patches to them first, and then propa-
gate the patches by them. Finally, we implemented a proto-
type and conducted various experiments on it. The results
show that our method can sufficiently contain the worm
propagation in large-scale OSNs.
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