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Abstract  The rapid ascent of cryptocurrencies has ignited a surge in interest among researchers
worldwide, propelling them into the intricate realm of Public-Key Cryptography (PKC). While
mathematical theories serve as a sturdy framework for the study of PKC, their mastery demands
a substantial level of expertise. Furthermore, blockchain technology introduces a set of exacting
criteria that underpin the design and execution of PKC algorithms, including the need for concise
outputs and trustless setups. Additionally, modern blockchains grapple with an expanding array
of considerations, notably the Trilemma encompassing security, privacy, and decentralization.
The endeavor to address multiple challenges within a single solution presents an enduring challenge.
Existing research predominantly gravitates toward elucidating the fundamental concepts and
principles of pertinent techniques, often neglecting a systematic and in-depth exploration of the
core design and analysis of PKC algorithms. This paper seeks to rectify this gap, aiming to
consolidate the essential techniques and insights associated with designing and analyzing PKC

algorithms for blockchain applications. It embarks on a comprehensive and meticulous examination
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of the present state and ongoing advancements in cryptographic algorithms relevant to the field.
In pursuit of this objective, we present eight cryptographic schemes as use cases, providing an
insightful exploration of their intricacies. Additionally, we delve into two generic methods for
practical designs, offering a roadmap for those engaged in the practical implementation of PKC
algorithms within blockchain systems. To elucidate these design choices and methodologies, we
scrutinize and evaluate proving techniques through concrete examples, enabling a clearer under-
standing of their practical implications. Moreover, this article navigates through the labyrinth of
concepts and research related to security evaluation. A nuanced exploration of security assessment
methods and practices is crucial in fostering the robust and secure application of blockchain-based
cryptographic technology, aligning with national technical standards. By shedding light on these
considerations, we hope to facilitate the seamless integration and utilization of cryptographic
solutions within blockchain ecosystems. In conclusion, this paper underscores the pressing need
for a more comprehensive and systematic approach to PKC algorithm design and analysis in the
context of blockchain technology. As a parting note, we outline the foreseeable challenges and
avenues for further exploration, emphasizing the dynamic and evolving nature of this field. As we
venture into the future, the fusion of PKC and blockchain promises to shape the landscape of digital

security and decentralized trust in unprecedented ways, forging new frontiers in cryptographic
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innovation.
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PR ) T T A T R X (i) R i TGV AE 22 51 X [
PR i e A [

HERBESRESERPER. TR Z S
ST A LB R T it S8 HL % e 3 Sy R AR TAE
ZRFNGE 5. VEAG B AL Iy R L VA 2 R AR e g
Pve L oo o N B N G I T o2 g X QU
2.4 7). oA Ve TR 0 2 BV B0l A A G IR
(TS BB 0 ANGE I L L TG R A B ke ik i R A
S8R, 52T 2% 1 2 A Ik AR i IRHE L 3l o
B A B R A AR T A M TE R A S
FEA BRI R R T R AR AR R 4,
T R T R S R A ) A T AR B 91 A0 R R B
PR 43 fife ) . R HIE B 222 4 P A ST A AR 1Y B R
TUAIUE IR 3 i 507 0k B R 30 1k 3 4 07 52 Y
LANE BRI Z A PERIE.

TR EREE B A B AR 8RR B 7 A
B P AE Y 58— HE 2R R0 48 3 HE AT 500 B i R0 43
TE 2 A BTN X BT AT @R 5 B AE T AR A
FR T T ) A T A R o BB A S ST O S
FFE IR R A g 5 B g T Bl ke sh ety
FURE ). SO0 Mot A p TSR R ) A % RE
A BE 1A BR . B i 228 53 vk 1 & e

P A A3 4 P A0 B R v AR T N I 1) R
T¥) 50 P S A 1 . 30 L (0 A 4 0 2 o A 5
5 1 BT B LA R sk i . AR SR L Hp L 3 R A
PR 7 aog o Sl = e v o | vR g Gl
T B8 A 3K 19 R U B0k 0 S R Wk A

SR . H AT 325 75 8 7 38 i S K3 K1 &0
AlRE SRR 0. BEE AL R B R KA
SLBLRLANS 45 B A IR AT TR RE AT AR B
P X R RO T EA TR B e bR B e A
RIT VR X [i) ST 1) %85 0 8 AR AR AN 2 AL ) L i R T
T ML AT 8 50000 At %) T P RE 2 1 BLA I F 3
WA AT BT T T A L AT il 35 F RSA
RGN 4

PG T B DR 7 R I 2 e TR IR Y
RV MO TSR 1 o I M8 38 24 09 550 3% R 2 IOk B
X 5A B T 38 9 HE ok 1 XUR: . [R] I Bl B R Y
o T A WAL R 4 A0 46 L DATE R AR OR T
RETM K. B, & T8 oL R ) 2 3% K&
FH o B AS 3C 3 5% [ 28 1198 R ) A R R 55 1 1
. 30 A% 58 1) A e PR B R R R T 1 X B A
B B R AT R 5 A4 AT
2.4 TFIERAZSER

AE B 2 A BT R A R e
1 B B v SR — R A BRI 5T 7 L B AR R
PE—Fp I AL = A 1 7 3Ok TE Al RN IE B 25 1 R
g5 P E R I A bE L TR B 2 e B R L B
R R A T 8 g 7R O E I o R R AR R 4
o E BT B R 9 R 28 A b R X PR
T U LY AR 2 R R AE R R 2 A AR R R UE I O %
REAE I8 B Rr 8 194 4 H AR, F 58 & 38 % 15 Bh 3 F o5
& L T 50 B IE I Oy 32 0k S B AT UE B 22 4L Bt Ah
KA 28 P AN [R) 1) 28 4y BT HE SR B AL T 5 AL
A% T8 0 s off A5 78

2 AR AT IR B 22 4 PR P SR A S
—. Goldwasser % A"/ 9 IEE 1 A UE B %2 4 PR 1Y
R A, JH A A O B A2 T - ASE TR g 4
Y. 92 4 TR SE T S TR E E A H
T 17 JR SR A TR D) P F 7 SR T o B39k & gh ek
B J1. 2 A I TR 2 o o o 8 i A A 1Y 2 A SR B AT
G W AW S ARy 5. el it — N Rk
(Game) [IE 3, L4k AR 3 F T 28 Bk i o 21 5 i
B i Bt 2 4 R — i 60 35 40 B AR i ) L ek
TSP ASF 4. 146 1k 9 B 2 48 100 16 1k fil 2
BOo T 5 360 1) B B AR T 1 R R B o ) R, o



498 it "

Hl

o
-

i 2024 4F

B B T 1k 1] e 22 4 H AR f0 32 4 BT
TI T T 58 B8 A e 1] R0 1) MR 6. <22 4 S TR 1Y) i 3 T
PR T 1 ) T R T o IR Ak /0 ) 2 4 A AL B iR A
JG M BN BTSSP E
SHITEUTIE BH 3 5 DL 2% A AE % 119 22 G RN 3K b 22 4 i
A 35 BT 0 28k 5 =X CRIV I ] 4 P 25 R[] DL &
Pl 4 4 H bn. oM % HE S ) R X
L5 A ME A 1Y) i e ARV Z ML Z AL

ETFFERIERFAE. LT 050U ik 2
— Bl UL AR B Oy B e AR R A UE B Y
R B s FF D3 — {5t R HE 5 S P JE 1Y 45 98 R IE
I A ) FL PR, BRI S, e W B — A2 A
I8 T RIME ) L. R J5 AR5 BT RE 8 OB H A 2 i
B G Ll H 2k Uk B T 0 B0k AT DL H 24 3)
Xof I PR [ A0 ) SR i b B4 AT DL T I B K
i 2225 T 5 1% ) R 38 (I 34 1 — 2D 4 e o B i A DG
] e ] AL (14 ABE 3R (A1 350 5 DT 58 %o 48 1) B 3k 1)
BRI FETH G0 L2 H A Y HACE KA
AT DATE ST 05 BT e A0 b At e 23 A B 9 % Rz 1 R
M [R) R 40 SR TR 2 A SR BT R X R) R R R
() B FRATT 0k A 3 PRY M ) 00 1% i o IR 4 2 s B U
Yy AN RS 7 G . WS 2 KR ik &k
W, SR A P JE B E a2 IR R T B RN
B A AR AT IR R 42 4 1 {HLXORE Y 9 2 W] R T ik 4
NG M. BT o8 & ik W B A 2 58 i O, 2
— MR A ) B UE R O 2 . 78 B0 N2 A A 3
Iz 0.

EFEEMIERA R T MauEms 2 —
Fofo s ] 502 BRI AT R0 R UE B R G Ak
2. B I SOR BRI AR 1 7 A R A
THRELRARN LR RG, W TR
AP HEAT LR A A 3K A T R A T — A B Xk
AT 5651 ) Jr 2k Ak RN UE BH 2 65 6 1 & A
IR E e wm s A ki AT By LR E
T 2 A H AR X A T 8 RS AT 4 . AR
T+ 3K Fofr ik B 2 e 22 % 50 T A 0 ol Jpp A 28D 1) 52
HoE X, BB Z X0 BT A AT O 2 L A
7R R e 2 T 0 i A B AT O O B R BB
BN R EETHE. B 5T 3 A Uk ) Jo ik
I ER S B R A HR T 5 R A BB SR H
THAZAE B 5 A T ™ s 10 52 41 30 52 A 4 T A
AT PR AT 5 UE W] LA A N A A s A G IR ) A AE
PR 3z o ] T 42 A e ] o

BE#l 71 & #l 4% &' (Random Oracle Model,

ROM). ROM 2y % ith 585 19 43 Hr 4 A3t 5 T 361 1] %) vy
IO IR 55 2 AT E B 22 4 B 1% B 2L 20 S 0 A B AR
TR, DR E P H ¥ HORR R 555 J3 il 5 3
m PORE A R L OBl 28 O Rl U7 (R L BEALPE LA
AT SR AL PR — Sk X AR T S ROM
14 P B 45 K8 2 AN BT AT S S8 P KRR BT &
tE AR 8] DL R B e B R 1993 4 Bellare F
Rogaway"" %f ROM ) #& i1 B R HE 17 7 8 45 f1
g4, H I, 260K 22 80P UE B 22 4 Y 20 B R R
T ROM LB AH 00 BT & L i & |
BB AT ROM (1 % i 500k R B X HZ R i 4
BE TR TR X 1) L (1 22 42 9 24 5 0 ] i 7 2 i
ROM (IFETE » SR 5 B ROM #5480 bk v 1Y I 75 BRI 4%
H' il SHA-256.

FRAEREEL. A A oR IO SR BE A 58 e BE AL
F18) i L o PRT I DI 125 R 3 B B 3k A S B PR B R 1 %2
Ak B HAETCY L C & —SEfERRHL T S HLEE AL T
AT IE B 22 4 F7E S B 0 P oh B0OR 2 4 iy 2
5 AL T LA B (ROMD A [] 4 o4 RS At T
AL ROM SR f) BEIE BB 140 7 £ T 0 7 o 4K
INf AR AR AL Y J7 258 HOA AT T e A o A A o A 5
AN R L TS S BEAL . PR A T A R
AT AR I 8T 1 B0t e 0 22 B3 S ] A
AEA s ] A R . SR, BT AR HERL AL S 1% %5 i 3 1
ST PR R AR R AR MR R I O &
I A THT I A4 38 52 2% 1) TR  (E R B B T ) o8 1 5 1
HAWMB 220, JF H 2 22 35 71
R,

2.5 ZEIEMRAIE

FE TR A 23 PR 52 B 22 A VR IR B Y 3200 07 s
L4 A Z53E B (Single Game) 1 Game Hopping (Game
Sequence).

FiE L ERNL ZRH R T ER
Bt i A Sy — A DRI M ] 2850 552 461 e 1 2o 2 G o A
TR Ty 501 5 BT FE AT S L FRATT R PR M 0] 2 ik
A BB 7 2 v BT 19 Bk B A e PR3 i) 2
) — ¥ N UEIA BRI T2 32—
L5 HOE R M T S AT o A A I

VA 2 UE B BORE 28 1T DL o = A B B« L A e
AR XEE 7] A28 A0 3 A A UL 7 B e i) AT 52 491 A ol e
P72 I 5 BT AT A E. M AR 6 25 AN AT
2 W FABE 238 K A iR M R Y ) R A BB 8 T3 T 11 18
i 2 SR Al Dy TR X ) TSI 401 F A  EE RE 2 L T
T B I IE S RE A DR PRXE [R] 80, 33X 2 i LY I3 2y
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A BB A B B T T VI S R 499

UEWIEE 2. B 5 78 20 B B B i Ik WY SR T AT
PATE Z2 00X I () PN BOR J5 58 3 08 4 FRATT A 3 1) 85 40
J5 ZE Al BB AE 22 29U (] P 4k 2 IR (e 0 ) i S5 Bt
1 5 o e R T B TS RE

WMATHIIE = £ VT 2. T 29 5F B i 1L AR 9 245 H 4%
T AR & L %8 Ty 8 ) e 2 4 A TR R R S (] AT S
EHE ZEAE RL. A5 40 | A 2R PRI s 0] R0 43 A 2 I 24 ik )
A% 0 A0 B L[] DR T 58 ) T A R ROk 5L 42
4 1 2 S LA P

(1) U5 20 2 v RO 550 25 o F IRk 1A
YT EAR VALY SR A PAT I [A] S22 S ] L (E
T2 5T 24 B0 S VA 2 VR M ] S8 SR ik el ok 52 Bk 1) 8
PN T RE A B 655 0 ST T
TEFRE b 42 0 w45 ] X8 ) X ) 20 1Y) 5K fie

(2) X 5 05 S0L T 5 AR A DR X ) A Y %
2P AR AL T2 5 AT 3R PR A 55 AR R A S
o) SRR A] AT ) R R R SR B S T
R B 1) 25 T 2% G AH 35T 688 P i A 3 Y 4 1 R SR RE A%
PEALTT 5 (Y 42 k.

BAZEXZEHEZE. 3T BB R 2 46
R FRATTAT LA %% i 5 1 119 22 4 Pk 0H 24 3 2 80 TR wfe
[ R ) SR i 2z b SR A BT B B Y B i
BF BT 25 ARRIR I ECE AT 5 L I S R
T I E 5 RXE ) R AR X (AN, Diffie- Hellman
VU2 5 )58 1 Diffie- Hellman J§ 286 ) . AR 8 T
AN [) F DRI i) A 92 5 B 02 ) A 3 4 52 A N T L SR
FHR U2 J5 3k 25 R AN [6]. IR 4 4nfe 1F i b A4 38
YA VALWE? R G M (8] & X A [B] IR S 3
WSCHRL45 ], 5 2 MR 3 22 4 1 2y B 3
T UL LA

(D ZEEMEEEARERW G 205 E
BN BT AE B IAEE T e A v] e iy Mo A7 Ry 7

(2) ME A ) R0 15 B Y bk A BN IH 29 b2 A
VA2 2 A5 RE 08 1E B 1S 715 ) PRIME [R) R ) 24 52 7

(3) Brili & X BB ML 10 5 ML & 980 1] 19 TR B2 75
J A /INEY Ry

(4) Yri 35 1 BUi R ) 2 45 32 A5 R BRI 2 2l %
HitAR R BRZ M5 2, K & e R A Ui
5] B AL 191 35 ML - 35 fig 15 A & 1 Bk S A7) 9K R 8 4k
ZLifyIa] 2

BRI, %2R (B 2 UE WD IR A &
FEXRMUY. B B MR R BT R S R
J1¥s 238 1 A 2 A B 1 R Y L 3OR S B0

TN B BT A0 BT R AL A o 2 BB 5 B2
] T A8 A T I 2% ik, AR T L BE B R R BRI &
Je& s AN W T 1) T 2% T i T BRI I 2% B 5 £ 1 R A
P TE S B B 5 o B s b A T 381 4% 5 B0 114 T R AN
Je A Ty g X ER A A B R 1 2 D) K 22 A A
2y 110 5 B A5 TR X

7 3% 2. Game Hopping™™ . Game Hopping i#
A — RPN K Games ({ll Game 0, Game 1, -+,
Game n) R LM E 2 HLA . n hy— w5 X H,
Game 0 N5 ¥) %2R % S # T8 Game
R B — UL B 1 % 4 B 00 = 4 A N Y SR
B FAE Game @ R 8l — RSB % 4 ol iy S0 3
PrS; PHEUTAE Game @ W& 8 — WO Eh 19 % 4 I
R, BT Game W2 HA BIEUX F 1=
0soan—1TM 5 . MER Pr[ S, JRMEA Pr[S,) 12T
R4 R, et PrLS, J5 His & PrLS, 12
A5 [vi) 5 TG IR0 1.

Uik H AR —A Game Z i B RR IR 0E K B8R
PR AR R RE 32, 3 R i BR B (R —
Game W 5& SO #EAT IS GUE 2. B 3 AT LATHSE Bt 3
(1 J R ABE 2% DAy QDO L g — UK 1 BORE B Ok
VLI 2 TG Xy B (O 6HE 2 AT IS PR 8% 1 R0 Al
IIHT . FATHE N Game @ B2 F] Game i+ 1 {3 72
PRZ TR, EEAMFITRE . BT A X3P
T A T 2R R i I

ETAARSMENER. EET AT X MM
TR B — DA U OB 2. R X — 18 ek
A e IS FeATT AT DA ST B AL 3 A — ol X 43
PSS AN AT X 53 B9 46 & 20 A O B 20 A7) 19 05
. e FRATMRBE P PR B AT X A Y
PIA 0 A. Ry TR 5 E R A | Pr[S ]| PrS;e ]
ST ] Z W 1 FRATT AT D GE g e AR AE — A X R
D, ERIE Game : fl Game i+ 1 Z 8] #F 17 H] 5 .
B 25 € — A2k A PRI TR AE B AL D LA
PriS Mt 1.4 — 1k A P, XH TR
YERHIA D VL PriS,. IS4 1. Rk, T
ZHIT Y AN T X 23 PR AR . FRATT T DA A B A5 1R R
| Pr[S: ]I Prl.Siy J| 2 W] Z0g ).

EFRAMEHNIERS. & T RWSHEMFMWIT
B BRAE— DR S F kA B W Game @ Fl
Game i+ 1 (PRAT 18 B AR [E]L R0 09 o 75 27 7] — HE
BT XA N E A Game, B AT Z ) ME— 19 [X
SR TSR R B AL AR S N FL xR — o FRATT U
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P~ Game J2AH A A9 >4 HACY F &4 Bl
S,AN-F&S,. ., AN-F (3)

KOREFEM SN-F MELS 0 AN-F 2
AR TR AR 3 ST 3R AT AT DA AT 5] 2.

51 1. X4r5l#. & AB.F AR =R
Iy AE Rt A I H AN—F SBNA—F. 184 i
BIPr[A]—Pr[B]|<Pr[F].

. IR RN .
| Pr[A]—Pr[B]|=|P{AANF]+Pr[AN=F]—

P BAF]—Pr[B\N—F]|
=|PrANF]—PABAF]|<PAF] )

GRWWNHE _ATRRIEAN-FSBA-F 1%
F1GE. Wik, v DL — RS 3 PrLAAN-F]=
PrlBA—F]. it R A A G, AT 0T Lo
FAF MR PrLAAFIRMEZ Pr[B A F1#4E 0 |
Pr[ F 1 X )70 FE .

H TAEWIMEAR Pr[S J 53 PrlS,. &2 TR
BT TSR W R Pr[F 2 vl Z W8 . 76—k
FEORTEIE T o T LA 3 — A28 4 VAR 13k 58 BUIE
CEban Yk F & A /B, 8T 2080 T 04 75 6l 4
g thi T MACY)  FEH A ST T o m] LA
FTE B8 18 35 (Argument) SR E B, A it | ok
Wb X FAF F O SCF G5 B A2 B 58 B S AH 4B Game
F1%) Wi B 5 ok R T 11

3 HREFJSIHR

B4 F TS TR I X BE Y | AL
PEFI AT A = A5 1) L. 3 4[] By A 5% 5 15
FERBHRE TR BLCR RIS HL. T I e SR
R 2% 2 0 T Y — S BT H Y R AT T
FOH. B » FRATTHE 7 R 18 Y F £ 65 H At o o8 5%
MRS PSR 2 B Rk, Bk L2 3~5.
H T XSRS DL 2545 % 8 ATk — B4R I T3
W Hr.

&
DOEE | pprmsmpn | OEERTIE
-

%Az JRE 7] L
20

X etk
WA i

(e | | wwmesen | | vE

4 LU TR X YR 0T 5T B i) 3 ) e

®2 mEsKmSEX@E

i B I L e N A UL N 1 Fepll
4 Ik i) 2009 2011 2014 2014 2014 2016 2016
% PLWAL” O O O O @) O (@)
P51 %Gl O O O O @) O (@)
LA BB Mimble. MEEIFEAS g sy SRR
%"ﬁ\ ; 2 e Uvzgzlﬁli e C(J)rjfijﬁz)in 5 FH A 5% 25
g {3 A AT SN CryptoNote < TN
‘ I 5 Mt X X X R X X R RIS
E 1% h [P h i 1% i
] %iE X RN 1MB ] AR R ] AR R ] AR R 2MB 2MB 2MB
B R 5 o 7 56 20 10 28 14 27
Az B X et ] 10 min 2. 5min 15 min 2min 2. 5min 10 min 2. 5min

e O AR, X AL
*https://Bitcoin. org/,
#https://www. dash. org,

Thttps: //litecoin. com/en/ ,
Ihttp://zerocoin. org/ .
3.1 REEBSIKSH

PO R T 22 4 R T R OR R P Y A S
RIS S g N i WP TR o & Tl R
MEBGE WL E . TSI L H bR R T
KT — R 50 L A B a2 B & LB

*https://ethereum. org/en/ .
““https://z. cash/.

*https://getmonero. org/ ,

7R AR AR U AL A X 2 2 4 1 i X T
TRECHT T W 45 1 A2 7 Pk F 2 4 Pl 3 52 9 AR
AT AR E — T X e ] L R 3 A T T
DR B DX BB 2R 40 700 4 I R A B 0T R H i 4
BAK.
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®3 ER#PEFLDEENRZREIANK

X e Ji T2 88 10 5 T I 1 4 90

B RES Y Bjs 3 45 it fie B
B ) Si A AT B LT L g A JEL S P 0 SR S ) R O R L R 2 A A
(BE A B B AR 910 it U7 TR 4 ) SR B £ B TE S E Rt R AN AR
24 ik KM ZEES IEINE P B JAL S0 4 1t SRR % ) o R A 0 R ) 2 A B
(Yidi ECDSA [0 314 44 1570) B R AL R A A 4 B 5 MU 1 » 1 11 22 4 19 0 75 R BIOR TH B0 B I 255
SO T s B B BN I A A e oA & T HL % 4 B 1 a6 R DR 40 2 4 B & A iy

(i RSA [98) Pedersen 7&i#) Wil LR 3 Ak i 2 B 9k 4%

Wy Ay Tl i
(ot X R IS 2 1 A R A E0)

o 2 4 A R 0 A I B L
JHI 58 B LK 5 A % B A A 9 (] 4%

AR UM AT 22 4 ) BEWILIBCAE I » TH 2R 0k

TR TN A A B A B B0 A (B B BRI
il 48 PO ABE 38 (0 22 4 1y BB AL B0 LA 308 B A% Y

il IR LA A L A B RN [ 45 T 1 e T R A B Tk A
B 2 S 5 v 1 AR ST
Wk A eS| ke T 138
AES* Xof B 2 1 g gk wE R Ul
SHA-2,SHA-3" W i PRI W Ay gk M BE N
RSA? N R T gz YU
ECDSA* ,ECDH # N LA LR Tk
DSA | N AN LR YU
X Hedt i B g 4128
R T 11 114 38 BEHRRAA A L4485 it
EEL 10! W R EE R BRI A AU Ak T TUA Oy N A A
A Hi ] £ 14 < B 1 % R EABTE EHL IR & B shik 45 IS VB RO
TELR A iR 55 45 1 2 A= AR 55 4% - EX T

1 : *AES(Advanced Encryption Standard) : {5 2% I % #5fE . TSHA (Secure Hash Algorithm) ; 22 4 H4 5 % ,* RSAL72) (Rivest Shamir Adleman) ;
— PN RS X ECDSARBY (Elliptic Curve Digital Signature Algorithm) : #fi [ i £ 0545 45 5535 , " ECDH (Elliptic Curve Diffie- Hellma) ;
W6 I i 28 Diffie- Hellman %49 %84 , | DSA(Digital Signature Algorithm) ;¢ 28 484 58, ~ 40k AU (Paper Walle) « & 7 JH T 43 0 b 4%
T B 2 26 b ik A0 FAEH (9 SCRY L T R A0 (Brain Walleo : HI P B O e 141 RVEA IO 25 65 L SR JE 10 1% 35 18 0 A2 VAT, 75 77 AL B AIR T

FAGH T 2R 1 KU

®eREe. BOHPTEWNA DT EREK
PEAT B T B R I R P R o P 4RI T —
XFARNER. Horb s 28 BF FH B 42 000 Eb R 1T 97 DK 17 b ik
Fb R TR T T g 2k B0 4 4% LD (ECDSA)
FFINIESS S T IEAT He A % K, P sk 3 — A
B 1 B AL, 6 RL 49 A i ECDSA 2644 i ]
Rag 4 [ BEDLEL T BE 4 5 8052 3 onUe " B )
A AR FAH I F A RE U7 1) 6 R 1) R A I HAE T B
BefE g o . sl . — B e A P ERT
FNER 3 R BT ST 0 I SRR it ok 5 [l PR
F DA T B AR Y B

=& R TR S A W F OGP
1R WAL 28 5y WAGHE 02 F P E A AR 58 5
HAE B A — A Bee . B4 I k UTXO 5 A
PoW fe fif the BUAE [ 8. 2 A5 750 2 3R i Y 2/ i 1) L Ay
A R 5 2258 5 i AL Tl iF, UTXO #6835 T
PoW ) iR s i il P47 . I R SE 8 T — CPU
— S 7 2k B E 45 SR O AR A 2 A A L
A0 A I B B AR TR A P AS 32 5 AT R
SR FRH AN T 4 5 — . SR AR PR
SE 4 TH BR DUAE B0 A A A R AT RE . B R A 5T
F B A RS A A T PR I3 K o b ok

LR S A

BT A 6 SR I B B S 25 L AL 1Y
S DR R SO VE PR P2 AT A 0 135 1T 00 W 5 F 35
FAE L. Ho T T PoW ' Sy B 6 L HL L B
B SR TR 5 2T 2 A 5 0 X D 1 4
I 37 3 . — LA A e 2
S5 0 U R MR F B T 45 PoW L 3B G
A 0 L5 O 7 D 2 R O Sk

GRTT . POW 75 55 2 51519 TC il 10 36 1. £ 3%
FIBCEt T SRt 3 i T B 50% B &I i
it J7 .+ 0 A 05 B 5 0 0 X e MOH . S 4F K 1) BF
G AR 2 R 4 6 R B
ST« T 41 98 3 ol £ e B R XS DRk
S HE A E R A B T L oK O A 2
3.

RO IR AR F 5 I I T B9 0 I 1
0 A T 0 B A e 5 4 T T A
451 AR B 9 SR T AT B 44

(1) 76 [ He B 10 B0 J22 T« 77 76 5 8 o
PR BRI 2 A R 24 T 4 1 B 0
S o 4 R DX R o 10 7 S B A A
B BB B



502 it (= . 2 eIt 2024 4F
(2) R T NE XS 1 1800 b 75 2 5 R R OB ST PE (RS 7 ) TE RV

S PR 77 3P 45 i B S 1 B 1) T 56 A 1 4
Y100 K i FIUE A B ALECA D DA B S T
S ARG W B CnAg 25 5 27 AT DAy DX B g i 22
kAR A S A R

(3) N T HIE fiff R IX B 6 3 ] AR 48 19 22 4 (]
L i T IO A DX BB v B LA | TE AR
A RAEVEAT ORI, 25 18 B X B A i 6 7 IR 2 2 P

(. PP A DU I X 28 4 B A S0 oK, it S T
DX B 2 4 PRy 6 SR SR L R I 4 0 A M R R
PTR i E ST
3.2 RAEESIKS

A4 PR T X EE BRRL R 3 (9 BUIR DL BT 26 452
D7 S O

R4 XREMBRRPIK

T B AR 2

EATERINAE TR =07 = B R T 2 T 5 57 KU 268 1 55 BUk: OB
Mix " v Vv [ fi
Mixcoint76] Vv Vv th 1%
& M (BlindCoin) 7" Vv Vv G %
KT (Dash) v v e ik
YR i (CoinJoin) * X X 1 =1
P 1 (CoinShuffle) [78] X X 1% =
Xim?* X Vv i %
CoinParty 7% X X ik ik
7% M (Monero) # X X 1% (s

FF [ A W B AR 4 5 X B gy 250
[77) 285 5 i AR RoOoR H KR

25 7 i 1 1 52 5 T8
FE T [R5 AR 10 P 28 5 ) Pudersen
Pailier 24 pk:L83]

Twisted-ElGamal87

fii T Pedersen 75 0SB 22 5y 4 %0 1) Bt »

T 250 i TRk T A TR A S IR X R
Tk () 25 Y B i AR AR T Pailier 535, 2

Elements!, & i), MimbleWimblel62), 7 % .
FabZK(821, % L1]

Zheng 2 NEBU B Jr 26, Wang % NP9V 7 26, Yaii
5\ g R

PGC ** [58)

MBI B A 4 1Y
BT W% 2 W B AP 4P 5 IX Mg gy 2000
WELHAR T HE 4L HaKE ] e i) R
HHLH L S 2. 0(RingCT 2. 0)L16] PKI o) DDHP, k-SDHP
HHLEE AL S 3. 0(RingCT 3. 0)17) PKI o) DLP.q-DDHIP
YLA-13L8] PKI oW SDHP. DDHIP
ALS—+1300] 1DB o) DLP,DDHP
BT R TE W 1Y RORL B B 5 X ey 200
TR AR A ER IR HE W B WE W] 52 J% B2 B UE S A% B
zk-SNARKs 91 v o) O log(n)) 0w
zk-STARKs 4] X Olog?(n)) O(n poly log(n)) O(poly log(n))
Bulletproofst92 X O(log(n)) OGm log(n)) O(nlog(n))

Vi : *https://leastauthority. com/blog/introduction-to-mix-networks-and-anonymous-communication-networks/." https://www. dash. org/,

thttps://www. investopedia. com/terms/ ¢/ coinjoin. asp,*https://ximcoin. com/,*https://getmonero. org/ . 'https://elementsproject. org/ ,
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(D % Bob 145 Alice &k — & BAAE Q. m.
Alice Fl Bob #RTEIE T IUEAS A 2 4% 284 B 7T
PLARTG — DA FABA X (pk s sk) . Alice Fl Bob 2 [8] G
w5 PR .

(2) Bob ¥ Alice A8 pha FIEE m i A F
PR . Bob 15 8] — N8 3 ¢ IR R %
# Alice.

() TEFMLH] ¢ I, Alice il FH I O FAB sk fift 5%
c 153 m.

Diffie il Hellman™ 7E 1976 4E 42 1 T 2N 40 %515
#(PKD M & JF R 7 28 1% 65 2 19 i XL PKI
LEg SO N RS DO 1) = P N e e - S LT 1
(DI K (O BEF4 4. 1 PKS 250, H AT
DN BRI B vk (PKED A7) AT MR 445 it AR ) PRI X [+ 2
KB 53 : HF TF ) Rabin S35 B 747 R
| DLP ) ElGamal 5 31, 2L K& 5T ECDLP f4

@ https://bytecoin. org/old/whitepaper. pdf
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LY B PKE (I Pedersen R 35°) H 2% &
P PR 4, B HOR TR BH R BT A48 19 % S H ik
S RS WY ST SR WA AT S AL i s 225 S b 1 — o7 B
JRAZE B R ETE LA B B Y. Goldwasser 1 Micali™?
I S — AR Oy 2 B W] SC B R B R AT X A
(IND-CPA) 3£ % i 3 Ff 51 bE 45 22 4 M. 1990 4R,
Naor I Yung " $& 1 T — Fft 5 58 9 45 B . 58 5% 2% SC
il B #9R ] X 43 #E (IND-CCA1). 1991 4E, Rackoff
A Simon™" HE— 5 $ T SR 9 4 . A E B
PEPE 2 SC T R S AT X 4 (IND-CCA2) % 4.
T R SEBR N 3 5T W T oK AT
AR A BN B s/ S0 I IND-CCA2 4.
5.2 PKEMEXTIREER

NI J7 S0 R DA R S A L

(1) Setuppge (1) —(SP) %5 2 W iy A\ 24
SR R G S8 SP.

(2) KeyGenp, (SPY— (pk,sk) : B B i A
HRGSHSP it ARVXS (pk sk

(3) Encpge (m s pk s SPY— (¢) %8 W i AN
HE m AW pk MIRZSESP %3 c.

(4) Decpyi (cysk, SP)—(m or | ) iZB W
NREESL B sk ARG SHSP. IR 3 ¢ 2
A RS WS I | R R I

TR O A I B I e R IR B U Y 4
PE 38 T I 4 4 B B T R IE A 1k N A My
Br. FATH T840 F -

FEfE. HEMEE(SP, physkym,o), R c=
Encug (SP. pkom) 2] pk X B om N % 09 %
SC N 25 40 sk X ¢ #EAT AR AR BIIE B m . H
m7= | .

R MR AEW sk, T IRMEEM R L
I 2 I [A] M 25 7 19 %% 3L ¢ = Encpe (SP s pkam) H
PRI A BN TR AR — R AR

ONGIINGE T 58 2 A AR TR IR 3 1k Bk R AR T
22 [ P it R R AR AR B A AT DX 40 P e — i
N SCH BRI — LU R (5 B R E S, B SO T
AN AT DX 43P R BT AR ME A R X 432k B A
AN TR B 7 2 B 0 25 25 R [l i A T A IE Y
KA. X IND-CCA2 i AR T -

%)J!lé."PC yklﬁﬁcéﬁi SetupPKEﬂEﬂ KeyGenPKEéE
ARG SE SP % AR (pk,sk). KI5 C ¥ (SP,
PR RIZGTUT A CReA sk IR A wie b A WY fift %
T A,

BrEg 1. A 38 I HE e 5 SORT C e il 7 A A1),

USRI S ¢ 1) il % 0 (8] 5 CHRAT my <= Decpye (ci s
sk SP) JF ¥R B 45 R m Rk 5 A.

PRbE. ABEBET AR BB mo smy BT 2
myZFmy s |my | = [my | CREFLIESE bE (0.1} 8K 51T
H— PRI ) = Encoe (SP pkam). C ¥ ) K
KA.

MrEg 2. FIBTE: 1 25 RIAY . CIRI 2ok 3 AW il 2%
IR BT A ARV ¢

. Ak — A o7 IR o =6, MIETF
AZRNE.

R 1. R Bk ry By B 2 Jeds, B IND-
CCAL AR nils LR BB 1 MR B 2 i
fiff 2 P00 MLIA] I 2o, 45 3] IND-CPA 2 271,
5.3 ELEREG

BT IND-CCA2 Jill % Jr 58 47 76 51k ) 3 & %
AR MEREAR T /Y ] 8, WA 7F X e s b 45 3 7
12 R AN FRATT TR — S A X B R 4 b o
fb PKE J7 &, 40 3 F 4 [ il £k % 5 (Elliptic Curve
Cryptography, ECO) f il (3 F RSA iy 2
Fl Pedersen 7&K,

(D MR K ECC . ECC 3 F PKI
ZRRE) R [ £ 02 el O A SCHY P T AR RSl 46 i R
T ECC 11y Jom %5 550 7 ) 3 7 A 4 18] il 48 1. ECC #H
X F RSALEAH R 2 AP FON T Jr 7 10 % B B
B, H1 T ECC Ry 3H 5 50 B2 AR Pt & 3& Tt 5
PR IR RS, 5T ECC 4 4 (ECDSA) B Ik
TE LR H R . 78 ECDSA 1y [a] — &£ 250K . AT LU
T LU 0 v A ECC .

(2) & 52 7 iz ok A A RSA % 4 1.
RSAY M5 B R 40 (36 X B 7e ) |1z filt
ARSI 7 %6 RSA 14 PRI T K& 5oy
e 1 IR X P 7E B R F R i S P A B —
St Bk T T 422080 BG R T RN 0 8 45 R i AL AR T T
6 B Lo A T e 8 8 S0 RSA RS — e 3 i
BT PR AT LIRS 5y 4R 3 AH G 1 27 2] BRI

(3) B FA LR 37 19 I %% 5% T SR 48 1) Pedersen 7k
WY, Pedersen AR FLA ) 45 1 5 114 %% A5 7K 15
[vi) 5 A i (g 286 w8 vz AR I 48 IS )2
P BT RO ERY RSN 1P M. ok
U SR VEE L RSN HOR S FEAS 1] i R
— M ERATER TS 7 A — AN R B AR (E. RS K
AT E R — ] B T R AL B T 2 IND-
CPA 41k, [R) SR 18 BOA R 2 —F i BB A
SIS J7 58 GX BL 28 1 ik 85 1 7 3RO Oy 1 e 5



34 BOAAE . XHUEET A BTERS BT AT I S R 509

Brny HI 26 85 (9 22 42 5 5K L i 5 % PKE 536 2
IND-CCA2 24> 1.
5.4 W{aFH9iE IND-CCA2 ££ 1 PKE &%

T A DX HREETE N B — &R 5 SR I
SO AT R N B AR E W 3k B IND-
CCA2 %41, IND-CCA2 5 IND-CCA1 % X 5 7E
T BRI E AR AR R S o Z R
FUR B Wi Z 0 475 88 AT LA ) figg % 7005 HL Ak 22 & &
I IE]. SR AR IR IR AT Z BT AE S 5. 3 T RTIR, i Tk
AE A7 FR 14 [ &, 1 R A HAs BAE % 2Pk PKE 7 %
P AR A B MR Z B ) X H BT H . a2 R T
X e 2 45 42 4 1 P T i ) B OR Pk AR S 3 IND-
CCA2 ‘&M LA 2 F .

(1) HF 338 7 R FRE B (NIZKO 19 44 i .
e T NIZK 1) PKE J5 2 h o 23 fff {1 — X% 41
FUE B AN IE. NIZK UE B ] F 0F 52 1% % 41 0 58 2
578 SO TSR e 8 R R 0 9 2 R] LR 0
LI 4 4P VA 29 31— 2& NP 5 £ ] {8 (NPC)
ok, HET R A B Ak NIZK SEW R 45, B & 1
— SRR S AR B A 2 R L LA 6.3 Y.

(2) T Bl L7l 5 HL A 14 35 . Bellare Fl Roga-
way ™ IERE X T ROM 5 1 R 22 43 30F W] J5 2.
Fujisaki Fil Okamoto ™ 1 ¥k 32 1 T 76 B AL T 5 HL
R R B AT AT IND-CPA 4 4 il 8 R 1 B 1) B 1) R
B AL IND-CCA2 22 42 i %% 7 58 W38 1 5 vk e
SCHRL 141 ] r, Al AT 38 25 B8 7 %5 B8 ) B 1T 0B BRI
IND-CPA % 4= PR 2R H 2 52 th 19 7 i Haef% 1k
1533 IND-CCAL & £ [W g ir &.

(3) J&F 3@ A w75 iiE Bl (UHP) R 48 1 4 .
UHP 251X H A5 5 1 — SRR ) NIZK R 45,
Cramer I Shoup™” K IERX @& X T UHP 1y
Bt e o AT B TS — AN UK DDHP CGH
P Diffie-Hellman [a] @) H 76 pr ffE #5280 ~ H f
IND-CCA %4 1) PKE 83k, — R, b i
BT 1) 22 4 0% J7 58 S 0 A] 5 N4 0T 52 PR Y 42 4 B0
Bi. —267E ROM EEBYR 7 FR Al HIE B % 4 1) PKE J5
G R UE SEAFAE L AR SR AR AR A
() PKE 7E1E B F /™ A 3 1T 5 3or: Re s LA
B S BR .

(4) M\ B 15y 24 %% (Identity-Based Encryption,
IBE) #4755 48 i 4 3 . Canetti 25 AT $2 04 A1) A
LA /2 IND-CPA % 41 1 5 10y 560 % Oy K 4%
F| IND-CCA2 &4 %) PKE J7 2. B T3k [ 143 ]y
S8 % . Boneh 1 Boyen"""" $ Hy T W > 7E A5 i B R R

Ve 5y % 41 IBE J7 58 9F 4 AL AL Wi 40k
F Cramer Ml Shoup J7 &M 1 IND-CCA2 42411
PKE J7 4.

5 IEFIR AN (HY) (gt . o T8
PKE J5 Z855 15 1 %% 11 &L 00 IR FR & 72 5 A By
TCER » PR e ik A BT A BE T R TR n 3 1 S
L (8 PGS o 48 Of o 45 9 A B L A T B
oK i % 41 A% B . Cramer fl Shoup™ ™ i 33 72 SCAI
254 BRI (KEMD R 315 AL (DEMD
IERAR I TR A I e, B AT I T
AT AT 3585 42 4 1) AR R AR RN R i 42 B 12 e Ak S FE Bl AL
WG MU TR B4 IND-CCA2 %4 1) PKE &5,

(6) BT B 1Y ElGamal %" "™ iy 1. EI-
Gamal" g — A~ 9 IND-CCA2 4 4 7 £ # PKE
. EA RIS IND-CCA2 52 3 7 ¥, ] LA
¥ ElGamal Jy £ #2 7+ & IND-CCA2 % &t £
PKE 75 2 #8 & I\ ElGamal J5 5 % 46 10 & 89, 41
3 F DDHP f#) Cramer 1 Shoup J5 &M%  Kurosawa
Fil Desmedt M JEF ) XA AE Diffie- Hellman
R (GHDH 50 1 Kiltz Jy £, LA K& 3 F DH
K A AR HEARE AU 42 42 1) Diffie- Hellman fil 4 il %5
J7 % (DHAES).

5.5 ZHMBERESN

AV HPIAE 41 PKE 7 £ 1953 W7 A K AIE B
x5 EATH F B or o % AR 2 IND-CCA2
LESNERY =S

(1) Boneh #1 Franklin™ (1) B y £ o %% 5 &
(IBE). IBE #4 Hl F i M — B 3 bR IR A7 1 9 A 81 i
ARR FECTFIE T Boneh Ml Franklin™'* ¢ ¥ 42 ) 52
FH B B 1 Fe I T 28, 3207 58k T AR MR 4 3 L 72
ROM #£ A1 T /& IND-ID-CCA2 (Indistinguishability
under Chosen Identity and Adaptive Chosen Cipher-
text Attack) & 4= i¥). IND-ID-CCA2 & — Ffhim T
IND-CCA2 %4 R AL, X 78 T & Tl DU 23R
BT O B 03 % 7 1) A BH CITT AN AN 2 Ath 6 4% Mo 19
BEAS B 3. IBE J5 28 ik B 20 K fE T Fujisaki F1
Okamoto [YR £ % 1y 51 #EY Ib4h IBE 7 % 11
UE B S DA il J7 58 v o 2 5 T SR S IR B 2D
. 3 BT o 30 A 0 B R T B A R T A R R T
B (R E W] | 5E T U9 24 14k B R0 A% A 0

(2) Cramer F1 Shoup™* [ h5 i B R 22 42 1)
I Js 2 (CS). CS J5 & 1 A 5K A b e LT
4 IND-CCA2 % 4 ) PKE J5 . B AK# F
ROM. CS Jy 5 {9 Uk B 1o 2 [ 4 208 97 DA 3 Atk 7 58 18
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HE 28 58 R Ty ZE PN TE W 2P BR. % 22 8 T B Y IR
A 15 A 455 55 T & %) E B 2% L 3 B Y Ik
T LA BSR40 A R i s | T CS 5 2205 S i 5k
2 RS CAn T 10D FIARE & Cln 8 F- 1A 28 15 B I 20
ANy PR X (A5 A8 1 B B R A £ 4 0H 2 JE AN
PRIXE. A7 5 08, CS J7 58 1 UE WY X 4% S0 Ml SR
R # D #47 g8t 3 il o F 6 2000 12X 4 32 figg e
DDH F§ A2 50125 AT 58 i 42 I 2.
5.6 MRS

AR R TS K REREEEGNA
BB R S F 5T A 4 3 T X B A T 48 R i
JE PR FE A Ry % . LU R SR
ORI ORI LAEHEAT 1 2 41

(1) Jiang 5 AU (g ol 48 22 2% Oy . At ] i
o7 SCH R v R] BEAE TR 1Y T R R AL B HE Y )
HFIA TR B SRS AT T —
Fofr 7 o0 A5 2 A7 8 30 B8 T S B0 o5 X a5 4% SO R
22 IR AR R A5 B BRSO A B it 5

(2) Derler 28 A" (14 J& 1 35 Jin % Fn A5 €6 0 v
fATE T MW T Ateniese 28 ATE EuroS&.P 2017
FE AT g R X HBE 1Y AR, S T R X X BB
A 200RLE 2 B0 00 75 5K At AT HF TR P R o i A B AR
e A BT rh L ST R TR A 5 e
M A B AR 4 T R R Sk A L O AT T
W 18 22 4 A RIIE B

(3) Xu 88 A1 Jad p i Jon 2 RS (8 0 WA 7 2.
M fITRESE 1 Derler 88 ARS8 B, $2 3 1 AT 45
F1%) R 1 R i 2 0 72 0 e e A Bk R g T T Y
A R B AR B 3

SR F A Y 38 F XOHBE 0 i % R A g
F R X PR BA A L OC T H A
O R S R L P ST B AN Y SR T A A —
S BF 57 2% ) DX R %) P9 TR R 1 A s ] B )
ok FF 8 T 70 %% A Bk 1 B 3, B W Zhang % Y
() 2 B 56 3 P T 1T U 1. X BB BT R IX B 5
B A ) A T B AL TR Y SR

6 XHRFEHRFMIRIER
6.1 FHIRIEMAE N

FHARE B (Zero-Knowledge Proof, ZKP) J&
B AE I — R A ) L B W S — A U7 A8 B2
e X, Herp e B 7 P ek gy VRt — AN kA
LU AT LAk VARG HEAS BRI 19 T P o ] A i

FE AT A ¢ T P an] 2 BGZ R 19 05 B AR PRI
JETE PRIV Z AT M58 Bl L g V TR
739k B il 22 300 2 E] L B e iE PO — g
BUAME B A e T — 4 NP Ja] 58 i . fd 15 41 5L B
THUE P iR E S IEMZ ANV BRI P T
A L UE TR A ol A 30

H AT R T UE B © 28 IR IR 14 48 K i 3] 52 bR
I TE BT B /N BT RAys /N B LA 52799 B ik U7 1 5
TR 8] A] PL4g 5 B L2 A I HoAS 52k 38 /N A R
il 22 TR B A PR R el LUz T X g
5 H Can Hawk™ ) #0002 5% 1 1 B AL DR 47l 5 Can
T BRI BTSSR B R G4
e o 153 T ok v A e, X 2R T UE B Oy 7
THAF RN PUIE B I 55 AT — R 5 % i 5 il
A 150l £ B R 35 B02 B SRR 19 2, BRI RS 1Y
SRR ZKP PRk (BEIE WD (94 B2 3G i 288 £k
PERGC . R, BT B 2 M 5O R 1k 1 3 R R
JEE TR W B2 R SRR P TE 1) 2 R0 I B R ¢
ST TN B MERL. 2 (] AR A3 fifk R A R L 4 )
FE RN PR 55 285 0 2 1) K e
6.2 FEMIRIERAFILHE

Goldwasser 28 N IER R 1 T ZKP & &
SR 35 5 A P ) HE AR P 2 —. ZKP A Uk B
P TEA M EEAT AT A 25 B p9 00 T 5k )7 V
GHPRAR R B E Rk L&l — DM & R h ik
BRiRWIE S 4 — i s L W ZKP Pl an R e
X PAUHEAZWm XA R ER T WFR(P, V) R
Z R PR (Zero-Knowledge Argument, ZKA). F 1]
TR TS bR EOROR AR U A AR . 2 AT 5
P ZKA B e R 3R AT 42 A8 T 5 10 S5 10 R
RPEER P REAE BLIIR V' O T 5 B MRk i B e > HAY
M P HIEE RN A TESE L AR L 38 4% (Argument) )
FE A GNE B (ProoD) By & X ™ i, L H 2 P 2
TR 2 BRI SR I 320 SCRTREZR 19 0 2 3.
T2 X UE B (Proof) flE UE (Argument) [ 5C £
K BT RECTRE T R
6.3 dEX B FHIRIER (NIZK)

FATd o DU RSOk i i NIZK Bl 37 5 -

(D AEM T P RIBE T VSR EE 5

(2) UEB 5 P RAE DU Ak BR 3 S8 1 ) s & B0 9
UE BB 04 B2 g B, A8l F ZKP [n) VOjiE B X 4k
B E L

(3)IEHI )7 P Al B8 A [ 5 b ik Sk 422 Wi g 14
I HL2 e AR ART R 47 21 35 Z i 25 JF
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A BB A B B T T VI S R 511

(D TE BB OLT a5 2 23k 52 5 X F A
PUEHT, B NIZK i 35 B P13 Vi £5
UEH T 87 i o B, 5 HLAS I 68 AT A A G ik B i
FEIA R .

AT ZKP BF 7 SCk [37,155-156 ] w1, kT
NIZK 5 i 80 55 i 7 %8 & Gennaro 58 AN % —
AR (QAP) #EA7 B0k, IF 5 LRl 5 3 — A 4
P T A S R R WY R A A Y (93 . QAP
5% QAP BIMES ULER 6.6 5. 422 R ok FRATARHE
BRL29 1k SC NIZK 5. ki R J& (e, y) B NP
KR MFIBEFT LR L= {y|Jx s.t. (x.y) ER}.
— > NIZK UEW] R 40 n] DL S m

(1) Genygye (10) = Cers) i Bl AL 50925 10 B A
NLERSHE AR — DA IS E L& ors.

(2) Proveyyy Cersyx s y)— () AR FEALE P00
AR ANISHZR R ors, —XHH (2, y) ER 2 J&
Wik .y S UESE i — > NIZK GEB (80846 7.

(3) Veri fyz (crssx,m)—(0 or 1) % EME
B AN NS H P& ors, BRIE o FIIEW]
(BB o, By Y 0 F7m B0 k28 0, s 1 2o 1o ik
L.

o TR E NIZK 5 75 A 3 140 19 2 4k, i 2
R A8 42 42 B AU O TF Jig 56 % M A2 4 M 43 B, NIZK
7 2 PR BTN

SEEE. WUR P OAIE — 0] DUIE ] — BeBR AR 1Y
FLSLPERYUESE AR 4 P Al AR V.

RIS, QURPRA BRI AT % P
IR V.

FHIREEM VR T RE — B RE oy EH L
Hb TR AT ) A A5 S R, o T SE B
TR R A AN A A R EE B
Composable Zero-Knowledge) , & B & 4h & XL LI T
B,

(1) SimCrsyy (17— Cers, th) iz B B A —
NEESH A — DU A S HE T ors
XS R A BE ) 5 8 ke

(2) Simyyy (ers o, tk)—(0 or 1) iZE Bt A
NS FLFE ors, Pk « FOXFRLAI AT 4H tk
R Veri fy sk Cerss o) =1, W 1. 75 0
i 0.

6.4 fEAEIFZEXFMIRILHE (zk-SNARK)

zk-SNARKSs J&AF 8¢ B 0% FypLuk B ) 58 F 22
. NIZKs 7 % — 1 H AT 5 B9 16 1k B Bk 2R il
NIEB I FR B ors. [FRE . 2k-SNARKs 4175 E 04T

XA B W6 A B Bk 2B BCUE W 0 3 IE T i 1 %% .
SRR BT B T zk-SNARK A9 ¥ g ¥ .
1E NIZK ik B 2 R 50 3iE B (8] 3ok 7 ik 1 19
NP & 3. MR 1Y, 75 zk-SNARK 1, §iF B & FF AT i
R T i e IR 22 4 2 B, U T I ) S IR e T R 4 1Y
K. B zk-SNARK s # 1A o 2 fii 5 5 4 A Rk
AH A 3 0 B PR IE 8 1Y) NIZKs.

i L A NP i F . C H 4w LB KR n 1
L b 3B 80 P o 5 8% 0T KV o 1 S 4]
zk-SNARK A] | FUE B M IEE 5 L S 0 ir & s
GRS 280 C AR — A A5 il
1 AT — IRk R0 B Ak B BEOR AR AT TS A 8 UE ]
B pk FNIUER B vk, pk RVHEATIER D7 P 77 4R
—MUEM o AT FUESE & € L 593558, AR ] 55
UEJ VO#R AT LA R 90 0iE 25 51 ok SRS TR « 1A
k. B AR zk-SNARK 72 A= [ HIE B 7 02 2 I Al 55
UE AT AT A HR AT LSS UE 7o, 10 TG 55 5 45 B o B4 E B
FATAEH. 45 5 zk-SNARK [ 46 1 405 Fn e 41k
SR [42-43].
6.5 ZHEANFRAE LS

Fa RA DR AP 02 2 HiT DX H B T P SR TR B AL S T
Bij IR SN2 5 0 e — L AR T 28 o 5 AR P i B
0y B SR o AATT3E B O L RR T b ik A — Y fi
ARG EiR B R A T A

(D F MR gy NIZK. 76 73 L Rs mrg
JEJ7 g B R R R T AR 58 B A H I B
(NIZK). ZHH AT NIZK ¥ L4 mdE 4 hZm,
FHPa] DL s ZKP IR B C A A e, LA
W — e E M. LKW F . 4 Fiat-Shamir
7R N NI L IR ST K2 A I | s e 5| A
UEH S DT SE % T B 44 48 & AR %07 1 7 AR
18 22 N TE IR B A5 K L 36 TF B [ A5 4 HfE DA il 2
SEPR RN O T B E T B Garman 2§
ONEO S g /N BIE B K 5 T I b AL S ML A AL R
PR MHEAT 7 HGE. A WA H AR Ry 5 Cn
Pinocchio """ i F % B — A~ Hb b H —
B ta Ak By BOR AR L R S S 4L

(2) BB v SR gl 1 zk-SNARK. 5 — A4 R 1 %
FPE B B R AR R T R T ke
SNARK. zk-SNARK EA PR 55 1E F Rk B B2 1Y 4
FOHHATABEL P E #5285, KT zk-SNARK,
Al LAZ 25 SCHR L4 .

(3) HAth %44 ZKP 5% zk-SNARK 4 i 25 1%
Kgh ZKP N5 ik 4 : Zether™ . MimbleWim-
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ble**  Coinjoin %§. I 4k, zk-SNARK 14 52 b i F A~
PR im0 T g DX B L L SCRE37,43,155 0.
6.6 HI{AF9IE zk-SNARK

2T zk-SNARK Jy 22 32 S0 1g 5 T 58 400 8% 1Y
AL ARV R 3. X A 3 e R M T B
& QAP A i 7 R EA (D KM
BT R 2 s (2) WM MTE R T B 26 8 5 (3) 4%
PR ISR A A B e Ah . 2 zk-SNARK % 4
T H BT AR BOM RS AR S PE R 4 ) Diffie-
Hellman %548 () A8 Fi. L SCHR[ 164-165 .

Buterin 7E k[ 166 JH 45 ! T 1 zk-SNARK
(77 % » Banerjee 25 NM7 gy T —Ffom A0 vk
Kty 1 zk-SNARK. & ¥ 2% f , zk-SNARK 38 5
KB — A~ R PR B0 12 R FIGE 1 B ACIE B
P A RIE R . B UE 7 VOB KT i BE A R
AR T 8 3E — 4 zk-SNARK §iF B, V 75 24
FTUAT BR85S AT T S e o R0
B SR 5 A FL B R ) B — A R R IR DA A H B Y
BN SR R AR B R — SR A (e
PR B A Sy — A~ 249 T Ok 30 F Wt 1L ) g A\ 2k 1%
JIEOXF I B 2 B I o AR VD R B R o B 4 B AT
PATHIH 2zk-SNARK #% 5.

MIATH 2zk-SNARK Jij H £ — A4~ H A4 1) [a] 5
I B S SRR R AL Sy TR TR 7 B R
BT (QAP). SR 5 . FR5 eR RS 7 40 o — > &
BEAE FLAY eR AU . 2840 I B2 45 1 =R A
P +a+5=35 W (ER . BELE 3. LGN
ISR A 3 B, DL B SCHR L1661, 132 3% /] L2 ) 3
it zk-SNARK A9 68 117, 8 1F Buterint ™ 4% 1
0 7 s Al DL — 2020 1 S8 B zk-SNARK, i 72
.

(1) W 11530 1) R 2 360 oy SR 500 i

(2) ¥ B R PR 40 — I 2R R S8 (RICS).

(3) ¥ RI1CS 45 — IR BB P (QAP).

(4) 523 zk-SNARK.

RR 2. 3 H R ZKPCREJIJE 2k-SNARK) # &
(7 SR s FUE W2 A R S A% .y 1 T E By
BB AR ZKP A S 3 A 200 B AT HERE
B M % GS08 % 5 % GR16Y i % CAL7H™
ST IR RS2 2] Hop, Groth il Sahai '™ 7
GS08 & 45 1 3 T A M XT ) NIZK 4 1.
Groth "¢ J7 % GR16 Il & 1 3 F Xk P XF iy NIZK
()P RE. Campanelli 28 A2 %2 CALT 07 T
WIS ZKP Jr R ERE IF 4 I T B Oy B A

ATRARAE SCRR L3 1 A b3 Jr 28 09 43 A FIE W] 4
Ty, B3RO A B TR PO AR 2 B ZKP J7 R i)
I MAE. 824 5 ZKP i8R WSk 28].
6.7 HMESITiE

T A 2R R IE B R G T AR R R, — EA
BTERIS)Z . BB By 10 48 5, FHHIE] &
GEA BT P A . b B EE 0 A LR
J& 2010 4 Groth ZZMie 3 Al 2015 4240 (8
M PUIE] R Ak, Groth $2 A 3000
BP GR16 J5 %8 % 22 HEAIE W] (9 KN #EAT 1 A 4
& HHTC Y S5 Uk B /N zk-SNARK J7 %6,
R B E 5 BT 2k-SNARK 512017 LU 4K,
FIHI 22 4V o e 19 % R0 B % 2 2k-STARKs 5
MY B . Sonict ™M, Halo™ |, Marlint'™ | Plonk™'™"
SRR AR X 2k-SNARK B3 ) — 28 05 m i 47 1
k.

25 b NP IE I L T S AR IR 1 AR A R
FERPIE ] BOR B 28 50 B 7 2 X e J7 58 19 56
BEFR. A TN 5 g5 A N T IR ) T A4 I T
Z AR A PR e 5 R

7 XR#ESRNABRBIRES T

AR F2 B AL X B DL [ P R A
A PEPRAL CEPE) (R 56 TAE.

7.1 WRFARIE

FR v R R4y AR TR AR v v S AR
5 B FARUE AT AR E 37 bR AR AR oD Al
. o [ SRR o A 4 [ BN GE D R Z AT
A R AT 32 B e B R AR R AR B AR ™. 78
S A BB I SCPERT 88 GB AR 36 5 i 1R 5 e
GB/T QRHME# P E K Ar .

ERMBE. (FELZEFEHMAY GFER REEK
L g — W B R AR B AR R
I A/ NI RN B E R E AR K o SR v 4
AT AR BT AR SR LR B R

BEMESE. E R %W BRI E N E %5
FVE L IR & (SM R GD. FE R 23 5 L %
R4 = AR AL [ SR A A I N =
T— R EMRME? A5 SM1,SM2,SM3,SMS4 |
SM7 .SM9 i Z % i A 3k 4. Horpr, SM1,SMS4 |

@ https://openstd. samr. gov. cn/bzgk/gh/
©@  http://www. gmbz. org. cn/main/bzlb. html



34 BOAAE . XHUEET A BTERS BT AT I S R 513

SM7 At w22 %5 A it X FR B3 7 SM2 . SM9 g HE X Bk
VL SM3 MG A Bk

B ER. (B33 )F 2020 45 1 A 1 HIFHE5L
Jiti. 6 A R R I ) A A0 A R S it S R
EHLABD) R BE BT ICRE TSR ) 5 1)
SR R A R AR AR R BT .

ZIHLEE . B EYE R = A
AT+ (1) %5 PP IO T ) 2% 22 4 7 U T 34 14 36 VI 5 22 5
(2) BV RG L 2 YE P 1 b SR ZE0K s (3) T2 AH
KT BRI e R
7.2 BEREARIRE

E =R AR, H AT, 3 E % WS AREL TER
A T Je LA K 8 i AT b b o A B AR 2 01 4 i Bl B
A o o455 288 A B0 3 A0 L FH A O 1) [ SR A e £ 36 46
G FEAHCER T TR SL R 8% 00T o FK 1] %5 05 A vf 1F R 3
S 1) [ B Ak IFBUS T % 05 33k 5 1) [ PR ) TR R
WL B AR A% A A T B A o O AR
JT I B = 4 A R [ AR Y
Skt B i, 6B R TR EAT L B R K e R
REHEAEZEE X EEERMENREA £
P SR AE B T3 N 2% (5 B2 2 FH 0]
P K- J7 1 HL A AR N

X Bk MR R AR b e X e R I & R
F—HA TR R AL BB, ST k2 ANE
Tt 7 46 B B B o 2 04 DX B A7 M sy bR
TE. SR #R 2 2023 4F 6 H AUA 3 55 F5 St iy X e
B R B R AR . x5 B RO H AT X B g £
ATE P R B R) 558 s il — A [ G b o T
23 2 ST I RN R L DB PR R AT AT
PE.TEAT M HE 5 T o ] 58 %5 R4 B K A ) IX B
0 Ry AR EER (GM/T 0111-2021) Hr B # 5 1
DX M e i E5 R0 ) % 0 B 7 R P I R A A
B AT R S B S A1 B RS AR R
Xof R 2 B R ) A % RV BSE

EXRERFRAEBENRSE. KPR 1%
A0 P B R A I [ RO [ B R A X B
H N AR T R MR R S Y 3
2 DX M [ G0 o Xof X He i v (0 1 8 S B R 1Y
Bk S T(GB/T 37092-2018 {5 B % 4 H A (3
M2z 435k ) ) (GB/T 39786-2021 {5 B % &4 AR
R R G I AR SR ) M GB/ T 22239-2019
5L AR W 4 2 A R AP R AR B ). IS
b T B Pk , — S S E L B R A
RSA1024 5. B, BRF FT 4 ol B4 75 22 4% IR

(GB/T 39786-2021 {5 B & &AM LR L HH I
FHBEACTESR ), 56T [ 2 00 12 00 {5 B 2R e kA 7 85 )
JH A PR AR 465 B0 . R T el 8 00 3 0 2R A 4 5 1Y
G Ab g4 - (1) B 3 R AL BE S IR R O HE i3
Jiti A9 22 4 AT s (2) 350 00 Bk 1 5 ax Pk A [ B B
B 5 (3) SEMRLYE 75 & [ ZE AR AR HE 2K
7.3 EEEZEHMREARSHER

3L REALPE A . SR BEBIL R 2 AL Y AR
G4 A VERE A T B AR B SC R BB G R 4R S
F1% TG WL P R AN T 00 . TG R A P SR i A
RAF B BEALGE TR AL » I HLAE A R 45 1 F AN BEAT 3
A5 R AS T T R SR R TR R A U
T B A0 0 D s e S RE AR T 2 S B i i 4
I DG Tk B A 4 % 24 4 SR 1) D B AL A A il e
B S AT BUACHE A5 5 05 T AR RO 3 SC R B —
P BE WY BEALYE AEATS SR A7 AE — 5 YL AN R HLIE Y
W BIL R b ok DR 2R DR IX 4 S0 (B8 T R Jn 2 i
N R AL R E i Y

W AL A 2 % P A P R — T S S5 R
TR ST B AL i 0 B SR AL A X
I E ARG AR T DO RO X2 305 B S B R
R AR VA LR P TR 0 4 ST BE AL e S
AFB N T T H 8 H L NIST B AL A
FEAR U N H A L AR U BE ALY A M 0 B S0 BE— 2D
BETHRFAE AR BUR % 20 531 48 CRE ML SC A A0 AN [m] 485 4%
SR ) SO R AL ST He o A AR A
DX 73 1) BRE AL RS 00 45 s - i B 5 3 1) IX 20 B0 A
RN U JBE i 22 I 28 5 80D ke A7 A X 23 AN [ Chn
SR T 7 AR 1) 8 SCRARAE . B AR AT LA A A 0 %
SO K B T 3 80k (O T R AN 5 505D 1)

SEXEAERN T 2R, A KA 5 R
— oA S A B AR AERE LB B0 R O 1 3
LI RE RN ZE Ak T LU P 177 A0 BE AR RSB 491
FAZAT VBRI A A P R L X LR 32 G
T A AL . 2 RO 4R — R T
1R e SHDET R AN 7 LN G e 45 S D e e
A — A 2 [ 5 A B R A AT B A R
BB — Il 22 0T 2 S0 A A 55 o i %%
Bor 2 CEYVE A . I TE I EOR X e 405 B
B4 W LAl L A A R — T AR AT R 4
BURY B R AR T A 5 R 2 42

@ https://blog. csdn. net/samsho?2/article/details/ 106046997



514 it "

Hl

o
-

i 2024 4F

WA AR T .GB/T 18336 Fil GM/T 0028 1y 4%
R BT T R s B R e A

H A AT 0 28 R AR e 1) 42 42 DB AR 1 BF
FEE MR MR LR EA. 2 EK S E
R H A 3 L4 R © I i B 90 9% i A B Y 22 4
DUPF. 4, 35 EAAG T %5 i R 2 R IR (E S
Ab AR UE FIPS 140, 1 o = il 1 %5 B 488 e 22 4
TR C 45 R bRvE GB/T 18336 (2 %f [ b 38 FH I3+
AR U] 1 45 ) R 36 L T AR CC k) A1 GML/T 0028.
CC Wk By IAE ™ i 9 R rh 40 5 1 BT30S 2% i A
HOAH 07 5. 5 CC bR iy H1PE B A AL, GM/
T 0028 FpifEse & 17 FF XT %5 i 485 B 22 4 I 3 i 2 5
8. AR T T 0T T I 4 i A8 B 2 4 0 ) B
P 2 00 H B (H AN RE R H AL Oy i A AR AT S AN
W 5 36 A 56 19 42 K R

XGRS BN A, W8 E%
VR SR S B A 43 B R 4 2 BT i
1) 45 i 22 42 ) Wy » I O e e [ % 2 B 2o R v MUK 2
& S HU 5 1 % 4 R AR MBI e A X
] 285 B R I B S B B o A i i R v R BB AR TE
(R BBURR 22 4> 2 50 8 0] A0, rb a5 B 00ORT 2%
. B L ECR AR R R A A TS S B0 R
PEHT AR B EA W) b A T L B LI TR AR AT
I B R A% Y BE AL PE CRIE B LB PR Mot 35
B, AN R G B & KA X IR
T e] ) A0 S ER85 B AS 1 TR 2R BRIV 5D A4 15 AN
AT L g 3 ) B ML e AR AR SR B R
i AR E W BENLECR LB 4 R BRE  AT) SR I H B
AR PR B EMNERRC LM T GM/T
00624 %7 fith 7 it I B BSCARG: 0 28 5RO A o » 3204 i 1Y /R
FHZERLT 28 [ [ 5 b e B AR W9 e (NIST) il 22 /Y
NIST SP 800-22 f5 it V. SR i » B [ 1 A % A 5 B AL
B AR AE OC B e bR . (R B BRIz 4
(4 L2 FE IR AR 1 Bl L ERCR A= 25 S AR A s A7 A %%
Sl ©. R Bl AL R R A 4 B o 5T A BE 5 4 ff T
I 2 A B A g | B v 1 B L K ) R

R EBENL G P R T 2 PG LR N/ < 3
i O R R R, 2 A LR R [ U
B BT A AT 237 A A 2% S5 o DT 5% 1 8¢ ik
LI B SRR AR A AN R R T S S A
2 A 2 M B8 3 52 R IS TR e A I e A .
ShLH TTEFEALR G % B LA A7 25 ] o A 5
P A8 B AR AE A I A T L R G rp 4% i sk
B T 1 W ) B0k R A ] R R s X 48 4 1

b, 7350 25 Tl S B2 G804 B PN A T T 2 = B
Tt AR B A  BO% B. A0 BEAE R G A U R
] AR O B P SR R AR AR G 0 AT B LA
D IBOCH At i i B 28 P A% 25 [ 1) P A s (7 — 4R
2 BUAT 1 X RS R ARV 22 2 w7

SRR AN BN R L2
AR ST 15 08 B0 B b AR A o e 2
HLAT WAL AT 4 R AE Cn T #6) 5 % A
PR 5. 3 2 X H i) Rl R AT AL AL AR B A 5 2
FETG K » S — b3z {0 A Bl 37 07 k. LR F) A 5
LR PO Rk AR LT Bk | 1]
SEHEIG LT | BB AT s 45

ETREZINBLFFMIRA. TFR.RELS
>JTEASAS U B G T A% G L AR o o Bk 1 RE
S TR e AT R BEAT TR BE 2 o) Y B R AR U
IR e 45 22l A [ (9 4% 32 2~ B3k BT 48 SRR AIE
I T T U 20 28 L T R AIL A I 45 45 X
22 b i R AT U A 2 A % ST AL A A ) 5
SITIVR ). PPAS TR J3E = ~J 33k A 4 A5 B0 3 HUAT: 55
A RO I 43 BT AN [R] 19 28 S 500 R S0l HE A 3 11 52
M. ] RS 5 iR SRS Sk RT3 v T )iz 1Y
BEHLARPR L TE A Ry LB o 43 BT U 2 2 ) B vk
TE A FE R BT 55 b 1) 2 B I X % 2 ~) B ik
LT BEALAR AR A 1 SR A Bk — 22 20 #r.

H Al Z TS AR B R 5. A4 R b A AL
B BCFIEAT A AR AT A B A T A
AR B A5 7] 25 8 I 45 947 R A 0 45070

8 BHEERE

AR S T2 O X A A B S A
5030, B SRR T X HE AN B A 1 A s R B
WHIR. BB 52T 0 T R i 22 b R AL
FAT Y J M 14 B O ) 8, - 3 ] R T 8 2 1 %% 1
WFIE IR R AL, 45T oK A SO T X Hedk i
T 28 B 2 44 I 8 R 2 0 ARUIE B L A5 45 BF 5 AR
NS AR R R A IR AT T R 65 AT
54 05 T B 4E F ECDSA . BLS, MLSAG, Jin
J5 T F AT IBE.CS #l IND-CCA2 44> 1y 1]
P 3 MR AE W] 2R T NIZK fil zk-SNARK

@  https://csre. nist. gov/publications/ detail/sp/800-22/rev-1a/
final
https://csre. nist. gov/News/2022/proposal-to-revise- sp-800-
22-rev-la



34 BOAAE . XHUEET A BTERS BT AT I S R 515

(4 SCRIE A & . BB AR SO A1 28 1 R > ZKP %
o AR R HEAT BRSBTS 2210 SR A9 43 T 0T LA

22 3CHk 13 ].
8.1 2 &%

6 XA KR OIHAT T A BT
ARSI PN K A TR R P i e o /S RS K | B 7
X IR T 5 5 T 1) LA R R TR e A L 3
A A R A S i o A R i S SR S R IR
E [R]85 2 [ 174 7 0 R R AR B A VA B T R G
A I 28 4 Uk B U 1 9 22 e BUR. i AR
R 3 FIURS 3 A B S TG TR 0 A SO B 1) 8 49 1R AT i
— 2B SR K AE B AT DA 2 S A A IE A Y
o7 2] it IR B £ X5 A0 23 A RE ) O TR B A 45T

S o WA SCHE B I A G B A AR I R AT A

NIRZ R B4 K Yesk b 5 FOoR e 2R
FER ARG E . R X et F 2R T
S K (I ECDSA) F1 45 ¥4 fj B4 25 45 7 46 (A
BLS). #K1f . bifi % X i In 09 22 B A0k 8 DA B2
RS N B R H 25 540, HF 25 45 A 28 44 1 BiF 5T
BTN WE Y L 5 ECDSA 5 BLS 4 L, B 2
LA ARV L E 5 I AR K E RS
I 1G24 5 O R B X S Ty B Ak
WEBI S 2% Rl e Z IR B TR T R (A4
O BN AL B AGE T . TO R X R A 4
T5 G AT BT IR A HEAT 43 BT« 152 R N My
L ERMEEE T MAR.

®6 ANBRMWEBEERGSH

ES 4 3 B R 2 A T 3 B BE B 1
N TR
ECDSAL! ¥+ ECDLP sk, A KE EU-CMA 44t 36 F 7 & 093k B
BLSE#2] 4 3 1 55, B F GDHP FlWEL P %) EU-CMA %41, 3F Game AYIEH]
MLSAGH3] 45T DLP 1l DDHP [ 3 , B R4 1K i 25 44 1K B EU-CMA 422 421 , 3 T~ {845 (75 2L g 31 B [63]
TN R
IBEC149) HEFIRA L 1k ;(;i/g;gé;g;nm&ummwg RS e
Cslezl JF DDHP H il & 55 i 4 2 P Al 1 FRUERIR T IND-CCA2 %24, 3% F 08 & 1Y U]
UL WA 400 4 M7
GSogl168] T WL APEXT 1 NIZK $4 & BT NIWT (122 4Pk, 56 4 250 1 1]
GR16C169] FE T IRAEXT A NIZK ) 3 Bk 5 1 22 b 3 T Ak 1 40 BT G IE 1
CA170170) R B CRS 47 ok 1 % & B iR TR I CRS 114 i 5 it

# : GDHP: 3£ F Gap Diffie- Hellman (% B 21 I 9 IR X 5] 80, 76 i B 41 [ CDHP J& FERY . 1fif DDHP J& %5 5 119 . NIWI. 3k 38 B TE 48 1) A 7]

[Xﬁ.rﬁz[mé%].

WM. 0 R R BB L R A T
B, R R 22000 57 s 551 T8 vk Wl R S Jn g 1)
it oK o AELIE S PR B 5 3 i 2 5R A B % G 2 IND-
CCA2. AEsz I IND-CCA2 Ay 18 FI M 3 07 1, 1 %
A LA H  IND-CCA2 22 4 % 5 i 2 b R
R & . X IBE R CS 7 28 B 22 01 43 #r i3
AAUA] AAE B TE 52 A 8100 %5 5 8 07 | 3k 1346 5
W] DAAE 7 1 b 48 ONSE R 52 31 58 38 0 R D)
NI AL A S LA R G A PR W k. H R B AR IR
A AL IND-CCA2 % 4P 1 IX B B fin 2 bis 1fE 1T it
Z: 2% AHFATHE AT — A H 45 IND-CCA2 % 41
LA A ™8 2 A PR IR B 0 B A AR IX g 4R it
CEAEEX N

FARUERR. T HIE I —Fh RS 7 UE B
T rp AN 52 AT ] A R0 B B S IR G B O &N
MATREET, I B 0% 58 M)z ot
il FH. AN ZKP 252 Y zk-SNARK, F 12 4 A 24
THORHE S R RIS E T i 2k-SNARK 138 J1]

Tk BARR . BAR Zk-SNARK H FT #0278 IX
Yot b 52 BUBR AL PR 47 Y BRAEL T H L (H R 3 i 4R
AR JokAE X HUBE i Ry B0CHR & MR . e ob, B
Hige it zk-SNARK & 22 i 44 & . % zk-SNARK H
TR B BRI IRAFAE 2 R Bl A S %
FAFH (CRS) 19 42 BT E 32 2108 38 2 idv » 2 8000 #h
PHATAT (556 = 05 5. [, B F ARMEE AN S5 T
HIFFE SCRR BRI $ T 5 3 2 G0 45 3R FL B A PN 110 —
A ZKP A iE M &, &t o a4 AR ZKP
B A SCR Y JU D . 52 3 3% DI T A
Hr2g o] B R B RN AL TS BB 275 SO B T
fif ZKP. B2 ZKP [ 8F 58 8 B0t — A~ ik i i 2
TERE L B HL A A 2 R A A R S A B
.

TIEME. A E% SM RINRRZEL WA
e B b o )™ 92 4 AT I s 2 9 A T R
E R RPN U -3 R A R T S o R P AP R 2
Bl XCHR B R G 2 A v] 7 R ) B BB L



516 it "

Hl

o
-

i 2024 4F

P 1 i) 5 R SR E AR A B B By AR
oE P BRI o i xof X R 2R 0 109 [ 4% ORI 25D DU F
Il s A Bl T 41 2l [ 4 ORI RS ) 38076 R X B 47 A
T VA 1 Bt AL L T S Sy 6 0 98 5 R X e e 7 ol ) 3
I A R R R 23 ().
8.2 B =

DX B B FLA OGO B4 15 1) 2 Je R o FH T I
— RGNS T ) R AR 2 B B B A Y 28 G R
S TE AT R BEAS L BRI R 5
(4 J BRFNAFE - DA R S A B8 T iy 32 T 52 B Y. SR
Z BT Ak e L S 52 () 80 1Y) & 4% 1k 9
AR F 7 2 1 BEIE UE B LR A K S A
028 1 R M & ) 28 B A R R W o A v T I
HOS B ARSI, 1 34 m) Ak A A B %
5 RS2 e v ) £ A O B % B R 1 R R AN W i 3
B2 TR FRATRE A SO B i B AT e 2

(1) DX MU 2 24 1 28 JF 8] . A6 Dy X BB 33
SR A2 T7 B 5 48 KON Ak R A
2 NG AIE 2 24 I ROCR AR S R R . 24 K5 BT
TEREECER I RN 2 PR 56 R L 3015 28 44 ME DL 2
b B X M b, PR OR IXCBR B P AR X B
BUNHMELAY . MeAh, 22 7 R B H A T
S BEOR VTR 0] BB 55 M B S A T R e
P TS o i 1 4 4 B R O A T L IE B 45 44
e AP SR, Bl 25 ) 26 T30t R 2 S A 1 46 ) A
FAY T R G 0 A 877 40 A O B ik F AN 2 2. I Ak BB
A DU AT R R L X A 4 1 I IE ROR L T
L) 25 P A I 2 ) R T B — Rl AL
fEERKEWSEL TR I AR BRRNZ 2. ik
TR AT A R R A R X R Y = TR

(2) DX HUSE T % 1 28 JF 8] . B8R 2 3 A1 3 o
AR TE DX B BE v B A BN O AT B AL
IND-CCA2 %48 i o 55 B 1 % 4 g Wy » 1B H i
O 1 #1328 A 08 B9 i 15 Cl Bl B 990 &
B 2 2 A AN 592 A 5 R s DA 552 30 0 44 3
NIZK) >k 3k 15 B AR 19 22 4 HE. b 4b, Bl 48 IND-
CCAZ % Iy AT L 2V i & —Fh i JE 2 41k
0K B i il R i i WIS Y e o i N O E s ]
FNZ U 3 (5 75400 2 2 AR e AT S PR B BT A4 4.
WAL A PKE J5 RAEFRER LT S5 I BLAR &2 2k
SO G ME S PR T AT TAR S T 3 b 1 B2k ] B R
JEEE A BT CANAE CS J5 R Z 250 B il i
A S IS TE D). AN F — S T A R
F & Bl PKE J5 209 HERE AR & ). R T DL fil

X T 4 ot b R T B L H T4 A 4 ok Ab R
I s g s | T % B B OR 4 A A S5 ] L
D 7 o e N 1 N = A o = i = B )
PKE J5 %8 j& — T #k k.

(3) [X Bl 22 1 GE B A 2 JF ) R 28 1R R
] (ZKP) 2 4 4 4= HLIIRE 22 A% 1 X e 1) FEAE T
BLOSRI, SEEE ZKP R 52 R AR R I N 25 5. #
1) zk-SNARK J5 & v e B R K A 5 - (B Z0F
% K I b R E R O Hb 2 > AH SC HTR. ZKP B iF
G H PP S MV A R T RN R S 0 S R D s
WA Rz R A B0 2] ZKP (4 07 s 33t . AR HE
P LT S T A0 A SORIRS B L X (15 0] 2 B
FE 1 ZKP SCHk B 7 0 R KL R zk-SNARK (1) B
AR AT MK T E S = kAT S
G, )R e A T o 52 R A
RO it B A Ok T BT AY L BEASIA TR
VISE PR B T HI 55 T 7 L% e, B2, it
—AHA P S 8 G L B B LS 2k
SNARK J5 % & — T Bk fik .

(4) 2 PF I 28 FF 1] 3. 76 X B 2R 40 bl 2%
T RS B 35 1 RS B A % [ R0 AT X X B B 1 22
M 3k ™ . 3 [ A A 15 TR R R B
FER B RO A A Y S B S R AR E AN —
OAE. UL L 704 5 0 B e i ] F X B B 2 i, e L
HEAT — B50ME K I 0 AH DL 0 2 4 9 ) AR R O
T TR R v R b, T B S A Y
TEAL R W, 1A 55 28 A 1 TS T4 LG )2 B0 R s
B e e S i B o o = B S A R B O o Al
B 3l PR R I A ) A R i R B A G L
PR A ) 2 A P A3 B R R U AR R A 0 TR
L, UG 182 A M A B AR UE B 18 DL R A RE % e A
PSR U o Y U SN e g L BN i) B E K = R O
T4 4 3R 9 245 {5 8 2 4 LA E RO . AR L FR R
TP 2 0 7 M B0 A R A e T, M [ 9 ka1
TE S PR AR A ] R Ry T R R % Bk
AR o 2 s B P ) AT A T 4 1) [ R
TSI B o R ZR L A 355 6 [ 2k T BE AR 7
Ty e 0 AL AR . 4w 2 A R I AR AR R B OR
SEEV R T E R R 0 — 2 R

DA b (0] A kR B T Y R 5 RN S BRI
O, I ] 5 Bl 2 H R 0 K J R0 BB I AN DR 9 A

9 ZRiIF

BT H o FARG A PR AR RE B9 B Tk



3 W

FTAE DXCHUBE P A B R BT A AT

EIE R 517

It St

AT 7" VHE 14 22 42 43 AT RE A L 0] 4 Bl X e i

WFFE A Y A B B2 S A SO Tt

13 A7 AR 5% 5 A% Bk R R L T
AR 4

2 0. SO IR
BT AR SRk 1 BT R A A £ L 3

AL TE 8 AN B3 HT L 2 Fld T4 e BB AN 2 Bl
MBEEM . WA A GETHE T 5 %P R RS
FIBETE o LA 2 DX S 5 R4 05 300k 442 18 1] 8 50 R
WEEOR I T AL . 25 I8 B 7 X B g b 47 %0
FE B — RO B 2 A B S U B S 0T 18 A
BRSCRE NS R B A% 51 1 .

(1]

2]

(3]

[4]

(5]

(6]

[7]

(8]

(9]

[10]

[11]

[12]

& % x M

Nakamoto S. Bitcoin: A peer-to-peer electronic cash system.
White Paper, 2008

Wood G. Ethereum: A secure decentralized generalised
transaction ledger. Ethereum Project Yellow Paper, 2014,
151(2014) . 1-32

Miers I, Garman C, Green M, et al. Zerocoin: Anonymous
distributed E-cash from Bitcoin//Proceedings of the IEEE
Symposium on Security and Privacy. San Francisco, USA,
2013: 397-411

Sasson E B, Chiesa A, Garman C, et al. Zerocash: Decen-
tralized anonymous payments {rom Bitcoin//Proceedings of
the IEEE Symposium on Security and Privacy. San Jose,
USA, 2014 459-474

Diffie W, Hellman M. New directions in cryptography.
IEEE Transactions on Information Theory, 1976, 22 (6):
644-654

Goldwasser S, Micali S, Rivest R L. A digital signature
chosen-message attacks.

281-308

scheme secure against adaptive
SIAM Journal on Computing, 1988, 17(2):
Bellare M, Rogaway P. Optimal asymmetric encryption//
Proceedings of the Workshop on the Theory and Application of
Cryptographic Techniques. Perugia, Italy, 1994. 92-111
Goldwasser S, Micali S, Rackoff C. The knowledge complexity
of interactive proof systems. SIAM Journal on Computing,
1989, 18(1) . 186-208

Blum M. De Santis A, Micali S, et al.

SIAM Journal on Computing, 1991, 20 (6):

Noninteractive zero-
knowledge.
1084-1118
TIACR Cryptology
ePrint Archive: Volume 2002. https://eprint. iacr. org/2002/
098. pdf

Malone-1ee J. Identity-based signcryption.

Di Pietro R, Sorniotti A. Boosting efficiency and security in
proof of ownership for deduplication//Proceedings of the ACM
Symposium on Information, Computer and Communications
Security. Seoul, Korea, 2012, 81-82

Anderson P. Perspective;: Complexity theory and organization

science. Organization Science, 1999, 10(3): 216-232

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Huang K, Mu Y, Rezaeibagha F, et al. Design and Analysis
of Cryptographic Algorithms in Blockchain. Boca Raton, USA:
CRC Press, 2021

Huang K, Mu Y, Rezaeibagha F, et al. Building blockchains
with secure and practical public-key cryptographic algorithms:
Background, motivations and example. IEEE Network, 2021,
35(6): 240-246
Noether S. Ring
Monero. TACR Cryptology ePrint Archive, 2015 1098
Sun SF, Au M H, Liu]J K, et al.

signature confidential transactions for

RingCT 2.0: A compact
accumulator-based (linkable ring signature) protocol for block-
chain cryptocurrency Monero//Proceedings of the European
Symposium on Research in Computer Security. Oslo, Norway,
2017 456-474

Yuen T H, Sun S, LiuJ K, et al. RingCT 3. 0 for blockchain
confidential transaction: Shorter size and stronger security//
Proceedings of the International Conference on Financial
Cryptography and Data Security. Kota Kinabalu, Malaysia,
2020 464-483
Chuen D L K, Guo L, Wang Y. Cryptocurrency: A new
investment opportunity? The Journal of Alternative Invest-
ments, 2017, 20(3): 16-40
Kim S, Kwon Y, Cho S. A survey of scalability solutions on
blockchain//Proceedings of the International Conference on
Information and Communication Technology Convergence. Jeju
Island, Korea, 2018: 1204-1207
Cai Xiao-Qing, Deng Yao, Zhang Liang, et al. The principle
and core technology of blockchain. Chinese Journal of Computers,
2021, 44(1): 84-131(in Chinese)

(BRIGENE . X8, JRse 5. XUt R 3 5 D FR.
4R, 2021, 44(1); 84-131)

AL

Shan Jin-Yong, Gao Sheng. Research progress on theory of
blockchains. Journal of Cryptologic Research, 2018, 5(5):
484-500(in Chinese)

CRREBE M. X Mk 338 oF 52
5(5): 484-500)

Liu Ming-Da, Chen Zuo-Ning, Shi Yi-Juan, et al.

A F ), 2018,

Research
progress of blockchain in data security. Chinese Journal of
Computers, 2021, 44(1): 1-27(in Chinese)

GRS, BRACT . FRLMBAF. DX e 76 Bdi 22 42 G i iF 5%
HEJE. TFEEHLER . 2021, 44(1): 127D

Zhu Lie-Huang, Gao Feng, Shen Meng, et al. Survey on
privacy preserving techniques for blockchain technology.
Journal of Computer Research and Development, 2017, 54
(10): 2170-2186(in Chinese)

(CBLAUIE . e, TRSE5F. XHRBERRAAIR I BT
W95 & &, 2017, 54(10): 2170-2186)
Conti M, Kumar E S, Lal C, et al.

FERR. L

A survey on security and
IEEE Communications Surveys &-

3416-3452

privacy issues of Bitcoin.
Tutorials, 2018, 20(4):
Zhang Rui, Xue Rui, Liu Ling. Security and privacy on
blockchain, ACM Computing Surveys, 2019, 52(3): 1-34



518 L2 - S v/ A S 2024 4F
[26] Tschorsch F, Scheuermann B. Bitcoin and beyond: A technical [40] Cramer R, Shoup V. Universal hash proofs and a paradigm

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

survey on decentralized digital currencies. IEEE Communications
Surveys & Tutorials, 2016, 18(3): 2084-2123

Zheng Z, Xie S, Dai H N, et al. Blockchain challenges and
opportunities: A survey. International Journal of Web and Grid
Services, 2018, 14(4): 352-375

Li Wei-Han, Zhang Zong-Yang, Zhou Zi-Bo, et al. An
overview on succinct non-interactive zero-knowledge proofs.
Journal of Cryptologic Research, 2022, 9(3). 379-447 (in
Chinese)

AR, TR v, IR, fay ok R 58 1 4 R R I 2R
W 2ER, 2022, 9(3): 379-447)

Blum M, Feldman P, Micali S. Non-interactive zero-knowledge
and its applications. Goldreich O ed. Providing Sound Foun-
dations for Cryptography: On the Work of Shafi Goldwasser
and Silvio Micali. New York, USA. ACM. 2019 329-349
Zhao Zhen, Wu Ge, Lai Jian-Chang, et al. Key points and
methodology in constructions and security proofs of public-key
cryptosysems. Journal of Cryptologic Research, 2019, 6(1):
1-17(in Chinese)

GRER, R, MBS, API%IGTr S0 1 K 2 uE ] m
W AT EIE. WM, 2019, 6(1): 1-17)

Rivest R L, Hellman M E, Anderson J C, et al. Responses
to NIST’s proposal. Communications of the ACM, 1992,
35(7): 41-54

Boneh D, Lynn B, Shacham H. Short signatures from the
Weil pairing//Proceedings of the International Conference on
the Theory and Application of Cryptology and Information
Security. Gold Coast, Australia, 2001; 514-532

Naor M, Yung M. Public-key cryptosystems provably secure
against chosen ciphertext attacks//Proceedings of the Annual
ACM Symposium on Theory of Computing. Atlanta Georgia,
USA, 1990 427-437

Rackoff C, Simon D R. Non-interactive zero-knowledge proof
of knowledge and chosen ciphertext attack//Proceedings of the
Advances in Cryptology. Brighton, UK, 2001 433-444
Goldwasser S, Micali S. Probabilistic encryption. Journal of
Computer and System Sciences, 1984, 28(2). 270-299
Bellare M, Kilian J, Rogaway P. The security of the cipher
block chaining message authentication code. Journal of Computer
and System Sciences, 2000, 61(3): 362-399

Parno B, Howell J, Gentry C, et al. Pinocchio: Nearly practical
verifiable computation//Proceedings of the IEEE Symposium
on Security and Privacy. Berkeley, USA, 2013. 238-252
Wahby R S, Setty S, Howald M, et al. Efficient RAM and
control flow in verifiable outsourced computation. TACR Cryp-
tology ePrint Archive, 2014. https: //eprint. iacr. org/2014/
674. pdf

Bellare M, Rogaway P. Random oracles are practical: A
paradigm for designing efficient protocols//Proceedings of the
ACM Conference on Computer and Communications Security.

Fairfax, USA, 1993. 62-73

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[51]

[52]

[53]

[54]

for adaptive chosen ciphertext secure public-key encryption//
Proceedings of the International Conference on the Theory
and Applications of Cryptographic Techniques. Amsterdam,
The Netherland, 2002. 45-64

Delgado-Segura S, Pérez-Sola C, Navarro-Arribas G, et al.
Analysis of the Bitcoin UTXO set//Proceedings of the Finan-
cial Cryptography and Data Security. Nieuwpoort, Nether-
lands, 2019: 78-91

Bitansky N, Chiesa A, Ishai Y, et al. Succinct non-interac-
tive arguments via linear interactive proofs//Proceedings of
the Theory of Cryptography Conference. Tokyo, Japan, 2013
315-333

Ben-Sasson E, Chiesa A, Tromer E, et al. Succinct non-
interactive zero knowledge for a Von Neumann architecture//
Proceedings of the USENIX Security Symposium. San Diego,
USA, 2014 781-796

Ben-Sasson E, Bentov I, Horesh Y, et al. Scalable, trans-
parent, and post-quantum secure computational integrity.
IACR Cryptology ePrint Archive, 2018 46. https: //eprint.
iacr. org/2018/046

Guo Fu-Chun, Susilo W, Mu Yi. Introduction to Security
Reduction. Berlin, Germany: Springer, 2018

Garay J, Kiayias A, Leonardos N. The Bitcoin backbone
protocol: Analysis and applications//Proceedings of the Annual
International Conference on the Theory and Applications of
Cryptographic Techniques. Sofia, Bulgaria, 2015: 281-310
Freeman D M. Converting pairing-based cryptosystems from
composite-order groups to prime-order groups//Proceedings of
the Advances in Cryptology. French Riviera, French, 2010
44-61

Alberto Torres W, Kuchta V, Steinfeld R, et al. Lattice
RingCT v2. 0 with multiple input and multiple output wallets
//Proceedings of the Information Security and Privacy.
Christchurch, New Zealand, 2019, 156-175

Manson S M. Simplifying complexity: A review of complexity
theory. Geoforum, 2001, 32(3): 405-414

Cook S A. The complexity of theorem-proving procedures//
Kapron B M ed. Logic, Automata, and Computational Com-
plexity: The Works of Stephen A. Cook. New York, USA.
ACM, 2023: 143-152

Karp R M. Reducibility Among Combinatorial Problems.
Berlin, Germany: Springer, 2010

Bellare M. Practice-oriented provable-security//Proceedings
of the Information Security. Tatsunokuchi, Ishikawa, Japan,
1998. 221

Sprenger C, Basin D, Backes M, et al. Cryptographically
sound theorem proving//Proceedings of the IEEE Computer
Security Foundations Workshop. Venice, Italy, 2006 153-
166

Feng Deng-Guo. Research on theory and approach of provable
security. Journal of Software, 2005, 16(10); 1743-1756 (in

Chinese)



3 W

LA BRI A SRS B T BT S R 519

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

G . alE ] %2 4 1 g 5 05 IR BF 5T,
16(10) : 1743-1756)

AR, 2005,

Gentry C, Ramzan Z. Eliminating random permutation oracles
in the even-mansour cipher//Proceedings of the International
Conference on the Theory and Application of Cryptology and
Information Security. Jeju Island, Korea, 2004 . 32-47
Canetti R, Goldreich O, Halevi S. The random oracle meth-
odology, revisited. Journal of the ACM, 2004, 51(4): 557-
594

Katz J, Lindell Y. Introduction to Modern Cryptography.
Boca Raton, Florida, USA: CRC Press, 2014

Coron J S. On the exact security of full domain hash//Pro-
ceedings of the Annual International Cryptology Conference.
Santa Barbara, USA, 2000: 229-235

Shacham H, Waters B. Compact proofs of retrievability.
Journal of Cryptology, 2013, 26(3) . 442-483

Dent A W. A note on game-hopping proofs. TACR Cryptology
ePrint Archive, 2006. https: //eprint. iacr. org/2006/260
Shoup V. Sequences of games: A tool for taming complexity
in security proofs. IACR Cryptology ePrint Archive, 2004,
https: //eprint. iacr. org/2004/332. pdf

Fuchsbauer G, Orra M, Seurin Y. Aggregate cash systems:
A cryptographic investigation of MimbleWimble//Proceedings
of the Advances in Cryptology. Darmstadt, Germany, 2019
657-689

Liu J K, Wei V K, Wong D S. Linkable spontaneous anony-
mous group signature for ad hoc groups//Proceedings of the
Australasian Conference on Information Security and Privacy.
Sydney, Australia, 2004 325-335

Pedersen T P. Non-interactive and information-theoretic
secure verifiable secret sharing//Proceedings of the Annual
International Cryptology Conference. Santa Barbara, USA,
1991. 129-140

Wang Zi-Yu, Yu Hui, Zhang Zong-Yang., et al. ECDSA
weak randomness in Bitcoin.
Systems, 2020, 102.: 507-513
Volety T, Saini S, McGhin T, et al. Cracking Bitcoin wallets:

Future Generation Computer

I want what you have in the wallets. Future Generation
Computer Systems, 2019, 91: 136-143

Wijaya D A, LiuJ, Steinfeld R, et al. Monero ring attack:
Recreating zero mixin transaction effect//Proceedings of the
2018 TrustCom/BigDataSE. New York, USA, 2018: 1196-
1201

Grimes R A. Cryptography Apocalypse: Preparing for the
Day When Quantum Computing Breaks Today’s Crypto.
Hoboken, USA: John Wiley &. Sons, 2019
Li Ying-Xin, Liu Fu-Kang. Wang Gao-Li. New records in
collision attacks on RIPEMD-160 and SHA-256. 2023. 02. 23.
https: //eprint. iacr. org/2023/285

Chen L, Chen L, Jordan S, et al. Report on post-quantum

cryptography: Volume 12. US Department of Commerce,

National Institute of Standards and Technology, 2016

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

Boneh D, Drijvers M, Neven G. Compact multi-signatures
for smaller blockchains//Proceedings of the Advances in Cryp-
tology. Brisbane, Australia, 2018 435-464

Rivest R L, Shamir A, Adleman L. A method for obtaining
digital signatures and public-key cryptosystems. Communica-
tions of the ACM, 1978, 21(2). 120-126

Zheng Zi-Bin, Xie Shao-An, Dai Hong-Ning, et al. An
overview of blockchain technology: Architecture, consensus,
and future trends//Proceedings of the IEEE International
Congress on Big Data. Boston, USA, 2017. 557-564

Tian Min-Qiu, Fu Da-Peng, Ma Yuan, et al. Security require-
ments and evaluation practices for cryptographic applications
in level protection information systems. Computer Engineering
and Applications, 2018, 54(S2): 1-18(in Chinese)

CHBOR , PEIMS , TS, T 1) 55 PR3 09 5 B 28 e 95 1 g
P %A BOR S M PESE . AL TR S M, 2018, 54(S2) .
1-18)

Huo Wei, Guo Qi-Quan, Ma Yuan. Commercial Cryptography
Application and Security Assessment. Beijing: Publishing House
of Electronics Industry, 2020(in Chinese)

CE, a4, TR, w0 5 % el deat.
HLT Tk AL, 20200

Bonneau J, Narayanan A, Miller A, et al. Mixcoin: Anonymity
for Bitcoin with accountable mixes//Proceedings of the
Financial Cryptography and Data Security. Christ Church,
Barbados, 2014 . 486-504

Valenta L, Rowan B. Blindcoin: Blinded, accountable mixes
for Bitcoin//Proceedings of the Financial Cryptography and
Data Security. San Juan, USA, 2015. 112-126

Ruffing T, Moreno-Sanchez P, Kate A. CoinShuffle: Practi-
cal decentralized coin mixing for Bitcoin//Proceedings of the
Computer Security. Wroclaw, Poland, 2014 . 345-364
Ziegeldorf J] H, Grossmann F, Henze M, et al. CoinParty:
Secure multiparty mixing of Bitcoins//Proceedings of the
ACM Conference on Data and Application Security and
Privacy. San Antonio, USA, 2015; 75-86

Yao Shuang, Zhang Da-Wei, Li Yong, et al. A survey on
privacy protection of transaction content in blockchain.
Journal of Cryptologic Research, 2022, 9(4). 596-618 (in
Chinese)

(A&, kKA, 2055, XREESCH WA AR EORTT T
ZER. B 2ER . 2022, 9(4); 596-618)

Poelstra A, Back A, Friedenbach M, et al. Confidential assets
//Proceedings of the International Conference on Financial
Cryptography and Data Security. Curacao, the Netherlands,
2018 43-63

Kang H, Dai T, Jean-Louis N, et al. FabZK. Supporting
privacy-preserving, auditable smart contracts in hyperledger
fabric//Proceedings of the Annual IEEE/IFIP International
Conference on Dependable Systems and Networks. Portland,

USA, 2019 543-555



520

it ®

i 2024 4F

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

Paillier P. Public-key cryptosystems based on composite
degree residuosity classes//Proceedings of the Advances in
Cryptology. Czech Republic, 1999: 223-238

Zheng Hai-Bin, Wu Qian-Hong, Xie Jan, et al. An organi-
zation-friendly blockchain system. Computers &. Security.,

2020, 88: 101598

Wang Qin. Qin Bo. Hu Jian-Kun. et al. Preserving trans-
action privacy in Bitcoin. Future Generation Computer
Systems, 2020, 107 793-804

Yaji S, Bangera K, Neelima B. Privacy preserving in block-
chain based on partial homomorphic encryption system for
Al applications//Proceedings of the International Conference
on High Performance Computing Workshops. Bengaluru,
India, 2018. 81-85

Chen Y, Ma X, Tang C, et al. PGC: Decentralized confi-
dential payment system with auditability//Proceedings of the

European Symposium on Research in Computer Security.
Guildford, UK, 2020: 591-610

Chen Y, Ma X, Tang C, et al. PGC. Decentralized confi-
dential payment system with auditability. TACR Cryptology
ePrint Archive, 2019. https://eprint. iacr. org/2019/319.
pdf

Yuen T H, LiuJ K, AuM H, et al. Efficient linkable and/
or threshold ring signature without random oracles. The

Computer Journal, 2013, 56(4) . 407-421

Au M H, Liu J K, Susilo W, et al. Secure ID-based
linkable and revocable-iff-linked ring signature with constant-
size construction. Theoretical Computer Science, 2013, 469
1-14

Groth J. Short pairing-based non-interactive zero-knowledge
arguments//Proceedings of the International Conference on
the Theory and Application of Cryptology and Information

Security. Singapore, 2010. 321-340

Biinz B, Bootle J, Boneh D, et al. Bulletproofs: Short
proofs for confidential transactions and more//Proceedings
of the IEEE Symposium on Security and Privacy. San
Francisco, USA, 2018. 315-334

Garman C, Green M, Miers I, et al. Rational zero:
Economic security for zerocoin with everlasting anonymity //
Proceedings of the International Conference on Financial
Cryptography and Data Security. Christ Church, Barbados,
2014. 140-155

Danezis G, Fournet C, Kohlweiss M, et al. Pinocchio coin:
Building Zerocoin from a succinct pairing-based proof system
//Proceedings of the ACM Workshop on Language Support
for Privacy-Enhancing Technologies. Berlin, Germany, 2013
27-30

Kuo T T, Zavaleta Rojas H, Ohno-Machado L. Comparison
of blockchain platforms: A systematic review and healthcare
Journal of the American Medical Informatics

examples.

Association, 2019, 26(5);: 462-478

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

Androulaki E, Barger A, Bortnikov V, et al. Hyperledger
fabric: A distributed operating system for permissioned
blockchains//Proceedings of the EuroSys Conference. Porto,
Portugal, 2018: 1-15
Zeng Shi-Qin, Huo Ru, Huang Tao, et al. Survey of
blockchain: Principle, progress and application. Journal on
Communications, 2020, 41(1): 134-151(in Chinese)
CEPFEC, BN, e, KHBEERBI LR o ot
5. R, 2020, 41(1): 134-151)

Hearn M, Brown R G. Corda: A distributed ledger. Corda
Technical Whitepaper, Retrieved, 2016, 27; 2018

Baliga A, Subhod I, Kamat P, et al. Performance evaluation
of the quorum blockchain platform. arXiv preprint arXiv:
1809. 03421, 2018

Ali M, Nelson J, Shea R, et al. Blockstack: A global naming
and storage system secured by blockchains//Proceedings of
the USENIX Annual Technical Conference. Denver, USA,
2016 181-194

Dong Gui-Shan, Chen Yu-Xiang, Fan Jia, et al. Research
on privacy protection strategies in blockchain application.
Computer Science, 2019, 46(5): 29-35(in Chinese)
GESHIL BRTFH, JEAESE. XHuBE N iy B Fh f 37 5
BhgE. HEPLRIE, 2019, 46(5): 29-35)

Kosba A, Miller A, Shi E, et al. Hawk: The blockchain
model of cryptography and privacy-preserving smart contracts
//Proceedings of the IEEE Symposium on Security and
Privacy. Fairmont, San Jose, USA, 2016 839-858

Shi Jin-Shan, Li Ru. Survey of blockehain access control
in Internet of Things. Journal of Software, 2019, 30(6):
1632-1648(in Chinese)

BRI A, PR 100K 3 U . o
. 2019, 30(6): 1632-1648)
Shafagh H, Burkhalter L., Hithnawi A, et al. Towards

blockchain-based auditable storage and sharing of IoT data//
Proceedings of the 2017 on Cloud Computing Security Work-
shop. Dallas, USA, 2017 45-50

Zhang Yuan-Yu, Kasahara S, Shen Yu-Long, et al. Smart
contract based access control for the Internet of Things.
IEEE Internet of Things Journal, 2018, 6(2): 1594-1605
Croman K, Decker C, Eyal I, et al. On scaling decentralized
blockchains: (A position paper)//Proceedings of the Financial
Cryptography and Data Security. Christ Church, Barbados,
2016. 106-125

Wang Jia-Ping, Wang Hao. Monoxide: Scale out blockchains
of the

with asynchronous consensus zones//Proceedings
USENIX Symposium on Networked Systems Design and
Implementation. Boston, USA, 2019: 95-112
Kedziora M, Pieprzka D, Jozwiak I, et al. Analysis of
segregated witness implementation for increasing efficiency
and security of the Bitcoin cryptocurrency. Journal of Infor-

mation and Telecommunication, 2023, 7(1) . 44-55



3

BOAAE . XHUEET A BTERS BT AT I S R

521

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

Luu L, Narayanan V, Zheng C, et al. A secure sharding
protocol for open blockchains//Proceedings of the ACM SIG-
SAC Conference on Computer and Communications Security.
Hofburg Palace, Australia, 2016. 17-30

Rivest R L, Shamir A. PayWord and MicroMint: Two simple
micropayment schemes. Lecture Notes in Computer Science,
1997, 1189: 69-88

Eyal 1, Gencer A E, Sirer E G, et al. Bitcon-NG: A scalable
blockchain protocol//Proceedings of the USENIX Symposium
on Networked Systems Design and Implementation. Santa
Clara, USA, 2016 45-59

Yu Hui, Zhang Zong-Yang, Liu Jian-Wei. Research on
scaling technology of Bitcoin blockchain. Journal of Com-
puter Research and Development, 2017, 54(10); 2390-2403
(in Chinese)

CHE , SRERTE XIEAR. Hohe I XY A BOARBF5E. 3t
HAHLIFSS5 LR, 2017, 54(10); 2390-2403)

Yao Qian, Zhang Da-Wei. Survey on identity management
in blockchain. Journal of Software, 2021, 32(7). 2260-
2286 (in Chinese)

CBRRT SRRAR. XBEERG T S H BB AR RLGR. &K
PE2E4 . 2021, 32(7) . 2260-2286)

Mao Ge, Li Jing, Zhu Qiao, et al. Application prospect of
blockchain technology in medical field. Journal of Hubei
University ( Natural Science), 2021, 43(1): 1-5(in Chinese)
(B, BRh, RIS, XYBEHORTE BT G b i B2 A
S BAERE AR (A ARERD . 2021, 43(1D): 1-5)
ElGamal T. A public key cryptosystem and a signature
scheme based on discrete logarithms. IEEE Transactions on
Information Theory, 1985, 31(4). 469-472

Miller V'S. The Weil pairing, and its efficient calculation.
Journal of Cryptology, 2004, 17(4): 235-261

Rabin M O. Digitalized signatures and public key cryptosystems
as intractable as factorization. MIT/LCS/TR212, Technical
Report, Massachusetts Institute of Technology, Cambridge,
USA, 1979

Schnorr C P. Efficient identification and signatures for
smart cards//Proceedings of the Conference on the Theory
and Application of Cryptology. Houthalen, Belgium, 1989
239-252

Nyberg K, Rueppel R A. A new signature scheme based on
the DSA giving message recovery//Proceedings of the ACM
Conference on Computer and Communications Security.
Fairfax, USA, 1993: 58-61

Morain F. Building cyclic elliptic curves modulo large primes
//Proceedings of the Advances in Cryptology. Brighton, UK,
1991. 328-336

Pornin T. Deterministic usage of the digital signature algorithm
(DSA) and elliptic curve digital signature algorithm (ECDSA).
RFC 6979, 2013. https: //datatracker. ietf. org/doc/html/
rfc6979

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

Vaudenay S. The security of DSA and ECDSA//Proceedings
of the International Workshop on Public Key Cryptography.
Miami, USA, 2003: 309-323

Johnson D, Menezes A, Vanstone S. The elliptic curve digital

signature algorithm (ECDSA). International Journal of

Information Security, 2001, 1(1): 36-63

Brown D R. The exact security of ECDSA//Proceedings of
the Advances in Elliptic Curve Cryptography. Santa Barbara,
USA, 2000

Pointcheval D, Stern J. Security proofs for signature
schemes//Proceedings of the International Conference on
the Theory and Applications of Cryptographic Techniques.
Saragossa, Spain, 1996, 387-398

Brickell E, Pointcheval D, Vaudenay S, et al. Design
validations for discrete logarithm based signature schemes//
Proceedings of the International Workshop on Public Key

Cryptography. Melbourne, Australia, 2000: 276-292

De Dormale G M, Quisquater J J. High-speed hardware
implementations of elliptic curve cryptography: A survey.
Journal of Systems Architecture, 2007, 53(2/3);: 72-84
Driessen B, Poschmann A, Paar C. Comparison of innovative
signature algorithms for WSNs//Proceedings of the ACM
Conference on Wireless Network Security. Alexandria,
USA, 2008: 30-35

Fan J, Verbauwhede I. An updated survey on secure ECC
implementations: Attacks, countermeasures and cost//Naccache
D ed. Cryptography and Security: From Theory to Applica-
tions. Berlin, Germany: Springer, 2012 265-282

Abdouli A'S, Baek J, Yeun C Y. Survey on computationally
hard problems and their applications to cryptography//
Proceedings of the International Conference for Internet
Technology and Secured Transactions. Abu Dhabi, UAE,
2011: 46-52

Danger J L, Guilley S, Hoogvorst P, et al. A synthesis of
side-channel attacks on elliptic curve cryptography in smart-
cards. Journal of Cryptographic Engineering, 2013, 3(4):
241-265

Hanke T, Movahedi M, Williams D. Dfinity technology
overview series, consensus system. arXiv preprint arXiv:
1805. 04548, 2018

Gilad Y, Hemo R, Micali S, et al. Algorand: Scaling
byzantine agreements for cryptocurrencies//Proceedings of
the Symposium on Operating Systems Principles. Shanghai,
China, 2017 51-68

Noether S, Mackenzie A. Ring confidential transactions.
Ledge, 2016, 1. 1-18. http: //ledger. pitt. edu/ojs/ledger/
article/download/34/61

Ohta K, Okamoto T. On concrete security treatment of
signatures derived from identification//Proceedings of the
Annual International Cryptology Conference. Santa Barbara,

USA, 1998: 354-369



it ®

i 2024 4F

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

Fujisaki E, Suzuki K. Traceable ring signature//Proceedings
of the International Workshop on Public Key Cryptography.
Beijing, China, 2007 181-200

Méser M, Soska K, Heilman E, et al. An empirical analysis
of traceability in the Monero blockchain.

arXiv:1704. 04299, 2017

arXiv preprint

Huang K, Mu Y, Rezaeibagha F, et al. Monero with multi-
grained redaction. IEEE Transactions on Dependable and
Secure Computing, 2023, 21(1): 241-253

Hankerson D, Menezes A J, Vanstone S. Guide to Elliptic
Curve Cryptography. New York, USA: Springer, 2004
Fujisaki E, Okamoto T. How to enhance the security of public-
key encryption at minimum cost//Proceedings of the Inter-
national Workshop on Public Key Cryptography. Kamakura,
Japan, 1999 53-68

Fujisaki E, Okamoto T. Secure integration of asymmetric
and symmetric encryption schemes//Proceedings of the Annual
International Cryptology Conference. Santa Barbara, USA,
1999. 537-554

Cramer R, Shoup V. A practical public key cryptosystem
provably secure against adaptive chosen ciphertext attack//
Proceedings of the Annual International Cryptology Conference.
Santa Barbara, USA, 1998. 13-25

Canetti R, Halevi S, Katz J. Chosen-ciphertext security
from identitybased encryption//Proceedings of the Interna-
tional Conference on the Theory and Applications of Crypto-
graphic Techniques. Interlaken, Switzerland, 2004. 207-222
Boneh D, Boyen X. Efficient selective-ID secure identity-
based encryption without random oracles//Proceedings of
the Advances in Cryptology. Interlaken, Switzerland, 2004 ;
223-238

Cramer R, Shoup V. Design and analysis of practical public-
key encryption schemes secure against adaptive chosen cipher-
text attack. SIAM Journal on Computing, 2003, 33 (1)
167-226

Kurosawa K, Desmedt Y. A new paradigm of hybrid encryption
scheme/ /Proceedings of the Annual International Cryptology
Conference. Santa Barbara, USA, 2004 . 426-442

Kiltz E. Chosen-ciphertext secure key-encapsulation based
on gap hashed Diffie- Hellman//Proceedings of the Interna-
tional Workshop on Public Key Cryptography. Beijing, China,
2007 . 282-297

Abdalla M, Bellare M, Rogaway P. Dhaes: An encryption
scheme based on the Diffie-Hellman problem. TACR Cryp-
tology ePrint Archive, 1999: 7. https: //cseweb. ucsd. edu/
mihir/papers/dhies. pdf

Boneh D, Franklin M. Identity-based encryption from the
Weil pairing//Proceedings of the Annual International Cryp-
tology Conference. Santa Barbara, USA, 2001. 213-229
Jiang Peng, Guo Fu-Chun, Liang Kai-Tai, et al. Searchain:

Blockchain-based private keyword search in decentralized

[151]

[152]

[153]

[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

[162]

storage. Future Generation Computer Systems, 2020, 107
781-792

Derler D, Samelin K, Slamanig D, et al. Fine-grained and
controlled rewriting in blockchains: Chameleon-hashing gone
attribute-based//Proceedings of the Network and Distributed
System Security Symposium. San Diego, USA, 2019

Xu Sheng-Min, Ning Jian-Ting, Ma Jin-Hua, et al. Revocable
policy-based chameleon hash//Proceedings of the European
Symposium on Research in Computer Security. Darmstadt,
Germany, 2021, 327-347

Zhang Yuan, Xu Chun-Xiang, Lin Xiao-Dong, et al. Block-
chain-based public integrity verification for cloud storage
against procrastinating auditors. IEEE Transactions on Cloud
Computing, 2019, 9(3): 923-937

Xie Tian-Cheng, Zhang Jia-Heng, Zhang Yu-Peng, et al.
Libra: Succinct zero-knowledge proofs with optimal prover
computation//Proceedings of the Annual International Cryp-
tology Conference. Santa Barbara, USA, 2019. 733-764
Ben-Sasson E. Chiesa A, Genkin D, et al. SNARKs for C:
Verifying program executions succinctly and in zero knowledge
//Proceedings of the Annual Cryptology Conference. Santa
Barbara, USA, 2013. 90-108

Braun B, Feldman A J, Ren Z, et al. Verifying computa-
tions with state//Proceedings of the ACM Symposium on
Operating Systems Principles. Farmington, USA, 2013:
341-357

Gennaro R, Gentry C, Parno B, et al. Quadratic span
programs and succinct NIZKs without PCPs//Proceedings
of the Annual International Conference on the Theory and
Applications of Cryptographic Techniques. Athens, Greece,
2013: 626-645

Groth J. Simulation-sound NIZK proofs for a practical
language and constant size group signatures//Proceedings of
the International Conference on the Theory and Application
of Cryptology and Information Security. Shanghai, China,
2006 444-459

Fiat A, Shamir A. How to prove yourself: Practical solutions
to identification and signature problems//Proceedings of
the Advances in Cryptology. Santa Barbara, USA, 1986
186-194

Benaloh J, De Mare M. One-way accumulators: A decen-
tralized alternative to digital signatures//Proceedings of the
Workshop on the Theory and Application of Cryptographic
Techniques. Lofthus, Norway, 1993. 274-285

Biinz B, Agrawal S, Zamani M, et al. Zether: Towards
privacy in a smart contract world//Proceedings of the Inter-
national Conference on Financial Cryptography and Data
Security. Kota Kinabalu, Malaysia, 2020

Boneh D, Boyen X. Secure identity based encryption without
random oracles//Proceedings of the Annual International

Cryptology Conference. Santa Barbara, USA, 2004 . 443-459



3

BOAAE . XHUEET A BTERS BT AT I S R

523

[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

[171]

[172]

[173]

[174]

[175]

Gennaro R. Multi-trapdoor commitments and their applica-
tions to proofs of knowledge secure under concurrent man-in-
the-middle attacks//Proceedings of the Annual International
Cryptology Conference. Santa Barbara, USA, 2004. 220-
236

Gentry C, Wichs D. Separating succinct non-interactive
arguments from all falsifiable assumptions//Proceedings of
the Annual ACM Symposium on Theory of Computing. San
Jose, USA, 2011. 99-108

Bitansky N, Canetti R, Chiesa A, et al. From extractable
collision resistance to succinct non-interactive arguments of
knowledge, and back again//Proceedings of the Innovations
in Theoretical Computer Science Conference. Cambridge,
USA, 2012; 326-349

Buterin V. Quadratic arithmetic programs: From zero to
hero. https://medium. com/@ VitalikButerin/quadratic-arith-
meticprograms-from-zero-to-hero-f6d558cea649

Banerjee A, Clear M, Tewari H. Demystifying the role of
zk-SNARKSs in zcash//Proceedings of the IEEE Conference
on Application, Information and Network Security (AINS).
Kota Kinabalu, Malaysia, 2020 12-19

Groth J, Sahai A. Efficient non-interactive proof systems
for bilinear groups//Proceedings of the Annual International
Conference on the Theory and Applications of Cryptographic
Techniques. Istanbul, Turkey, 2008.: 415-432

Groth J. On the size of pairing-based non-interactive arguments
//Proceedings of the Annual International Conference on the
Theory and Applications of Cryptographic Techniques. Vienna,
Austria, 2016 305-326

Campanelli M, Gennaro R, Goldfeder S, et al. Zero-knowl-
edge contingent payments revisited: Attacks and payments
for services//Proceedings of the ACM SIGSAC Conference
on Computer and Communications Security. Dallas, USA,
2017 229-243
Maller M. Bowe S. Kohlweiss M., et al. Sonic: Zero-
knowledge snarks from linear-size universal and updatable
structured reference strings//Proceedings of the ACM SIGSAC
Conference on Computer and Communications Security.
London, UK, 2019 2111-2128

Bowe S, Grigg J» Hopwood D. Recursive proof composition
without a trusted setup. TACR Cryptology ePrint Archive,
2019. https://eprint. iacr. org/2019/1021. pdf

Chiesa A, Hu Y., Maller M, et al. Marlin: Preprocessing
zkSNARKSs with universal and updatable SRS/ /Proceedings
of the Advances in Cryptology. Zagreb, Croatia, 2020: 738-
768

Gabizon A, Williamson Z J, Ciobotaru O. Plonk: Permuta-
tions over Lagrange-bases for oecumenical noninteractive
arguments of knowledge. TACR Cryptology ePrint Archive,
2019. https: //eprint. iacr. org/2019/953. pdf

Shi Hong-Song, Li He-Xing, Yang Yong-Sheng. Ideas and
methods for cryptographic module security evaluation. China

Information Security, 2018, (9): 96-99(in Chinese)

[176]

[177]

[178]

[179]

[180]

[181]

[182]

[183]

[184]

CEYER , 8, bk b, B RIE e 40 D7 09 S0 B F oy
Yo PEEERA, 2018, (9): 96-99)

Chen Hua, Xi Wei, Fan Li-Min, et al. Side channel analysis
and evaluation on cryptographic products. Journal of Elec-
tronics & Information Technology, 2020, 42(8): 1836-
1845(in Chinese)

(BrAE, 2I46. JOmBLSE. #8501 A5 & 43 B 5 3E A,
LT 55 B4R, 2020, 42(8): 1836-1845)

Ma Yuan, Chen Tian-Yu, Wu Xin-Ying, et al. Design,
implementation and testing of random number generators.
Journal of Information Security Research, 2019, 5(1). 39-
49(in Chinese)

(5, BRRTF . RERS. MALEUR AN 5860,
5 B %25, 2019, 5(1): 39-49)

Chen Ting, Li Zi-Hao, Zhu Yu-Xiao, et al. Understanding
Ethereum via graph analysis. ACM Transactions on Internet
Technology. 2020, 20(2): 1-32

Li Lang, Jiao Ge, Li Ren-Fa, et al. Research of ECC algo-
rithm resistant to power analysis attacks. Microelectronics &
Computer, 2011, 28(1): 27-30(in Chinese)

(BN, B8, BORE. —Ff ECC N E v S A 8o di oF
7. B SITEAL. 2011, 28(1): 27-30)

Chen Yi, Shen Yan-Tian, Yu Hong-Bo. Analysis and improve-
ments of deep learning-based key recovery attack. Journal of
Cryptologic Research, 2023, 10(1): 168-180(in Chinese)
(Brfa s AR R, TLLue. AT IR B 2 ) 0 % 91K &2 ol
BB 5 . S AE AR, 2023, 10(1): 168-180)

Huang Liang-Tao , Zhao Zhi-Cheng, Zhao Ya-Qun. A two-stage
cryptosystem recognition scheme based on random forest.
Chinese Journal of Computers, 2018, 41(2): 382-399 (in
Chinese)

CHURLTR, AT, X AE. BE T B L AR A0t 2% 1 1A 43 )2
PUNTT 5. AP, 2018, 41(2) : 382-399)

Zhang Huan-Guo, Wu Fu-Sheng, Wang Hou-Zhen, et al.
A survey: Security verification analysis of cryptographic
protocols implementations on real code. Chinese Journal of
Computers, 2018, 41(2); 288-308(in Chinese)

Gk, A FIEB%. Bl IRI AT 1% 258
HE MRk, HAHLEE, 2018, 41(2) . 288-308)

Ou Hai-Wen, Wang Yu-Xiao, Ouyang Chen, et al. SM2-
based digital certificate parsing and validity verification.
Journal of Computer Applications, 2016, 36(S1): 46-48(in
Chinese)

RIS, B2, BRIHERSE. JEF SM2 Bk 87 iiE 5
Br BB SR E. HHRALII . 2016, 36(S1): 46-48)
Wang Feng-Feng, Zhang Tao. Xu Wei-Guang, et al. Over-
view of control-flow hijacking attack and defense techniques
for process. Chinese Journal of Network and Information
Security, 2019, 5(6): 10-20(in Chinese)

CEFW, 5KE, WAL, R R 8k 5 b i 4
REER. W% 515 B %240, 2019, 5(6): 10-20)



524 07 W A /[ R <S4 2024 4
[185] Zhang Fang-Yu, Lin Jing-Qiang, Wei Rong, et al. Research SRR R I 1S, YAk . 2020, 7(3): 290-310)
progresses on security applications of cryptography and [186] Hu Jing-Xiu., Yang Yang, Xiong Lu, et al. Guomi algorithm

discussions on validation of software cryptographic modules.
Journal of Cryptologic Research, 2020, 7(3): 290-310 (in
Chinese)

O 5L, bRERSE . BROREE. B9 BT 42 2B AR B 58 B k14

HUANG Ke, Ph.D., associate pro-
fessor. His research interests are applied

cryptography and blockchain.

Background

The success of cryptocurrencies has attracted researchers
worldwide to study blockchain. Understanding the underlying
cryptographic algorithms is crucial for advancements in both
cryptography and cryptocurrencies. The concept of Public-Key
Algorithms (PKC) introduced by Diffie and Hellman in 1976
has inspired research in digital signatures, encryption, and
other primitives. However, validating PKC schemes can be
challenging for beginners due to the interdisciplinary nature
and high entry level.

Blockchain technology is evolving towards versatile appli-
cations, where PKC plays a vital role in addressing security
and privacy concerns. Blockchain imposes strict requirements
on the performance and security of PKC algorithms. Formalizing
and validating blockchain-based PKC is crucial for the feasibility
of successful cryptocurrencies. However, this task is non-trivial
as it involves algorithmic design, defining achievable security
goals, concrete implementation, and efficient security reductions.
These challenges are magnified in the decentralized and trustless

nature of blockchains. This work aims to address the challenges
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in designing and analyzing practical PKC for blockchain., Unlike
existing surveys, we focus on the formalization and validation
of PKC. By presenting 8 cryptographic schemes and 2 generic
methods, we provide necessary techniques and experiences for
implementing blockchain-based PKC. This article also delves
into security evaluation concepts and research to support the
implementation and application of blockchain-based crypto-
graphic technology in compliance with national technical
standards. Finally, we conclude the paper and highlight future
challenges. Our ultimate goal is to inspire rigorous and long-
term research in cryptography and blockchain.
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