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Abstract  Functional encryption is a brand-new multi-functional public key encryption primitive
that has received a lot of attention from researchers since it can produce fine-grained ciphertext
computation and has a wide range of potential applications in cloud storage. For this reason, it is
a very meaningful exploration direction to organically integrate the access control of data into the
encryption and decryption algorithm to achieve “partial encryption and decryption controllable,
on-demand security computing”. However, the existing functional encryption schemes have the
following problems: on the one hand, the existing functional encryption schemes cannot precisely
control the sender’s permissions; on the other hand, the current functional encryption schemes

usually use more complex theoretical tools (such as indistinguishable confusion, multilinear map,
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etc. ), which is difficult to meet the requirements of some specific access control applications. Facing
the challenge of quantum attack, how to design a special and efficient functional encryption
scheme against quantum attackhas become one of research highlights in recent years. Besides,
inner product functional encryption is the most special form of functional encryption that executes
the computation for the inner product of vectors. More importantly, inner product functional
encryption can not only realize more complex access control strategies and policy hiding, but also
effectively control “partial access” of data, provide finer grained queries, and improve privacy
protection while meeting data confidentiality. In light of the challenges posed by more adaptable
and programmable on-demand security computing, this paper proposes an identity-based access
control inner product functional encryption scheme based on the learning with errors problem on
the lattice. First, the designed scheme associates the inner product function with the vector
generated by the SamplePre algorithm, and generates the function private key to control the
computing capacity of the receiver. Second, a third party (access control center) is introduced to
act as the implementer of the access control function. The purpose of controlling the sender’s
sending authority is achieved through this access control center. What’s more, the randomness of
the sender’s ciphertext is checked by the leftover hash lemma and the rank of the matrix. In addi-
tion, the re-randomization of the ciphertext is completed to achieve the purpose of controlling the
authority of the sender. Finally, the receiver decrypts the converted ciphertext through their in-
ner product function private key, and only calculates the inner product value of the original mes-
sage after decryption. Theoretical analysis and experimental evaluation are also given in this pa-
per, and the results show that, the proposed scheme has obvious advantages in terms of func-
tions, which can not only resist quantum attacks, but also control the computing authority of the
receiver and the sending authority of the sender. While protecting the confidentiality of user data,
it effectively realizes the goal of fine-grained permission controlled ciphertext computing where
data can be used and invisible, and data can be calculated and unrecognized in an open
environment,
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ﬁﬁﬁ}?{%?ﬁﬂﬁ%ﬁ/ﬁ SamplePre(A, TA ,u,a)j’ﬂiﬂmi
(1 2360) /WD) oo Al L 12

A es=u. iy B ANFAEAXT (pl,sk) = (u,sy).

(3) Enc(pk,id x) $ii AR5 H G0 id, M—A1H
B x e Z,. FPLER— /\iﬁﬁ%ﬁl@R <~ {0,1}"""
=AM TC I HEER, < {0, 1) " 7S ] 1 e, <
-

sezy Il <ol

u:uo—O—ib,ui,
=
€, =(Crr0+Cx,1)
=(R,A.Rau+te +|q/K|lxez, ",

c.=(c,0s¢,1))=(R,A.Ru+te)ez. """,
i 0 )R 9 SC e = Ceave,).

(4) Acc(e) !fﬁ/\%ii%%‘id S e=(c.ve,) s
H Wy Rank(c,.,) = rA,ﬁRank(c D Fr, L
L BEALAAE — N R~ {0, 1, —1}""" 3155

¢ = (¢ R, o ¢y FRe, DEL Y,
iy A S ¢

(5) Dec(c’ k) M A" P id, fRAT sk »
& e=cy" —c o sk Hi ) €= argmin |[¢/K]|*

g0, K+1)

§—¢'.

5 HRIH

5.1 IEWMHE

FEWCHE B 0 5 % 3 ¢’ = (evo T RiCy s
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¢ TR, )G @iiﬁﬁﬂ:l\%ﬂ sk %&’/\EF’ Co =Cro T
c.. TR, vﬁ‘ﬁgﬁﬁ‘{ﬁ %Iﬁu‘F

—c, sk

R, ,.c,=

E=cy'

=(ce1 TR,..)y" — (ceo TRic, o) sy"

=(Ru+e +|q/K|x+Rute))y —
(R,A+R,R,A)sy"

=R, TRR,) (u—As)y' +ey" +
Ree.y" +[q/K] (x.y

=|q/K |{x, y>+e1y TRy

RIS EQZE%%& 5;?‘5( RN &
(D) M BT A A % TrapGen, 5B m=>

6nlogq,q:ploy(n),62”i | +w(/log,n);
(2) HHRAG— AT BR o =>n cwin;
(3) it J& LWE [FI g B, 38 aq =>2vn;
(O HIRIEMEE E=ey' +Ree,y" 764 B H
WLl F |y <VIV. R < CVZI, C ~1/2x.
len | <oV |e: | <oVl Wt ]ley" | <otV [R.e:y" | =
C'olV /11, W35 ER N 6lVA+ClolV /11

25 L B E S m=6nlogg, g=my/nw (/logn),
o =maw (logn) ,a=1/+1Domw(logm).

52 =&%

FIE 3. IND-sID-CPA % 4. i) %55
e M 5.1 Wik E, H LWE J2 X9, )% ACIPFE
7 RAEFRHERLAL T J& IND-sID-CPA %421,

. Ak e O O AR B S 2
S [E] & F A B % ACIPFE J5 % /9 1 3 & 7l 2
& 1.

Game0. ZJiF 2 7 45 1) IND-sID-CPA i Xk,

Game 1. IZiF L THFFEA 50w u, e
w, I A T 3 A S BOR B AR, BT A5 PR
CZ B HANT

WG AL BT B8 — PR S 0y id ™ FO A Bk
AR T
X)) s Xo A X

RO VCHE: (1) P iE Bl R — D FE A <
Zy" " AN TR G S B T AR R AR O I (AL
TA) <~TrapGen(1*); (2) BEALEHE (50081, -+

,,,,, s (3) A As;=u; (modq) ,i=0,1,++,1; (4)

JETRMETC O A M E A2 (2). e Pk ik

%Cﬂ%/z}%i}%& Pr=C(qsnsm Asug sty sty K
EEET A

B 1. EﬁliA—ILﬁ%%ﬂ%Eﬁ@rﬂ Tk ik
MR8y id. € 2, P& P B it id, = (b

= (X0 1sX0 25 s X0 ) s X1 = (X{ 15 X105 000 s

9S,)<—

!
bysoeyb) € {0,1} 9ﬁ‘%: §= S +Zbisi- Si<=D, /110
i=1

i:O;l,"’9l. *E%EE,;I}E 2 ﬂ%ﬂvseD i, Hlo?.y‘j

As,=u,(modq) ,i§ As—u)—O—Zb u, P E A
sy' = S(>+Ebs Tkﬁéﬁﬁi%ft

Mg 2. '?[SJIEX 1 AH A,

Podf - AR Gid "o x o x0) K IK L C. CREPL1E % —
MHEEmE x (0,1}, 315 .

Cxp = (Capi00Cxp1)
=(RA.Rau, +e+|qg/Klx)Hez, """,
.= (¢ 00¢,)=(RARu, +e)cz ",
BEPRHCE S ¢ = Cewpse) RIEHTT

R s B4 Hﬁi’{ﬁ'ﬂ B =B, W Bk ik # i 1,
0 i i 0.

Game2. ZiF %5 Gamel B AR Z 475 T #k %
SO A BT 3 A T SE S 2 B AR kR S
MR Z, Xz, A AL

THE@E AT L Game0 5 Gamel ASH
X 43, Game2 5 Gamel A ] [X 43,

5|3 4. Gamel 5 GameO 24 0] X 431, H
P i X T T A FA S 98 a] Y el 2 S B U [l 45
il AR e B8O %85 7 S8 02 AN R IX 3 1.

EH. (DFE GameO Wl T A<-2Z) " 2
FIFBATTAE R 1 TrapGen (14) 77 A= 1, A4 52 7 1
SIS 51 WS B/ o 1 U B 5w B o o N P O
1M 7E Gamel 1,4 (4 A J& M Z, " i B HLIE B 1. B

I ERTF B AILSE A RAA X1,

(2) £ GameO H1, [a) & wg w5 oo u, 2 BEBL S
H’\],ﬁ‘ﬁﬁ'fg Gamel W, 2 H E As,=u, (modg) ,i=

o DTS AR ARSI 1 AT A 1 53 A B
1‘[‘5‘% Tz, EW s oA, B fE ST Aok, A3k
SR uo uy e su AT XL

(3) 7E Game0 Hr, [n] i s € Z; S 8 1 J5 AR Al A
By SamplePre (A, Ty u, o) ;= 4= EI'J, M AE Gamel
o s, i =001, Lo N 0 D, B

BLAER A s <o ((1+ 206,)/U+D )Wm, B

XFF 1w i=0,1,, 0,3 )& As, =u, (mod g).
.k EXN THTFXTAHAMB Y REZEES
Game0 A 7] [X 43 1.

2Z FL T TS, Game0 5 Gamel & A A]
X531 UEEE.
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5|3 5. Game2 5 Gamel 2 A 0] X4 H).
. RIEET U] Z R HE e X
Game2 5 Gamel , W] A] 4 3 — A4~ 58 3% B o H1 o vk

LWE [n] @i,

W 20 ABEPLSE ) (R, s €0

¢ =Ru+te) RKHB. 4
c.o=R.A,
cii=coatlg/K]x;;

:qu+€1)ﬂl (Rr7

T

¢ =(Ceprcin T g/K|x)H)eml "
L/, =RA ¢, )EL " Vet =C(ele)) s H APk
WS ¢ RIRGTT AT AR T B M 1,
4 U 4 s 0.

HT R.A 5RAJZEABMBENLFHEFM, H15 3 3
AL H gt B AN A AR XA iR
FEHLSZ I (R, s =Ru+e) FI(R, ;¢ =Ru—+e,)
SEATRERL = A i TPk K % S0 et R X A Bl AL
U B s 1 MR R 0 1/2; A R AL 52
B (R, s, =R +e) (R, ,¢,, =Ru+e,) = LWE
SEAF DBk R S e R S S BEAL Y I 5 R
FH 02 58 2 45 B 0% %85 S0 0 A AR ), U] 380 3k B i 1
ML R (1+e) /2, AN T] Z 0% 1 H. BT AW 15
AR A

Advngy ap.cra = (1+Te)/2—1/2=¢/2.
K. B2 e/2 BIHERK i DLWE [, X 52
HI) DLWE [a] 802 FIXE R AHTE . i Game2 5 Gamel
JEARAT X AT,

Zi I, ACIPFE J7 RAE bR HERL AL T J& IND-
sID-CPA 442 11). TEEE.

EIE 4. Sanitizability 4. R KA f4 2T
Bll 488 1Y) I A A SCHE T4 BT A it 9 ACIPFE 7 202
Sanitizability % 4.

. ARBEECTRE S LA AT Z W 1 1 i 15
I B 4 BB A% LU AT 22 6% 119 R 2R 4R B B T T hE
Tll 488 6y A5 PRUBRCI) — A RlEJRE. ST S Bk 2 ) i 58
HERANTE
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W IR] BT AT ] Bk CROR 2 TR 1 FA B
W IR]. BT Rk P By id-EZq,%ﬁi%%ﬁﬁF‘%

ﬁj\%ﬁ% id;=(bysbyssb) € { 91‘[‘%: s=s,
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2o bs BRI 53" = (50250, )y " kS
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RIEHE W FAE B2 A ). uﬁi%ﬁﬁﬁliﬁﬁﬁﬁ
(c,i).

(D Is={1}.H j=0.FF A %iﬁﬁﬁ%ﬁ?
PL. it mﬁﬁﬁ&iceu”>mM&i
Zy Y Xy AL 3 B IR *ﬁﬂfn%ﬁ
P R PR SR

¢’ =(ceo TR, s +Re, DEZ T
T TR I, TCie =0 k02 p=1. ik
o G/ W s B o N B P S & SR
POl Adv<negl()).
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W5 ER OB 2 5= 1w &P A sk
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ROV B WA sk L IGTE X 40 Pk R S ¢ BRIV ) 45
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Y7 ) 45 1 O W B SO e = Ceeae) i,
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Z) "V se, = (er00¢,0) =(RA,Rute)ez, " "
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Ok S 000 i 2 SC R BE AL

513 6. HE D nHETTFERM—DHFEA—>
ZZ' "o R BT N Rank(RA) =Rank(A).

BT % Lo =RA,UNH Rank(c,,) =Rank(A),
MIR7R R, 2 6 Bk 1 (2 M T8 08D I8 4 7 [ 42 4 v
O B AR AE AR BE AL R T 5K R A BE AL 5 (8]
T REMLAS 8] 1428 Ak O — F i 21 #5500 2852 15 7]
Pl v 0 B ML AR Y 8 S B AL AL 5 S 1] P Y
BEHLCE AR X 4. L. M e 5z, =
B o) op AP I S B 5 g A% 3C e= (e, ve, ) ST
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LS

B BARBCRL T T LA B R Oy Kb — 5
TR, PR BE AL B — A A i <Dy, 1T
CRNCON: - EIE: RV NGB E i Wi 3l
BT R u<Zy i) o A BLIE E w, B 15
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R R AG A AR 12 SamplePre(A LTy su o) il LR [5]
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%E@%@q sx,ﬂ'lﬁfA(Sx):fA(sl)’Pr[s*:s’]S * 3 MEFEXTE
1/2“'(10’2”) 9&?&%1}695’ 7Fﬂ S/%g‘ﬁ f‘A E"J*/l\ﬂ\ﬁﬁ, S Setup KeyGen Enc Acc Dec
X 55 TR B 1] B0 RIE 1 0 A B R M B AR A WXL2159 Trg  2Tsp+Tuv  Tuv Tuv
ENyTES Tre Tsp+ Ty Tmv Twvyv Tmyv

2% I ,i% ACIPFE J5 2 /& Sanitizability ¢ 4.
UEEE.

5.3 MEBESHT

AT E NI % ACIPFE J5 & 54007
SHEAT TR R G S B PP Al T ACIPFE
T & 1) S B M e
5.3.1 HBHHT

ATy 28 55 AH IC U7 Il 45 N % T 58 TR IR E P I
W PiE A RS I NRBE R AR E &
i) ) 2 2% BE AR T AL S5 R R 2 R, AR 2 p
A LLE Y A 7 o] 48 ) 2 7 58 R BRI 4%
R A B BCE PR R R (SCHR[25,27,30,32 D) L T4
FRIETH L LWE [n] @ty g /Y, 80k 7 5 H Ge 8
I ToE; 5CAMET LWE [0 844 & 1 Ui
Ii) 2 il Jin %% 7 € (SCHR[26,33 .34 DA EE » TZM17
TrEESCE A, B BEARE T =
(Acc’s Key) 52 B 4000 B2 19 U5 7] 45 61 2 g s AR A
TR SCE F I T WXL21PY % (HOR 75 2
Acc’s Key, H HEZFrN B B nE H T E 241
oIt E AR, Hil s 17 2 K% ACIPFE J7 %, 7]
SEER AN F P 2Z 80 3E {5 2 A s i T A

R2 MEXHARUEEL

Ti% FMErERE fratr B & Pl
DHO16%  DDH/IO X X 02" o2
TZM1726)  LWE v X 0 o)
FGK17:27] SXDH X X poly(n) O
KwW17L30] DDH/RAS X X poly(m) O
wC21632] DDH X X O —
WWC2133]  LWE v X O On®)
WXL2164  LWE Vv X O(n) —
Ny LWE v v 0 On?)

3 W7 % WXL219Y i & 50k (st ) IF 8 5
ARIT R R I T Tsp s T 230 50 AT
AL TrapGen, JFAR i FE 5 15 SamplePre DL K&
LI 1) e [R] 3 B30 1) S X ) [R) 6. ) 3R 3 AT LR
L FE Setup BrBL A5 WXL219Y 1 4B KR
G ERPIER T B AT 1 IR TrapGen H ik, {H &, 7E
KeyGen BB, A J5 %8 H 5 8 17
Bk % WXL219Y #2517 2 K SamplePre
Bk R % . E Enc B BE R Dec BB AR HE S
WXL215 5 22 0 A7 R ) & [ 49 42 55 25 B A
K. F O % WXL21PY JE 88 = J7 v [l 4 il oo A
AT Ace FIE.

1 ¥ SamplePre

A NTIFG WXL21PY 5 A T7 G 047 ik 25 [ 1L
BER. NFR AT LUE AT R BRI S APIR
PR TS WXL21PY BARFA T R 5 % 3
RF AR B AR Ty S 04 H AR J2 A 52 B 35 5 AL
IR 47 A 4y ) 1 3 WA R DX 8 SC S it 9 AR5
1) =i S 2 e o S W E o D R

F 4 TFEHEFHEIILE
W% FRART  SHART  BARST  #wXRSE
2
wxLzion  OComE O O mlogg) O logag)
n)logsq) m)logzq)
On(m—+
L& 2 5 y ,
VNS OGm?logoq)  O(nlogzg) OGmllogsq) Dlogs @)

5.3.2  SEBIEAN

S5 1) BE R FR B R MacOS #:4E R 48,2 GHz
P0#% Intel Core i5 Ak BHA%. 4 5 R85y C4- 14,
Microsoft Visual Studio Codel. 71.0, & F NTL
e R E q=17,n=5,m=37, KEZ¥ (=1,3,5.7,
9,11, MXTE A= 10 W& 2 FEH T, 817 ACIPFE
T3 G I AE 9% 64 I 18] s AS . HC v, 52 5 vp 45 3 1 I )
45 R sty ACIPFE J5 %8 10 W B)-F31H. % 5 I
2 WS H X ACIPFE J5 S i 454> 5335 (Setup
KeyGen.Enc.,Acc.Dec) iz f7 I [6] 52 i 25 5.

%® 5 ACIPFE 77 R & H Lt 18 FF 54

[ Setup/ms KeyGen/s Enc/ms Acc/ms Dec/ms
1 38.9761 15. 1688 9.4223 10. 3212 8. 3256
3 38.8313 15. 2792 17. 4471 10. 6903 11. 3219
5 38.9177 15.9724 28.2976 10. 4397 15. 9562
7 38.9501 16. 1606 36. 3063 10. 6558 19. 1197
9 38. 8964 16. 4499 44. 4465 10. 5021 23.7703
11 38.9942 16. 5470 50. 9788 10. 6166 28.0715
504 =]
=3

Time

0
Setup/ms KeyGen/s Enc/ms
K2 &5 ks AT E I FE

Acc/ms  Dec/ms
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Background

Functional encryption (FE) is a multifunctional encryption
primitive that provides a reference framework for fine-grained
function computation. FE associates the function with the
private key. The user with the function private key can only
get the function value about the message after decryption,
which can realize the access control of data and the selection
and calculation of ciphertext. Therefore, it is a very meaningful
exploration direction to organically integrate the access permis-
sion level of data into the encryption and decryption algorithm
to achieve “partial encryption and decryption controllable and
on-demand security computing”. What’s more, inner product
functional encryption (IPFE) is the most special form of FE
that executes the computation for the inner product of vectors.
IPFE can not only realize more complex access control strategies
and policy hiding, but also effectively control “partial access”
of data, provide finer grained queries, and improve privacy
protection while meeting data confidentiality. Therefore, it is
very suitable for cloud computing and other fields. However,
existing functional encryption schemes can not finely control
the sender’s authority and uses more complex theoretical tools,
which is difficult to be practical. Access control encryption
(ACE) is a useful cryptographic primitive first proposed by
Damgérd et al. By adding a “sanitizer” between the traditional
encrypting party and the decrypting party, the encrypted text

of the sender is processed according to the access policy,
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so that the receiver and the sender can only communicate
according to the access policy, which not only realizes the
encryption protection of the sent message, but also controls
the message sending authority of the sender. However, most
of the existing ACE schemes only introduced the requirement
for heavy-tools, such as indistinguishable obfuscation and
multilinear maps. In addition, these works are only for data,
and do not consider encryption and decryption control for
function calculation. Therefore, the practicality of these works
remains uncertain. Facing the challenge of quantum attack,
how to design a special and efficient functional encryption
scheme against quantum attack has become one of research
highlights. The access control inner product functional encryp-
tion CACIPFE) scheme proposed in this paper based on the
LWE problem on the lattice can not only resist quantum
attacks, but also effectively control the permissions of the
sender and the receiver. It can effectively achieve the goals
of flexible, controllable and manageable “ invisible data
availability” and fine-grained permission controllable secret
computing in the zero-trust open environment.,
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