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Abstract  With the rapid advancements of technology and the decreasing of the manufacturing
cost, unmanned aerial vehicles (UAVs), also commonly known as drones, are spreading from
military areas to industrial production and people’s daily lives, during the past few decades. Nowadays,
UAVs are now more easily accessible to the public and thus numerous new applications in civilian
and commercial domains have emerged, with typical examples including film shooting, agricultural
inspection, electrical inspection, personal photography, weather monitoring. forest fire detection,
traffic control, cargo transport, emergency search and rescue. However, while a UAV gives people
all kinds of conveniences, the cyber security problem of the UAV is gradually exposed. That is,
cyber security is critically important for the success of the UAVs. In this article, we first give a
state-of-the-art overview of UAV development, introduces the composition structure and various
applications of the UAVs, and discuss the cyber security threats faced by the UAV's from the aspects
of confidentiality, integrity and availability. In particular, this paper presents the cyber security
threats, existing security protection measures, and the current research progress at home and abroad
on the UAVs from the four aspects (i. e. , sensor node, communication link, software and network)

in details. Here we consider the sensor security of the UAVs as an example. Firstly, multiple sensor

Wk B 1 :2016-06-28 s FELR M MR H 1 - 2017-08-13. AT T ) [ 5 S0 & 1Rl PR (2017 YFB0802805, 2017 YFB0801701, 2017 YFB0802302)
% A AR ERL 4T H (U1636216.,51477056,61601129) | [7 4 28 W) BHE W H | R & 4R RHR g BRI (15QA1401700) | FilFTT R H A

B % U5 H (16DZ0503000) 8 Bh. AT S8, 1 1 Bz, v B I F SR ML 23 (CCF) i G gx 51 W98 40U R 46 X W 45 % 42, E-mail: djhe
@sei. ecnu. edu. cn. & BRL A A . EEMFR TR A AN L 2. FFRF R A FEMHR TR AR AR ARG L4 REBE. W
LR A EEM G T B AN 4. 8 B b L EEM R O ER S hi . B ML e L EEHETMNESS
= OEN



5 il B A4 - T ADUE B2 stid 1077

devices such as gyroscopes, accelerometers, magnetometers and barometers are often used in the
design of the UAVs in order to achieve various functions. The erroneous data collected by a sensor
node may make the UAV to make a wrong decision, which affects the flight safety of the UAV and
even lead to its crash. The traditional sensor security research generally focuses on the security of
data transmission in the sensor networks, but often ignores the security threat analysis and
protection of the sensor node itself. In addition, due to technical or cost constraints, commercial
sensors in a UAV are usually unable to distinguish normal and abnormal information. We have
summarized and analyzed the current situation of the research on the sensors used in the UAVs.
At present, there are two kinds of cyber security attacks for the UAVs, which are ultrasonic
jamming on gyroscope and GPS deception. we have developed a low-cost record-and-replay
system based on a software defined radio device. Also, this article reports the experimental
results of some cyber security attacks and defense mechanisms on the UAVs. Especially, global
positioning system (GPS) spoofing attack and defense on the UAVs are described in details.
Moreover, our proposed UAV control system and its experimental results are described. This
system does not need any physical contact or other electronic intrusion of the UAV system, and
this method is applicable to most of the UAV models based on satellite navigation signal for
navigation. The system can avoid the weaknesses of other UAV control methods such as resulting
in UAV falling out of control and causing secondary disasters. Finally, the future research
directions of the UAV security and management are discussed. Work in this direction is still in its

early stages, and thus we hope this paper will stimulate further interest from researchers and

engineers.
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https://security. tencent. com/index. php/blog/msg/103
http://www. aircrack-ng. org/

Crook J. Infamous Hacker Creates SkyJack To Hunt,
Hack, And Control Other Drones? Internet; http://tech-
crunch. com/2013/12/04/infamoushacker-creates-skyjack-
to-hunt-hack-and-control-other-drones/
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Maldrone JC AMLEAF I . &3 T Parrot AR G A
LR A& I & — D50 T APL ARM 8 R Al
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TEAN 2 B 1 45 5808 18 0 T AR B0 FA N X3k, 1
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How to remotely hijack drones? Secret the first UAV back
door http://www. freebuf. com/news/57690. html

Watch Black Hat Asia black hat Asia Summit: UAV and
fly away http://www. freebuf. com/news/100625. html
The security challenges facing the human computer-who
moved my drones?http://www. 360doc. cn/article/633076_
168061138. html

@ NoFlyZone to help you set up a no fly zone over your house.
http: //techcrunch. ¢n/2015/02/23/noflyzone-lets-you-estab-
lish-a-no-fly-zone-over-your-property/
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(D) @ k. To AHLE 4 M AE 52 B b
T 1 15 5t e R 2l 114 [) R, DAY O ey Ak L gy 32 4
NS HAMBEEZ B ER T/ EE.

(2) TH G 58 TSR, T T AWLIAT AE: 55 it
AL T O S (] B RGP T o A A HOW S5 L IR TG
NAL B PR T 5 T4 8 — i BB RE

(3) fmy AR 22K, To A WLAT — T 8 25 1) 45
b —— 25 45 B B el T DA o] 8 3 s e AL A
2L O 1) B 2 DL R /N 388 A 4 i 1) 467 20K 15 48 TS AL
REVR, RIIF ANL B A M T 2 B HEENER.

(4 M2 3%E - YE. BT AL R s, o AHL
Z 8] Y 38 A o R 2 AR 2 S BUEAE R Hh k. 55 b
— AT LIS e 25 5 SO 28 4R F 45 1 1) 2R Ak

(5) 7 g, T AL Ad hoe &% b Jo AT
FEBCE- 1 0 3 B 4 38,

(6) SZHf . 3 H . JCAML Ad hoe W 25 # J2 K&
TSIV AL 55 LT S BE AT S 0 R L0 4 A ER
B W 4

SR IS >4 i vl S =) ST B NG 7 7
I FL v 30T VR TG A AL R 4 HLAg o ) R S

HAJE LA b4 5, SCHR 67 92 2 A7 7 W i o 45 41
UL AL 55 T NI I 45 189 5 SR AR AL - T 26 1% I g 199 4%
(Wireless Sensor Networks, WSNs) f1# 35 Ad Hoc
M 2% (Mobile Ad-hoc Networks, MANETSs). {H
T WSNs 2 3 0 [l s/ T J6 AHLIM &%, 9f H o A
BLI 28 o AN 5 B35 57— D25l WSNs W 4% HL iy
O L AHB L A8 Ad Hoe W45 2 H AT N &
A T G AL 45 1 I 25 25 40770
7.2 Fo ANHLI ST i B B

i FIE AL Ad hoc P28 & 5l Ad hoc P25 11

—AFJ B85 Ad hoc W% vy L T A 23
W3 I AHL Ad hoc [ 45 , 41 Bl 2 7 L Rushing 1K
i A Bt L Sybil Moy 6 4 ik 55 ok Angs r
f;(rfm—m'

156 MANETSs 1 i 45 /45 5 # i o S B 28 1k
F O LR BE B AL 8 L IE A T TR A5 A 2 % 15 9
(R sl 47 5 CBIJE A BLAS B AR 25 5 9 0 5 A AT 42
PR TG A HIL I 4% L [ 5 1Y) R0 445 3 45 T 45 o 32 31 T
. Bl T UG T BT G 4R E [ £ 1 = e
S B BT LA o — MR S 55 Bl
FfE . (At F MANETSs B 4% 1% 45 1T faf v o 37 35
FERE B L 55 T2 BH 2 A A 1 Aty DA UE 1L ) AR e R
Hh S it

55 T B Bl YT s S 1 U L I HLRE RS A AT AR U7 1)
AT RS Bl R AT AT AR T ) 2E A i T T )
Tl AR Ak 1 I 45 0 I 25 0 # 0 TC 58 . i B
AT RAFE PR T o5 R B bR T a5 22 1) #5719 45 0 4
F o S Z E A B A e R 2 402 B MANETS 1)
5 B PIMSCTE . BT LA AT AT Tk A R T AT R b ol
F s 2 IE i 1) PR 252 365 ph R A5 125 B8 T IO 28 0 s A7 1Y)
B r 2 HL AT AR 25 5 MR shiE 4 IR 55 SR — A
LT A G rp R AT R B R A R T A
A BB 23 76 R HUAS 5 P AL 46 B R0 2.

55 = TC A HL I 45 1) e SRR T T T AR =
SR B A AT LR H Y B LR 3 18 0 i
E R SRR SRR S AR
G T BIL ] %8 33 T A5 ST TGO

e AFE i MANETSs 5 £/ J6 A B2 DA it
ol A T B AE R A VR A9 . X 48 RE TR AR 25 5 A .
ik 3 AT LB — o 25 R 0 1 48 iR 55 (DoS) 5 38
7 2 AL AU Ok FE R e AR L. th T EA
BT 4% 1 1 S 28 L 90 s B0 Rt 7 R 45 B AR
FAF U A G E B 3 R8T MANETSs [
2% VA A B v T 3k D et O o e AR A T
et

Zi bk, JCEk B AL TG A HL I 45 S i 5
(. F T LAY A IR AR AL T OB R A M sh A
FEEH L TC B2 I A A ARSI 20 s ). A
(0 2 I 246 11 22 4 o T SR R il ELBE 1 P BN
FLI 4.

7.3 EANMBHRERH

T I AMLICLR B 41 W 22 Bk 5 2 F015 5040 A 7

XA 2 R A ROR AT P Fh 2 4 i b T B
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F B BB . 3 8BS — AR Y B 4
T3 2o A 2 8 R 22 42 g - 38 R 2 4% A4S 2
Gk R S E5I1TE Al = ¢ Rl ERIK-a<oy ) D ER i/ G Tk =y
A SN X IR TR S AR L 18 T R A S
R AN () 2H6 780 i L A 552 o s D o Bz e XoF AN [] 3 5% 3
Fra . B, £ 30 B4 ] LS T B ek B, DL
PRAS Bl 1 p 22 0] Y 5 iy 52 46 5 10 8 8l By 47 07 vk )
12 TR B Y e R R A

SERE R TE AL ICER H 4 M 1Y 22 4 M DR J7 58 3%
454 T g s m R 4 05 2 AR = AN RS
oI S S T R R B R AR R G
R X, AEL I o B P s S B 22 R WY TE R B R
BLH I 0ol £ 20 2R G2 A 1T RE 58 4 HIRAE A 1R
I S RO A G 00 0 S 7 Tt %o 3l £ 457 2 118 AN )
AP Y N G

SCHRL75 188 T 2 TN R JE 2k H (Cognitive
Radio) & 4t (1 48 55 T AL W 26 v] S5 Pk F e e 5
2 BTN RITE L TE TC AL R 48 7 47 R K
S 07 T T DA SCHRL76 192 8 T — D2 2T A
Bl Ad Hoc W45 # H B IS, & LT By
B UE PR PR ST B R 55 R AT RE I TR AT
B ORIUE T JC ALY ) 2% B¢ 5 AT DA R0 51T B
et SCHRL77 149240 1 32 Y DU i 3 2% 18 (Bayesian
Game-Theoretic Methodology) 19 J7 1 #  J& A #L
I 2 AN A RO F- A T TE AL 28 15 U FE AR A
T e ) B A E B R 2 RO R L TERR B
BIL I 25 1 i 1) [ I 52 B0 1 42 4 A6

SCHRL71 42 s Z R g%t o AL TCZk B 4 19 M
KIZM FE S B R N 2 R

(1) #27F (Black hole). ZEX M, EE Y
RO B B B, P2 B OO T B 0 2 AR RO e
A 1Y H AR Y S0 B B AR B Y R B H AR T R

(2) 48 IR 55 (DoS). 4 W 45 4 0 31 S5 +F
I 5 28 il 55 i ot A7 2 AR 20 b 2 iy 7 02
A& TP IO BRI 45 45 A LR B0 A BBt L S
R B A AN 0 ) B A R 0 4 B RN
AL AT A

(3) B i1 #£ %5 H (Routing table overflow). I
1 P 3 S T R S AR Y R H AR R B
F 1740 A L 1 B3 % e B IS S B V.

() #i{Jjj (Impersonation). — 4~ W = 37 &5 7] L)
T8 R 3 45 T 0OHE A N 73 9 Oy — A L TE B R
B — A~ 5w SR

(5) fEH W #E (Energy consummation). FEJF &
Jo AL Ad hoc [ 2% v i — A SC 5 2 8. LM I 4
H, e it 2 7 0 0 I N A 25 S A i L A AT
HL . Gl AT DA A 3 SR el s R R AN W B R
PR BT — A SORTHFERE A

(6) 15 B3 # (Information disclosure). ;& &
FUATRE IS B 45 A 15 BB L P ML 5 2. AT
i it & AT LAAE MRSy A T H bR i E

®2 EFWELBIL

Epah AL AL A

Kl AR e T
S S B I T e R - - A
L N S n &
e R B i ; ) )
R T I S & &
B QIERBmEAGEN . -
Wi i A5 A5 L I8 B ey AL =
\ B A , - -
LI PR N 2 a #
el R EEABEN ; .
W MRk R & 2
fa WL B . . .
o AL B B 2
CHRL7A]N 8 T LA E UL B 9 s 2 2] )

HERSNINT R BT L

(D M4 77 iz B0 BAET (Hash-based Message
Authentication Codes, HMAC). {ii FH W 75 B =, &
A KA A — A3 AR5 A U BT 2R
fa i AR HMAC J5 2 28 i 308 ik A
& T EOAE.

(2) U7 % 44 (Digital signature). [ B K £F
PR TE I B — RO B T LR BE B R i
TR EAE B LM R B R4 I 5 (DoS)
B vt B Sy L S S B s AT = - R el
FEAE R MR 44 15 B T AR S 32 3 3 i H 5 ¢
Pl

(3) Hm HMAC %4 4% (One-way HMAC key
chain). V5 22 hi 5 50 12 02 B 1] pR K 2t R F (o)
EJ2 TCVE AR X R 1 e 33k B At ok BCRT DL T
A KA BRI G %ot 30 S By HEA T B TES

& 3 XX LR BOAIESEAT T X . B ABLTE
22 B 2 I Y P 2% 2 A T O T I 2 I 4% T RE Y IR
1, LA DR B8 3l 19 i 22 8] 22 48 1) i e T R 2 — B
PSR

Maxa % A B T3 Ad hoe W 2% 1 8 5
i) AODV (Ad hoc On demand Distance Vector)
P, 3 A5 T MSAODV 1 AODV-SEC Bps ) —
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BERRPE L O T RE AT SSCHR AR SR Mt o A AT B Y Bl I
Fifin AT TIK(TESLA with Instant Key Disclosure)
S 20 R TR DA UEPE | 58 M 0 LR B M Y
LA SR AR TE T B B b iz F TR B AR XS
PREGINGE T k. 2% 4 22 B 1942 42 i i U 300 3 Y

Ak

£3 HEEENMENERRM
B R Y —
RS Y Iy 3t T AR TEFE (R BB
BEjIm A Sk A e e i

I Ay 18 1 S

H— A A=A

ANiE ST % B

NUERS B A R S e
Rk FHPEEMNLE S IEL4 RS (DoS)
&P thig i — s BF s BEHEMAKRRE. 5
DLAIE B B AR R R R
. I B 10) bR B 2R
e MAC i 5 3
4y HEAT B IR
F 4 REEBDIHER
NS Jing AL Bk
IR B2 4 ,mCert RSA
SRt ey 7y bR AK SHA-1
. e AES
R XA A A X B i 2 AL DES
A R ol B 5 A0 BR ] (Packet Leashes) TIK

8 BEMREE

A SCNTE N2 42 BE o DR Sl Ll £
BAE AN TE LI 46 25 J7 T 08 24 5 TE A HL BT I8 2 Y
A Rl LA AR L Y f R T SR EAT T o0 M R A
I AR I 2 i JC BB S H R Y 22 4[R]3 Jo A AL
LA ARAAF T AT .

Wit 5 S 1) 2 A5 R o 3 JCAS 1) i — AP AR T
NGINIOE 6= S 8 3 PR ER: R R NP /TR S VA |
CLRF A ™ 12 . AR AROR YR Sl o v R i
P WNGIINSt SN NP 35 RS TP /N R LN
B ZRA R R ICAMLY 22 20T 5E TAEF
PATR JLAST7 TR S TT -

(D) R 2 4. AR IR 2 0 AN HLAR BUAh 5 %
3 1 T AL 2 AR AR 32 B T P L TG AL
MJEE AR A © 4 AT e SRS E S RA T fES
DR IH A8 A 2 18 0 X AR AT AT 2 B2 i G A ALY
AT A B DL FATAN L AR 22 e B A% S AR A7 AR 1Y
B A R AR T I A T A L A B 3 R W i 2
AR BT R 9 AN R

(2) 385 % 4. Jo A5 Him sk i 38 {5 O A
FE T T BUL  WiF FTC 4R BIL %, 6 ALTE
AN [ B 308 A5 1 B b A7 A6 AS TR R B 1Y 4 4 R . B
T3k Gl Ll AR 5 o A O A BT s Ao
5 119 300 1 DM LK 2 oA Ok 11 — T 8 B W BIF o LA

(3) R4 4. PR 48 4 2 B985 JC A HL AN H
T 3 P A ) R A 22 4 TR A B T R g B B O
A BN HEABAT RGP AT 48T - 5 R R E N
BRI ZR G 22 () A B R ) a7 AR T TR L SR
T2 4 0 0 4 B AR RS G, AR S 6.3 i iR
FI Y zigbee B8 by BB K 2 B O B0 A SR 85 22 4>
FeAR . TR X F I8 AL A R GEMAAR T 1) % 42 [
T K 4k 25 o R A

(4) AL 4522 4. T AHLAY I LR [ 241 M 4%
JE—Fh AR GE A L TC 2k I 4% BN 23 1) I 4% 4 41
T R 2 4 In) A T ISl S b 254
rh o SRk R AL 2 T, BT DA AR A W 4 A
Tl AR . B A BT ALK 4
1 B Fl PRI 22 5 R D 3 0 3 Bl O R S SR 1Y
o] 50

(5) AN B IS T AN AT FE
AT LUK B (1 5 7 4% B A TR S AL R (GPS,
GLONASS £§) iz gy t& &4l Chn 38 B2 11 L BB SR AL 55D
FIHLGE 5 7 2R 58 (AR 3k 55 o UK B 2l % I R AR
WAEN RGN EN R AR K PR SRS BT
JC L8 ) T35 S A 4 9 X ok A0 A ik, B AL
o 2 32 2 20t 5 o A B T 32 2 1 R g R 98 L
R G0 B 2 B B0 AT IC S R TR A AR (A S —
ANE R B IR .

(6) RRAAZE 4. PPN T g K& T
Bz AR WA A RO B A JE PR L B i
BRGNS B TE R A
(7 T 7 — 8 R L RAE T A R B bR T BUR
Hh B AH R A I A T BRI Y TG A ML I RAT A i ] JA
FAR T B b BRI T A A0 B 19 9 25 DT R4 2 1R
(1 B RL 22 4 s 2 R R 1 — AN FEZE I AF 58y 1.

5 % x

% ik
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