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Abstract  With the advancement of federated learning, multiple participants can collaboratively
train diverse machine learning models while preserving privacy. As federated modeling techniques
have been well-established, there is an increasing demand for efficient federated prediction tasks
on these models. However, most existing research focuses on reusing training paradigms in fed-
erated learning, which results in additional overhead. In this paper, we specifically investigate
outsourced prediction services for tree-based models, such as gradient boosting trees and random
forests. To address this challenge, we propose the OREC secure comparison protocol. This pro-
tocol enables confidential values to be secretly compared with the assistance of an untrusted third
party. By utilizing order-revealing encryption, the protocol unveils the order relationship between

ciphertexts through public functions. To further enhance privacy, we introduce a one-time pad
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mechanism and obfuscated password sequences. Furthermore, we conduct a comprehensive secu-

rity analysis to demonstrate the protocol’s robustness against malicious third parties. Through

extensive experiments, we validate its efficiency and scalability, highlighting its potential in prac-

tical applications.
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1 BEGIN

2 m=<T. root;
3 WHILE m AEMF75 &5 DO
4 IF z[m*“ ]<<m® THEN
5 m=<m. left_child;
6 ELSE
7
8
9
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ENDIF
ENDWHILE
10 return m’ ;
11 END
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9 END
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tive machine learning, allowing multiple parties to train vari-
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federated learning, the challenge of achieving efficient and
privacy-preserving prediction services for tree-based models,
such as gradient boosting trees and random forests, remains
unresolved to a large extent.

This paper aims to bridge this gap by proposing the
OREC secure comparison protocol, specifically designed to
enable secret comparison of confidential values with the assis-
tance of an untrusted third party. The protocol leverages or-
der-preserving encryption techniques to reveal the order rela-
tionship between ciphertexts through public functions, en-
hancing privacy while ensuring efficient and secure compari-
sons. Additionally, the integration of a one-time pad mecha-
nism and obfuscated password sequences further strengthens
the privacy preservation capabilities of the protocol. The re-

search project to which this subject belongs is focused on ex-
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ploring practical solutions for secure and efficient prediction
tasks in federated learning. By addressing the limitations of
existing approaches and introducing the OREC protocol, the
project aims to facilitate the wider adoption of federated
learning in real-world scenarios, where privacy and efficiency
are crucial concerns. The significance of this project lies in its
potential to advance the field of federated learning by offering
an effective solution for secure and efficient prediction serv-
ices in tree-based models. By providing a comprehensive se-
curity analysis, the protocol demonstrates its robustness a-

gainst malicious third parties, further highlighting its practi-

cal utility.

This paper addresses the issues of privacy protection in
Al and federated learning research, which are relevant to the
project that supports this work. By introducing ORE-based
technology, this paper expands the means of protecting Al
models and explores the potential of applying privacy protec-
tion strategies from other domains to Al models. Further-
more, this paper extends the scope of federated learning ap-
plications by investigating the problem of federated inference
for models after collaborative modeling and providing an effi-

cient and reliable solution.



