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Abstract Malware emerges endlessly, which not only causes economic losses to enterprises and
individuals, but also poses serious threats to national security. During the Gulf War in 1991, the
United States publicly used malware attack technology to obtain major military benefits for the
first time. Since then, malware attacks have become one of the most important intrusion methods
for information and network warfare. In recent years, malware based on legitimate services has
spread. The traffic of this kind of malware is mixed with the traffic of legitimate services and is

not easy to be detected. At the same time, the use of TLS poses new challenges to traffic detection
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because the content can no longer be analyzed due to encryption. The combination of public
resources and encrypted traffic makes “the traffic generated by malware flows to normal websites,
and its communication content is based on encrypted protocols and cannot be checked”, which
further increases the difficulty of detection. In order to ensure the security of network communication,
researchers have conducted in-depth explorations on the detection of encrypted traffic. Due to the
advantage of discovering unknown attacks, machine learning algorithms have become the
mainstream detection method, but there is a risk of failure when malicious traffic and benign
traffic are indistinguishable in the features focused by machine learning systems. In order to study
the possibility of confronting machine-learning-based traffic detection system, we propose a
dynamic traffic camouflaging framework named StealthyFlow. StealthyFlow combines Generative
Adversarial Networks with malware that uses legitimate services for backdoor command and
control, to realize traffic camouflaging without affecting the attack function. It consists of two
modules, GAN module and malicious code module, which are responsible for feature generation
and traffic generation respectively. It aimed at realizing the indistinguishability between traffic
after disguise and benign traffic, and then bypass classifiers based on machine learning algorithms.
StealthyFlow has the following advantages. First, it can dynamically adjust the traffic flow according
to the change of the target flow, which means dynamic flow camouflaging. Second. it makes changes
at the malware level instead of directly modifying the flow, which can ensure that the attack function
is not destroyed. Third, the target being bypassed does not participate in the training process,
ensure that malware is not exposed. Experiment results show that the traffic generated by
StealthyFlow is very similar to benign traffic, and can bypass the machine-learning-based classifiers
in an adversarial environment. The result questions the robustness of the encryption traffic detection
method based on machine learning algorithms. Finally, from the perspective of the attacker, the new
malware based on StealthyFlow will bring new security threats to the defense work. This not only
requires the attention of security researchers, but also requires a lot of effort in the future to establish
anti-encrypted-malware defense system as soon as possible.
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(8] HTTP.HTTPS WAFAE VTLS FRAE . EHLRRAE A #
[9] HTTPS WL VI8 4 R AE SR
[10] TLS WHFAE BLRAE L TLS $54E . EHLEFAE 295 50 10 A #
[11] HTTPS P FFAE ALRAE IE P AR AE CTU-13,MCFP
[12] HTTPS AR AE E B ARAE  HTTP 355K 4 43 10E V25 40 1R SR
[13] HTTPS/Tor PRFAE L UE 43 45 E DARPA
[14] SSH.HTTPS K A i % i J P FEAE AL AE GMU
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FRAE AT LAUA R 3 RRAE L A R AE . TLS R¢4E L TE 15 4%
(NS S0 9 1 T S o T P W < 923 T =
ANk S N 15 Il T R R i N & - 1 1 N
[ FE TLS i &4 TLS ¥ & IE B4k, A% 4 5
TEHEB AL ARAS. B4, w] DLk BOR K B i R 2 id
(] (] B P 94K B P B A RS B [R] L SF- 2 A f]
B TLS fin# ks  TLS ¥ @ g & . TLS A=
VB R FEAE ¥ H 4G B AR SRy T S BB A SR A
FHLE A I FE M B, 2R B arEA
KT LA AR A T DX o3 L X A SR BIF 58 X 42
ONFE R R AL B AN . C2 MR S5 R 1 RR IR A L
FEAL KB AL FE S ] AL (R B UE P54 L A 2 48 S5
it b5 B PE R AR B A AT X o i, A Sk
WA C2 IR 55 i B 7 32 Ui 310 0% 3= RS r 76 % P
Ui P4 T SR o M Rz 14 RN R 8] B L e 22 5[]
SERRAEAS 52 B0y R ) o OB T 1R 55 4 4 DG R
HARGN 2.3 Tk, Bt 76 2847 0 i O e i R b
HE X BERHAE 2 B E . T3 b, X F TLS 1 i % &
AR AT LU o SR i A 28 8 S B S E R

25 LTI AR ST A T AR AR S TR L 3L I
T BEAT TLS RUA I A4S F5AE 2547 I 5 O 286, BV ] 5

WK
1.04 0.8
0.20 / 07
081 o5y /| 0.6
0.6 0.10 i 0.51
A - 0]
0.4 0.05 054
0.29 0 0.0250.0500.6750.1000.1250.1500.175 0.200 02
0_ e Sy el e ——————————————————————————————— O o
0 0.2 0.4 0.6 0.8 1.0
TLSHRA
1.0
0.84 0.84
0.6+ 0.6
0.44 0.44
0.24 0.24
0 0

1.00 125 150 0.75 2.00 225 250 2.75 3.00

PLEL A K I B vk R RRAE (1) fh 2%, L RAINYDROP
Ml canisrufus P~ 4 & M IE % H P 6 Github 7=
AL U A AR A R PR R R A R R R AE
ATXT L.

XF AR A DL ST A AL 3 i) e RV R B
it PRI BE AL — R i TR E A 2 AR,
PRI Lo L AT 1 X0 B — Ay AR 25 R an & 5 R
7. H AT U B R R U TR U R 2 I [R] 3 (]
B TLS RRUAS Flc 4 B PO AN FRAE T 230 0 R B — a8
10 22 S LU AR 22 ) 18] S 401 s B 3 o 1 O 4G 32 O3
A it A R 1 52 B 6 =Xk 2D i RAINYDROP
7 A ) W T A B 0 A B A R B A 2 B
BB W /D, canisrufus 77 AE B0 B0 R A9 K B 4
A7 b 2 BE B I S e JE AR, =38 1 40 A 25 AN AR . A
Jesr A, A SCK 3 T StealthyFlow %5 #, & %)
WS ] L ) B L TLS BRAS Fi K B 1Y AN R AE
X T R T PR S R S Rk
Uit SIS A X A3 U SR B StealthyFlow (147 &%
PE. I3 Ab o 50 A SO 3 R AE A A R ], T LA IE B
StealthyFlow 54 1A %1 78 52 bR 2 i # vp s\l
DA FRAE AT 05 4 %, A0 eios W AR P A
4% R

VLFFEER (A

0.20
0.15
0.10

0.057 }

0.14 i

1.04

Ih 0
S AN
0 ' ‘ 0.6 0.8 10
|
i
H
H
i
1 N
?."\‘ 0 0.0250.0500.0750.1000.1250.1500.1750.200 | ===~ rainydrop
HE — benign
Lo canisrufus
0 0.2 0.4 0.6 0.8 1.0

R D B R U e R A B CHG P L 3 45 R 2k %R RAINYDROP i bt 4 0, 5 R 2k 2R Canisrufus 3 i, B8 (4 522 2R

RAEUR A GO 25 R AT 23 L sC R B 5 A U I B8 L 3 455 452 T (1) 60 9 10 s 7 P o 39 40 2 D 0 331 o 1 6T 2

ZRAE T 43 1Y K )
3.2 GAN {&EH!

Az 6 Bt M 45 fe Wl B Goodfellow 4§ AN F
2014 AEFEHY I U kA BURE B 1) — b AE 4, =
B R AE A 28 (Generator, f] B G) F1 % 51 2%

(Discriminator, i #5 2k D) Z [A] 17 28, LS 3] 5
AR AR GAN TE IR 75 5 Rl SCAS AR il 1y
AR o (77 K02 A UL 0 22 A7 0 AT SR BT R
2017 4EH2 H A WGAN-GP™ i DL B AE 5T (gradient
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penalty) 1 JEL P& A D 180 B2 2 T B2 42 E 1Y ) it
YIRS AR E M S J B R, — H A 2 WF e F A
StealthyFlow f GAN % &I ¥ 4y % i WGAN-GP
TR FE 25 R U R A 1) 1 4R 5 i 2R Ak b, AR BR
5 H AL A FRAE 7] HEAS . A S0 WGAN-GP Al
HTF TensorFlow HEZE gE 4752 3.

A B I R B A CAE — e St P L e %
b SRR b bregtn ST 1611 ) R [ e o e R/ S 8 i
FretE M T AT M4 PR U SRR AR 1) #1055 FE AR 3C
Hh B S Sy vt it r B ()R] B (R T S e DA A2
F L5 F5 o > T () A5 7 A B L] i 2 Ik hy
itk & A U 45p 2 B[] L 9 B) B L TS Wit AS i 4
M GEHE . — 2ok i 4 D FRIE R SE T E 2 A
TR N (x5 x5 500 S IESE MR I M X4 5
FE. Wil 6 Fr s g 32 AL b S B 3R 0 I 1 48 Ak
PHE B BCRFAE 1) 32 o X S5 it 24 A7 S5 B 5

ik

TiAbEE u}%%i]ﬁli Xi?jhiﬁ
- Wi I

il i BN

o sty |1 R L
- 1t A
o
HHAEIA

Bl 6 #BELERE EVLN GAN B

A ] 3 S b I (6 i e (L B PR A
T2 8] 8 4R R — 10 R M T 2R A7 A S ()
PAN IR )| PR N AVECE R 7 DN 0 N 2 v e 9
tor o7 2 ORI R BOHE A AR — I IV R Y O
SR BT L RLGRIE T T AR A A SO0 2 A SR
[ s A Bl 2 >0 A9 3 sl 5 i o e — R
Hh Y BEAS I [ B 3G 3h o 50 L X F 48k UEBA
A B ROR.

TSR R Y IC S AT RE A AE 23 AT AN 35 1A DL - 1]
AN BEAS R E B 8] B2 1930 53 B0de AR R AR /) G L
R I P SEARAT Dy 2T A8 Y I R R B I B s
AR /N CALBE S 200 Ip 358 B T 2 32 I B AN T B8R
O BRSS9 R 14 A 0 LR B L D
i T AR R AU T 3 I B P 1 e A5 R 4 1
AR I 2. HE s B Py B e B R Ul WD P A i
B A R B BR 30 £ 90 R M AR S A B R

T P 308 5 17 R 2 B PRl Ak B, I B A AR ) b PR
e 0 A B 3 A oK

e 6 pros s A s (GO LA Bl BL I & 1) 52 o0 B
A TEC s P O I [R] R R 25— /N R T
B AE N R4 Az O P M R AE 1) . 4850 4 (D)
18 FH A= R8s A= 800 X TR AR A 1 i A AR B I g R
e R AR ) S AT U SR OF R U R4 R i i A
B 2R AR R SRS B B A AR
3.3 EEREERF

A FE Y & StealthyFlow (1) 5 % 21 AL #8
3. W 7 Fi7R . StealthyFlow S2ii Ui i 08 % 1 S5
BB A R T 0y R T Re R Y I 4 K R 8 E
SRGERJE B4 1 R BOE H GAN B SR B 5
A I S B Fe 26 Pl T B A B R T A O L PR X
ORI P GE TR AE L JEAS U RO AE A B
s PR F A A 4508 (i ) BE T R AT I R
A5 SR BN RA S S YT RIE
StealthyFlow 19 & &k t4, & ¢ i i RAINYDROP
Fl canisrufus I HEET Github #:47 C2 g =LY
A A B LT RE R 43 A8 BOE 15 bR B (3L
P WGAN-GP A58 55 BB I 4 % B 5 W 2% 47
Shy s P2 B A B I 5 ] L3 ) B L TLS RiAS il

ik
¥

B |

K7 BN Er

FLR S 5 9 Ry < 3l Ao A U A S B ) S 808
F14) B TF0] (L P R 495 o 22 2 57, o DA o 2 i 3L ) HF 2
B E) 5 38 8 S 2 A SR, AT AR RBP4 A TLS
it A T 3% 2 XX Ot AT R S 5 AR S Y
LN CSEOT L 2 TLS JA s % HTTPS i K i
A8 e, v D4 il TLS Ji B 730 K B 45, il ad
XF R FEAEGETHE A 8 2, AT AR 3 R AL T OE R
it T A X BT I
3.4 StealthyFlow %31 R IE 0 47

StealthyFlow AJ DL &g i 3 F R AiE TR2 19 8 Sl
522 5T R0 I 2 45 . A3 45 1IDS/TPS. NTA . UEBA %
PLR % Gk R B AT 53 4

(1) IDS/IPS. S s 7E T M 45 i A RN P o 5
I 55 i 38 1 Ik . MO O B S TR AR A AL A T 43
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K RIS . StealthyFlow MO8 T 9 EHLAIL
ILGEYIR 55 5 Z /0 038 15 Wi A0 e T HARAE B 1 % 7
Uity AR 55 4 22 18] 04 3t o S DRI I T DA sk A

(2) NTA. K 454 W 4 300 5 I 1t F I 25
B 1 g ks BV P ot 5 IR 55 i L &P i 5 P g L IR
55 vty 55 A 55 it 10 38 {5 98 et A A W 4RV L 2 L (RS
SO IE B 5 AL AL T X6 B R 85 B 18 B0 R e R
W KR 55 v 5 M 55 i 1) SELAR A A D3 A0 A SR BRI Y
N R P v 22 (R AL A L R A 1. B
StealthyFlow H 7 %8 it % F % 15 i 55 o 1) 38 {5 W
5 HFE LS IDS/1PS 2855 55— 2.

(3) UEBA. Xf % H P 47 o # X, Y
T B 5 TE AR A AL E O S . StealthyFlow 45 il
MR R PG R A AR OR B s D AR Y R A
FEAT A B 5 O R T — 2 Bt w] RS
MBEL.

W31 TR 0 I R A I A A TAE G
R U A AT El R B L I AR e [ U R B AR
f st E] L AL 1A B . TLS hnss &4 . TLS §7 & iF
Bit . B & A REHS A G R X TR AT
BLES 7 > BTk I B & 40 25 4% L A 2R 8 A8 X 3 2 R A1
HEAT O R B S BB U i R R I AN A X
a3 B AT LSRR B A R A

4 LIIIE

4.1 HEERT

AR AT, TLS Bl © & A5 JLAE 32 B
ATTR.CK ¥ B/ . 204 39 N4 APT 4141
s THA 5T TLS Prisl iy 2 35 iR 55 % 5
HEAT I AR A A 5 W 5% 8 32 0 RO AR Y
PEATTRABIEGE™ . AR ST X2 H6 9% 5 R 8 s AR A Je
BUTF A ST . S0 95 e = AN B4, LU T RN 43 n
0] 355 3 R AR LG 2 B A 2

(D SER AR (LT AR B4, Hards K
ZHOE B £ & HTTP. TCP B i
L. E HTTPS.TLS B il 4 3 & 19 54 48 1t
AU T A T 48k L A A P B AR — R
F VirusTotal® MCFP® #4420 5k 5 2@ 52 4.
T VirusTotal JF3EJFE . H MCFP £ 4 hih =
BTN IR E AR O T IRBUE B A
SCRHCH AR T 5. & F i xF RAINYDROP
TR REA AT B A o BT L A5 B L S0E C2 4T
Github BUTH 5 38 4o K — 3 B A 70 R s W 2% F %
Py EE BN S AT F AR IR L R AR BRI AT N

MR A DA 00 RO A ) — AR . T Ak
canisrufus & Github JFUEIN H , 18 13 78 2 o 25 v Fl
A o BT AT I A D 7 4 i A R o I A
G R AR 1 ) — DG . &1 3 8736 4
RAINYDROP %4 3t #1 29 474 4~ canisrufus % Hig

(2) RERs 5 CLUR f AR LR A A SO
Xof G R 5 ) 4% A TR ) 4 TR T T A T Rz 4R R
Iy (Remote Access Trojan). B & By X 52 : i & Y
AR RSN A ERE, BT RN
T RAT I a0 TR DT 5 S R A A A i R 2
[F) 20 0 S Y B AT R S AR AR R T R AT A 40 W)
SCF/ B A e A% . Github &2 APT Ao 2 1%
AT R A LR R B Github H % 15 (7]
T A R 2E 2 X G X S s PR T SR A e ) B
I A i e EOR A T8 1 I R BRORE B SR Y H AR
P2 2D X2 N X6 30 2 R R o, D) i 2 B i
QR K% SO EARZE EAT R T R AT i
MR 55 #4727~

ARSI b RSO B R P U5 1R) Github
PR U A B O T WA RO AR L A AR S
B FEHL Github @5 W . b TR AT TLS B
W TEEAR G i K A5 SR, BHETE A X TLS
Uit TR A IR 55 RN B W 9, e B A 4 A
B A SCA MO o2 DL A i) 5 U8R B0 Github /9 3t B
Al A4 ST T8 34 X ) TP Ml L AR 4 5 2
HEOF S5 AL AR A U R AT O U8 AR B P
Vilal Github 241 825 s i/ o R 8R4

(3) AR 4 (LN T AR AR A . B RAINY-
DROP #1 canisrufus & 5 &, i F StealthyFlow #E
2045 0 B AL = RIS (SFMalware) . £ F 4
FHL E AT IF R Bt i it e &8 B DL RAINY -
DROP Jy J& I () SFMalware i & 311 570 ™ F ¥
WAL cainsrufus 2 Ji B i) SFMalware 3 & 3£t
621 > E i Uit
4.2 HIEWALE

BE Ak FE A B SR AL DL TLS P
ARG I AT RRAE $2 W 8040 0 e Mg 1 — L =
AR/ HAE. (1) FRAE B2 IO K BHie b i o 5 4
Jia) St %) A0 B L i IR A L 0 355 R AR £ I T] U )

@ Virustotal. com. https://www. virustotal. com/gui/home/
upload
Stratosphere Lab. https://www. stratosphereips. org/datasets-
malware
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B TS A FHIE R BE 5 (2) B i Ve 5 VE Ak BRRRE
PEIBCL BR P AT 1] o v 1% T8 &L ) 8 C N oK 58 R = IR
18 T B0 55D o 4 e A 48 BT B A 1) e AR AT BUE
Fedts (3) B — AL T GAN g5 44 A i AE A i
FE I H 02 i S0 A [F] R A Y S 49 Bl 2 LA AN [
111 52 W AE BORE AR )80 R T AR 2 B30 o X )l
GRE R LR A SCR A RobustScaler A5 4k 26 %1
HEAT A — Ak B

1E GAN 4514 48 S REA A il B b, =4 2P 3R
Bife— AN R 5 7T R 6 A T g A T R i e A e A
7 EAT R A 4 HORN B T VR T S 2D R
4.3 HEEYNGERIBER

WS HOE 2 WX 15 Y, B84 GAN
5L PR W S IU{EL. StealthyFlow 36 IRyt R~
10, %R T 100 A epoch. Az i i F %8 51 45 1 27
2] #y 0. 0001 FEHCE W N 0.5, YIZRE 4E 2y
A WS ) Y 4E B R 2.

Y AR TH RN M PE A SRS 1 BE ) S 5
T PUR AL T S PR A T A AR AR AR A T
AR DG BIFFE S50 v R T AL 2 >0 B30 A 45 TR SR A
(Decision Tree, DT) . i ¥l # #k (Random Forest,
RF) . H i i 1 5k (Adaptive Boosting, AdaBoost) I
6 B B 42 T} (Gradient Tree Boosting, GTB). £ X}
StealthyFlow #4754l Z i . © 28 DL SR FFE A B4
A TP R 2 B N RR SR I R G AT T I R

X SRR R bR AR T Rk AR LR Stealthy-
Flow HJ1ERE. kit R (Escape Ratio, ER) i it T
ARSI 2R 8 oK BE TR A D B ) S ok N T A
AR IC SR L] B s TR AR b ok A RE
PRI Rl Wi DR o N R AT RE
B R AR R A IO SR AL

ER= - .
Ik R PR & il 5% B
_FN
" TP +FN (2)

Pt AR T A U BLAR o > T T A I
PR IR B A IR BRI A R Grecal DY
AR AR
TEAf 2 2R I AE B IR 0 SR AR

recall = R BUVE IR B0 R B
TP
TP+ FN (8)
Lo SRR TIE- D /N |
ER=1—recall 4

3% 4R (] A2 44 HOCTE AR RV I & 1 43 2 46
FCHERR T R S R R O R T 1
S R A R ) AR 5 L R B S A P TR
k3% RGN B M R T StealthyFlow #4813 3%
S DR B 0 e R A S U B B I IR b 3 25 R X
P 1k 3% 22 4 51| s Xof i ey 2 T A ki S 3 3 2R R X
TR R R kiR R,

SEH Gy PR A3 AT 43 BRI 4 S5 5 R X 4T
(D) WU 5255 0 1R 5256 1 E Y 2 I i B 2% 2
o REEX R AR N /AR ST, LUBR A REARAE R
R X AR AT N R AREAS Ly — e —
I A A0 3 4R 43 3] o B 4R 1 80 Y0 Fl 20 04, I 4t
15 B 45 FPBL S 27 2] ST BRI b i 2R DL R A
MIMERR 2. 3% 2 45 2~5 47 TR, SR REAS 1 b i
T R 15400 RABLER % 2 o KA RE IE I 0 K B
REAS 5 B R W 3Ry 97. 08 %, 2 B 43 2B B8 % T
BRI 2 R AARGF 1 R5CR.

(2) X HLEEe. LR EAREAAE I, LAk
AR RAEAAE SRy AR S Do K R A 1 3 3 2R S
gERNR 255 6~9 {7 MK 8 fin, &t Stealthy-
Flow % i i )i » Mk 3 e 88 2] 94 % DA I, 1 2
RKBEAR X TEIRE 43 B A5 LT BT A KRR AR 4 1%
SN EREA B S RAEAAE L TREAR 5 KRS Y
AEARL EE B8 5.

R2 MELXEAXNALEFNRZEIFIESINTREN S ELR(URRZFEBEADNRER

42 45 by BB DT/ % RF/ % AdaBoost/ % GTB/ %

b RAINYDROP 1.54 0.62 1.54 0.92
Canisrufus 1. 44 0. 96 0. 96 1.91

O RAINYDROP 98. 00 98. 46 97.08 97.85
Canisrufus 98. 09 98. 80 98. 33 98. 33

b e % RAINYDROP 94. 05 96. 89 96. 48 98. 27
Canisrufus 95. 10 97.11 95.72 98. 00

e RAINYDROP 6.93 3.96 4.95 3.11
XEBLHEBR Canisrufus 5.94 4.06 4.99 2.97




54 # T4 StealthyFlow . —Fid i 4 1F T B AT 30 35 0 & O e FE 2 959

DT ROC Curve RF ROC Curve 1.0 AdaBoost ROC Curve GTB ROC Curve
0.89 1
0.6 i o8
0.41 | o
0.2 i o

o4 i
0.25 0.50 0.75 1.00 0 0.25 050 0.75 1.00 0 0.25 0.50 0.75 1.00

RAINYDROP

o 0T
0 025 050 075 100 0

DT ROC Curve RF ROC Curve Lo AdaBoost ROC Curve Lo GTB ROC Curve
0.81 0.81 | 0s:
067 0.61 0
04| 041 o )
024 024! 0.21
ol 0{ 01”

0.25 050 0.75 1L00 0 025 050 0.75 1.00 0 025 0.50 0.75 1.00

B8 PURPHLEE ) : F B) ARSI AT SE B0 9 ROC b 28 &1 CE R 8 358 4040 00 4% 26 0 ol e 2 1 e g 2
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T LR 7 L D e A ROR LA [8] 4 %l
BN GETT— JE i [A] P R O O B TR A TR
(o3 Ao, P9 AT DL, R S AE — JE P S Bl
(8]0 Af ANF 50 B UK 2l 45 2 6 () AN 2 /N i 7

W JLF- 58 R TR TR SR . AR 83k Oh 4% i it B 7E 42 R
24 /NI G Bl LT JC 6] W R 75 ) B8 B s T 2
i StealthyFlow {2 i X kL 1 78 3 3l I 1A] 454
b5 RO — B0 A A 5 PO B
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| sl
0 2I4 4I8 7I 6 120 144 1

2 9
I 1] /h
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B9 s a] 43 A R L OB AR AR 278 I T1 , RL/INS Ay BT L G0 A B 38 7 A5 28, DAL Ay B 07, L v B e 4 2R AR
FEARA LA AT 53R RAINYDROP Fi canisrufus BAEAS 1 @1 40 (0 R 0 4
R4%32 L RAINYDROP F1 canisrufus S J5 5 7= A4 [l IR BEAR)

4.4 LWL

R AU TR T S 0 Rl SR B, SR A R n]
REAF A I $ELE [ L (LA IR [ 2317 552 58 v mT LA T
F 28 StealthyFlow %% i 7 B 5 R I 1 % LA
AL AN FERAT T o B ) B S S TR
[F) FLH A 2 05 AR ST BT 5 45 2R i JiLR2 T

ks DI RE NI« A S T3t kDb 28 A R ik

TR B U 8 e S AR T A R R AR A [ A T L
LR AT 80 8 A B2 i 3 T AR Tl R 9 I
AT, R FATWIB 1T T T StealthyFlow #5% &
A B R PAAT 158 AR TR 2 AT 1 O 4
E BBl DU RER 32 52 1.

R I AR B8 L B R B AU A7 AR
o AR g L 5 P R DR e 7 5 i B B
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XX L » StealthyFlow K 38 75 141 34 55 R [ 1% LA
B [ ER A 1 R — BB I T A7 — A 37 SR A v R T
DA S BT S I SR A o )3 £ - AT PR UE I A7 R
(1 15 # AT

5 HMXIIME

R T v T A P B o ARV A U ) o
T2 BT O I et R e B R R AT T IR AT

2018 4F, Rigaki % N 48 —Fh i 2 PR R
& BT B A DA AL | O AR W 54T oR 2 2
B TR O 6 o B 8 5k I 4% s SR A . ASE 7Y S
LR FH AR BOA BT I 45 5 DL FL 32 1 Facebook M1 K It i
VER EVREASTHE AT I 25 o A BT 1 80719 B8 4 2 B[]
AL S [ ) By = A~ Ge TR, % B AR R DL =
NSHIN GRS C2 RS A8 uEAT M IR 4 i
TIPS BHIEXT GAN HEAT Ui, 459K, 1
ol FH /0 5 B I R A R gk AT DL AR BB 8L Facebook
O OR3P G B A B T I e R DR R R R I R
{EhRERy LAl b, vl LU & TIPS By A . pb o 57 2 0%
PSUAR EEEBURIR Ve SEINR ORI IUE B/ =37 W (E R eIl
WFFEAAAE LA RS . (1) SE56 i TIPS O | & 1 &k
DAY, Tk B JE A A A I T H () IPS & 5T
BEA [ I 2t B 7T e T BOR AR EE T 2 85 5 (3) 5
5 o 2 A= BGAE N 3t it 6 R R s 3 e R A T R
A A AR A R HL A

[ 4, Lin 2 A\ 42 15 7 IDSGAN HEZE, L NSL-
KDD g #5404 e OR Bohi A7 o0 1E 5 AT AT T
T 3 0 A A A A AR D B M R AE R AT B K T A
RO RO M R L DGR A R S
L L) Wasserstein GAN Sy SERHHE 4L, R F 26 G
T 28 000 45 SR A Sy s 2 11 2 68 A1) 4 01 68 J31) e B 4D
G ) P ARG 245 2R 3 I A Sy 3 o B 2 F 9 AL
TR SR SR AE LS e, PR R T R A )
AL TR LT T A fik & LAt 45 1 T R B A B B0k
U T LR N AN LY e o M- 4 I s g o
ar g AU G Bt 23 (1 S 30 AR A AN W] 5. 53 4 5206 A
T AR 4 B R, BB R AE B AT 1B L 3
16 WU 1 REAE BB 75 A= B S5 B B0 Ak R % R

2019 4F,Li 25 APV T FlowGAN, ¥ H AR It
AR TE A IE R U S 2F 1T B 2ok B ) . FlowGAN
A% O VAR A 32 20 TE 5 28 It I AR AIE » R FH AR K
X Bt I Z A, AR A ] 2R AT R AE (CUMUL)
i S I 2R R S S 8 DA% LR RO AL B Nout & A

HH A3 B8 Nin % H 5048 43 Sout BT 15 SR & A
s 07 B AR Y Sin, 2R Cum, B0 49
Avglnter Z [A] (-2 0] B AL 7S AN FRAE #E AT 43 25 e &
T 3o A b A B % I R BE At ISP W A, 3 TAE AT LA
SEIUEF XAT T H RIS A T2 ) U e e R —
ARA B (0 TAE. AH IR 5 P2k B 4% BT X iR & 647, TG
LIRS P g2 A A5 DA AR, 53 4h, SO R R i g
AT AL A FR AT DL ) 45 A H AR T A (R R 42
B H bR i S AR A R 1 O, BRI IR 3R 78 2 8 S B
A h %

B X i et DA e R AR B AT H ETTS E R A0 B Be L A
K TAER D FRATHRECT ik = A HAa R TAE
PEAT RAE AT LA R B, 2 R T 99 4 78 Xof Pk AR AR A
LT B AR R AL A T AR BB B e A 4 T
— Pl L 1 IR 5 R BRI A S B 1 24 3k
AT O o AT DA B 3 R M O o AR AR, S
P 4% 30 o 283 i e A .

SR 5 L TR s o 44 ) 9 et A 2 B2 AR B 0 1 s —
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