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Abstract  Masking is a very common and popular countermeasure against side-channel attacks.
In a masking scheme, any sensitive variables in a cryptographic implementation are randomized by
mask sequences. In order to resist higher-order attacks, masking schemes have been developed

into higher-order masking schemes. A software implementation is the most common design of
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higher-order maskings for overcoming the glitch weakness and resource limitation. Until now,
higher-order SCAs have been the only challenge to higher-order masking schemes, which were
proven to be theoretically secure. However, owing to the large time and data complexities, higher-
order analyses are sometimes regarded as infeasible when the order is very high. Thus, it is very
important to identify the interesting tuples (or to narrow down a window of time samples as much
as possible) prior to key recovery in order to maintain the computational complexity of a multivariate
attack at a feasible level. Nevertheless, the existing Pol methods are based on exhaustive searching,
and the time complexity is determined by the size of the sample window, the number of samples,
and the order of the masking. In this paper, we propose a Pol selection method called IR-PolS to
locate the interesting points for the higher-order analysis because it is based on instruction recog-
nition. By targeting the locations of the instructions corresponding to the sensitive information,
IR-PolS can find the precise locations of the different shares in a masking scheme. It is noted that
IR-PolS can decrease the time complexity from polynomial of degree n to linear in the number of
points of a power trace, where n is the number of shares in the masking, which is a notable
improvement in the higher-order analysis. As the RISC set is very popular in most existing
CPUs, it is reasonable for an analyzer to build all the templates for sensitive instructions before
collecting several power traces to analyze. In order to demonstrate the practicality and effectiveness of
IR-PolS, we physically evaluated the locations of 10L.DD instructions in a test program and
acquired a 100% success rate within dozens of traces and a stable 100% success rate within one
thousand traces. For the locations of the other instructions, we found that it may lose several
interesting points when the sample frequency is not sufficiently high and improved the frequency
of the STD instruction to acquire a 100% success rate for the location. Furthermore, we ana-
lyzed a software implementation of Coronl4 masking with the open code on GitHub Chttps://
github. com/coron/htable/), and the results of the analysis verified that IR-PolS can target the
precise locations of sensitive instructions within limited time and data complexities. The IR-PolS
method verified that the instructions executed in software are not hidden by the existing masking
schemes, and an adversary can build templates of the sensitive instructions at first and successfully
complete a higher order analysis. It is obvious that the location of the instruction is another word
for targeting sensitive data. On the basis of the results obtained by the IR-PolS method, one need

rechecking the difficulty and security of the existing higher-order masking schemes.
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g T Bk IR-PolS Jr ik iy A 2t AW 5 T
—/NE A 10 4 LDD 454 i KRRy . 2 Fir DLk ¢
AR S 2 BN TE = B RS 7 22 A A A A
¥ #f 233l at LDD 45 4> P A7 132 B3 25 £7 2 b
I R A7 1y LDD 454, 5t ml LLR A4~ He 2 P
AR Sy 1 R WL FRAT R AR e b R
LDD #54 B Hif 5 45 4 &R A [ 5 B[ . X A m AR
IGHE A it 7K e 1 5% ma. I R O I g AR n ] 1
7.

DR e 19 20 6 B0 >R 46 T M 1 119 7S D g 2
=k Agilent DSO-X 3034A, % E K 200 MSa/s.
SR 5 AR BCHE B A5 A D #E i K 2% 7 5 Oy PA303
(3dB, 0~3GHz). Mk 1iz17F & SASEBO-
W IR b —5K ATMega-163 B GE K. iX 2H 52 5
—JRAET 20000 F&INFEM LK. FHd 10000 5 H T
#ELFR A, 55 40 10000 2% D #E il 26 A ik 4



5 SR MG AR« B TR S 5 AL Y BT R v 004 1 0 A i 935

164: state—rs[1] = state—»=[0] + state—>=z[0]:

0000038 a188 LID E24, 7+0 Load indirect with displacement

+0000035D: OFas L5L R4 Logical Shift Left

+0000035E: a389 3TD T+1,E24 Store indirect with diszplacement
166: __asm__ __wolatile |

+0000035F : aooo HOP Mo operation

+0000034A0:; nooo [ No operation

00000341 : oooo HOP Mo operation

00000342 nooo NOP No operation

00000343 oooo MOP Mo operation

+00000344 : a1as LDD RZ4.T+0 Load indirect with displacement

00000345 [ooo MOP Mo operation

+00000346: OFag L5L E24 Logical Shift Left

00000347 oo HOP Mo operation

+00000348: 23809 STD T+1,E24 Store indirect with displacement
+00000349; oooo HOP Mo operation

00000344 a188 LDD R24,7+0 Load indirect with displacement

+0000034AR: nooo HOP Mo operation

+000003AC: OFag L5L R4 Logical Shift Left

+000003AD: nooo MNOF Mo operation

+0000034E 3359 3T T+1.R24 Store indirect with displacement
+O000034AF aooo HOP Mo operation

+000003E0: a188 LID R24, 7+0 Load indirect with displacement

+000003E1: oooo HOP No operation

+000003EE: OFag L5L R4 Logical Shift Left

+000003B3: nooo HOP Mo operation

+00000384 : a3a9 STD T+1.R24 Store indirect with dizsplacement
+000003E5: nooo MNOF Mo operation

+000003E6: a1as LDD RZ4.T+0 Load indirect with displacement

+000003E7T: [oooo MOF Mo operation

+000003E8: OFas L5L E24d Logical Shift Left

+000003E9: oooo HOP Mo operation

+000003BA: 2389 STD T+1,R24 Store indirect with diszplacement
+000003EE: nooo HOP Mo operation

B1 R A A g AT

A N 7 1 SE R I E I . R ATTRG A i e A i
Mg s icfE T. e [1,10000 D, X; (j € [1,
10000]).

56 % LDD 484 o) #E 47 2 8. i T LDD
54— A AUA R4 Rt LDD 458 4 i ) #E 23 F¢
SEWAE P R . AT T PCA B3k X ik 4 o
M2 AT T R 4E AL . AR X R SE g v, PCA Bk A
IR 8 4. SRS TR H BRI 1A I AR X
X, (G€[1,10000 ) #1447 IR-PoIS Jy 2. FATI 5 FH A
[F] /N B 0 8 46 A Lk AT 1 PRS2 3, — IO 20 4>
e v B — U 10 Mgk A7 B TE B AL BLAE
kLA L D En & 2 s,

M 2 Haf U L 2k 5 A K/ g S LDD
T84 BB (L0 A I 8 AN A7 B BLTE T e e 4
G AR R A B R Ak R A (el dn L 20 A
TCER) BT IE A A B S AR IR S .
[ A, A5 ZEXF 1000 45 D) 4 il £k 2F 47 DC c . 5 #T LA
Bt 3 T A . DRI UG 0 SRR S AR A R/ IE B
i » IR-PoIS Jy 2 a& i i 2 i 75 19 2 A8 £ 4 12 02
R/NEY.

SR X STD 45 4 A7 R AR I S g0 20 3 1

—
f=)
T

[o9)
T

TG P IERROLE AL

[S]

10° 10 10 10 10"
il 2
B2 ek B4 LH H BUAY IR 8 A A 5L
(Fh g 2 288 1R LR
ARAR ) B R 2 XF b e M m] LR B R HER &
ARRFE HE R IR-PolS J7 vk i v A 1. X 2 A
KRB RMESHEINFEME P ER WA HELN
HR.
N TR BER AR X IR-PoIS Jr vk A7 851 1 5
Wi o FeATTAE P PR R AR SR AT 1 B R AR R
AlJ& 200 MSa/s Fil 2GSa/s. SR )5 FATH Wi Fp 55144 T
10 4> STD 45 4 Jir 78 (19 2 #6 X 358073 59 B HE Ok R AT
XFHE R LA SR AN 3 A 4.
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— fragment, 10
— fragment, gk
— ;rugmenlg i
— fragment
— ﬁ'a?g'ment; &8r
fragment || &
— fragment, 27r
-~ fragment || i
fragment, = 6F i B
fragment, = -+-n=10, f=200 MSa/s
T d = el ——n=10, f=2GSa/s ||
S -e-n=20, =200 MSa/s
3‘ 4k ——n=20, =2 GSa/s
o
& 3
B2
1k

100

60 120

B
B3 RRES 200 MSa/s it 10 4~ STD 54 B £ DG X 3 L
(45 i A~ STD H5 4 X B S FE K BUC . fragment;)

0 20 40

220 :
— fragment,
o00L 975 , — fragment, ||
97.0 A — fragment,
. — fragment,
180F  96.5 — fragment. ||
96.0 fragment;
160 e — fragment, ||
Fan| 955 -~ fragment;
%140 680 685 1690 - fragment,
= fragment,,
120
100
80+
60 I I I I I
0 200 400 600 800 1000 1200
A

Bl 4 SRBEZEH 2 GSa/s 1,10 A4~ STD 454 T 15 Ty FE X 484 L
(55 i A~ STD 54 4 B 9 D AE X AT 4 fragment,)

L3 A 4 X e a] LABH B3 A .26 2.3,9
10 A~ STD $5 4 X B B9 D #6 Hh £ B fragment,
fragments , fragment, , fragment,, T K FERIAK 1Y
TEOT ZR T — 8015 8. FAT5 50 X P A R A
TRAEG R DA LT T 48 2 2 LS 8, e
Y DL 45 R AN S B,

B 5 R T AE PRI RAE AR SR AR 2 1 D FE ith 26
AT A E AL S B Y A AR L B SR BT R T AR
il 2 2550 Nt A i i 7 R G v IE AL B S R
MBS W LUA 72 R A FE O 200 MSa/s 19 A it
2k b EAT R E LI L BRI 8 4 B B R/ TE
17 B BB PR (20 ) ARIR A 3 AN IERR AL E
BAE RIS v T2 R AR R R THE 2 GSa/s B IX
10 AN IEBA 7 Bl 4 A8 i B A e S 5 b 1. JF HAE
B RAERFMT AR M i Rf E8 &2
FE 2 55 B BT A 7 4 3 IE B A B PR O % 3
He 5 RN TN I FE il 2 R AE 08 1) 28 F T A SCH

10° 0 10 10°
Hh 2

AT R F A T B A o i B A LE A 57 B8R

CBE ARl R A e AR A3 (9 /N o f 3R SRR

H A 4 R 77 3k e AR H R AR Y. AR S PR o B o e

IR R BN F R4 2 IR AR DT BEROR A IR

2] D4R v SR A AR B T H AR i 1 5 1k

B v A DS LR

A 5

4 Xt Coronld FRHIE M 53 thL18

4.1 Coronld SMEREFE

AR TE 20 3R T4 2 T8 AL = B 40 B 5k )
M AT 35 9 FEAS 7 8 B0 S B0 o R X R A A5 7 &
FIFIE 2 P T 4 7E ISW LA HEZE T 153 T IE9.
Coronl4 & B #Ea% Iy 2225 — DA T E KRB
LB RS J7 . A CLL Coronld & Bl il 5 & N
BIEAT A % b & i S &R A W E 6
iR,

G EL E FE A R L B AR B . B X R
By 28, AT 3E 2 19 H A5 Coronld 553 A1 26
12 17/ RefreshMasks 557k B i AL 40 2R BE 0% 1k &2
X B AN A S B L 84088 mT LA BT
S & o=@ «[i]. ARG Coronld J5
ZMEE R CiE 5 BEAUHS . 78 ARMVT & f |
il GCC #4717 %1% . 743 T Coronl4 J5 & WL i
fefi%. o, RefreshMasks 5 3 131 4 A0 RS 4 ] 7
JTR.

L7 (A7 235 4 1T LB R L AN A
MW 2 J#8 2 i LDD #5432 3] CPU . H
FLRENE 5 O 4 LDD $5 4 W00 & Lt ol A4S 2 4
A i T 56 1 ThAE il 28 X3t e fE i DK A2 HE A 2
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Coronl4 Masking Scheme

Input:  x, x5 1, (x = x,@x,®Bx,)
RefreshMasks Output: Y Yo" Y, (S(x)= y,®y,DDy,)
Input: 2, 2,2, (2= 2®z,@®z) L foruefo, 1} do )
Output: 2, 2% 2, (2= 2,@2,®®z,) 2 T()=(S(u), 0, -+, 0)e{0, 1}
- 3. end for

1fori=2tondo 4. for i€[1,n—1]do
2. tmp=rand() »| 5. forucl0,2'—1]do
3. 2 =z,®tmp 6 for je[1, n] do T'C)[j]=T (u®zx,)[ j};
4. z=z@tmp 7 end for .
5 end for 8 for ue[0,2—1] do

9. T (u)=RefreshMasks(T"(u))
6. return 2, 2,,"*", 2, 10. end for

11. end for

12. (3, ¥y =+, 3, )=RefreshMasks(T(x,))

13. return y,, ¥, ***, Y3

Kl 6 Coronld [ Briht 77 58 i 72
/*C code*/ /*segment of assembly code*/

void RefreshMasks(byte x[], int n)
{
for (int i=1; i<<n; ++1)
{
byte tmp=rand();
201 =0T tmps
xli]=x[i] tmp;

L.DD R24, Z+0 Load indirect with displacement
EOR R24, R22 Exclusive OR
STD 7+0, R24 Store indirect with displacement
LDD R24, Y+1 Load indirect with displacement
EOR R24, R22 Exclusive OR
STD  Y+1,R24 Store indirect with displacement

/*x[i] (i=1, =, n—1) is stored into R24%*/

Kl 7 RefreshMasks 8% C &5 D AT N 6970 g A0S

R T UE AR A A8 AL T I 1 SE PR AR . AT AE
SASEBO-W JF &kt ERET 3 B Coronld FEW
DiAEh k. A Iy RBIT BT EE R R L
i) CPU 2k 8 {1 ATmegal63 Atmel AVR 4 25,
IR AaTA8 y 3. 5712 MHz., SR 48 TGl 48 I 19 SR A 38
200 MSa/s. J& T G A /N5 oo 2 40 ) 43 45 4
FE AL B 43 B 1 S PR OR
4.2 HELEMEXR

WHT— /N5 R By 3 B 48 A 8 AL B AR & T A
5 RefreshMasks 5355 A L 52 7 X W 19 LDD 45
AL R RS R lE s il — 2 g
i AFEZ IR T IC KB LDD 354 1 i 75 158 52 1
Hr LDD 454 W00 5 23 1 42 5% i B 45 4 2 7 5 2;
8 8 B 0 A 5 R 1 2 BT RO R TR AT SR MR T — 28
T Bk 4 i 48 4 28 A 1 HERA 7E .

(D) X} D FE M £ i 1T PCA 5[5 4Eab 28, LA
P e AR S ST 1 A5 RS RIS AN IC T ) Y A

(2) FI A LDD 482 047 3 72 b 24> i A 1% Zh 46
B, — 55482 PAT AT RETT ZE LA BB E 4 45 4n DD
T8 PAT R 2 2 I R A BB SE . S T $ i A
MR UCHC Ay i 22, Fe 148 F T LDD 48 4 P47 19 (8] Jir
A0 B b SR TR A T AR D 4 e A A R 1

(3) X it G Ay T 2k 45 A HEAT 18 4 B AT UK
Hir LDD 45 % HiJe 4 T 418 2 A Ik — &5
JEAR A SRR A DE RS AR L DA 20 1 JE G B LDD
A AR SE PRI L A R Bl 3R] LA RS T &
Y U T RS2 B B L I8 4t st T LA € F BR LDD fi
EailER R R B

154 1B T e i A A 2 2R AN 1AT 8 i, [ 8
7R T BRSO IE B A MR SR T 1 B L B A
SRR E . AT LA E B L A 3 1 DT A R AT
TR TR DR A B Y DL BEME R IR A 4 E 1V T i
AR T VAR 2 AT IR R RCR . BTG T
AR I HE 2 K i 26 1R T 45 B 1 98 2 A R
e 9 prs.

0.045
0.040
0.035

$40.030

£20.025
£0.020

120,015
0.010
0.005 7

% 75000

k&
10000 15000
FEAR A
8 54 E AL AR B A £ DT I A A A R
5 50 M 3R 2R 2 (D TH 5 1 2 1 30

20 000 25000
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Background

Masking is an effective and popular countermeasure to
several types of side-channel attacks. As for the higher-order
masking case, it tends to be more and more generic to resist
any order SCAs. Although the ISW model proposed by
Ishai, Sahai and Wagner could prove the security of masking
schemes theoretically, there remains a gap between the practical
security and theoretical security. This paper aims at improving
the security of masking implementation, researches the risks
of software design with recognition of instructions. a new
Pol selection method based on instruction recognition called
IR-PolS to decrease the time complexity of the existing POI
methods from n-time polynomial to linear in the number of
points of a power trace. The IR-PolS method verified that
the instructions executed in software are not hidden by the
existing maskings, and an adversary can build templates of

the sensitive instructions at first and successfully complete a

higher order analysis. Our analysis shows that the risk
occurs in the design of provably security masking scheme.
This capability can help designers directly modify their
designs to make them more secure.

Our research team has successively used power, electro-
magnetic and fault analysis different structure of block
ciphers in SCA for 10 years. We completed a prototype system
about side-channel analysis, protection and testing.
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