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Abstract In recent years, with the vigorous development of technology and its related industries,
Internet finance has increasingly highlighted its advantages. For a long time, qualification review
based on the user information has been a fairly important business in the financial field. In most
casess when an individual applies for a loan from a bank, the bank will evaluate him or her through
the actual situation based on the established predictive model to determine whether to grant the
loan. In this process, a high—quality default risk assessment can avoid unnecessary losses for the
banks. However, there are still many deficiencies in the current research on the assessment of
default risks of borrowers by banks and other lending institutions. On the one hand, it is difficult to
build a high—quality prediction model due to the lack of user data; on the other hand, people are
paying more and more attention to the privacy protection of personal data, it is also tough work for
banks to obtain a large amount of relative data, and because of that, they cannot carry out the

prediction models to accurately predict users’ situation. In order to solve the problem of joint
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modeling in the case of data is not shared, this paper introduces the idea of thefederated learning to
effectively utilize the value of other participants” data without the leaving of local data to
establish a shared predictive model. Because decision tree algorithms are widely used in financial
risk controlling and fraud identification, this paper proposes a decision tree algorithm FL-DT
(Federated Learning—Decision Tree) based on federated learning. Federated learning is the
concept put forward by Google in 2016, which can complete joint modeling without data sharing.
Specifically, the data of each owner will not leave the local place, and the global sharing model
will be jointly established through the parameter exchange method under the encryption
mechanism in the federal system (in the case of not violating data privacy protection regulations).
Moreover, each participant only serves for the local targets. Firstly, a data storage structure based
on a histogram 1is presented for communication transmission, which can effectively improve
training efficiency by reducing the number of communications. Secondly, the garbled Bloom filter
based on an oblivious transfer is proposed to perform the privacy set intersection, and then we can
obtain the federated histogram containing the data information of each participant, and establishes
the federated decision tree model. Finally, amulti—party collaboration prediction algorithm is put
forward to improve the prediction efficiency of FLL-DT. Based on four commonly used data sets in
the financial field, this article assesses the accuracy and effectiveness of the FLL-DT algorithm.
The experimental results show that the prediction accuracy of the FL-DT model is higher than
that of the model established using only local data, which is close to the model built in the case of
data concentration. In addition, the prediction accuracy of the FL.-DT methods is better than other
federated learning methods, and the training efficiency and prediction efficiency are also better
than other algorithms.

Keywords federated learning; decision tree; garbled bloom filter; privacy security; data not

sharing
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Background

Federated learning (FL) is an emerging paradigm for
machine learning that enables multiple data owners to jointly
train a model without revealing their private data to each other.
The basic idea of FL is to iteratively let each client (i) perform
some local computations on her data to derive certain
intermediate results, and then (ii) exchange these results with
other clients in a secure manner to advance the training
process, until a model is obtained.

The challenges in federated learning at first glance

resemble classical problems in areas such as privacy, large-
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scale machine learning, and distributed optimization. For
instance, numerous methods have been proposed to tackle
expensive  communication in  the machine learning,
optimization, and signal processing communities. However,
these methods are typically unable to fully handle the scale of
federated networks, much less the challenges of systems and
statistical heterogeneity. Similarly, while privacy is an
important aspect for many machine learning applications.,
privacy—preserving methods for federated learning can be
challenging to rigorously assert due to the statistical variation in

the data, and may be even more difficult to implement due to
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systems constraints on each device and across the potentially
massive network.

Existing work on FL has mainly focused on the horizontal
setting, which assumes that each client’s data have the same
schema, but no tuple is shared by multiple clients. In practice,
however, there is often a need for vertical federated learning,
where all clients hold the same set of records. while each client
only has a disjoint subset of features. in order to solve the

problem of joint modeling in the case of data not sharing, this

paper proposes a decision tree algorithm FL-DT based on
Vertical federated learning. The method proposed in this paper
improves training efficiency and protects the information
security of all participants.
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