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Abstract Fog computing is a new distributed computing paradigm that extends cloud computing
services to the edge of the network, which has the characteristics of low latency, low bandwidth
consumption, high reliability, high security, and high quality of experience. Therefore, fog
computing is considered to be the most effective solution for supporting IoT applications. However,
the unique characteristics of fog computing have also brought new security issues to the fog-assisted
10T, especially the authentication problem between IoT devices and fog nodes. Fog-enabled IoT is
composed of the cloud layer, fog layer, and device layer. It is a decentralized distributed computing
environment with multiple different trust domains. Among them, the cloud layer is trustworthy, but
the fog layer and the device layer are not necessarily trustworthy. Fog nodes are usually deployed by
different providers, and they can also automatically join or leave the network. Moreover, some fog
nodes are deployed in public places and are easily destroyed. IoT devices belong to different owners

and do not trust each other. In addition, IoT devices are usually deployed in places that are not
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strictly monitored and protected and are easy to be invaded, destroyed, or stolen by attackers.
Therefore, the authentication protocol designed for the fog-assisted IoT system first ensures the
security, that is, the authentication protocol can resist various known attacks, especially when
the fog nodes are not completely trusted or the IoT devices are captured. Secondly, the authenti-
cation protocol should also be low-latency, which is the basic feature of fog computing. Finally,
since many loT devices are resource-constrained, the authentication protocol should also be light-
weight. In order to solve these problems, this paper proposes two lightweight authentication pro-
tocols in two scenarios of fog-assisted IoT. Both protocols use the hardware security primitive of
Physically Unclonable Functions (PUF). One implements mutual authentication between IoT
devices and fog nodes, and the other implements remote users to securely access IoT devices
through fog nodes. The two proposed protocols have the following advantages: (1) The two pro-
tocols can ensure the physical security of IoT devices and user devices, and can resist the compro-
mised attack of fog nodes. (2) In the two protocols, no explicit challenge-response pairs (CRPs) are
stored in any party participating in the authentication, thereby eliminating the security risk that
CRPs must be stored in the “challenge-response” authentication mechanism using PUFs. (3) In the
authentication process, the piggyback method is used to check the synchronization of the message,
which can effectively prevent the desynchronization attack without adding any burden. (4) Both
authentication protocols are lightweight. We employ the widely-accepted ROR model to perform
formal security analysis on the two proposed protocols, and the results show that the two proto-
cols are provably secure. We further use informal security analysis to find that the proposed
scheme has robust security and can resist more known attacks than other existing schemes. Finally,
we evaluate the performance of the two proposed protocols from the aspects of security features,
communication cost, and computation cost. The results show that the proposed protocols outper-
form the existing protocols.

Keywords fog computing; Internet of Things; physically unclonable function; authentication;
lightweight
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Jiang %8 NS5 4R 56 U B0 42 4 )@ ok L A5 AR A
THEACH
6.1 ZZ£REM
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FEIX LR FD- AKE Bl H 82801 536 9 158 2%
55 R Z A AR EUE AR ISR T P %5
T CEE D) ) 6 I 152 £ 22 ] 1 A B IATIE. BT
PLS P A G % 2 8 YETE FD- AKE Bl th 4R A
WA EAFEEME, AH Guo F AP [ FD-
AKE HpUF1 UFD-AKE B i B 9% K BT 25 19 4 (8
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FABE Bk Wazid 25 N5 59 D US0FE B 3k 99 358 4 4
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B BRI 0 K 0 15 45 1 il i o 0 A BE IR0 9 5C
e B 5 HAb AR SC BB He , UFD- AKE P
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%4 JcWk ok Scek et 3ok FD- UFD-
@b [41]  [54] [82] [68] [83] AKE AKE

F, Vv Vv X Vv Vv N/A Vv
F, Vv X Vv Vv Vv N/A Vv
F; v X Vv X X 4 v
F, Vv X X X X Vv Vv
F; v Vv Vv 4 Vv N/A v
Fs v Vv Vv Vv Vv Vv v
F; Vv Vv X Vv Vv N/A Vv
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Fu Vv X Vv Vv Vv Vv Vv
Fi; Vv Vv Vv Vv Vv Vv Vv
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Fy Vv X Vv X v Vv Vv
Fis Vv Vv Vv Vv Vv Vv v
Fis Vv Vv Vv Vv Vv Vv Vv

e FL RO BE Fo B R s it s Fa B &
WA BT 5 Fo e B0 808 MR TCT 5 Fs ReAUN HE 10
Fo Bt Fr: PR E o5 Fs W06 R & B8 80k
Fo:ZWHAEMEBRE BdE; Fo: B Fo: ASA R M
Fro BN Fis M ENIE; Fuu ZRPIE; Fis: %89
AR Fuo - BRI /5 MRS V. KR IFIZEME; X RoR
ASCRFzE s N/ACARE L.

6.2 BEKRMN
FEATTHT B0 B A S e 1 S A R 7 ok /i i
A RS O 5 e i B I S S

2338 PUF (18 8k SR e 17 1) < B2 #4128 bits . B
(] 2 32 bits, WA Ay i 22 (i ] SHA-256 4 iy 5575
M MAC K B J2& 256 bits, X1 R il %5/ ff 2% P K/ Ky
128 bits, i F (s 4 1024 bits. AN PR E 15 18
B e inZ 3 B, Guo 28 AN B P 38 ¥ T =
AN B, HK B4 2 1184 bits, 1312 bits 1 800 bits,
S S AR M R (1184 + 1312 + 800) = 3296 bits.
Naoui 2 ALY . Gupta 25 A Hp B2 Wazid %5
NP Jiang 45 N B30 4 B 45 AR A 43 1
J2(1824 + 288 + 544) = 2656 bits, (1536 + 384 +
3844-384) =2688 bits, (67241056 + 768+ 1344) =
3840 bits FI1(1568+1056+ 672+ 1376) =4672 bits.
£ FD- AKE Ypsl b T 258 3 T4 2. 4 5l 2 { TID,
s T A A A ML Cys T b (AL A My T ) s
TATH AL 43 )& (128 + 128 + 32) = 288 bits,
(256 + 256 + 256 + 256 + 128 + 32) = 1184 bits
(256 + 256 + 256 + 32) = 800 bits, { It FD-AKE
ML S (S M 2272 bits. UFD-AKE #pill 5
B 5 AMIE R HLRGE AU (416 414404800+
1312+544) =4512 bits.

®3 BERMILE

B X RERIERS B 7 AC A/ bits
SCk[41] 3 3296
SCHRL54] 3 2656
3Cik[82] 4 2688
SCHRL68] 4 3840
SCHk[83] 4 4672
FD-AKE 3 2272
UFD-AKE 5 4512

6.3 it&EKM

AT B B 2 5 7 AT %5 15 J5E 1 8
BAE o B R PP AN AL S T T T, T s
T e s T VT 0y 53 590 38 75 W 75 BRI K0 25 18 o 2%
B i % xR 2 WL ECC b 3. MAC, 14 7
MAC F1 PUF fyia 8 i a). J- A6 C A #3825
RS G H Ty A T e & T » 3X 28 55 14 515
UL IS R A 2 4 TR,

* 4 ZTHEIFBEMSITEE  (FBL.ms)

W T, T. T, Tepm Tpuy
B4 (MD)  0.067  0.085 1.072  13.56  0.023
YRR (S)  1.420  2.180  7.720  21.82  0.023
E I (FN) 0.037  0.055  0.592 8.77  N/A

1E Guo 58 NS rh B 25 4% (0 A T e i)
2T, +8T,~2. 68 ms, ¥ Bk N % £ (1 P47 B[] S
2T, +9T,~28. 22 ms, % 15 S A UAT B ]2 3T, +
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10T,2~2. 146 ms, B it &AM K44 33. 046 ms. 1E
Naoui % AU {1 Bp 18w, B 3l % 4 1 S04 7 i ) 2
10T, + 3T, 4+ 2Ty + 27T, ~ 28. 179 ms, ¥ B %
WA HATHI A JE 1T, + 1T, 2~ 3. 6 ms, M & [ 4
TP 11T, +4T, + 2T, +27T,,, ~18. 241 ms,
BATFAHM 50, 02 ms. Gupta % AW [l B,
B 5 & L 0 K I i A% R 0 G A PROA T I TR 0 )
2T,.+ 3T,~27.321ms, 3T,~4.26ms, 1T,,, +
7T,~9.029 ms, @& it H AL K 40. 61 ms. Wazid &5
S S A AR S (0. 353+ 10. 740, 443) =
11. 496 ms. Jiang % A" By bh b, B8 ol 5 45 L 1%

SR AL RECHE oo B AT B ) A 2 T,
13T, 42T, +T.~28.099ms, T,,, +12T, +T,,, ~
38.883ms, T,,, +19T, 9. 473 ms, B+ E M K
76. 455 ms. 7 FD-AKE Bpisl b, P8 ™ 15 28 1 S04 7
W27 T, +2T,., 29, 986 ms, 55 5 & 1 AT 1] 1]
A& 7T, ~0.259ms, G i B ACH K 2K 10. 245 ms.
1t UFD-AKE Pp il ¥ 3l 3 4 19 04T i 18] 4
7T, 42T, ~0.515 ms, P BE W 3 & 19 AT 0 18] &
6T, +2T,, ~8. 566 ms. %55 S [PAT I ] & 13T, ~
0. 481 ms, BT EARH KL H 9. 562 ms. JLA B LAY
AR B R 5 Frs.

x5 HEKRMIE

P MD/ms S/ms (FN/G)/ms BAH /ms
SCRk[41] 2T, +8T,~2.68 2T,+9T,~28.22 3T, +10T,~2. 146 33.046
SCHR[54] 10T, +3T. +2Thmac T2Tepn =28, 179 1T, +1T.~3.6 1T, +4T. 42T hmae T2Tepn =18, 241 50.020
SCHik[82] 2T oy +3T,,~27. 321 3T,~4.26 1T +7T,29.029 40. 610
Hk[68] 4T, +1T,~0.353 6T, +1T,~10.7 9T, +2T.,~0. 443 11. 496
SCHiK[83] Tpuy +13T,+2T,p, +T.~28.099 Tpuy +12T, + T =38.883  Topy T19T,29. 473 76.455
FD-AKE - 7Ty +2T,=9.986 7T, =0. 259 10. 245
UFD-AKE 7T,+2T,.;~0.515 6T, +2T,, ~=8.566 13T, ~0. 481 9.562

Internet of Things applications: Challenges and solutions.

7 g;l!l: _L/E IEEE Communications Surveys and Tutorials, 2018, 20(1):
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The authentication scheme in fog computing should meet
the following three conditions: (1) The authentication process
in fog computing should only be done by the cooperation of
fog nodes. Although the fog computing architecture contains
clouds, cloud servers should not be involved in the authenti-
cation of IoT devices. this is due to the introduction of a fog
layer for the purpose of reducing the average network
latency. (2) The secret information of IoT devices cannot be

stored in fog nodes. Because fog nodes are not completely
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trusted, if a fog node is malicious or compromised, the
attacker can carry out various attacks. (3) Fog devices have
constrained computing, storage, and battery resources.
designing authentication schemes for such resource-constrained
devices should be lightweight. The existing authentication
schemes designed for fog computing can effectively authenticate
IoT devices, but these schemes cannot meet the above
conditions.

Our protocol achieves mutual authentication among IoT
devices, fog nodes and users without the participation of
trusted cloud or other third parties, so it meets the low latency.
And PUFs are used to achieve the expected security and
efficiency requirements in the fog computing environment. In

addition, we use many ingenious methods to make our protocols

resistant to various known attacks. In particular, explicit

CRPs are not stored in any party participating in the authen-
tication, so as to eliminate the security risk caused by the
need to store CRPs in the “challenge-response” authentication
mechanism using PUFs,
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