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Abstract  In the field of encrypted malicious traffic detection, the current detection methods are
insufficient. In the method based on statistical features, feature extraction relies on expert expe-
rience, and the features are independent of each other; while the method based on original input
has problems of incomplete information, random fields, and single granularity, and cannot learn
the semantics of traffic interaction behavior well. In order to overcome the shortcomings of exist-
ing methods, this paper proposes an encrypted malicious traffic detection method MGREL
(Multi-Granularity REpresentation Learning). This method divides the encrypted session into
two granularities, field-level and packet-level. In field-level granularity, local behavior modeling
is performed based on word vectors, handshake messages are extracted and key fields are selected
to relieve the problem of incomplete information, the byte values of fields are represented as word
vectors, and message types are added at the same time. Use the handshake type as the location

prefix to solve the problem of lack of location semantics. Multi-head Attention is used to calcu-
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late the interaction between fields, and then BilLSTM is used to obtain the message-level seman-

tics. In the packet-level granularity, global behavior modeling is performed based on space and

time, and packets are extracted. The spatiotemporal state information is obtained and the LSTM

model is used to obtain stream-level semantics. The local behavior semantics and global behavior

semantics obtained at two granularities are fused to obtain the representation of encrypted traffic,

which solves the problem of insufficient representation capability of a single granularity. Finally,

it is verified by comparative experiments that the proposed method MGREL performs the best in

detecting encrypted malicious traffic.

Keywords

behavior; global behavior; positional semantics

1 35

T

WA, 2435 2l B 56, Bl 2™ A 0 i i
WLTEIG I, ELIE I F 5 A 5 s 87 06 1 I il it
R AL, s FEE R A TLS 1.2 Bl . il
ok X A% i PR S HEAT N, DT DR AT PR AR 2 A (H SR IR
i 7 AT DU N % 6 B Bl 8o A AT
ke LA K - B, WatchGuard Technologies 8
L 7E 2021 AR5 Rl i HTTPS #ik #9
ERBE A B 91, 5% @, I K i B A B
25 R N4 AR T Z2 00 )

TEAL BRI Ty i v, 32 02 B T 48 e 1Y VR BE
KU (DPD . 3% J7 ¥ 5% F e %5 0 % Il B 79 7 2% TH A

BT R T X B BR A HEE. S e ]
AT R R T AR AR A O vk I R
it 1Y G TR IR HE AT I a0 RO (H R R R O R
BURRIE AR T R 2 50, Bt 2 X9 4 38 AT Ml LY
8. e, 2 AR IR B AE o BB R A6
AN TR AR [ 42 0 DL B U R N A IR R
M ARSOK TR S AE TLS 1.2 K DLFT 89 RAS  iF 5%
QAT 3L e A8 HLAT O HEAT R AR A 2T 52 B %
Ui 2 1 AT ORI e 2 G0 =5 T (1)

(DAF BA 2 S 20l LB gk 5T 5006 i A J7
P TG B2 3 808 LEk k.

(2) BEBL T Bt 5% ) R Ak 2 2 ROR. fE 58 7ok 72
R0 B LA, IF A e bR i1 AE A

(3) B — B 1Y FAIE 2% 2] ok 58 B 42 4 Ui it 1
17 M3 L.

AR SCHR 2200 FE AR 27 2 1 0 0 2 It A U
D7 S TR N U 08 A 4R T R v, i R
SC, P 3 v 1% G B B by ] ] o ok A A R B R

encrypted malicious traffic detection; multi-granularity representation learning; local

5= X E R, % A Multi-head Attention % 3
F B M E, # i BiILSTM ( Bi-directional Long
Short-Term Memory) 42 i it #t J& #4247 A i 3,
ATt B 1Y) - BORE BE 79 B 3 = 1Y JRy F AT S s FE N
BV AL I A SR AT Ry ak R v, B AL % B () RN 2 )R
A1E R il d LSTM(Long Short-Term Memory) 5
P it 14 ] A8 HAT T S, DA R A GOk FE A 3]
i e RAT A RN, I MR AR R S e R
11 R FoR HEATRLG 45 B 2005 F I i R AE.

AL FETTEANT -

(1) 42 H3 0 %5 i £ 19 5 B GOk B 0] 43 v it
T BORLEE IR AE 27 > 32 88 0 55 I & R A sS AT R
B TR 2T SCR R 8 58 X0 I Ui 8 T B B BRGE
5 SCHEAT R 4 A6 B2 T SCAT fif B Pk 1Y [R] B 22 fig
15 BN A 11 0] R 5 SR 5 1 B SC 1Y) O B 5 B fidf e B
BL B iy ) A

(2) 48 Hh 5 T 28 AU 28 1Y) O B 5 B ) ) o 3R OR
J5 . A DA DG B Bothy 5 A 1) ) 1, SR G 26
TR 482, fifk R OG5 =7 B A0 B SRR 19 ) T, 28 5
Bk EE AR 2% 2] I ROR.

(3) &t 22 hr 5 SRAE 24 > 1) I 2% 2% 7 U 2 A
T3 ¥ T B O BE A B Ja) F0 38 15 18 L, N GOk JiE
1980 4 R AT R S Rl AT 3 B 4 0 B U R ROR
fiff R PR — 7 B RAIE 27 > i AN 2 1Y TR) A, 4 s A
il .

2 HAXIE

MR HLAS 7 T /TR BE 2 2 B R i A A5 B AR T]

@O MEEKER, M. Internet Trends, https://www. bondcap.
com/report/ itr19/.2019. 2019

@ WatchGuard’s Threat Lab Analyzes the Latest Malware
and Internet Attacks, https://www. watchguard. com/wgrd-re-
source-center/security-report-q2-2021. 2021



1890 it (=2

Bl

L
&

i 2023 4F

AT s o U B AR O ¥R R 0 O kT SR i R
fiE T B0 g A FDEE TR B A =28
2.1 EFHEiHHEHE

BT R E By J7 k2 i iR 0 R R
255 Tk g AR O SR A R M g AR
AR, HE AN SRR KN B IR AF . Umer' ! $2 H 56
F 5w SVM(Support Vector Machine) B % &2 i i
00 AE B, ST T B AR % U B A . Amo-
L) Rt A I B G 0 HE 24, 25 7 0 O R 1
o A, 58 i DBSCAN i 47 26, X 4 1E % 5 %
B Lin™ 42 W — B 5 T HE B Oy ik il i GMM
(Gaussian Mixture Model) 28 115 % B REAS (7] AY
e, B D AR 25, i XGBoost (eXtreme Gradi-
ent Boosting) #EAT Y G i e & 43 25 8% Fang™™ %
A RF(Random Forest) #E#I , X KR 1iE 4 & #1721 43
B AE  F85 AT R AR B A AL SR, DL BT i
SEALGE G B A U 77 vk A AT ORI BT X N 2
i TR AE.

TE 285 0 T i e A3 AT o A P A R S T
PATE FIR GE 1 H R AR 0 BEAl 13 4 T B By B SCRR
HE i) 2 1 I e B TLS B Client Hello HAY 32 4%
T A4 H BTN, Server Hello A 1K B L IR A 45,
Troia ™ 38 i X I 5 H A4 BUWI SCHEAE R SVML,
XGBoost . RF B #3147 75 3% . Hu"™ #2 H Client Hel-
lo #l Server Hello & 3CH B B SCAH BAR SRR AE K
FH % % [a] 9 458 7Y, 52 B0 X0 4% % B o Y R UL
Jakub ™ & Hi TLS H (42 T ) A1 _L R P Ui R 1
[F1 B 7E Sk 45 iE , SR FH M-INDEX JE 5 f9 KNN A5
AT R T A . Chen™ 48 1 THS-IDPC J5
i i i3 DPC-GSMIND 5 i K i 48 48 30 7 0y /) 46
#E Kl XGBoost, SVM. RF X /)N BE 14 (19 i 2 1k
FAA . Anderson™’ 4 HY T 4 5R 4FAF B AL LS
TLS %55 £ 4, B SC 4 A A 455 70 4 2R 32 71 9 G
Dai ' 48 S W SC 1) 2t 14 R A 0 3 7 3k . IR
5UE i SR EOE L 38 B SO R AR 4R G AT
e I I B TR AR AL (9 K I BB 7. Yo' SR A Multi-
AEs  $ R i AR - B2 5 & 21 v 48 B, iy - 404 4>
FRAE Z [ 19 % 2. Gracia ' #F Apache Spark i i 4
AT R IR, LB T XN SlowDOS X iy
BRI, Andrey ™ #2 1 T TLSVec 85 ¥, ¥ Cli-
ent Hello Y Server Hello W A9 B 3C 5% B, 8 i
Word2Vee e {0 1] 42, fi A 2] LSTM v #4722
2B R TG R AR 9 T Bk A AE PR 5 T ()
(1) P T 4t s B2 ROME 42 K 2 00 R AR AT B L B X

LI TR B 25 (2) FRAE 22 1) AR T80 57 L Bl = S i
TR H AT A L.
2.2 ETFEBHEAN

BT JRAR H A B R R AR O kL K
A CNNLRNN G5 I B 2 S B 3 32 38 U & 1 I
JZKFF . Gonzalo™ ™ 48 i, H Rif A I B 2% 2] 455 R
2 MRS 2 0y 35 LR 3 A R AE 5 R AR AR
SC AR R B AR F B A SO R R RE L K B A
LA TR K A Dk R o ROk E S R
2.2.1 FHHRKE

S R L& TR N UE TN R L TN
R 43 R0 R R T m AR A AL
Wang "™ #2 1 5 F 2D_CNN {7 i . 42 BURT 784 F
TN 5k 28 x 28 IR AL it LeNet-
5 47 2. Zeng % ffi il CNNLLSTM, SAE ##
B, A H SIS IR AT RS . Wang" '™ 42 i 3%
F ID_CNN A5 . 8 i 1D_CNN # B2 i 7 45
Z B3 H R, Chengm: i F| Word2vec & 51
FATIHAL Ry 1 B CONN 2% 3] 575 2 B &2 5.
SCELXH N R A K. Lint $ H ET-BERT
kB T B AL o WA 4% datagram, % B T 2k
55 R AT R TR (0 8 o 52 30 22 A AT R n 85 O = 1Y
ioRllR
2.2.2 QWYRE

LT A GORE BE B i A T K B AT R R
SF ML BEEETT m AN LR N R R 12 P
500 58 B S AL 3R 43 o Tk 9 A RS
ST AN AT R B 0 DA E
R X RN R H R 2 8. Cheng™ 42 i
RTETC k. M AR 3 MM ARR.RAT
Multi-head Attention 1 1D_CNN., $& B = & N #Y
ZH SR Y32 . Jiang " R HST-MHSA
Ok T R A, g5 A K E A2 W 4% RN
TextCNN # 4 in %% it 5 (14 22 ] o 3 R 1F 1 42 )R
FRME, 3 5] A Multi-head Attention #f — 25 3958 3¢
BRRAE A X4 B FEFE TR B R R P s ok
JIN B ) AR S B VR A AL R P O 0 I s AR
HAE S I, Lucia * ¥ TLS 4l SCR/N 57 1045 R
SVM I CNN 11 5 A, 3k B 5t 1Y 25 (8] 28 B i L.
Dong"* # ! DirPiz(Directed Packet payload size) s
WA SR KN 5 1 A 1 R OR. Zou Y
D8NV N T (SR NS e P U
LSTM #47 B A5 B A2 48



9 39

A TA UG A T Z0RE R R AT A X Y Jon e O T U A

1891

E 36 F SRR i A B O Bk A7 A = 1 )
CI By AR R B0 £ RS & 2 8000l Ul 6 i
AR 1) o A ) s [ B 1 L R X A D 2
1785 — M, 5 BO0L A IOk TS AN A IR
e A T BT XTS5 5 (2) Bl AL B i SR AE 2 T Rk
SRUIT RO B A AL K R BE P S A0
Session 1D, X Uit & 1 # K Ui, T %A L bR il UAH
SRR M D2 B S A B 5 (3) By B Y RAE
2 3] 01 S8 SR TR U O AT O 3 SO L X
TGN PR BT I AT AR R R AR 25 0 T
LGB A AFAE— D OSCFE 2 AP 2 A4
SCHE— A P i B A TR 1) L S SR SO A Sk
O3 B B A 2 2] B AR A R SO XS A

.ﬂXﬁTfP‘
4 TLSvL2 298 [Client mg?
5 TCP 54 443 = 1373 TACK] Sequl Acks247 WinsBTES Lensd
& TLSVL.2 158 Server Hella
T TCP 2486 443 - 1372 [PSH, ACK] Seqed7 Ack=242 Win=8760 Len=1432 [TCP sogeent of a reassesbled POU]
" TP 54 1072 = 443 [ACK] Sequdd2 Ack=1520 Wine#5538 Len=d

1486 443 - 1372 [PSM, ACK] SeqelSi AcksdZ Wins8760 Lens=14)2 [TCP segment of & resssesbled POU]
54 1377 « 443 [MK] Seqeldl Acks2961 Wirn&418) Lensi

{5792 Bits), 724 bytes captured (5792 bits)
54 Z138138), Dst: 520551100002 02102 [32:95: 10:00102:02)

Internet Prat , Srei 32
Transmission Control Protecel, Src Po
[3 Reassesbled TCP Segeeats (3167 byt
Transpert L ty

1, Dt 192,188,225, 157
, D3t Ports 1072, Seq: X961, Ack: 242, .len: B7R....
{14371, W], sl - EXRLESTES

Lay o
TuSvi.2 Aecord Layer: Handshake Protocolt [Server Kiy EACRange | Y iy
b ot el sl B e  pHzE—ram

K1 TLS#
2.3 ETFRAEHBA

BB 4B 58 S a Ad ] 22 Bl it i 3R, 38 S A
O3 92 20 B AR 25 B 1 AR L. Aceto™ 2 H L)
A6 1 S AT 32 ANMELRAT R IF SIE A L 3
AF] 1D_CNN Al GRU #v, If ¥E 47 H51F 1Y Bl & 16

...........

e ————

Tl o SR
W\%ﬂj\g

Gl: sleetimedinackpsh | j

BE LR F, Ofek™ 42 38 DLy 1) L 2 75 42 F &1l o
B I i TR AE R A =8 IE L 0T 2D_CNN #E7RRE
FEHE L 50 PR A 0 AT R AR AL SR
FEFIRA AR R 2 Z BT R AR Al
A e U R AR TR AT O B S [R) SR AE , file 2 Xof G it
F5 R B A 2 4. TR I o Q] X o 285 3 i O e b R
A3 RLBE , IF AN [RDRL BE R 425 3 0 5 947 8 1 S0, A
7 48 1 0 2 3 T O A 0 A o R R R R SO
5 .

3 BEAE

FF 2B FRAE 2% 2 Multi-Granularity REp-
resentation Learning( MGREL) [ Il % & 7= i £ 6
DHEZL AN & 2 B 7 o G046 BOHis AL B | 22 00 8 R A 7
TP B, Hor, 2200 8 R AE 27 > 4 BR iy ACKL B2 4] 73
N BEORE BE 5 A GORL BE PN FR 23 AR T BOORL
o, BE T i ) i R AT R AR AT Dy A £ R T4 SO F
B G B B B T (R AR s D i 1) i [
B e Sc 2 AL 5 R T 2R B AR O A AT 4%,
Multi-head Attention B FEB 5 F B Z MM H ,
Pl i BILSTM 15 21 4 SCHHE S e gk B v
BT A AT A R AT 9 R X HT n A e AR A

P, g LSTM 153 2B ik L. e Ja 5 2 hLJE
TR SCHEAT RS B A 2 Softmax W HEST
A F 5.

= “K
R

i
L] | RERARR
ol

Bandihake
5
H N
]
> t =2
n a
a
LL AT T e
behayior

HiEm AL E
M TR — I i Peap SCIF, LG
I ip HEY ip I 1L B B S AL a2 P B8O 7
PN T e A I N T el O

3.1

JE L EPRF B N F W W 1 21 session AN
A5y WORLRE . B — AN i i Peap SO, &t &)
IR B T A SR R SO B R AN B R A
M2 38 R 5 J5 B 2205 session VERFEAR.



1892 it =2 Bl 2 i 2023 4F
3.2 E?H’fﬁ?ﬁ'\]é%ﬁﬂﬂ E*ﬁ 0.8 —allaclfl

X} Datacon B84 GFE UL 4. 1. DTSR &
IR 0 TR AR R IE R A 7 S 2 7 48 /N AL (] 1]
B b B B A A 22 S A K CAn &L 3 R 4 B ) 5 3 2
FH T R UL o R IE R O A AT R RO TR i,
B b UGE & SR A [ s R 22 R
F6 4 T HAUE R 547 19 7T B8 L 8 20 0 2R 4,
A R P A S DR 7 28O/ R ] 1) o g /) Y
SIUEAEAS. M Ah AT R R HHT IR 38 ik R
A I AL Bt i 0, S EOR B R BN S
BG4 5 7 1A R A OCE. S TR I A
JRy I8 A W T SCAR B, o DAAS R JBE X i e AT 4l 23, AR
g it Bl 46 Y 2 R 2 O AR L i B > T 30
A PR IO BT 30 AL AR AR I i session
TEALRLEE N B RAEAN T .
SeSSION ypavior = {P1+P2 s+ P30 )
p. = {size,time,dir sack . psh} [@D)
SR AL p, W asize RHEGE KN time BB
B E— R I E] (B R dir S BT ) sack AN psh
J& TCP )21 Flags. 351 2 /I | I 8] (8] B A% i 77 [v]
A S TCP Fraadr , 18R Wi A i a2 R A58 S0,

08t = attack
mmm normal
07F
061
_‘0_5
Eoaf
0.3
0.2
0.1
0 100 200 300 400 500 600 700 800 900
pack_size
3 I 5 BT £ 51 8RN 5 L R

AR LSTM %t it 42 Jmy 28 B 4724 2] L 4%
O 4 R ) B O S, A9 B e R AT O ROR. LSTM
£ RNN 5L L5 AT T T MBS 8 T A
ITd, 38020 f, LS T T o, = AT —A &R
WCICHTT ¢, W HT IR B p, XN LSTM 1y — 25
A BRI AT

i,=cW,p, +Uh,_ +b) (2)
fo=cW;p, +Uh, , +b,) (3
¢, =TanhW.p, +U.h, ) (1)

¢, =f.Oc, +i,OF¢, (5)

0 100 200 300 400 500 600 700 800
time/le-3

P4 IEH 5B R RE AR I W] ] B f A5 % 1 R

900

o,=cW,p, +Uh, , +0b,) (6)
h,=o0,®Tanh(c,) (7
behavior =LSTM(p,.p,s***sps) (8)

Hrbh W MU ZITHSEIERE, 73 5 R R XA p,
LB SRARE b, LA 0 B WE. T
o X6k 8 AR S B 1T 5 EE AR 6, oF I B AT R S i

Wt AT ¢ FERTT f, A 2 AT o 24
po M t—1 BFZIEIZ BTG ¢, WREEREIE T ¢, .l
AT o, BEIRAY S n, B— W2 p, 8
THE L ER AT B T XS N BT A A, A4S B 42 R AT
TN behavior.

3.3 ETRHEENEHITARRE

TE I 38 A5 2o A v 3 AR U5 7 B A% e =2
HEATYR T3 B AR X5 R B A SOR it i 8 5E ol
JaER. 5 4 Ry i AR AN ) R B AR L 45 TCP = i
F A TLS hn e 42 F w4~ B B

B SR TRAT AN B B it B % M T REAS 12
L RAZIZ I B HA B B S HAT R iR T
PERZRIL, QA 5 7R, ASCER I =R s BAT AR

(1) A ) g S B[] 1Y 22 .. 91 4 5 2 A A v
Client Hello B9 ¥ 45 & H 14+ A & T, M Server
Hello & Z¢3% FI A9 I %% 4114 OxcO2f, Ji& 7% 1 Fl i
Y & 5 Client s U Server ¥ i ik 34 1 , 7~
H:“Certificate Expired” it Z 4.

(2) # ST B[] 19 28 . AE i 3C Certificate H,
subject fil issuer 73 Bl J&iE 1 W 54 # 500 &k . 16 %
A 22 I BURAEE MU B A B A IE .

(3) i 3C 18] B 22 H.. 7E #ft 3C Server Key Ex-
change W, 2 2% it 3C Server Hello " ff 4% i Y 2%
B 2 S Al S Il R SE R SCRT 7 AR AT RS L.

R T AR B s BR =R B AT R R X
AR S A B2 v i G B S B (3D I 4 R I )



9 1 A TA UG A T Z0RE R R AT A X Y o e O T U A 1893

Client

%‘
Client Hello
length: 508
versiom TLS1.0 ¢ Hello
cipher_length:34 ‘/_)_"‘",_///
cipher_suites:
0x1303 Certifictt?
Oxc02F ’l
BRI

Server

R
e SRR
&.

pver Key Exchang®

alert_level:2
aler,_descript

—
—

B

.}vgﬁf—f‘“’“"/
Alert

Alert \.

| E
IESCE STl I
Ccnrammzs |
Lmxmezn
e A P b |
1 I
| I
I Server Hello | |
| I
Tength:87
: \:'s'nn:TLSI.J 1 Certificate
| | cipher_suites_ I v
: Ox:l}Qfl i 1 \'a'sifﬂ;!:TLSI.z
!——-——_1‘____‘.} L:'ullms
' [ OV Server CA2
] cert_subject:
1
] 1
| mameE b
I
i
mewE |
T e )
: Server Key :
|jtxchange || [ server Hello
: length: 329 : Done
e 1 |imgho
B SRR

Certificate Expeired

Ko LEEABFIRPHZE

(B)7) SR SR E R TR 5 A B AL E AT RAE 7 ).
2T R I BOF S AR R A i B B LU
f s (D) AN [R) 25 00 A 3 10 i SCEOA [R] AN [] 28 1Y 4z
SCAL B R OB B B AN W] CRIY 4> 23 10 X6 I 19
B K ETTREAN D 5 (2) AR B 7 B bR 3¢
FBOEL WA 22 5% 5 (3) AN [F) 7 B IR S8 IR O X 57
Bt SCRAEAT 22 5. I, AR ST 206 25 30 43 i
SC AR S AN TE) B SR R Multi-head At
tention L% ] F B B F SCHYIE L e Ja R BIL-
STM 2> F Bt 5 XL e] i 7 1 . session 35 H8
e 3CH) 530 F

SeSSLON yupashare =

{record, ,record, .- ,record, } €D)
Horp,record, fUFRHE i M RIC.

TEJRy F8AT Ay AL ok F2 1, session 34 TCP =
WA T TLS fin % B Bedg T4 3C. ik S Rl A
Handshake ,Change Cipher Spec .Application Data |
Alert 5351 R 98 T3 2 19 K [\ B B, v, Hand-
shake 748 F L, Change Cipher Spec SE RS B8
i . Application Data J& H K % 2% W T 25 B s .

Alert JEERIRIC. o T BHE A TEA SIS TLS
R F 2 h Witk 43 Application Data.

X FRE—A record , 3 T 5 Bk BRI 41, RoR

LU

record; = {word, ,word , ,** .word,,, yooao
Hrr, word; J& record, Y j A OCHET B, B —
MRS 2 F B F BN 1R, Hh ik Boe
B ARYE T .

(D J& 2 LA Y. &6 53 B, 2% 41 A&
HBHE-NEHAC BB EERS
T X3 B, P B b 288 = B SR A i S
(U, Server Key Exchange) R AT TE BT 28 H. % &
(3) o DK H v ) 7 BT e =5

(2) 2 REME X 73 1 5. 384 - B,
B CUE A R B ) A v, E R O R i = (]
FEAEAE o3 A B 22 5 R HOoC L N i
FMARTEREN®FE, SHZRFEZIHNEA
PR D, DR I e B 2K 7 B

O RT BRI & K0 %, https: //mp. weixin.
qq. com/s/ZqVrgScEGGdz3CVyiJ6v]J A



1894 2 AN 2023 4F
R1 TLS L2 il REFRER
B3] FB 4 X FA FB 4 e
- ip_src VB ip H ik Client Hello cipher_length g 4K
ip_dst HHY ip Hshk cipher_suites S 0 AL
TCP sport A S 15 Certificate cert_issuer PE Y issuer
dport H i 115 cert_subject IEH H Y subject
TLS Record content_type g S cert_notbefore UE A5 8508 18 I 16 Bt ()
length RSk cert_notafter UE 545 2500 Y 285 3 A 1)
version SR AS Server Hello cipher_suites_support 39 s 4l A
Handshake handshake_type R SCHR 2 Certificate Status certificate_status PE R A
New Session Ticket ticket_lifetime_hint  Ticket B3 43} (i) Alert alert_level T 2
ticket_length Ticket Ay K alert_description B AR
Certificate Request  certificate_type_count R AIE 45 2 A Certificate Verify  signature_hash_algorithm WEAI 244 5 )
Client Key Exchange premaster_length EHKE Change Cipher Spec change_cipher_ T M B

spec_message

BT R O 5 %o A — > Sk O A
BB N T A OB B Y ) R R B
A B XS WA 6. IAh TR F] S B BE AN TR
T A AASERY ) [ B 2L 58— R T G F B
FER Gt RER B /N T 4, DA OG5 5 Be K
Gi—h 4 KEAR 4 WFBL @b 0 KERT 4
(7B B 4 AT — D word [ AR 4
FRANE 4 L A F BRI R

word__raw; = 1{b,,b,,b5,b,} (1D

T3 A0 AN TR ) B A A (A [RE R S5 4
AN TE IS B0 1 an Py A F B AEHR S 769, — R
AP BURA S, — MR BRSO AR E. AT
DX or AR & E AT 28 5 AR SCE$E TLS Bhl i
KR type,a IR T LR 1ype . 1A HI
28 B LGB S B i 1) 2 R OR word

word ; =[ prefix ;word _raw; ] 12
prefix = {1y pe o s1YPE nasiare | (13)

M B R BE R X num A word 4T PF
Fe. BT NI A o Berb 4z 4 S R SR A Multi-
head Attention % 3¢ 5 Bt i AU H #4711 55, fli 4
RSN 58 434 AR08 {5 i B b F B 2 B &R AR
K H self-attention B I8 K2k, FIH A H Q =
WX .5 K=WX .5 V=W, X X FBHZLHKLR
HEATIE A, b, X S A A i A 1) R R B AT AR
Fe—Adam AKX Q2 RS ED, HE W, .
Wi Wy Al 2 ] (AL 240 (] i AR 4 O 47 Kk i
BB AR )52 num _heads 4> %5 8] M S
BOE R 53 0 W 43 30 T S 6] 23 6] R (9 B
e Ja HEAT DR . BRI R AN

Attention(Q ,K,V) =Softmax (QK

k

T

vVoad

MultiHead(Q ,K ,V) =
Concat (Z sZy s*** s Z vuum heads YW? (15)
Z,=Attention(Q; ,K; ,V;) (16)

oy B (VO A3 B 25 3% b i A7 5 Be B A & 208 L)
FRIEHE [ (Single-head Attention) , 3k (head ) 185
BOEIE Wy Wi Wy BB A7 2 T B AL S
)35 B ) AN 81, sel f-attention {8 JH Multi-head
Je N T HRBCRRE BT SCHESE T i AR B E. [
R 3R] A AN R 9 B 1 v BOE TR W Y R

Jiv 2 31K 19 75 S AT BE RN A IR] L A [A) B 2 0 B Ak
ANTR] 4 3 SCHe BOD5 o).

Al iF L B ATT5R XA BiLSTM 1977 =X i B i
BB T IS IR AR B A5 B0 A A R TR
X handshake, BRI RS BR0T

handshake =LSTM (word, ,word , ,+++ ,word ., )
+ LSTM(word,,,, sword, ,--+,word,) (17)

W Ui B A PR ORI RN B o FE R Ay ) L 19
BT 25 1 4 A7 8 R 7R behavior 13 T 3] [7]
i B RIE8 1T H /R handshake, 2R J5 BF 35 W5 A~ ki
TRy IE LR m i, St R VE R Linear , i 2458 i
So frmax i P ZE R output, WA (18).

output =

So ftmax (Linear ([ behavior ; handshake])) (18)

®i% 1. MGREL # kil 4 2.

WA MERBHA raw_input S5 10 »

B E num snum_heads sa 7

Ll R B2 R

LR TR 3 raw _inpur IRHFEAR sam ple s
2:FOR each sample in raw_input DO

3: MRHEAS) MBI N 2R KRR behavior;

4. RIEAXCD K raw_input FEB session e 3

5: 0 MIEAT (1) ~ 16D, 3 session e = {word , s
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word y s+ sword ,,, } s VI session WA SCHE S

BAEZ TR IIE T W ate, 5

FOR each i in (1,n2um) DO

word ; =word ; * att,;

END FOR

WA AT A3 F] handshake ;

10:  session = behavior shandshake ] ;

11: BIEAXADHR out put ;

12 RFEFMFRE v, =argmax Cout put) ;

130 B Yped = Yiwa » WWH Loss = —a (1 —output [0])”
logCout put [0 1), Hov o B XF PG 2 BE A 119 B F
FTRE TRl v A8 X X LA 25 9 RE AR 3 47 22 Dl

© o0 NN >

I HEHSH 05
14:END FOR
15:RETURN 6;

MGREL B3I Zrad B an sk 1 pros. X+ 5
I raw_input A7 53 45 T S EFEA CRIL RS
LAT). % T A — AR A, 15 8% 0 1 42 R &R G
2-3 A7) MR T 22 7R (5 4-9 7)o 4 W R ks B8 T 1 36
TNl B e AT B A T AR 2 ., (B 10-12
) B BAR IR v TTEESE BB A 2 HOT
5 B L S 5UE 5 13-15 11).

4 X I

4.1 HIESE
4.1.1 Datacon £t 5%

Datacon $t#E 8 VP B T 2020 4E 2 H ~6 H ik
R HR RS IE R, KA BAE B AR BER
B YD RIS AT I R A AR Y T o O 2 A R B
B8 SCH B R B R B R A (O exe 88 77 2R
(RN %% i . 6 90842 S5, IE B I = R OE B A
(B exe ZRAD) AR B JNE i &L 264 30235 4%,
4.1.2 Stratosphere 54

Stratosphere B8 % @& iy Stratosphere IPS ##
bR B 5 OE R A a2 R R K
7= 1, P 2R A4S trickbot ., dridex 45 3% B 4K
ff, 24 17883 45 [A| i} Stratosphere IPS 2 T % IF
BERL, b W B T R i IR R AT N R R R 3R
51695 4.
4.2 TNHERRERIEE

A SCAFF HE R R (Accuracy ) X5 B K (Preci-
sion) A PR (Recall ) A1 F1 HAE N IFMFE 45 . A
mr .

TP +TN

Ace — 1
ccuracy TP - FP L TN L EN (19)

TP

Precision :W (20)
TP

_ 2Precision X Recall
Precision + Recall

Hep, TP R )8 TRZE MR 2 L 2N
EERMRELRH; TN 2R 8 T 15 i 8 Lo
KRWERRBWHREFP £RB T EW K EHEE
PR RHERR BN EFN #n )8 TRE R
E 432 1 RS H

MGREL ## i 2 40X & I F . £ LSTM )2,
B P 28 JC A 144, J03E PRECA tanh; 7€ BiILSTM
JZ L B A TN 144, 05 BR BN tanh; £ Multi-
head J2 , 147 K ity 25 7F Softmax J2, i &
2;7F Dropout JZ, 5 FR N 0.3, fx & & [ Focal
loss 12K PR &, R F Adam L5 %, batch_size &%
BN 8 B B i BRI 42 | 56 F 45 A3 4 K 43
6 ¢ 2 2L h IE SRR A AH 55
4.3 IfLELIE

P RATHY 75 SOTA (State-Of-The-Art) )7
FIAT X IR A RN 2. v] LUFE BAR SCHE Y
o0 2 ST R A R 9 B A T A vk

TE B 48 Datacon o, 3 T 7 46 4 A W 5
PR (N 2 (1 A NI O RE S o208 W 1
17 . L F AL GERRAE (0 7 A7 KR DA 56 0E T
GE TR AE X P 1 58 AT R 0 R AL L i AR HAT N
FEA AT IER 58 BT, EETRGR
ARy 7 ksl 5 MGREL #f [ #, MGREL
FEAN T Z Ak F R JERE b LA AR TSR RR
IR T RAL BT AR A Ik, Tk TR U A
L AT RE S BOR B0 B SCE BBk B A g [ AR A
By A A B R BEAILAE . DL 2R B A U AR
MGREL 38 i 5 B 193 73 8 AR T8 5 5 A 5¢
e DN T R I S ) i ASE AR N B T A AR B
T2, 4R TR R X A OE RO 00 B B
MGREL Z 4 F fil & J7 % DISTILLER 5 MalD-
IST,IEB] T 2 AR T i A7 b 38 B Al A v Js
TTASERITNEZREMBMEERTZESN

[ELEE

F1 (22)

@ DataCon #t [X. DataCon FF i £ # 4 — DataCon2020 — i 25
B RO B s 4R ) I BCECEE 45 [ DB/OL . 2021-11-11. https://
datacon. qianxin. com/opendata/openpage? resourcesld=6

@ Stratosphere IPS. Malware Capture Facility Project. URL:
https://www. stratosphereips. org/datasets-malware
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ARSI B 5 R B X6 SRR 43 B AT A AR A N R
BT S AELZE X D A SRR A ) G A Y el AR
R4 IEH BEARAL 2 7 T = 2 F . Client Hello,
Alert, YR T 551U Br B, A B 45 B8, IF Hot
i B R 38 A NS S OB AL i A ) 2R
WA W

R T B AEAL T 3z AL RE T FRAT A A A B 4 4
AT TS8R, #E B 5 Stratosphere 1, MGREL #f

PO AR Y235 2R S [ S, AR SO0k AN TR] 40 4 R 552
B ORAR 25 5K B9 S R R AT 23 A7, £ 5 B Datacon

T IE R SEE R ARAL TR — 3R EE MR I H &
Tk A O T 5 8 T R X0 M E AR X A T A

A5 4E Stratosphere W1, i T REFRBE AR, 1EH i
5O R b 25 S B L AR Xy GE R R
R EAMXT S, B, A T G5 UE A A YRR S
SCHIJRAE Datacon 454 T #1750 5.

F2 XMEEX®W

Dataset Datacon Stratosphere

model Accuracy Precision Recall F1 Accuracy Precision Recall F1
RE™ 0.8603 0.7846 0.9933 0.8767 0.9791 0.9999 0.9583 0.9787
LR™ 0.8170 0. 7447 0. 9648 0. 8406 0.9993 0.9985 1.0 0.9993
TLSVECH 0.8413 0.7725 0.9678 0. 8591 0.9979 0. 9989 0. 9969 0.9979
DeepMal'* 0. 876 0. 807 0. 9885 0. 8886 0. 999 0. 9999 0. 9982 0. 999
2D_CNNHJ 0. 8976 0. 8365 0. 9883 0. 9061 0. 9862 0. 9981 0.9743 0. 9861
1D_CNNHT 0.9053 0. 8485 0.9868 0.9124 0.9997 1.0 0.9994 0.9997
RTETC!E 0.8948 0. 8307 0.9917 0.9041 0. 9994 0. 9994 0. 9994 0. 9994
LSTM] 0. 8803 0.8149 0.9841 0.8916 0.9764 0.9984 0. 9544 0.9759
DISTILLER" 0.9235 0.8762 0. 9865 0.928 0.9999 0.9999 0.9999 0.9999
MalDIST! 0.9141 0. 86 0.9893 0.9201 0.9998 1.0 0.9996 0.9998

MGREL 0. 9654 0. 9596 0.9716 0.9656 1.0 1.0 1.0 1.0

4.4 REGHFXIG

R T B AR A A A A AUPE AR SO LR =
J5 TV T RS s (1) 2 75 10 A B S A )
(prefix) ; (2) A [a] i8] ] & 38 AE 7 1 R0CR 09 X L
(3) R R -5 4 i SCIW Rl A SR

& 3 Prefix BIiH BT EE

model Accuracy Precision Recall F1
w/o prefix 0. 9289 0. 8847 0. 9847 0.9328
with prefix 0. 9561 0.9294 0.9872 0.9574

M 3 AT LLE AN B AR B prefix J5 578
AR N, WERR R F1 Rl T 2. 7% A
2.4 %0 38 3 XA B F B A prefix, £ A1 fin
TR EAE B E G B S]] LI B
TR B 7 43 1) i AN ) 7 B ) o S

F4 AEEBAHE L
model Accuracy Precision Recall F1
TextCNN 0. 8957 0. 8315 0.9924 0.9049
LSTM 0.9516 0.9219 0.9868 0.9532
BiLSTM 0.9529 0.9245 0.9863 0. 9544
Attention 0.9561 0.9294 0.9872 0.9574
W 4 AT LLE A SOl T 2 M BB RAE

JRERAT A AR AR A 2, 7E TextCNN,LSTM, Bil.-
STM H,BiLSTM PERETE ML . 15 %% F It & 1 A

J AR A B AR R R A8 T 4 ) R I o 1 IR R
Al A Multi_head Attention J5 B BILSTM B4 T 24
4fi i) BILSTM, GEB] T3 151 A 38 o 3248 4 A
FBZ M MACH R, — TR R4 T 780 AY (% A il
e

x5 BEHSE£RHHEHRX

model Accuracy Precision Recall F1
behavior 0. 8803 0. 8149 0.9841 0. 8916
handshake 0. 9554 0.9274 0. 9882 0.9568
all 0.9561 0.9294 0.9872 0.9574

M 5 FTLLE Y R AT il SR AZ 4 A e 4
Jr T SCBA A2 A  Xob A 00 5 SR A Bl T [ N 4 T e
W SCREA 5 R AR R A i — 2P R T A be-
havior ZJa A5 W R4 TH, U0 X B B A R
A4 RIS AR Yl /D s 0] 3R R 0 WA B
Ui A AR T BV AR AR A 0. A2 R AT R
fEJG S L ER 4 T W FE A 5 0 A Y X A3 R T L 3
SRR A AR AR A ) B 2 R AT 5 IEE AR
ARARL. 94 £ 38 A /N L 0 A AE 200-250,600-900 25 [X
V) PR ) 28 R I 5 RO o R AR R R K Oy I R
i s IITTRLAIE 73 11K

PR R B 2 AN [ A R S i 2 3 e A 0 L 22
7B AT DL figp 5 ok B G5 S BSF (9 0 R 22k B O
B FEES . 4 R AT O A HUBE i — )2 LSTM. X
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Datacon #4fs 4 47 Il 25 5 W0 42X i, Jay 74 2 AR A5 7Y
YR [A] R 1708/ epoch, MBS ] 4 205, il A 4 /)
W SR IR A 207s/ epoch, P 8] 2 21s. M
WFIE TR 8 B 2280 B R A 2 o B8 1Y) 3 BT B 7
JRy PR RAE A 2 5N 4 JRy v S 2] 0 I B AR R/ INVR
2. AN RS WA AL B R B, Al B OG AR A R A K
R R (B D iz e N DL TAE &) . 78 F1 2 1
HTH2 T 5 4 400 7 0] 5 46 JBORS B 2 19 2 2 fE
131,
4.5 EEBSEIK

K Ny T W 2 Mk R R 2B 4 R
SO o 53 500 AR AR 1) S HOC T BB (num)
FHAT L KB (num _heads).

0.956 |
0.954
0.952
= 0950
0.948
0.946

0.944 ¢

36 41 48 63 95 152
num

P 6 AN [ i 2 (A X 495 24 1) 5

TERE 6 K AR SRR B A SRS K
S BB H RSB HEAT T F HES AR BB 5k U A
B 60% .70 % -4 {H (mean) .80 % ,90% .99 %
Ab oG 2 A5 B A BB nwom {52 B A 36.41.48.,63,
95.152 B4 F B EH .

K6 AREEBSHEENLERMZMM(num_heads)

AR TP IE TR A AR T 5. 78 3R BRAROR 2 19 1
DU KBRS 300 MERRR S F1 WA .

%R 7 Loss BT EL LIG

Loss Accuracy Precision Recall F1
Cross Entropy 0.9561 0. 9294 0. 9872 0.9574
Focal 0.9654 0. 9596 0.9716 0. 9656

num_heads Accuracy Precision Recall F1
1 0.9210 0. 8732 0. 9851 0.9258
2 0. 9568 0.9294 0.9872 0.9574
3 0.9517 0. 9209 0. 9882 0.9534
6 0. 9506 0.9249 0. 9808 0.9521

R 6 Tl TR ERKE R 6, B =
[ X140 1.2.3 1 6,45 X B, num _heads B SZ 5
ZER NSRS E  num _heads =2 BE &R —4
A 1 R 43 25 (R H L 38 3 X 43 25 (8], W] DL
LSRR IR LR
4.6 WMERBHIE

H T G RINGREF B S T, IE R
ROV L AN B AR B, AR SCXF EE T R 28 4 2R oR B S
U8

i 5

o
78

3 7 Prsn . Focal Loss 5] A IR I )15 T I

5 & &

AR SN 220 A B K 0 % O e R AT AR
BEF 7 B ORIt R AT R0 4 AT R
B B AE B, % Multi-head Attention 113 AU,
i BILSTM 15 2 5 i 1) )R 47 8 R s R 5 3 T
AL KL FE X Lt R AT R 4y B — A RS R
/NGB LSTM 153 83 i 1 4 AT o8 Fon. 20
PN R I CHEAT Rl G A AR TN R
e ARG AR AR ST B DG B T B R W DAY L
AT DA At 14 7 BE A AR AR

Aok BATT ML T = 5 v i 243 (D) fli
2200 J5E 1) i A X In 285 O e AT AR L S o g R
FEAR 3 FR , B Attention FE4T 2, {15 45
X REASRLEE T A5 20 0 R on A BT L 42 T 4 R /AR
22 e 7 A5 B B A TE A % U R X RAE
(2) by £ T 55 S 5000 4R L BG4 7 L 2% 3k SR B A
BT CEEREA TR H A R A s IR B
ARBYAS I 5 (3) % FH I Ath fin %% PIp i Cn, TLS 1. 3,
QUIC) ¥ttt FAR , S 30 T M0 4 ] 174 3 2 I o A

B AU LA R TR e E T

R 2 1R % 4% £ Datacon.
2 £ X ®
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Background

Encrypted malicious traffic detection is a traffic analysis
technique in network security. The main methods are divided
into statistical feature-based and raw input-based. In the sta-
tistical feature-based method, the statistical features and
plaintext features of the traffic are used as input, but there are
problems that the features depend on expert experience and are
independent of each other; in the original input-based method,
many scholars try to use a variety of deep models (CNN, RNN,
LSTM) to realize feature self-mining. However, in the existing
modeling methods, there are problems of incomplete information

and random fields in the division granularity, and representation

security.
ZHANG Xiao-Qing, M. S. candidate. Her main research

interests focus on network security.

learning of a single granularity cannot fully mine the behavior in-
formation of traffic. This paper proposes a new method for de-
tecting encrypted malicious traffic based on multi-granularity rep-
resentation learning MGREL (Multi-Granularity REpresentation
Learning). This method divides the encrypted session into two
granularities. field-level and packet-level. The local behavior se-
mantics of traffic is obtained from the field-level granularity, and
the global behavior semantics of the traffic is obtained from the
packet-level granularity. MGREL improves the detection capabil-
ity of encrypted malicious traffic by mining the semantics of traf-

fic at two granularities.



