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Abstract As an emerging technology of building machine learning (ML) model using distributed
training data sets, federated learning (FL) can effectively solve the problem of local data privacy
disclosure caused by joint modeling between different data owners. Therefore, it is widely used in
many fields and has developed rapidly. FL keeps the data of participants local and only uploads
model parameters to the server, which effectively protects the privacy of local data. However,

the existing FLL systems have been proved to have potential threats in the data collection stage,
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training stage and inference stage., which endanger the privacy of data and the robustness of the
system. In the data collection stage and training stage, attackers may poison the training data or
the model, thereby endangering the security of the system. In the inference stage, attackers may
input samples to add minor malicious perturbations, causing the classifier to incorrectly classify
the sample process with a very high probability, which will lead to privacy disclosure. Most of
the existing research work describes attack and defense methods in ML, which are not necessarily
applicable to FL. models, and only focusses on a few attack threats and traditional defenses, lac-
king a detailed and comprehensive overview of the cutting-edge defenses. Starting with two kinds
of potential threats: security threat and privacy threat, we give a detailed definition of security at-
tributes in FL scenarios around confidentiality, integrity and availability (CIA triplet), and sum-
marize various attack methods and defense means in FL systematically and comprehensively.
Firstly, we summarize the horizontal and vertical federated learning (VFL) process and potential
threats respectively, and analyze the basic concepts, implementation stages and existing schemes
of common attacks such as poisoning attack, sample attack and inference attack from the perspec-
tives of antagonistic attack and non-antagonistic attack. Adversarial attacks include poisoning at-
tacks, adversarial sample attacks, free-riding attacks, Sybil attacks, and attacks against commu-
nication bottlenecks. Non-adversarial attacks include model extraction attacks, inference attacks,
and GAN-based attacks. Further, according to different attack methods, defense means are di-
vided into two categories: robustness enhancement methods and privacy enhancing technologies.
The robustness enhancement methods mainly defend against antagonistic attacks, including data
sanitization, robustness aggregation, anomaly detection, countermeasure training, knowledge
distillation, pruning and other methods. The privacy enhancing technology mainly defends the
system against non-antagonistic attacks, including homomorphic encryption, secure multi-party
computing, differential privacy and blockchain. And the schemes related to robustness enhance-
ment methods and privacy enhancement techniques in FL are sorted out and summarized. Final-
(1) Establish a se-

cure and stable attack detection and evaluation model., endow FL system with self inspection and

ly, the paper gives future research direction of robustness and privacy in FL;

evaluation capabilities, and provide real-time protection for internal and external environments;
(2) Analyze and infer all possible potential attacks and privacy issues, and build a perfect security
attack and defense system based on security encryption technology; (3) Study the unique attack
and defense in VFL to solve the bottleneck problem of VFL in practical application; (4) Explore
the conflict between robustness and privacy in FL to promote large-scale applications.

Keywords federated learning; security threats; privacy threats; robustness enhancement meth-

od; privacy enhancing technology
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(7] BN P 2 1l R B HE R LA M 22 2 Jf . e b L 5  4=
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Wik AR P B 2338 Ao 42 T O 1 ok 8 KRR, AT AE
A Jry e 55 i b B T O Y TR AR BE L DL ARAS TR
R UFIROE TR

fE VEL iy P L mT BB AN R 17 52 2 i I 25, i
I FH A 28 3043 U1 25 0 IR JBE 6 A5 TR0, 2 [ IR R R A 7Y
vERE. HAh, VEL P A A TFEEAE B, I 55
5 X AP T AR L VEL v 45 08 42 iy
EAT E— 2L 5.
3.1.4 LM

4 AR Bk (Sybil Attack) #5 76 f 4 B 5L E H
AFLR R G, A Mot F ol 24 50w &
By AR GE o DT 35 40 1 53 T Bk DA 53 B e 1 A
Pk OS2 AR Bl T A R e b T
DA HIAE A X B Bt b DL RO 0 vk i 10
ot S B A B % 45 (Cross-device) Bk F == M o, [
FOAUE 58 BEAIG , B0t 25 0T DA o £ 1 2 A 5 0 S5
2 AR DA v B RO

Fung R T B A 4 AR T i 48 35 B0 2%
B IR T B AR 2 AR X (9 75 %8 FoolsGold. £ K
FoolsGold )5 2 i 5%, SCER[61 ] i — 20 BF 58 1 B
2 2 % Lo AR Ty 4 1 55 Pk | E AR R SR M A2 L 4
— PR AR U 2R K Y DoS Bl 3EAL T LR 4 A
KA F S BT UE T FoolsGold £ B 18 Fic

B e AR 9 1 RE B A A I R B TR VFL

o i T P R B DA R R, L AR T A
JHHE 52 31 BR ] 500 S i
3. 1.5 o (5 R Bty

TEBRFR 7 ) v, 5 B A R 2 5 i TR 55 4%

22 M) Sk [ 25 f5 BRI ) o E 40 B 1) 3 £ A% e
T B 2 ™ A ORE Y38 15 T B 5 ok, R 7 1
B AT R R0 2657 g . 2 1 S B 4 BAR 1§ O .
— A B {5 I 1] 3G e A Bk AT R o
R 308 A5 5 1 Ofe 5 W) BBk 3 2 o 2R 8 B RS T L
P LA bk 26 ) B T BRI A 2] /Y 3 B8 5 iR
B, GEFR AL X T A R B0 i L B R R TR
TR INZRT P, 72 HFL 5 VFL R 40 A ] fE
KA.

BN E 5 ) Bk LR MOl e BUAEAR I
i AU TS 69 38 3k 4 S G B e R AR
SO, — H ARG Z G R, T RE 2 W AR
W IR 27 > BRI 45 ZR G O 7 E ALK L Ik o g i
LR A A R 5 15 R T AV {5 T B L G AR A
AL 8 R T A B N L 2019 4R
Luping 55 5 % 8 3 2 5 45 T B 51 1 000 2% 3% iz
A2 89 DNN Y2k 75 22308 — MR KRB 1) 1
A5 754308 155 R4 AR 7™ E M. Yao S5 UL Y I 54
P14 368 15 7 9 1 B — AR IR 27 T I R Y, (45 36 15
A A B MR H R 2 > A RN B4 2 P R

F T X BRI 2 o] e B Ak A AT T A A R DL B
XV B PR B R P 5 T 2 I B )
PURZ , 0l B2 1 B oo e vh B8 T I DXL B
K B AEAE SR BT B 2L ).

N3 1 PR 25 A0S 2 1 St S L 2
i 5O B B B UL Ml R 5 T I A ) b 45 b
Xof BE 1 el A B A R B T RS CTA = Jn iy
JER N D0 A T B BRI 7 ) 68 PR 4R T 7 1%

x1 KBFIPNAERESEREERAFTZE

TS W% b CIA [BIEE: BRERTI .
s Wt 2050 - f&%;%ﬁlﬁ o izl&jfpiaﬁ«mgjﬂ%m RSN ER L
il gl wuzﬁﬁjﬁ%ﬁ - iﬁiiﬁ?:iﬁmm
B e i o L5157 . — — Tﬂﬁz;ﬁ;ﬁfgﬁiﬁﬁﬁum%%ﬁ&ﬂww\%
1 i g g IR g b KU W5 W B o) e g (07127

Y25 w] F
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o
b o 38 £ R 91 g o 101 Tt Yl 25 7T Ak

Y2k B BE
[ SERENE TR BRI B B B BE FoolsGold™™
UENNES

':J—}f_ffi [128-132]

3.2 FEXmMERE
3.2.1 AR

BILAS 2% > e i A 70 i B o o 2 48 T 3 241 R
02 R R BCHE L AR IO 1 45 R AR AY f APT 42 11 v
PR IR AT S A Yy e L R R A S R IR A
TP SR AT, — i A A A5 R A B Y B L A IR

BRI BB P, — 2837 55 v AR B A 3 e A DI R AR
HAR B BUREY , 5 2 PR B . BUA B XA R 47
Wt i B 5 AR R A DD BT A A B A T
H80 R v A TR o 32 R0 AT A ) O B AL — BT
32 i B ot R e e R Y R O R ik 55 AR 4, I
AT B i T RERL A L I EL MR 28 v m LA
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Tramer 750 9 U T HLAE 2 > v A A R
PRI I X Google AR E £ = RS 2% 11
T 2 4t & 2l Yoy 76 k0 B[] Py 3 B 5 4 A A
SEL SRR 2020 4F, Chandrasekaran 251 %
AR B B A T 48 8 — Fh R 3 3l ) B AR
RUBR B, RE % 7E TC bR 28 B0 98 b Il 2 o A A
Jagielski 2 BCatE T 35 T I S A4 455 80 5 B T o Y
B IR T — IO T I R Y AT DL 4 B R A
ACEE A Tt T 28 PR 8 v A e R R IR R X T E
T Xof 42 70 42 B s ] A7 &R Ge Ak, 0 AR Oy 1 1 #R 50
BN BLFL T S AT %€ B LT 1 ) 32

FERR IR 2= > v, ik 2 VAR AT LAY 2 238 8 1
I 2 2 AR T By A5 AR B B <, fR TR 43 g
Gy 5 B RVER 2 I i LU /N (B2 FE VEL
S RSN Nk S SR R B A R e A
PR M T T RE f e — A P i, SR A e
MAEAY IF B RGN 25 Jr ke (1 By vT AE T X
By 8, 4B H FiFIX 5 T A AR A ST R D
3.2.2 MEMIYE

Yo BRI B A9 R] L 4 B vT 4 b R B HE B
Yt F s PR BRI, b B HE B B R A
W I SRR s 4R 0 A L S R E I N B e ok L B
PEHEFR I B 0 2 4 W7 U1 2 B0 4R 1 B 20 J . B
) 5 N HE RS R T R S — A B
BB TP 2 B8 55 i Bl 2 I 2 32 4 K57 A (] 1)
4 R AN, T 3 A1 A1 BE 98 4 W ) B Y B9 47 B Utk
Ab R B v R 45 M e 23 X 4 ey 45 A )1 R
S5 ESL R X R RS e 40 T A] ] T R B
M #E A5 B [F] T 9k 2l b AR O AR B B0k 0T g
2% Bl b S AR R U o R AR UM DL X o B
PR 3 g HE

(1) g B39 T 5 o« Bl B 4 T i o 22 3 4
FEAFEAR SRS T U 24 8 B, 2 & 7 5 —
T BRI . IR A S SR B iR I Tt 27 4
N SR ER Al B v e S B R0 A AR 2 R BE AL
iy, SCERCIL B3 1 —Fl (1 & B 09 8 01 4 38 0
i 7 58 R B T HAT AN R #2209 e 00 iR L e £
5P EhBGEF BRI AR s N AT TS
X H, S2 g0 45 1R W], HEE HI 3] SGD IR 2
2RI XA LS AR RN AR S B0 P Bl R g5
i s S G A AR (Y B HE FR Ak o A R R AT LA
KB T00 L LRI BN E
YIN G5 A8 8 0 4 Jmy 155 A, AR 25 5y B AT S it By

B 25 . SRR 55 a8 02 4F 27 B0 E Y AT 52 1 3
B 3 2l A B 53 A B T R (B A5 T R Y [R) L, T AE
b 5N B & BRL Y 5% 1R K LS 3L 7R
VFEL w8048 % 55 By B S dE AT FE A ID X 5% . AL
IR R AR AT B S8 A P 3L = 0l 3 AT
BEHEAT G R M. H R KR Y B RA I B AR AR £
bR AR R AN S BA  A EE— H
AF 5% 76 B0 D\ 1) Jal 4 1) 4o 6 R Stk 8% FE A 1D {5 B
HY R4 T AT R 2.

(2) JRVEHE BRI < R o B o T R AR
i 2 W I 2R 800 2 B RRAE AR R B AR AR
AR B EL AR sl B8 i 4 0 AR T M ) G A i 3 A
PR 1 53 A5 25 T P 4 3 TR R AR A A R ki
b R AL 25 58 B2 05 5 S SRR O A5 A I e 1
AL SCHR 1387 Ja8 i o 3 g ol Dy 6 3 ek 9
AR5 FRERL, oY ARl - E R E L
T IR Y B A DL SRS T R AR R K
YR RS BR 8 P 1 43 25 4% SCRLCL37 32 Hh i
o P A 3 T O I e A AR B AR Y JE L
HIE 5 RBIFHIETC W @M. s &b, 3Gk
A RIAE R 07 B0 3 2 ) S A e BB 4 J) A AR 5
BGOSR Bh BE A, SCRR{ 140 188 i TR &R T 1Y
Ja& PEHE R T BV A 2 5l gl L (G
a5 e AR AR AT DA D s OG5 i 4 Y
g M B U R R 2 514k 0F H 5148
PEAR DG BEARAR , o 23 Bl Mtk 2

fE VEL v, [RRE A Al 68 & A8 Jm PR 4R 3 .
SROG T P R o A, i AN Re a7 38 47
B 38 0o 43 A v T i b 45 5 O . AT DA B A
H P e @ v 15 . 5 HFL N[, VEL s %45
B E HA — I A IF B2 SO, B X bR 2
LY A R R B OGTE.
3.2.3 T GAN fy

Hz BT 2% (Generative Adversarial Networks,
GANDM R — AR A5 i 55 A1) G M R B 2 o)
3 Ao A RSBSOS A TR P B T S A AR A Y
HAEAS, GHE, L F GAN X0l BB 8 & R I
i e e — R AR R e
773 il A TR IR B B 2017 4, Hita
SEHCR I T T GAN I JE T 9 B o L i SC kA
R ZH R 2% > 7 SRR ) 8 32 T I I
iy BIAE ST T 22 4 B FA RN (] 285 0 %88 3K A9 1) 7 70 4
it BN F P 2 A bk AR T T A SR AR R, A
R 26T ARG A7 0 28 1% 0 O SRl vT LAY



9 mOERAR L RIR A ) RGN 5 P ER BT LR ik

1789

S, AR 1% 7 28 Bl 9 5 80 BUE 4 MINIST
B — P 2 AR S AR AL IR o SR [ — b 288 ) iR Y1 SRR AR
FEAARL W32 SCER Y Yoy 25 R A R MR S AR K

SO Wang VR T — B0l GAN FIZAT &5 %
FERAALE A B mGAN-AT HEZY , 12 HE B8 38 5 % 2 iR 55
A IGE B AR WA Bk KR P s LA

Hodl. mGAN-AT 7E IR 55 sty Bk 1) T4 A 22 ma il
SR B AE VEL 1 TRAH P R 2Rl i) —
4y 2T GAN B3 AT RE S 5K

F 2 MBS T BRI A 2T v A AR X
B JER M 25 6 CTA = J0 21 1 W 155 B L A T 19 1
FH B BEFIGE 18 1 B R 1 3 s AR

K2 BHMEIPEMIUBESRAEEERA

Y 2 A WA M CIA 1 B B [SEN R EIEF
AR g o el HL2 T B B HIZERE | VerifyNet ) i Hril 4970,
I L e 5 BLERE VIO R AR B s e e AT
Jab A P T a1 plEtE  UIRB B AR B 4P T I B A A AT IR AT
T GAN Fp i [ ML P UEN 82 BA B Anti-GAND 4

4 BFEIRBEFR

4.1 BHFEIEHEEHRAFIE
4.1.1 HdEin

B4R 7 (Data Sanitization) JEF8 % A E 1 . &
R BT AT IR B R o B B 7 i 0 B AR
FHO5 8 SRR ML R 2 0 R R Sl W L Ol SR AR R T
2 ) PR b i B 18R o L BRI R SO T
f1%) 55 — 3 B 4%

e FH BRI 1 75 B R B AR T LA g IR L v A
S PR P 0 R A R SO AT T R Y
7 b B0 G R UE B0 B R D 7
2] S AT BE R S5 A SE L D) Ak L BE A B
Yot 3 o B0 T 5 0T e AR Mk K B0 3 B Y B A Ak
SR I R 5 7 o I RO T A B ORI R
SRS BT LB Y 2 R R 2 2T b B dE St .
RETE/DBUE BT L 451 0 5% A 19 85 9K (Cross-silo)
B 2E 2 AREE FH P A B ok
4.1.2 SBHEERE

TEL MBS HESR R RS MMM R A TR R
RS 2 2] B AR Y #% 0 F8 43, 2017 4F, McMahan F
Ramage® ¥ K 2 H T 528 2 A 40 A Ik 1)
FedSGD B3k 1% 5 1 ANk 8 A b 55040 , 0K b 18] 4
JE S ik 4h MR 45 2. BE S BOBIF 9SS O T T S R
S5 Z [ M5 R T FedAvg 535, £ 1 8%
AT Z AR A MY 5 AR O IO B (8 A Ry 4 ey 5
. FedAvg 24 MR G % e T HFL 5k
AHESE, J5 SR A WEIE K2 LA AE A SEah. SR 11, Fe-
dAvg AN H & 6 8 8 B0l 5 1T 0 5 6 Bk
d R O T LR W R
BT P9 JE M U Uk 5 U AR AR R AR L A

S A R A (Robust Aggregation). H A, &5
PER G KRBT Ao R 3 2K,

(1) FEFGETTHFRRAE RN AR, 19 e 1 SR

TEIR IR 2 > v S0 T T 3 H 2% i 2 G At %)
B BRI 2 B R A B AT R S R R
PRI 6 2R 6 B T A3 ) 8 JF 5 A S 00 i, slAR
it TR 22 T B4 AR R A 3 I Tz 5 A AR A 1 S0 R
B R B XX Bk s i R R HARME R 2K
T S8 B G HREAE QB 3 ME L B EE
B4 2017 4E ,Blanchard 255 $2 1 T Krum 5595 il
PR multi-Krum 83, Krum RS 285154
H5E Y 5 5 H A d SR 22 Ta) ) RRE R R 2 A G
PR B 2 Fl /N 1Y ST AR S 4 Ry AL ek ) muulti-
Krum 5592 23 V65 221> BRI -1 249 {1 0 BE 37 42 Jmy B
R Yin VBT A R BT E B B D
T A B2 Ry BT o 4 P BOHE BR T R AE R 97 1
{EAE ]2 R, Guerraoui 257 42 1 T Bulyan %45
25, AT G B - 2 5008 34T R A Z i AT Krum
A L BT S R T A I 5R . Xia SR T
BUFE 5 o Yoty 0 Pl R A kL AR BB kAR b HEBR
L8 S T B 0 1) S E L SR A 4 0 L S
YRR BE. SCHR (87 142t 19 SLSGD W 3t F %8 5l °F- 1
(Moving Average ), % & T ¥aifefl L — MRS
S HA AR B V. Ah R A FE 2
BERET ETIUTHEM R AL 4.

SR, KAR AT R & Ty AR 2 MU B P R
A SR AB IS, ME DL AE 52 PR L Cao VYR T
Sniper J7 %8, HIC 7 W 2 M P AR A9 S 50 L id i
fift ke fie K AT 1) {8 (Maximum Clique Problem, MCP)

@ Federated learning: collaborative machine learning without

centralized training data. https://ai. googleblog. com/2017/04/fed-
erated-learning-collaborative. html
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I JRAT JAE TR AN T B HT B R Y O vk AR A R (E R AR Y25 235 S 347 VEAG R G B % i 1) R B 2 >0 I 2k

SEARAE AR 4 R AR R 2 3 A AE G A SR A 1
T AR TG S T R A R

LA FoolsGold i F 17 4% 5% AR UL ok A6 1 3%
EHEHLEEIAE RS BB A T MR
2 AR B B AR 7 58 8 n] DABE A R Al 6 v
A TG LA o B A i & R

X AR IR A5 T 1 T A AT AL D ) A
FHHCGETHR AE S OS2 3158 5 g B, 33 1 A 0 )
AR TR BT 5 M A R Y el o T AR A R A R R
B/ BT RRAE AL A9 TF O AR AN RE AR AT 3 X
G B TR R I 5 A RECR 2 A R M AR

(2) BT R R RER & IR &

BT Jey R TR R 11 45 e 1 3R S e o A R 55 A
S AL Ay R I B A B A R AR A B U R A
9 HEATVEAG ARG PEAR 1 45 SRk 43 e 2R & i AL L 8
FL 8 2 3 %0 i o 7 A BT S e A TR BT L 2019
A Xie S5 T ST A5 5 HE A WL Y Zeno Ty
G LTT RN — AR AR R BE S IF R
ERECE B P R PR = DA A — sk
FAF RS Zeno+ + 07 B BR T P 5 RS
% 22 10 £ 38 5 R A2 5 4B 3 . Cao 6 Al
/N B B T AR B R L O K D B S
BB B HEAT HEAOR o B A, A B A A R R R T
JETCT . A AT A B T R A B e ) R
D7 % A BAT R B B R TR o
HCRRE 1 43 A 2R A 2 BT AR A B8 U5 T . Cao
S B Ensemble FL 51 A Z B S HLH] 42 41
T IE T A 6 A P LR IR

XA IR 5 T 1 LR ORI 4R 1 I K 2
SR I S8R S R] E HL (R PR R
A ) IO A B L AR S B R AR XE L. e A L %
TR T T JR AR B S B 4 B, 5 BRI 2 ) R
TR TR 118 AP 7 SRR b 5

(3) HT YNGR ek Lt i & iR 2R

MUATF ST AL 0 B B R A 2 Li S5
P& T T o R AL R 5 5 SR A A0 G oK B 1
TE US4 7532 o A 95 i A X — R 3 2 B eI 2k
HhfeE I A A BIR A 5 2 Je A5 TR A 25 K 2 f) A 2R A A
FI. Andrew %5548 T BT Y 8 B A Y 7 Ik 8
SR K555 A DR AL g 2 23 0 Ak 1R AL 3 5 7 2 A
T 7532 SR HRCED R S 88070 A 14 5 8 o i A R 3 25
INESUIE 218

IE R PR R KRR 22 A0 I R A R R R P B R AT B
BEVER G, A BRI 2 FF 5 38 T B AL O P A
REDL AL - (5 A A 9 F1 S 40 1 2.

g5 b B T SR WD S Y R e g B
27 ) B A et AT LS B e ) B A A R (HL S Bk
W F LR —E TG, TR FITH
TR AATE AP B NON-TID JIl Z: 808 (AL 36 A &
D BB B A B9 2 R L T 5 S A R AR R AN
[7i) Py A5 780 B S 55 W A 5 T Y. I 2 2 A fy
VA I 235 R R R S B AR R B R RS
5 T s 19 = ZE ki 2 —.
4.1.3  SER

S E K ( Anomaly Detection) § 75 JH & i1
A3 BT 5 36 RS A A I 2 X BB 4 ORGSR 1
HEAT B A A D 3 AN A S T R R S AT O B
S TR L U G o U i e B e . B RS R
o 00 A5 R = L AR ot 2R 8 1 %5 7 vl v A T AR
8 S i A DN T A TR ) A S

(1) 2 7 v o A 0

&7 i BT A2 P ER AR R 2R A S e 2 FE 8 ak
Bl 2 1 Ml 2 4SS BRI 1 D AR L A0 I R Y B T i
BB B R0 T O 2B 1 38 2 7 S 2 i
R U 2 — o B T I e R R R A N S 7 i
BB AR 7 1. L AN R T TS IR A 1 G B 2
RS A I 25 7 o 1) S 0 A7 A o O W B3 2 T 6T DI 8
RN R 52w, — A 408 0 B FE Ik B 2 T HE
abiovd (i 5 g v SCS AR T L4 T R K A IR
7 v 1) BE . A A I I A 2 3 i A & i Y
H5E Y T I B0 A 114 W0k 3 00 DI e 5 2 > 3 A
BLH. 5 JUAR 3B A — 0307 50 10 2% 7 i 5 A il
8N T ) Al AR B 2% S 0 B i S R o B
PN LA R B A 4 T 0 28 U TE SR R
Tt X e Ty R Bl Ok B 2 ST 1 A R By A
TFBL AR T RGN & k.

(2) Bds 5w A

TERCHE R AL b 2 rh = A2 1 ) S Rl Bl
B R B 4R L HB 2x  IREAL 4 I R R
TS S5 8 4 0 D0 ] L ) 5 s 4 v i) B A s sl
TE 5 B R A 15 8 00 A . Chien 255 3 5 Y
B B 3% A0 X640 1 A T 3 oA R0 20 R 1 AR A
I 2 ¢ v 32 34885 Tl 08 RO R AR DR AR T 4
BB, Kiew 260 $2 3 T 386 U9 [ 4 65 A9 B 1)
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FNVEAE AR 5w (A DU 5 % L WU T R S A R U
G Ry i — 20 7E TG W B R Y B ) A S
IR R R Y S ARG DN — o AR S A0 B G B A A
HYLOTRT LR AR AR R S AR A5 1 L RO SR S R
HOBE 4y 8. Paudice 2 W5 af H0 4 190 D AR
HE SRS DU ke B AR ML 2% 27 >0 vh i 00 Ak 4% 3 ik, D i
Yets 5 ). B pR B R BSCH ASHEAT AGI Y RE A B e
S R0 T ek o 5 S0 S 10 AR LA IO X AL %
Ui K5 T8 Mk 55 i 10 4 vh =X 5 i G DR 23 ok BRI
e RA AU RN 58 3 1 R4

SR R B AR RS B RS R AT
— 8 MY 2 AR Z AR FE T R A5 A R O
R 275 3 4 Jmy B G B0 BE 17 DU A 00 S0 T AT
H A B i R BB L TN 2 TR R G WS I
SRR S A LB S B RS ARG 2
IR B RA PR3P B 5 2 T W HL i S 5 7 1)
4.1.4 Xl

XFHE I 25 (Adversarial Training) J& 48 754 LI
ey B A S YL B DL = R G S MR B
(W 5 WO 71| 2 e G 3y T Sy N A ) 3 R
R HLES S S HESR T L JF B 32 O X P I 2 K Hi
f A B 9 0, Tramer 4550 $2 45 & X5 Bt I 45 0
5 o 28 Ak DA H: At 951 1] 25 A5 B v 5 B8 0k o 1 B g A
—EAE RN, 2019 4F 2 A9 Deep Confuse $%
AR S e A 5 R S o e O I G I 446 e
FIH I S5 G 1) e 7 s B 285 1) 9 AS S 0 AT R4 30, A
I e 2550 A R BT I 25 5 40

LR X HTUI 2R B 3% W bl F g A 5% T 4
FHER IR 2= > R Ge g Bk, T AR BRF 4 =U i
PLESBE AL, 5] 4, Shah 255 fF 58 T 76 BE IR 2% > FR B
e A X B I 2 ok el 2 A TR i A% L B 3 AR v T X
i B R RS SIS ) AH X B I 25 %) T B8 4R 4% 1) 2R
& T RE AN B A AR Tk, B A 3l b SR 255
M) 43 255 ) 0 3 S 2 0 — 20 SR TS Y A I f
AR R PR T ) R

WA X BT AR B 75 28 K 8 A s 4R L JF HL 3G
TIHHEFRMGEFE. CHEREARRZS 5B R
B S PR b R R O P AT e A U
E XN 2Rl A . Hong 55 #1307 8 i 4k 52
DR 2] T 58 BIE #% i 38 43 5 ) B B K R 5E
TR 28 55 LA AR B R P A 2 e e BE R, AT AE
NON-TID ] F* Z [8] 47 R0 4l A% 4 XoF i & e 1. L4k,
T B 1R X HUREAS B o 0k B . SCER[96 13
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SV I 25 B

BEE ET S BT R FE A TR X R 2
AR EE B R PTAE AR By 9 AT B A B o B R
B XTI S A A K Ml e/ T HE B A R Y
A T = D €T U S R TN D (R
FHR BT I 25 ke 10 A H Al 28 2 1) 2 5 T 50 845 F —
SR
4.1.5 AR ZEIE

TEAS [R) A8 BN 25 37 557 vy o o A8 52 30 5 4 1) T
ER AR SRR U 2 B R X R B
SRR 5 A 2 0 B R A5 )5 L R 2R R
(Knowledge Distillation) 1 A #5% #8 JE 45 £ K 2 —,
SR RS R AF OG0 U 2D A% 3eb B /N R i, I A
TR 22 B 1) HR v 27 2] S B8 T/ AL
i, (/NS R L % R R RY A 4 A e BE T A
B AN GR A5 BRI BR IR 7 o rp, R ZR AR AT AAY
S e AV A5 T L 15 48 A7 At s TR R AR 2 BO0T A&
AT 77 A %o 368 75 R 2 1) B i A L IR ZE TR I 4
e UL Z AL RE ) BE A — E TR R b B A 45 FE I
i B RE AR B

TEIE IR 7 > 5 P 28 8 0 @l B 58 Jr i, Li
SFUVAE 2019 AR BT AIRZE IR RGT B BB S IF &
T —A> FedMD il FIHESL, H Ao /7 153 B8 01 4776 =
JB P B AN () FH P 58 T A [) 68 T 2% 25 44y, O 7 B 4 4
114 B R T R 8 AR b A% R 1) 1 BB 5 A B U 1 1
DUAHLE  FedMD RE Wil 25 4 55 Jm) 3 A5 B4 (0 PE B L (H
R G A A — R 3 AR A ok Al Ak = e
B 2R KRG R R R AE FedMD fE4E I i
FTHRFE. BN, Lin S 52 0 T F TR A @l £ 14 46 1
ZEAR I JR AR AL i 1) R bR 1 BRHRE ke R AT R A
il .5 FedMD X Lt 1% 77 58 i — 20 32 i B AL | 2k
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T 0 R 0 FE TR 2 2] I L 48 Bk — S 5 3R
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TCRWTSE » B BT A7 A — L8 25
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By A (Pruning) $EAR M J& — M RL e 48 H K, Al
PLTE F P 09 T 53 B g /038 15 47 58 AR X B8 AIK Y 17 20
KIS 2 2 B RN AT B B L AR Y 5 %
JEE AR A RURE . B Ah AR IR 27 o) vh 2 B R I
i Jo RSB 25 7 A S i 1 A 28 T TN B A R
AT DU 3% 3 758 20 S i o 28 00 DA VAR R S A,
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Background

With Al becoming an emerging technology leading the
next generation of industrial change, a large number of inno-
vative applications are integrated into our daily life, such as
smart cities, autonomous driving, and vehicle of Internet.
Federated Learning (FL), as a new branch of artificial intel-
ligence technology, can unleash the potential value of data by
conducting efficient joint modeling and model training among
multiple participants without leaving local privacy data. FL
effectively protects the privacy of local data by keeping the
data of participants local and uploading only model parame-
ters to the server. However, federated learning is still in the
initial stage of research, on the one hand because of its rela-
tively new technical concept and inadequate architecture, and
on the other hand because it is subject to various privacy and
attack threats that seriously affect its further development.
The existing FLL systems have been proved to have potential
threats in data collection stage, training stage and inference
stage, endangering the privacy of data and the robustness of
the system. Many researchers have conducted research and
analysis based on the differences in threat and concealment of
attacks, and have produced a large number of effective de-
fense solutions. So far, researchers have reviewed the main
technical challenges in federated learning, as well as the se-
curity and privacy protection in federated learning. Howev-
er, there is a lack of systematic and comprehensive work on
the threats and defenses against attacks in federated learning.
Therefore, this paper focuses on various attack threats and
defensive measures in federated learning, and we systemati-
cally categorize and analyze the attacks and defensive meas-
ures by sorting out the large amount of current research re-
sults.

Starting with two kinds of potential threats: security
threat and privacy threat, we give a detailed definition of se-
curity attributes in FL scenarios around confidentiality, in-
tegrity and availability (CIA triplet) . and summarize various
attack methods and defense means in FLL systematically and

comprehensively. Firstly, we summarize the horizontal and

vertical federated learning ( VFL) process and potential
threats respectively, and analyze the basic concepts, imple-
mentation stages and existing schemes of common attacks
such as poisoning attack, sample attack and inference attack
from the perspectives of antagonistic attack and non-antago-
nistic attack. Adversarial attacks include poisoning attacks.,
adversarial sample attacks, free-riding attacks, Sybil at-
tacks, and attacks against communication bottlenecks. Non-
adversarial attacks include model extraction attacks, infer-
ence attacks, and GAN-based attacks. Further, according to
different attack methods, defense means are divided into two
categories: robustness enhancement methods and privacy en-
hancing technologies. The robustness enhancement methods
mainly defend against antagonistic attacks, including data
sanitization, robustness aggregation, anomaly detection,
countermeasure training, knowledge distillation, pruning and
other methods. The privacy enhancing technology mainly de-
fends the system against non-antagonistic attacks, including
homomorphic encryption, secure multi-party computing, dif-
ferential privacy and blockchain. And the schemes related to
robustness enhancement methods and privacy enhancement
techniques in FL are sorted out and summarized. Finally, the
paper gives future research direction of robustness and priva-
cy in FL; (1) Establish a secure and stable attack detection
and evaluation model, endow FL system with sell inspection
and evaluation capabilities, and provide real-time protection
for internal and external environments; (2) Analyze and infer
all possible potential attacks and privacy issues, and build a
perfect security attack and defense system based on security
encryption technology; (3) Study the unique attack and de-
fense in VFL to solve the bottleneck problem of VFL in prac-
tical application; (4) Explore the conflict between robustness
and privacy in FL to promote large-scale applications.
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