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Abstract Program multiple paths verification is one of the key methods in the exploring of soft-
ware properties. Current verifications usually trigger the generation of different execution paths
via solving the path conditions or constructing inputs automatically to verify the underlying security
problems in programs. However, this method extends the multiple paths without choosing
the proper path conditions, which leads to the generation of redundant paths, meanwhile, the
length of path conditions is usually too long, which restrains its application domain. A method of
program multiple paths verification based on & proximity weakest precondition is proposed in this
paper, which improves the generation of call graph of the program, and combines the backward
symbolic analysis to generate the weakest preconditions in specific checking points. The results of

weakest precondition are used as the guidance for symbolic execution to generate proper paths
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that can verify the properties of the program on the premise of reaching the specific checking

points. The experimental results demonstrate that this method can enhance the precision and

accuracy of program verification, and reduce the false positive.
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EX 1. 47 E (Control Flow Graph, CFG).
e 1) 42 i U L 2 E Y R R i 2 S A e TR AT A
M E RN (NLE) b N 2R mES . &
AT RARER R s A B TE A AMES EC
N XN R 8 7 LA T 2o A8 v 57 6 ) AT B8 A9 i 1]

EX 2. CFG M. ERRNNXN—~
(T, FYRy i B # 6F — X957 58 G o) s 5 A AE
— A EFEG] 7= gy s ) AR (s 1) €
E, Hrp o<t<|n|—1l.no=n;»n, ,=n . PBALAX—
X1 R AR PGk ) B AR s R Z A A AFAE T BT
G FRIRANFEAE R IB B AR, H (g s my s ooe oy J300R
JIA LA no BY J5 215 0 R DL oy O 2 Y B AR
Flno sy s e o) RN FTA LA no i 51, BA ny B I
IR R A R AR | | FROR Y T AR
K.

EMN 3. LM (Path Condition). B IEfEE
il Y 3% A R b e AR ) S Bk AR B B R 7E CFG
H BT A S A A5 R 15 ) 5 00 B A Y R T 2%
AL = A2 HCHE CFG H s AR A8 25 1y AR 55
53 S B 43 3 2 R 2 — B 02 R A X
(First-Order Logic,FOL).

TEA SO B my o ek B vp il DL CFG 1 36oR
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HBEE AL
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Cagsay s =) KXY a TERRAL I E S, [6) IR AR P 10 458
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RS a A M — ) — A g S TR IR 4 as
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TE 5 R N I 55 AR T AR T
e A8 Sy NS I ) e 2 B R EE 2 A AR R Y AR
PN % il 9 [ v A — A B A B (Basic Block) i 243
— 2R R) [ I Ao AR P A I P A A — AT R
(Entry node) F1H 97 £ (Exit node). 25 B K {H
YERT LA S0 DX 43 A5 7 Hh i) A2 S 5 A 7 8 1l
R 4 o O 1R o g 2R AR — R AR AR A i 5T
AR AR T AR SR IR AR O A — 454 )
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TENX S, HIGETE M (Weakest Precondition,
WP). B IR IERR P — 2% 0 1) IE AT O il 2 4
R E U5 B2 /Y BRA fe /0 1Y A $2 25 10, B RoR
H—iETE AR WP(S.R) L H P R ZiE4A] S $hfT
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TEUE AR 7 IE 8 1k 7 o, DR T I AT 45 21
1B R B JG — 48R 5 & A& 00 8 i 5 B A A
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S s DA HE B P 19 06 58 — A5 0E ) I HTE AR
1 B0 Ay J2 235 R W 5 i o 00 AR A SRS A
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T . Ho oLy /s, IR IR 1) s, KB
W) s 151 get Fl set 43 5l 26 78 2K HOFN I R B
M.

*1 FEREAN WP HiRF X
A s AT &M WP, @
v=u elu/v]
o[ (uy op uz)/v]

V=u1 Op uz

v=u.m (u#nulD Ag[ get(u,m)/v]

vom=u (v7#nulD Ap[set(u,m) /v]

ulil=v (u7nulDAG=0)AG<<get(length)) Ne[ v/get(u,i)]
v=uli] (u7nulDAG=0)AGi<<get(length)) Np[get(u,i)/v]
v=(T)v' (' #nulD AsubType(typeOf(v") . TY Ag[v'/v]
assume v v \p

S 1 JE BN e S A E A ARG A U X
TRF WA —KIEA s MBI G B KA
Prow » LAV TH B TR A 4 1 O R b A 5 R A
SAREWE S S, I X g R P AT AL Csimplify) , [7]
ip 7 LI At b AT A 9 (merge) 3 41E. A fL B2 1E 12
BT o 55 I AR F T ELA A BT O O

WP, V@) =WP(s,0) V WP(s, ).

BRI AR A b Bk B A% R B B X
(Disjunctive Normal Form,DNF),
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RS HATEGRAE . HII merge(pAa, oA —a).
(< N (x#y) >x<y;

(<) N (x#y) >x<y;
0<get(arraylLength) — true;
(typeOf(x) =T) A (x=null) — false;
subType(a,t,) AsubType(a,t,) A
subType(t, ,2,) —subTypela,t,);
Horb i i) get AT [] o T ok S 7 45 2H 2 A5t B B B
431 typeOf 55 subType FI 4k B AR 17 9 2 7
F 5 S B A i R HOAME S IR R IR T
# 47 & (constant folding) 943 #r J5 ik % 7 kA
R AR P AL i — TR R AT LUK R o i 3Rk
AFAH B3R LA/ B 55 & 2 1R 5 0 R ok
fifp s 0T o e 3 3G T SR SR (B UK ) IE T s AT
DS P v i S 22 U0 8 e AR 1 23 A 4 2R 1Y)

CIVEE S
ikl
Bk,
HIA: CFG, @pon

i H . intraprocedural weakest precondition

T Y B 58 RIS (WP Y AR AR

1. var F': {Formula} < Statement;

2. var List: pair of (Statement,Formula) ;

3. Vs€ Statement .F(s) < 3

4. List<={(ExitNode, @)} 3

5. WHILE List# & DO

6 (5", @pon ) < select from List;

7. WHILE (s,5") € E of CFG DO

8 @pre<—merge(F(s) ,simplify (WP (s, @00 ))) 3
9 IF ¢,.. #false THEN

F()<F) U@
11. List<=ListU (5,9, 5
12. ENDIF
13. ENDWHILE

14. ENDWHILE

15. RETURN F(EntryNode)

Xof T ik R 1) 1) A 55 1B SR AT WP e s A SCR
BT SCRBURR R 23 A 7 1 s He R R ) 45 i BT (TCFG)
22 A 3 A P 4 O T O R T . X T — A
v=u. () (WAL AE W S B ) WP, 1 ek
A on WSR2 5 0 FH 0 BRER S o) I i 24 A5 (T
BN R EL £ o) 7E 15 8L ExitNode RE 1 43 B 45
BRI BRI TN I8 A SRR WP
AF R S TEANTT 5 Enter Node b 1 5% 55 i} &,
FAF ore s B A2 NG B 25 A B W 25 1R 1 — > ik

PAG] R 7 2K 45 19 5 ExitNode Kb 1 )5 B4 1F
P pow » B Ji AN T30 3 Ao R PN A AL AT 00 A% 0 0 A i
2 1) I 1D ) BT B AR A e

FEAF B 3o 72 18] £ 55 BB 26 PR A9 A L T 7%
e A A R S Y a9 P OGO R MK A e R 1)
(19 5% 28 A JICRT L ) 25 7 A A5 22 T TR R R 4%
SRV P B8 I ) A0 AR SO e () e 58 D AR A
A R TS 1] 45 5 20 A 1 45 R OK 51 R Y
AL Pl AR A S s DT 2 R0 15 155 6 ) 2% 8 A5 A SR TR

YAk T I A

Bk 2. bR ) R 5 AT B A (WP B2
J 9 P B AR AR

A : CFG @

ki : call graph under WPy,
callGraphWithWP (CFG.,¢,...)
1. var CG< WP, (CFG, @) 5

2. var CG' < {cg€ CG|cg can be solved} ;
3. IFCG' =g

4 FOREACH mé& CG DO

5 select one method from m;

6 select s€& subroutines in method N\

(m N\ method=s can be solved) ;

7. IF s does not exist

8. CONTINUE;

9. ENDIF

10. CFG' «<-CFG+s;

11. RETURN callGraphWithWP(CFG', @, ) 5
12.  ENDFOR

13. ELSE

14. RETURN CG';

Bk 2 WP 4~ 11 Ay ) o R N A o O
F4 bR S JH O 8 R T R A P P B R T S &R L R
125 I 32 A 5 R S A S R AR IR T AL i X
R T7 19 38 T P B 1 45 e 30 1P J9 FG 5 149 i K80
B WORT DATEBL AL RE b 2R BT B X A % 42 56 E
ER.

1 RR— AR i B (B 1)) L e 55 i B
5 S5 R P R AR, B AR 10 177778
— AR W T R R B B s U A R
. SCHRL7 46 o R e — 20 B 9 S AT e A A
FIAT 2 e T J A A A T AT A AR AR e AR S
36 W B E R FG 100 A4F -5 20 5 ik i o S5 I AR
1R 5 15 29 FLARSRAT AR R M A BRAST 5 0
I AR A B AR I T )R T RE 2 B R AT AR R
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0 s=0;

1 if ()

2 .\‘++;

3 else

4 s+=2
5 if(*)

6 st

7 else

8§ st+t=12

9 if(s>8)

10 assert(FALSE);
11 -

(a)

L di 55 L AR R O 45 20 M A

Xf A AT . 7 5 58 HE AR R T R S A
P T EE AR SRR I

WP(zx :=e,Q =Q[e¢/x];

WP@f(c)s, else 5, ,Q)=

(c=> WP, Q) A (== WP(s;,Q)) 5

Bl 1(b) ~ () R IZFET i B i % B 19 4555 41
Bl B R b o) RN IZAL B9 B0 2 AT RE N true
W nl Gy false, 7573 A i A2 Hh 3 2 A [ 0 sl 2 20 o]
o T3 2 R0 oA 7 A= (A% 2% A X6 L 1) BB 2K A
PF5 3 AT R v SRR 2 2 A8 B — > 20 SCL R
2R HEAT TS LU BRI 26 5T A% B 308 AN AT fift A B
A B 1(h) RoR 5 1 £F 5 0 i 56 1 BB,
HRTE R AT RUAL AT B 55 T AR A T s =265
Ty 5063 T 50 U735 Tos 51973 Ty: 5, <8, Bl AN 7
s <7 A L@t WP(Gs,=s,+1,s, <8)it+EBEHEH,IF
HICAL R T SSA ik RBIER. B 1o FRR G
FAFS M 2 BrBG S 9 T TSRS
s5o=0As1=s0F+1As, =35 +2—>s5, <8, B 7E &b AT
LA L3 simplify 5 merge #8453k Xt B 42 23 Hr 9
BERPEAT 2R o fE 2 Sk 2R WL B IR AR 26
A FEE 1D HHTF (5o =0 A sy =s,+2) =>5, <7,
WO A2 3 T vk Z 5 A5 2 R R R 5 S
MR E 2R OC R A AL D T 43 B 2 1] i R

3 kiEBERRERTTIE

BWREF Prog 7E Xt IV A 3 8 1) 2 il 37t &1 o 1)
PAT AR WA Paths . i T HE Prog B AT A M,
it BEAEAR T R A3 AT 0 R AR W e, i i
@ 5 b Y % 4% 4% 1 (Path Condition, PC) [ 328

WAL X R KX Prog #ATIRIIE, PC J2F2 ¥ REAT
) b Ak 1 ER 29 45 A BT AL R — B 32 N 5L
ENX 6. YpiEIEE (Edit Distance). B2 MW
AHCS, T Z[8] iy — > e i kB 4 48 A B 45
VR 5 B o — 1> H Y B D R ISR
8 52 B 0y FH 2ok 2 b s SR 2l 2 KLY O 1k ok
TR gn iR iR R s AR A X
(1) i==0&8j==0, edit(i,j)=0;
(2)i==0&28;>0,edit(i,j)=j;
(3)i>088j==0, edit(i,j)=1i;
(4)i>08.8.;>>0, edit(i,j) =min(edit (i — 1,
D+l editG,j—D+1,editGi—1,j—1)+
fG,))5
Hrpedit(i, )RR SHFHRLO ] T 0¥ &
Lo~ My S BE B, f ()RR S E @ DNF4F
S LiJ#e4®) T rp s j A5 T s 2R
Moo SLil==TLj 1. fG. =0 fG.j)=1.
AR SCf8 ) G 4 BE S TS A% AT B AR 1 AH 0L
JE Tk FIRAE S A 8 — A5 2 AT B AR LA
IR ES L. G AR S L0054 I A
EABIT k, BIR LT Paths:
L=/{e|le€ Paths N N, e)<Fk},
Horp S AR 73 Hr (0 B A2 5 2110 2R L) B
Bz BRI, RWP i E XUNF .
EWP . {(s, pc. path k) EProg X PCX Paths X k— PC}.
b 15 B Y R 8 A 5 T AR T S R
(B 12 S 46 A ik SMIT SR ol 45 31 % 42 £
ST O 1) i A T T AU X TR R R L A
IRE ) HPRAT B8 A2 7 2ok 7 ] 4 ) L v R Dy —
AN AT AR A B 2 02—l O P A A I
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VT 2 SHL X O P8 T B 98 319 5 9 4 A B CFG . [
B 2R — A5 5 5 N L JXRE A 4% IR T %
TRHRAT — R E RAT 5 H L R B A B0 2 B %) T 00
PRATRAT n UG 58 A% AT B A8 L e A2 4 11 T LA
F*H CFG". B4 CFG"J& CFG™ i — 1. 5k 3
JE TR S 98 E PR AR 00 g B B AN A & AT A
E SEibE A R

3

,,,,,,,,,,,,,,,,,,,

X R ICFG™

WA IICFG
B 2 PRGSO A A A5 O B e HE ICFGT B
ik 3. R .
A k,ICFG,I
ity . Paths with k distance to [
1. G=reverseArcs(ICFG) ;

2. I < reverse();

3. Paths< J;

4. qappend(I[0],{ ));

5. WHILE ¢#& DO

6. (v, p) <q.dequeue() ;

7. IF (o=0"[|I"| =1 A (A(p,I")<<k) THEN
8. Paths<—Paths\U {p};

9. ENDIF

10.  index<-min(|p|—1,]1]);

11. IEA(p.1'[0.index]) <2k THEN
12. p.append(v);

13. select n from V;

14. q.append({nsp));

15.  ENDIF

16. ENDWHILE

17. RETURN Paths

Horp B AR TS P A B A% R 22 [0 1) 4 B
BT — AT AR AR L R LA A
Bl JRBER I TR O <j<|l]—1D,
(10— 13RO R g — A . i Bk i X &
$ICFG JT 2275 1 3 il 9 TR RV R 23 B I 4AUAT B A2 1)
16 ) EAT BG4 R B AT R AR S L 1 G R R
ANHEBAT 28 WA W 4 JR 48 2R 00 A% L FE AR 16 1) 35 2

JEAT SRR A R IS BE TN L DU B %
AT BEAR. WO F BE B PRAT AR £ 11 2 6 B B9 AN R 2 e
(AR SE A i AT AE X I B CFGY . (15 1 3 0 2 %
T T RBZE AN AT A BT B A2 ) G0 R T 1 48 A
UBURB I T 8 1) — A B R A FE Bl S 1 4F 5
Br it A2 ep 55 PAT LT SR FH 09 SR A 2 23 X 24 i
1 7 1) 4 A AT SRR LA s Lm0 R k. 0 )
a<"3 N\ a=5 AL I HE A AR AL BON R Y 2% 8
FEAL 3B F — A7 SR S M B X 55 S BT AR AR
A BT RS R AR A LI R WP J& 4% B4R 5 59 1 B 4%
1 1 BT HL -

kWP(Prog,PC,Paths,k):[\E/IWP(Z,QD).

M k=0 BF, kWP X} 415 7 53 A7 09 % A2 17 53
Brs BiE R R R B0 3 W S 28 R B 2 1 AF &
AP BEAR. TE k> o LT . kWP 135 5 ik
56 G e AT B AT B I T R AR

limkWP(Prog . PC. Paths.k) =WP(Prog.PC)

2k {E KA AR A L S S A R TR Y
TRBE G X RE T B AE 4 AT RS BE RN 20 BT A RS 22 [
HEA AT 5 LAFRAS B 06 189 43 M7 485 5% AR SO O s B A
B 119 S5 55 11T A% R 43 A 12k e SN A AR b AR A5 I B
FEIF.

4 kWP BERME

N T B AR SO IR I A RO L DA AR T 2
(4 F 5 2 R 30 IR 7 k. X FREY Prog, Hodi ABCH
T3¢ B 38R O, AR Fe o] LR R 0 i A5 4 51
B EA BRI T>O. 8 A iGe D, Hxt
PATEERIE R R IEM T S8 @, — 25 AT 2
IR AR R N Prog (i) =o.

EN T KB AR = {i|i €1, Prog(i)
e BT R WP Al B8 2 A2 A 1T 5k 1)
P R T % R IR 6 R g BT K B A g 31 0k
5 R AL 1 I AR T L A AAEL. AR ST T T AR
HRGEMHE T kMO B R RS TP Ben] OA
W R e B EUE . LR AL TR B R S A

EX 8. kWP kAR H AR I, = {i]i€
NI, Prog (i) =g} . 78 3CA] 3 6 42 i A U A6 © 0
AT A AR Y A b T WP AR e,
g5 RN RR Y 0 AT Ik B AR B A T ) — FhE T,
BR LS CI  HABNTA Lye=1". & 3 F£xR
X U A 22 18] B 40 & 06 &R T 1A B IX 08K
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BN kWP PR AR AR A PO SE TG B AR B
B AN BEXT M B AT B8 IE 1) B AR AR A L A8 B 2R R
AT AT BR AR AR & P A ZORIZ OB AR S A I BR

B3 JLA A ] 9 56 2

TEE XA W e RS FE R WP 58 A2 Hp ot R i
A TR AR R R AR P, » UG AR 5 L.

EX 9. kWP FLp Bk o) . BT 53 BT i
J¥ Prog, B — 2 AT WA T AR e A2 £ X0 7 1) s Ay
LRI AN . 2 RWP RS | B g
PR B A & R BE AR R A S X Y R A% 1R
WP H o i ] ik B A2 L A WP Sy 5] 5 25 1R X
Je HEATAE 5 AT B A T AR B0 )5 8 Sk Fid ol PLE
PSR S P> R A B AR Y T I R

X Tk (AN Ta] B B A2 L B AR R B O T 1L
BT LR AR T AT VR A R B AT LAXT kRO A
A an T X

EX 10, kAL BUE L X T AR Y &
{0 A B AT AT B AR 5 B A PY P DL RO
P AS T AT 6 A T K 7 P B A T LSRR R L
ke AL . 2 HAL Y PY B % P H TR
Iy F 4 B0 by Dk (P> Pl N TT T,

R 45 AR SO TR AR Y AT AT BT R
Jiith:s
exesg (Prog .kWP(Prog, PC,exe(Prog(i)) k) APC).

(1) EH ) exe(Prog (1)) pRELFER /8 AR ¢
N AKIIATREF Prog , JRAT48 € I BEAL £

(2) kRWP(Prog, PC,exe(Prog (1)), k) 1Eil &
T AR R AR SO 7 AR LS LR G R R R N
k B BRAREE B JF THIA AR 5 A B AR Rwe s

(3) FeJa fli H Rwe 1 R 51 25 A 04T 15 5 04T
M HRAE RIS FE T 19 J5 B 4 0F Pl 38 42 v i
SEPERUE S5 A 0: P A\ PC SR 3 ik A= J 1Y) % 42 19 7T 3k
P B R HT 32 85 28 5 00 07 0k H W P— PC J2 1 i
ST QRS S e 7 A Y B AR R T AR Y 5 AR AN
JSCAT o WU AT AR il — 2H % 7 B B AR 45 A, 2 B 2 i Y
PEARANTT IR L IF A AR R 1 AR T i A BSCER

EEE L. R AR AR R AT AT

LR IR SRR B S e g Bl TE n,
AR5 SR R WT A @ A 8 AR SCOT B AR LY AR
Al R IR A5 A 0 2 N T R L U AE R Y Y A AR
[ 42 i B R L AT B AR AE n BRI AR
AT

. RSO G B AR PR I B IE AR 0 2
1 n R A AR 250 pe 5 — o BYG BURAE : pe A
-, A B UE S O AN AT AL 1 R — (pe A
=@ BT Bl = 8 == Cpe A =) K 35 iy 18032 4 mT 45
= (pc N=@)S pe—>@ 1 pe—>¢ WL BIEFE ¥ Y
i R [ 9 o P R R4S L AT AR A e, Kb R (AR
@ WAL, HFE5E.

5 XBS5HMH

AR ke 34 B 55 H B SR A A S AT I
PRSP FR T 1 B AR P AT [a) L, GE 3 e 4R R WP 5
TG RAT 5 TRAT 18 K i R e vl 47 B8 AR 5 T Y B0 S
ORI UEA SO I A b, A SC L WALAD 4
NELESEE LS 3R T. J. Watson Libraries
A Ry A8 b P2 oA R ok 2 (8] 4 A 0 L O A AR )Y
A E S A B R kPR R A R g
M AR 4E A IR CVC3 TR 3 AR CHE % 1
U R G NN el e R iBri e AN S 2 B [ $E s D
KA B AR R W B S R M S AT LA Java
PathFinder " DIZ il i) 82 & 1F il & 040 5| S 17
IBAT S IR BEAR I AT AT PR HEAT B, AESE R AR R
S B U 1 B A 2 v X 3 A S FE B L N AR
U BRSP4 S o Y A A O R [ 4
Ji 7.

) (_ﬁu:e ﬁ;fr}:{$’;§£tl(_ﬁk;l;ﬁ;1;}_ T

\‘ﬂﬁﬁ%ﬁj% [ Wi J (ﬁﬁﬁ%’%ﬁt}

¥ v
A—JHF¢%%H¢@%WT}:[ CVCs3 ]

(i
A

Bl 4 AR E R TR

AL 06 3 S S Intel Core 15 2.5 GHz 1) CPU,
WEK/INR 4GB, #:1E & 4 % A Ubuntu 12. 04,
WAZ A N 3. 2. 0-24,Java 1B T A Jy JRE 6.

@ http://wala. sf. net
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AR SR F A 03k 3 o AR F 4 5 ok B DaCapot' il
WL IR JAVA B, i3k 2 firzs. Hrp hede #1
weblech 43 1] & 9 26 1€ Ha F1 ) 3 F 3% T. H , lusearch
EXAREG] T A, sunflow J& M - iE Y T. B, avrora
S AR T #5475 L3 B T hsqldb 2 — 308 R8s
JE G s antlr & — 3 SCHF4AG 4 A0 SCAS F 98 i) SO
(138 # 2E  TC HLL batik J& — AN FETF Java (32 45
A A5 T % e R0 ) B A 3 S AR T 1Y SR A e
B B B 2 1 43 SR ) G BRI ) A] B8R O
68 by 15 5 30 T 1) T 5 O 6 T A SO s A R

F2 LWHE
HIRES Ris BE Wiy HET AR pwiEsg
idsg T8 RE A e femin A E] /s
hedc 1581 109 35 24 13 31.594
weblech 2793 167 72 31 11 85.190
lusearch 2934 121 41 42 19 67.891
sunflow 5210 371 85 39 24 138. 561
avrora 4761 423 69 37 15 112.197
hsqldb 3593 287 47 21 21 81.693
antlr 8312 620 102 37 19 310. 493
batik 3841 273 35 25 12 157. 394

AL R kWP 5 ik B TR N 5 55 A AR
PR — Bl AL 85 o A (B R, G 23 A G 32 o iy
ARE L FRY P T A1 2 R o A 30 TE R P B AR Y WT AT
PEJT I YT 5 58 1 AR — A A o Ay
2 HH 2K AWP S5 R BT A S AT T AL L
SIS H AR AT AT Pk B AR AR SCHY 32 2 STk AE T
8 WP J5 3k B 0 v A0 b 38 XY T Ok R AR Ok
S HR LT BE 22 1 R A AR L TS TR B 4 A AF 5 30
A1 T HEIRFEZ 20 B AR 7 AR A5 8] 72 S 500 /2
BB SR SO BT T AT TR R R T AT
FEARTT I AIRCR , £ E AR A ST ks B
B[] A B R 7 & %) BEUAE XS W] A7 8 A8 00 1) 52 )

D3RG ME AR e AR OG5 B 2% 2 Fva , He el
5 2= 1% (Cyclomatic Complexity, CC) R FEF
FIE T B B — R AU A % B A AR
HAB R W2 AT AT B AR 19 25 8 B Sl T 3 UE AR Y 1Y
FAWT T I B B AR AR T A A K, e B
FE Y W] BE A7 7E 1Y B 1% 2505 Bk 22, DT JH 236 3k 19 X
JEWARXT B R, B A BRI sy CC(G) =
e—n+2, Horh e R EE A B 3L i B, n ROR
R G, W R s B P AR SR 1Y AR T B 5k
PR A7 "B 7 T A 80 2 1 o D 36 I 9 R . X T AN [
AW A — R Y R AE R R X 2 R B AR W] AT
PERYHE b ™ =7 G5 51| 378 76 ¢ B Ui 1) B &
LA b B ERRIBUE 5 f/NBUE  F 2328 17 1 8] 52

FE ERRIT R 0 B [ P 60 7 35 4 & AT 30 F 1Y
B AT B[] S A 3K FE AT DA S& fR B X6 e AR S
T 1 B ] R4

FEE S AT ST N L (Speedup Ratio)
ML S . B RREAT kW T X T Y H 55
BT — 25 RABUBRAR - AR SCOT A8 Kk i 55 O 40 i 2k
R AR S BT A IE IR CT e ) 5 B2 R AT 5 BR
AT 75 (T BT A FH A4 B 10 79 FE AL C T/ Tse ). H
R T U b A B AR ST R RO 6 T R A
TV R 1 A [) 8 5 FE ] — Ak H 29T R
FHIBCT- 448 1) 75 2 11 5892 40 9 ek L i) . D&
] R0 L Ry (O, 1)L FE B L 3 3 b
T 1 AE O, 2 WA ST J5 5 T 78 B AR 1 R 0ot 72
FOILAT 5 20 508K A4 A 6 1Y) B 55 R AR R 7E R R
2R BRI A 3 R v 1 R Y B ) A PR A 5 BRUA T B )
T 0 E A (B R /D, 2 B RO RS e . A
K5 AT LA Ik b m (BB e % BC(EL A 384 O i
K B % 3 2R 2 A A B ) R A s AS RT3 .
FLAE R (BN o 2 B b T 0 R AR, Y &
F1A) (L 326 49 155 o s HC 38 B ) B ) 1 1, RIP B AR S
J7 5 RN B B ) T Al AT S AT
BT AE R O TREE & (30 . & 55w
B RS AR b B A Y AR R B L AR
PEASCE 3717 kWP 5 1% 5t I 55 Hil & 2% A Z 18] 1 56
F o H AT TORG B AL 1) T Bl 0 A S BT T
GEIR. Y kA B /N B B A 0 EE b T A bR ) PR
G W 5 2R R AR 1 G 6 P S O ) B AR S B
H AT 5 BAT A R L A B Sk i LG A D
AR ) B 0. 36 I T B 2R S50 % A 0 00 T I AR L 2R
R0 R SR B 1R Y &5 e R R B A R R R
T2y PR %) 5 o A 5 A 1 O A R EE DA R RO T Y
X E i, WAL S8 T LA R JF lusearch (110
PR HCAE SR /N R 0. 73 R B AR SC I 7 ik A F A& 52

1.00
0.95F
0.90
=
% 0.85
=
0.80
——hedc —— weblech ——lusearch
0.75 ——sunflow ——avrora ——hsqldb
——antlr — batik
0.70 3 5 7 9 1‘1 1‘3 1‘5 1‘7 1‘9
k
Bl 5 Jm tBE R T kR AR B
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S AT T 2 A 0.73 1t 1 #2 %
weblech [ HAE 2 0. 91, H 5t 2 A8 )5 oA 4%
22 (1) 42 Jmy 78 RN PR B AR 5 AR Dy B AR 43 S0 A T AR
1 % AR P T 4 T O 45 /) B S e 4 R BT IR O AT
EWP 3 A1 ad .l F SSA X AR 5 1 5 Ay 44 DA K&
B SCHUR R s A i R R BT A TR 2 HR AN
BTG, T X WP [ B[] Fl 23 (8] 52 4% B2 4 ok 1
—E W AHSE NI S Rl LA . d T AWP O
FES AT CHRARE T 5150 kv B G /Y B A2 51
UL HCRE % X 4 ) O 5 AR DL B BOHR T e B R AT 24
W A I L RE S /D T 1 (T / Tee<<1), BP 3R
WIAS ST J7 A X AL G WA 5 AT o0 B T i A
AT R

&l 6 KT8 B A2 AT AT PR 30 Ok ok B L FE AT S 4R
17K Java PathFinder S8 4717 M A #WP 43 #7 ¥ 1]
AT B4 A 43 U XT BE L. AR IR T o i 2R 38 A ROk H
i ] Java PathFinder i ] 17 42 & By A= B % 12 46
G E ST s KBRSy Fom A kWP S A J5 W] AT
FEAE AT A 23 AR X T A 22 R 1S i R AR
UG R N A kWP G3 BT I AN AT AT Y B 4 B E
JTUAR MBS 5 W He . AL 6 W] DU 56 455
PATHI BRI R T IR E A RWP )5, B 3 K iR
Hi P R AR AT A 36 UE 50O () B R R R T 4 R
AN D AR SE R4y B i B . Java PathFinder
FETENEIA A T S8 B2 2 e LK iR, S 80 5
EBEE I 8] 5 {8 P 1 S0 B0 706 B 1 BE 4, 0t T 78 7
A6 PR A8 i A SO R I 219 5 VR R A 3R A
JEIT I 12 HE I k1) T A ] A8 A8 28 R ST 1 IR
B 38 A TN R i A0 B 2% o A LR I ) S 48]
PP K 51 A BT A7 1Y B A 52 e T AT B A2 T 0 L
1) R 2R 5 5 i e ) R 2R 2L O ) Z AR HE T
LS R TE R R HIERT N A SO 554

100 prr——
¥ unsolved
9013 SE with kWP

NS & NS
SN & »,&b & &
N
MRAIEHEFE 5

& 6 A EWP Hi )G Al 47 %42 %

A5 PRAT J5 VR A8 I 8] JF 4 7 T Bl 3 T AT AT % AR
53 e I Y R BE 8 K A 1Y ) AT B AR Y B,
Kl 6 BT 7R o A SO A8 4 55 % R i AH G 1) A2 4
G 7 AR TR GE AT 5 $h AT Or A R B P RE 4 T,
FEIF lusearch (H&TH M B B o R L 20 0 41, 200 42
THIEEE S/ D (1 R RRIY avrora, HARTHIREE 2k 17. 1%,
I 335 o A A 1 T B 4R T B Ry 27, 6 06, R
SCHYJT 2 kWP TE S 48 2y Al A7 AR 7 TH A R
K BE S T

7 FIRE T kB IUE S0 R AR 1 T AT B
RZIBIB R R PG ko BOE B, BT B A2 L W] 47
PEAR ) BB AR AN T3 I FE A SOy s rp R B HUE
XF 3 BT B A BE 55 A Y R AT B AR A R L AR I
i) B PR & A IBCME AT AT 85 72 5 19 43 B BRAE L 2
G AT AR B AR S B B ep L FRATT 32 R A AN AT
AT BEAR SR AR BE M TR B8 1Y $RAT I TR] 1R Y
RAIHT R HUHE. 53 AN SO e AT I FE b AT R
FETEBI B AN AT i B AR Z AR M B A S 85
I 2K o R 1) S PR A A A8 L BE R R B — AN
AT 200 27 k0 BO(E 2k 223G K AT R 5 B0 A I
(i) 3 T A o 8 5 A 5 P T L AR SR i 4 T 4 2 K
M A SEIRAES . N 7 Hml DLE x5 T4 1 I
FRUMERE )Y AT AT B AR B AR I R B RS U X
() PN TG A8 A T PR 2 A 20 45 7 1 A T I ERCFE AN W
I N R (NS U L A N 3 )
15 L.

50

——hedc
451 -a-weblech
——Jusearch
407 > sunflow
—¥—avrora

] 35| ~o-hsgldb

30 ——antlr P o o o
=

& 25¢

=

o8

& 207

o

12345678 910111213141516171819 20
k

B 7 BT R BT FT AT A2 B Y 52 R

6 FEXITIEXTEL

nfEI ARG B LS A =B H I,
TCG(Trusted Computing Group) X} 8] {5 #) & X 2 :
A — SR AT AF IR 40% SR AE LI E B An
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AR, AT M RORAE A WA, SR C13JIA A
A~ AT EE 4 28 4 WORR B B0 0 AT A kR AT 50
UE. A R 50 E 1 AR v (8 A2 EE R Y
K56 149 7 v W ESC/JAV AN SR i BHIE B 9 07 vk 36
TIE bR S0 75 16 A 45 8 1 T B AR UF RS B A A L X
T3 T BN T E R R rp g v Bk 51 5 L a Hr i
Tt ARG 36 (4 07 1 T LK) R R U P A OF W M R AT
TEBH . SLAM ™SR 3% 5 4 6 1 7 125560 72 ) A5 380 UE
Ao TR R AT S B0 AR U LA H bR i) S B O St AT
R4k s BLAST SR FH A6 il 42 3 F ) 31 1 41l 42
SR ) 5 % R T M 0 AT B IE  {HL i S TR R
H I BIRAS 2 [R) MR A R T 5 P ok 1 43 A R
JIE A {1 25 D) F. 3 3k 6 A 3K 2 B KA e o T SC
Fk [ 17 DA e U s %) B 4 — R L T AT B2
RO AL T R T 3 B AE TG RAR A 4 B R %
A3 HF AT PUATFR R . Metalt ™) J&— A% a3 B30 ot 4
BT bR SRS R AG T T {H & R 9 40 M
TR AR AN BB SO 4 BT RS B2 A B PREF i
W CFG BRI A K ) b (0 7 2% 00 i 3 4ol i 5t
P4 2 (procedure summary) , {H /2 & A BEA i pR 4L
F1h A A3 SR R < 1) =k B0 R P 14728
FH 2R A SO 7 ¥ B S — i B 55 SR 0K 3 iy i
T WO Ay B O s LA BT A R A BB 1Y BT R
PSE™ & — 3 i F 2 A2 18] J5 1) 45 5 43 A1 % A2 O 19
BB AT IR T B H R B T iX T H ARG
V2 A 1R A 2% AP o 50 o R T ) M R AT Ak 2
B LT L H IR AT B AR N A4 3 8Ly A ik
ESC/Java )& — P 5 F 5 55 1 B 24 44 19 43 Hr 7 i
R SR G FUE o B 9 09 43 i RO P i
TR ROk Ak HEL R )3 o 1 I 56 &R DSD-Crasher™! i
1 ESC/Java A= B3 A 614 S 22 7 I 4] . {H
e 1% T LS8 3 2555 40 M i A B 1) J5 55 A AR Y
— AT RE S L e AR B B T B0 A B
55 B A TG SR A SCHR (7 e R 35 55 A B A
(7775 5 | 455 A T 45 R X R T R B A 716 52 N
B UE o {H 2 3 A % AR B A B 5 0B AR R AT AR R S
A SCHRL22]5R F 2 F I A2 1) o 55 Wi B 2R 1R ok
7 I 2 1 R EIHR 10 5 1508 ) o LA A o R 28 LA 3
Jri R k=0 BN B A 2 R AR SCRY ik AT LI
ke WY EUE R R A M B B A R

7 HRREBERIE

AR AT R AR Z e P R A

AR TR AR R A S BR 2 A JE] A
S5 TR T A R 22 TG T Y A HLOR R Y B AR B =
Bt ASCHESCHR[ 23 T AR SE A F L 32 —Fh ik
E B f 55 B AR IF S AT S AT ARG 5 1 2 AR TR T
B UETT 5 » B SRR e B4 ] O VT R AT R L (AT
PR 70 T AN AT A v ) 08 B0 AL L AT A —
ST R AR AR AT — 19 A2 A 8 3R T LA
LAl Lo P e 5 AR AR B0 0 kAR T R A B AT
7 AT AR B B UE R AT O Y R AR AR AL AR SO A
A A AT AT AT AR AT 08 14 B A R 5 R A AR Y O
ALLFR) A 20 A\ 38K BT 3B 5 X6 T A 3% A2 1 i 55 T L
SRAEREAT VAR O v O o R A B AR AT
ML T — Bl B SCIR A5 R R IR SO T I B AL 4
AT 5 AT 773k BE 6 16 A5 IS 1] P9 B 68 S A2 1) T i
AV TR) R A BSOS T g 20 114 e A 2R o TR I A
IIHTRCR LA BRI

AR SCHY T3 ¥ A7 AE i B R 5, AR
TE X R85 45 0 48 R 25 1 A 1 18 LR AN REE R
R Mo AT 20 Hr  BEA I A REAL B K R ) A2 LA
(19 A o] SR FH 3 a4 8 0k e 1) 5 3k 2 AT 0F 95
T3 AN — AW FET5 10 2 X A S 7 TR AT R L
Sz TR 4 2 BE e 1k 5 IE D e R M 18] G K Ok
Z8 382 X DR S 1 14 o A ok o Al D) fiE Je8 1 4T (]
He 5 E

BB ARMERRLATEIFRLANAFEARY
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more research groups around the world have turned to the
The path feasibility

problem is the key problem in the domain of program verifi-

automatic verification and analysis.

cation, and weakest precondition is a backward symbolic
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analysis, which can model the program execution semantics,
but always confronts the phenomenon of state space explo-
sion in the course of CFG construction, meanwhile, weakest
precondition relies on the loop invariant during the process of
computation.

Previous works in this domain mainly lack the combina-
tion of checking points and path conditions, and just merely
use the constraint solver to analysis this problem, which is
prone to generate redundant or infeasible paths, and can not
verify the properties. There are a lot of methods and tools
can analysis the verification problem, such as ESC-JAVA,
SLAM, BLAST and so on, but these methods are either
context insensitive or suffer from the state explosion, and
thus remains many issues for others to explore.

The authors propose a new method to generate feasible
paths to verify the properties of the target programs. During
this method, the form of CFG is improved, so that it does
not solve the path conditions during the computation, rather
add the information generated by the backward symbolic
analysis, which can generate proper paths and then simplify

and merge them, and reduce false positives and false negatives.

Thus. the main contributions of this paper are expanding the
form of the CFG, which can express the loop and condition
statements and explore more efficient paths. Another contri-
bution is proposing the %4 proximity weakest precondition
which can help to generate paths based on the given execution
path, and according to adjust the % invariant, more feasible
paths can be obtained, and assist in verifying the properties.
Experimental results demonstrate that this method can get
more feasible paths in contrast to the traditional symbolic
execution, and reduce the false positives and false negatives.
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