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Abstract  Federated learning is a distributed machine learning solution in which multiple clients
train models under the coordination of a central server. Fairness is endowed with richer connota-
tion under the federal learning framework. The fairness of federal learning has roughly two
meanings: cooperative fairness and model fairness. Federated learning with one or more aspects
of fairness is called fair federated learning or fairness-aware federated learning. Firstly, this paper
systematically reviews and comprehensively analyzes the research work in recent years, and the
concept, definition and metrics of fairness in federated learning are explained. Federated learning
requires many different clients to cooperatively undertake model training. Fairness is not only re-
lated with sensitive attributes or protected groups, but also affected by different clients and their
interactions. On the view of the clients, the global model for each client may have different accu-

racy, the model fairness should guarantee that the clients with similar local data have the compar-
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ative prediction results (i. e. the individual fairness), or different client groups should have con-
siderable model prediction accuracy (i. e. the group fairness); Secondly, the fair federal learning
design methods are thoroughly surveyed. Fairness enhancement methodology in machine learn-
ing, or fair machine learning design, includes pre-processing, in-processing, and post-process-
ing. Fairness enhancement for federated learning, or fair federated learning design, can also be
categorized as these three approaches. Most of the existing fair federated learning designs focus
on in-processing approaches. From the life cycle stages of fair federation learning, they can be
roughly divided into client selection, model optimization, contribution evaluation, incentive
mechanism and so on; Meanwhile, in light of trustworthy artificial intelligence, the integrated
design of fairness, privacy and robustness of federated learning is discussed, and the fair federa-
ted learning framework based on block chain is illustrated in detail. Fairness and privacy are com-
plementary ethical concepts. Many application scenarios require both privacy protection and fair-
ness. Data sensitivity is the key factor of both fairness and privacy, and federated learning may be
used in privacy-protected data scenarios, where the privacy of sensitive data and fairness of sensi-
tive attribute groups need to be guaranteed. The fairness of federated learning has become a new
target of adversary attack. Malicious adversary can influence the consistency of model perform-
ance distribution by data poisoning. The backdoor attack and cooperative fairness attack of fair
federated learning are also emerging. The robustness of fair federation learning requires defense
mechanisms to deal with these fairness attacks, and fairness in anomaly detection should also be
considered. Fair blockchain federated learning is the combination of blockchain and fair federated
learning, whose main combination methods include blockchain smart contract or consensus mech-
anism for fair client selection and fair incentive mechanism design, and blockchain’s distributed
ledger to store information related to fairness design and decision making; Finally, the main
problems, challenges and research topics in the field of fair federated learning are proposed from
the definition and measurement of fairness in federated learning, methods of fair federated learn-
ing, robust and fair federated learning, and ethically aligned federated learning for the healthy
and sustainable development of artificial intelligence ecology.
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Y21 L % 7 i Y HCH0 o L AR RS I kR
S5 RH 5 1 BT BRI 32 A5 2 AH FR 08 2 Jil 1] 41, 3% 28 T T
2 51 U P

BB S (Selection Fairness) ; 10 823 - ¥
S A I B AR PR SRR 2 P e 1) 2 5 HL 2 R I AR
HC HRABE TR e (14 5 10 i Qi LT

W 2 2 v 8 v e R 1) T O O
Cln AR AE IR ) 3 AT RS Bt S 5 BlUE AR SR A
BRI % P oAl a 2 SB35 R I K& -
Ui 5CHIE AR 1 ke 2R ) A5 1 g DL R S 5 P PR 1Y
TR Z — B E R0, % 7 o i 2 5 U1 40
PR T 5 F BRAE (R A .

TTHR A M (Contribution Fairness) : 51 ik 2y -
P — R o A SRR R P I I RS
X R S 2 2] A5 T (4 BT K K 1F L, T 5 3 S A o)
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PR TR NG 3 JC 5. % P g ) o R R LA AR 2 P g Y
s UL B BT i L 2 5 I G Y AR A R AT A A
7P i Ao B A ] 4 m] A8 BT T L PR BE AR FR AR 2 A5

35 IR 4 A AN SF M (Regret Distribution Fair-
ness) : BRI A A PP 48 & P I 55 1 IR 3¢
ASF I 7 A 1 A — SR L s R B T A e
A0 I WCE Y 5 At 07 320 3 9 [l i 22 TR) Y 22 A )
S Sl R N R

TN 4 (Expectation Fairness) : 71 3] 23 3 4
B A die B b 9 /0 25 7 O 8 2 il & i R v AN [
1 e 7 /N S i . 8 o F/AN G G S B /A 2
PEIE T IR 2 S A5 AL Y A R Wi 4 1 0D L 0T HLBE
W g 197 AR S SRR A 2] (% P K B A B R

NS R N (BN B Py P (R e U /AN o 3
RIS R A AT P B AR 4 A5 5 07 il
FHAE RS 9 14 B — B0k, B E A PR B B9 7E T 51
EZ % 0 2 IR > RS 1 R A3 A BE
A BT B ek A R R R P REL (H
PSRN/ RS S/AR o 9 B A U R Y- A N T (/N
P E TS R AR A (B R 3R
2 X LA TR) I DN 224> WL 0 20 P P R AT B8 . DLt BB
27 >0 BB TR 2% e R 0 S T P o
PRI 25 5 2 7 1R 0 58 SCFN BE & 02 (H 15 38 1 19 1)
N R BRSPS T R U 1) AR
R M X R M S S M Y BE L S BUE R AT
IR 2 B BIHR R T AT BR AR 5 2B 5 L I HE
BT M2 - AR AR 0 Pk 1 25 45 BE L A B
Z HURJE RO B 00T B A R m
PEAN L3 PP 2 0 P BRI 2~ T 52 T % 110 Pk A B
TG R 27 >0 1o AR T o R i 22 1) SRR 1 AN T
(4 1 P 2 AN BB A P R R i S7 T SOURR s 1 L
PRSP RE R BE Y I56 0 27 20 O 125, o AR OR BRI 27
L fifp TR B 7] A

3 AFEE R

e GERL A =4 > 123 - PR3 5 ol 2 P Pl A o2
2B A A BAL B A E] Ak B S A B A = 2R Ty
R Y 3 RN PN R b N A
BRI ) it ] LR BOX = FJ5 30, 241 A -F
IR 27 ) Bt AR 4R b T v 1) b BT 3. 2SR Bk
I~ 19 A= i S 30 AR R BT a3 Al O < % S vk
PR BT AR AR TR TR L R L
S

£3 ATHELWEGEOAT XD

AFEE X AP A

IETTRS T P A P
TR G 4

B PR TE CBRLPHE)
T P V-

eSS i3
/N ORI R4

YN PN /A S U3 Ja Pk G
A GERERAR  2F- 1k a9 Tk
P RE S A 2 1k EORE AR NG EIIAR R )
R % P A VR COME 1)
BT B S G S CRE RN S
DI e/AS B PGS COME 2P 1)
T o A A SV %P R AR COME 1)
U A1 &P SR AR COME 1)

3.1 AEEPImIEERE

HEFR 2] 12 P i AN P — A B R R
Pk R R P 2B TR RE T 2R,
BIVEE A FL AR 45 2 A0 ) 25l 2 s e e 2 s il
SRR EDYD) LM 20 T FL % 7 I 0 A1) 25 . 1 28
AR H TR BE T R Y 5 Ok R FL & P i
ANl A2 1 L A A i B Y AR bR ) 1 %
3 B WA IR A S RV G 2 0 R R Y 4 SR
M BE R A, U0, FedCS(Federated Learning with
Client Selection) VL 3Z FR % J5 T R 0] 8 £ ) & 1 i
Z 5 RGN AL B Ar RIS 2 7 i i 3 5
R A T R R P M R A
WA ENE P mIGA LES SENS
Bl 2.

FL % 7 o £ 1A A F w43 o =28 A0k
JERFEA R ARG, B0, % 3hih % FL R4
L XoF ) 4 A2 i R R AURR. R IR BT L A% R
22 W EHE % P s A K AT BE Rk T 2 5 FL 2k (R,
ARERA L) | 1A% i 58 5 1w 1 2% 7 i A AT BE I
CE RS ) L[] I, AT RE 7K I A 23 38 5 15 3 2% F
— B BB & P i (R, AR B 5.

(EASE BI 2 2F B % P o Ok B T R B R
A SN AR M e B A B P . &P i 2 ) Y
SRR EZ RN H R, N 7L K S o ik
FERY A L A IR A% 2 J5 ¥E T E AR FLIR 55 4%
A FL % 5 I 1) 1) 45 2 18] BOAS - . 1 A 28 3
A YA TR I 2 20 B % P e B T kL X 28 T AR
O3 W 2 i ) 2 5 O A RN P i A
T DR 5
30101 F Y 25 AR

15 85 B A I 2 >, AT REAF A R B R H] DL 2
YNGR % 5 o A BR A 38 A5 8 IR T IR 55 g
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s 2 0F 2 5 I R 1Y % P S 2R AT 2 £, Huang 556
FL % 7 g s 541 O K 8 9 0T B9 fe /K- 2
R AU A 4 bk 8] [A] {8, B T Lyapunov HEAGHE SR K 5
P ) R A g A 2 A Ak ) RS e o HE BA B g 2 07
HELAE FL & P IS 550K, Hob i KA 43
PR P S 2 5RO IR T % 7 2L 4% 19 1
W SRS SRR A FL & Pk £E R
AT LA A R I SR AR Y I PR R R e R R Y
HERA .

Yang 545 FL %05 I 0k £ (7] AU 38 O — 4> 4
A Z 8 Bandit [ -4, o BAE R E A K
Uit HE PO ACER I FL & 7 o (9 4 5 B 908 2 il
B2 5 R R AR LR AL A . R
B S R B A2 AR AR I AR A T A9 [l 4R {ELE i
A N S A2 7 i 22 /A0 1T ORI 5 B SR
W EHFRERNE P mit gt T 25 FL Il %
L2,

% P S S IOCR S R LR E FL % 5 S i £
M2 ARV Z A AR ZE L L &
i R BT BCHE MRS LN 2 BT AR O R B IR AE N
ity 2L 2 R LRGN & 0 2 5 O ) 1 B
3. 1.2 AR T A

R IR 27 o IS5 i e B Y 5 — 28 7 s SR A

ZRHey s L i Y AR 48 S R P AN RO SRR PR FL

NFFRE A PR, FL i E AT A& 7
Ui 43 R ) B W AR DI R AL DRt 3380 6 T eI Y
P T S A A IR )R 58 I k. TR X MPIE LT
FL IR 55 % 7] BB 23 B 3 26 2 1 wiig 40 O 45 A3, IR AE
S B Y % 77 i 0 B b R G BR . TR i RE ) 3
BHEE FL BAIHELE , 540K M A 2 S0 3 B 2k
% P Be s 2 5 FL 12k, B A smn — 2k
HROT .

(1) 7 il % 7 i 155 74

R T G EE R A 2 % P o Y B BA B 5
Caldas 2% % F H A (Dropout) A T # 37 FL #&
YOS DA AR 3 L T i A R R £ RE ) Y
Jr AR, 7 P g % 2 WAL B 1 IR 55 A R 3 1Y) AR B AL
RUHEAT NS, I b A% 3 5 A AU 1| 25 I 15 455 784 6 i o
E e[ E PO I 2P UN e NIV E- IRl F R BV
Ui AT JE A8 1 TS5 R {5 g 0 e AT U 2R, DT
SR T T Y B S e T 5 | K ) %% 7 v ik
AP ARG AR E —FhiE I T B MM &

W0 2% 1) T B85k o n] LK R T 2 P i B B R
BOAT LR AR, LAE— 20 AR T {5 A . 6 A 2 3 B
D) 3 SR AN R O7 2 X P R B
BB BB A TR AR R E R

R B S Y A BEAL R S A T A F
PRAE T S SO AL P R S5 48 19 22 k. O I, Bouacida
SRR T A N BE P E 3 (Adaptive Federated
Dropout, AFD)"™" (& WK 2) , 8 i 4 47 — A B0%
PE43 B ClE— S 0T 19 I 24 5 78 o S s ey g 1)
Xof IO KAL) o B 5 G 1 A L R BT AR R 0 S R
Rl R R NN 1) | KV G SN A
JEAB K.

B 2

FI 15 B BR3R 2 5

(2) 7 il % 7 i TAE B o

G 2% o v & P i ) e A B 2 SR ) —
i g 2R < 5 RE 7 B A % P o 43 L A D 1 T
FE o DT (6 b AT 8 6% 308 3k % 7 ity 326 % (. Li 45 42
T ARV % s AR AT A R A AT
AN FedProx k™™ % kA B Tt &
G S AR A K52 ), (R % S 6 B 1 15 D0 %
TR AT RE 2 T BRI & EL XL O T g I S
BB T Wl % 7 i A5E 78 B 5 I 1 SR . L —
3 ok R o) B 4 S0 4 Ry S AR 1% J 3 BT, S D B g
R E R L R R A AR T AR
Az 11 Ry P A TR R R

(3) 72 1l % 7 it ) 4% 1%

P v % B R BB 22 2 & 7 v {5 AE (e
PO AR Bl %5 ) B RE . 24 K P am7E FL B )
Ti] [ 55 #5% Sz 2% HAS 3 O i, — Se B iR U T BE A &
I8 TER I 3 2 2 0 B HE AL I L IR 55 ) R o e 1
HFRAGRIE OR L2 i O 0 BHis 4. AR,
T I 6% T A5 0 1 7 7 ity . AL T B4 3L FL OB
RIYINZR B ER . R L 38 15 {5 T 58 25 1Y & 7 I A
R B s KAl fE 2 5 e &R 3R A NI S5 3
T ffg A,

KT Y E IR AR, Zhou B T — P25
FL HEZE ThrowRightAway (TRA)™ . H 3= 38 46
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T B R R R A SR A HF W, T X ME
W, TRA 38 i Z W — 26 T 2K B B A0k i FL I
Y. FFUREE T A 2 50 FL % 9 w4623 1) FL AR 55
a7 H R 2RO AR 2 P o Y A I 55 s &
F 353 R B8 ) 36 R FTRE AN S P RN IR L IR 55
o Bt AT 5 2 ) HL R 26 4 JRy A R ) P g, I AR 1
S SR 2 A ) ) B A, 2 R I IR 55 A AON fiE
JIFE R v ik AL R SR . w0 e R ek
ZRMEIEIC * A F. K P st i EAE R, TRA
s ZALIC R ER IR R G, X Pk A SRR
KA FE b e T A oK 25 7 43 i 30 53 Ry A [] g 28
Al TRA Fa& Hu R FL % 7 b B8 08 o ) 1174l A
O X 45 AR 00, I 5 B m] FL AR 55 #5445 X 26 {5
B3R R EL A M Y S B T 4R A
3.2 NEEBREFE

Bk T 7E FL B 25 2§ S#E 47 09 % 7 i i £
A FL BRI 3 18] i OL Ak BE T BB 51 & FL 4
Jry A5 A L IR O DL 3 6 i DL T i 25 5 BOR B 28 A7 £
PPORE A f s 8 DA A At 2 P s B R 5 R AR B
ik BE W 2 HE L P, UL, 4 SR AR R AT BB S TE K
F vt 22 (6] 2 3 AN A F- i an e ERGR B 3 & b
FL k55 & C & Viln] 71 2 B 45 1 P B T Y
B Bl i £ AH X BE 15 A5 HAT /D B H A 4R I 2H N 5% fif
S ZAE ST BB AR AR E IR e s BRI R 47,2
PRI AR5 20 (1 1 55 BRI, FL Y 28 7 45 78
oAk 7 AT DA B 43 2 W A . 3T B Ar eR R0 5 1
I TR BE 1Y 5
3.2.1 T HARREHITIE

FE FL BERVI 25 ey, Ak 3828 7 1 0] 807 &6 O 5
o SR AN G N R (RN YR
SRR . A 7 R OCER Y2 R
ARG B 2 s/ 2% 7 v 455 ARORG o R 1 O 22, DA S
BFL % 5 vy 1Y 8000 K 32 19 o0 A — 2ork , RIAS B2 F
A5 B RE 20 A A1

AT G EE F 2% X (Agnostic Federated Learn-
ing, AFL) & FL A ¥ p & B og TR 2 —2Y,
AFL 38 2 By 1k A58 A o BE 40045 AT o] R 5 25 2 S 17 G
A P s () R 25 SBT3 A 1 B B
R N - al & & LN =S | 2 vl iK% o
AFL B X5 A [6] 43 A 09 % F B I B4 AT AT CAS ] D
H b5 o0 A5 64T 70040 S 3G M B o5 22 % 1 iy
AR5 2% 3 B AN 23 X8 JHC Al 5 7 i 4 A B P 6 7 2 B T
WAL SR, AFL A & T8 5 w80 B b iy 3 5
Xof TR %% 7 i B R R 2 ) AR AL B 2 A HE DL A B

A BRI,

T 3k AFL iz fLBE T A L 32 Jo 4kl {5 W)
P N R EC T E K L SRR E T ¢-FFL
(g-Fair Federated Learning) 77 "%, ¢-FFL i 3 ffi
FASH g Sk H AR BURE , S 5 FE ¢ 80 19 & P ity
SR R ALE , )R Z IR PR 5 AFL AH b, ¢-FFL
LS DN S SRV BB OR R R S kAN A e .95
1E q WE N REUEIEIE T .- FFL ftEaE S AFL
Y. Li ik — B T — R 3 F ¢-FFL 38 5
BERE W FL B4 )71 ¢-FedAvg. ¢-FFL & AFL
ELA AR ORG B2 5 25 CRIVE @& 9 22 7 M) AR P iy i
SGH B L FE FL % 7 i ST S 2 50 RS B 4 A
RIVEE S A P55, SR M. ¢-FFL Al AFL #f A BEHE
PUELF- S flhn, SRR OB E R Ik, T e 2
538 ¢-FFL #1 AFL ¥ g1k,

AFL fl ¢-FFL 38 & {5 3 088 0 A 2 % S 00,
AN TR I XoF 2l 25 78 Ak 4 RS 43 A1 0] R P i 1)
A5 BB 14 RS 1 A SRS 1T e 2t R B 2 A 1 AR
. X6 T B 3 A AS 5] T )10 2R 5008 43 A 5
BB AR B EIE . Du 482 H T AgnosticFair

( Fairness-aware Agnostic Federated Learning

Framework) 75 35", % 07 1 38 aof 57 A ok 50,
I RN 221 24 5o 1) B A B A A 23 i — >
8 BT AL s DA S I GE T F- . TR B A 5
I CER S 23 A A B 1 B0 T o R DL 3 R 0 T
PERNS S SR 58T I A A9 B 2 75 40 A 1Y 5
B RPN g ) U B 2 2l 5 P g Y
A E TR PSS

TG HLERF 2T B BER A MRS, I, AR
ZE52 (Disparate Impact) 4t 1T 4 (Demographic
Parity) ¥ ZEHL K (Equal Odds) . ¥4 #. 4 (Equal
Opportunities) , 5 T 15 AU {4 T A B2 ok B2 6 1.
SR ASE TR 1) FH0I S 32 o — S ARG I Al ek 4, 4
X B0 R e A S IR 2 I B R AL A R 2y
TSR L TR M 8 2 OR AT AT, S, R AE N DL AR
T FR YR RTINS B Y - B 4 O
TR 24 3R il e O 00T B L YN R Y Y N
PEVERE A2 B T AR 2 RN P B a2 1) A LR
ZE 1A B A

Cui 554 45— A% 3t (4 T RS 82 45 2% 45 o 39
FAR R A T 29 2 H AR AL HE 22 DL Sz 28 °F —
M BE R >) )71k FCFL(Fair and Consistent Fed-
erated Learning)"™ il i A6 60 & BT A % P o 4t 2k
I8 AR B bR BOR fie KA BAT A M 20 Y 25 7 o
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Chu &5l i3 51 AT~ XML 4 22 (Difference of
Generalized Equal Opportunities, DGEO) #) I £
T B T A VB IR 2 I3k Fedfair ™' % DGEO
THE i 48 Sy Jay B8 3R Ak T 0] R sl A T i
B EE . Zhang 55 5 T HE G 20 F M & OB Y Hi
IR ST % S RE P L SRR R A
IR 53 A1 P 3 28 - ) — R AR B8 31

Papadaki S0 5% 1 % 7 diw £C46 B n] BE & A
I3 R P AR A 2N S PRI o ) TR R T X — 1
BT % 7 i 8 VI A — 8 BIR A REAR A |
AT /N R BER A D™ B A S/ b S KR
PRRE BEA R IF 20 1 BF AR A P PRI 2 20 1 B/
B K B b R B S H SR i 55 1% Federated Minimax
(FedMinMax)"™". Yue %38 i 7 H Az o &0 7 e
) T A A5 SN B E Y 4 2R L A i — R 5 O 1 R
25 WA R BRI AT Bl A A IR R 2 TR R
RSB I 2 2 J7 8 GIFAIR-FL(Group and In-

dividual Fairness to Federated Learning)"™" .

3.2.2 JETHBIERIINIE

BETRE B O7 e BORLL AL SE 3 FL 2 PR 1Y
T3 —Fh 75 . Wang 55458 Hh 22 51 388 A B8 A B2 o
RWREFEFL AL —DFER T8
22 S AR KA 2 1 v 1) 1 B L 42 Ja A AL W] B 23 G 4k —
L P i 1) 5 R M M X SN O T 5 S B FL
YIZRIBIE] B AN 28 7). S it $2 00 1 2 P BB 2 )
FedFV (Federated Fair Averaging) J7 i, 7E Xt %
J 3 A6 JEE SR SR - B 2 T 38 3 4% 5% AR AR B R A
N0 e 2 P A6 J3E BB o SR FH A6 R 45 2 R ek /b ok E % P
Uit 22 () P P78 e 5 AR 1 25 1 i 5 R R S 2 7 O
[F1) £ S0 38 el 5, 6 B B8 B 58T 1) 7 1) A0 i (L 2R AT 18 2
LATH BB o 28, FedFV 7820 -1k R B 13 R &%
Z (A A T A SR, T 2 ik A i 58 1) b BE Ak
THOTEE AT RE I AN R 2 T &g, X Ry B T i JL 58 A0 A 0t
T JBE AT R 23 ik 6, O B 5 d A B B AN eSS Kk
JE Ak T B4 T BB 1 4 JR BT T BE 2 R B
Tl WL A T A R3S ) L o 2 m] 5 i A BEAG
TS FL & 505 456l .

Huang S8 16 % 7 g 35000 RS B2 A1 2 591
SRR FH IR 55 5 B0 18 A5 R ISR s T L G R
& PP RE R S k. Kanaparthy S8 45 1 T3 T %
J S A R E I B S 1 RS A D 5 SRR A AR
TR B A 1R & X7 R FairBest, FairAvg,
FairAccRatio f1 FairAccDiff. A & Z AL 7E F, IR %

i e BP0 I A v R A 4

16 # i (Gradient Sparsification, GS) J& 2 71 5
BRI 2% 2] Bk BE AR R AR 1A %05 . Han 4548
T IRFR A ST vh il 55 A 5 % 7 S 2 R AR R A e A
SR top-k B RERR BT TIE L I 1 A R S5
ke B DRAN [ 25 7 St ELAT R >4 500 A o6 53T

32 %7 S A B AL DR 4P i BR R B A SRR M
NPV ER IR 2 ) it Jr ik R W A BR. Ezzeldin 4§
M EOD 2k B &5t 42 Ja) 15 70 1% 3 ) B0/ 4 2
P I A R A R P s AR A Y EOD 22 | F —
F e | AT THRBE BE SRS BOALEE 4R 10 T 2P R
2% 2] J5 1% Fairfed(Fairness-aware Federated Learn-
T,

nETEIE G T E
DTHR PG 2 T U 18] 2 7 i B0 X B % P g

DR Y EE S T AT B VAL R O R VAL
% P mdt FL SR G AR PR B 1052 M. 3 >k, & P
H TTHR T T FL A2 7 i i 4% 022 il 20 G, PR
25 FPEAS FL % 7 i i STRR 2 OCH 22, A 1) FL 57
BRPE Al 7 ik KRBT 43 . (D) A AR S E B
(M RPEAL 5 () R 2% 5 (4) Shapley {Hf1(5) £
507 .
3.3.1 AFEMEFL

H 34k &5 BVPA R 5 T P i iy H F A
5 B AT % 7 o 19 oT Bk IR, A AR B &
o (AR 1) 508 4R 1 B i B0 AR A, DL &
Fuii ) FL A 09 1H 5 RGE 15 58 71 55

Zhang SEHE T 73N FERFR % 2] U7k HEFL
(Hierarchically Fair Federated Learning)™", &3k
) FL IR 55 4 45 HAS b 804 46 19 ] 4 JF 4
UEAR R G, BHiE 5T 6 BN 2 B SR AR A
SRJG s e 55 i o F A 25 1945 8 R 2% 7 3 1Y) 3 ik AT
PE, HAT AR TR 28 01 o3 Bk 1 25 7 g 23 DA IR 55 45 i 3
AR TF] AR 280, BT MR A 22 19 % 7 3 23 AR 55 4 1
FPEREE AR AL, Kang 25Kk T 28U J7 325, F
FE Fe A 545 2 (& 7 o B B B T A S
AR A AR T —4 FL oy &5 FL )%
BT 20358 R A 25 B T A A (B P oD L B
AB SRS % 7 i 9 22 D KRS A OG R B B
&P R O TR R A R A A A E R S
5 FL By A % IRE 29 BLE 58 O 254 55 19
% v B B4 BRI T K.

Sarikaya 1 Ercetin #& H} T & F Stackelberg 1
FER FL B Jr &5 A XM g 5 R IS 25 1

ing

3.3
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WA H B % AR B L IR S5 2R 1 &
F 3 W SE N 25 R 55, & i AR S 32 5 B AR IR 55
Stackelberg 41 fiff /& 52 B LUK BE AL BS BE T B 19
HmF [A] 2 1 ity 1) e AR SR 2 ] LR 95 % (1T 55 &
A ) SRS — A B CPU IR M A% . Le 2545
AR EE B T3 T2 e FL WAL &
TR S5 B RS L R R SRR e AR
HSE AN COLEE T 75 B2 U5 7% it R A TR AR 2
FEDGFL 55 a8 An (5 Bk fif s % P i
TEAE TR LA 2 AR I (S 5011950 % P i DA B3R i &
Sty 1) 2 il

EA 2, DL B R & P i g 1)
HuVTAR ORI B0 S 455 8L AR S, i
T8 T B 2 i 24 1y FH 13
3.3.2  MRIEAE

ANRPEAG 7 1 IR % P i £ AR AT 55 v i 2R R
e fig e K oT k. HEMLRIME T H TBE FL 25
&PV I g s BTRR . R T P i 3 B R 2 Sk 3 T
TRV Lyu 6w 2000 51 A T % 5 - IR 55 2%
B FLEY L FL MR 55 2% 4 B P I 19 75 %5 81 4%
BB ity 1) P 2 H AR S5 e AR R R P i A AR 1) T
RS B85 ok Bff o O AS DB BB % P i HURB O 5 LR
FH 2 B SRR B AL BRS5A%. b T ST
2 IR 55 2 B — A W LS I B 4

Zhang S5 42 T 4y BN FL R 4 & % AL
VAT S R ORISR A5 N E
WO MR IE S 5 (& P ) 18 B — 5 10 J5 350 R 0 B B
TR A i S 5 0 PR R, 7R R IO SRR i A X B
Bk LA FF 52 DR AT A — 7 B AN B L AR PP 40
155 K AT 35 5 B AE U G539 0] £ A7 T A5 74 b A 7R R 4
Jry A5 AR Bt A 7 i 50 RN/ T I 3 R Ok B B
I, R RE 2 5 B AR A T

BT A LS A HoA FL & 5 5Tk iy A i
WEAG 7 3. Zeng % NI FL % I 1k 4% A9 A 32
T F R ST RN i A A RS IR B B OB
W HHERE S L E LCPUD BEAT T 20 L i i £ 4k 55 41
FBEMEE LN 0S5 FL 4.

ANARPEAG 35 38 R A0 R R 3. (D FL
JIR 55 4% F1 FL 2 P i o2 il A5 19 5 (2) & P i B AL 5
HoAth 2 5 R B (ol 4 Jr) A5 R ) A B B8 v, DO
%55 0 SO K. 33X AR 18 7 52 B g T
AETF A B L. X TR (D FL IR 55 8% 1 FL %
Fuit vl 68 H FA BLAT R R sty s T B (2) , ZE ARl ST
WA T .25 58 % Ha A 50010 84 .

o

FEXFEOLN ok H BA ARG A2 5850
AN TR AR BT 1T LA 4 R FL AR R 1 AL A
(B RN 78, 0 SR AR B XY, 3 2L PN 2R AT fiE 23 6 0T
FR TP A7 A9 23~ 7 A 7 T 52
3.3.3  HUHIZE

BT RN R FL 537k O Al 7 v 5 R 2y
AR VIAR G, BV N, 2 5 3 RO 5 A %
Jily ) £y e S5 R0 A = )T SR R R Gy =
G (D4 3 s W BA 7™ A= 1Y AT ] 2% 75 1T BA G
5 BE ;s (2 BRI 45 - 2 5 #F I 48 55
T2 5 & A WA BN 5 20 BA 3R A5 19 55 om0
O ABRIK 2 5 E W B % T %S 55 I H
B ke 1) 250 40 2K

XoF T 300 R WA i 03 PR A G A 2P g W B Y
BT R0 ) | DN <0 [0 N P ISR I B 6
B W & o R R AL FL S w0 O £ 2
BRI TT 5. Wang 55 % R bRt R Ml i FL
F T BT BTN BR I S 5 O ok A i xS R (Y
DT HR Y SRR o G AL SRE VR S I B P g 2 Ml ) R
Nishio 525t 138 i B4~ FL I S & 19 1 B 2 2%
SR PR B A %5 b Tk A O IR % A sk
T P g o R VT Y38 A R TSR T .

f] B 301 B A Rl FH T S PEA FL AR A9 25 72
7 v AR TR AR G 2 i R DT AR, X 2 — Bl X P
il CRVIRGR T H AL 2 5 % 7 1 5TlkD  JF RN BE R e &
J i A b B8 1 S B A 1AL
3.3.4 Shapley &

3T Shapley {H (Shapley Value,SV) ) FL 5T
BRVEASG Jr s n i 1772 R iE. SV & —Fh & T i1 bR
DURR Y 7 vk R T O S AR R ) A T
1953 AR B — & P Y SV R B T IZ K P b
XF FL ALY 5Tk, H B TT DLE o S L i
i (14 At T A %% P i B A 194 0 B o3 ik =2 R SF- 2
AT B AU T % 7 o Y0 7Y =) v & L i
HEIMABIWIT I, SV it EEZRE RN O
2") IR T4 SV IR B8R TR AR GE L &%
AR TR 2R kAT 2 IR T 5 A R
Shapley FI## J# Shapley™ . A% T SV i FL %
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SV . SR 3 b 75 25 0 TH SR AR AT SR AR v
TR A BE S IR0 9 R/ 2 48 B KL Fan
ZEP T YN 1A BEFP Shapley {H ( Vertical Federated
Shapley Value, VerFedSV) 1) 57 #ik 7 1 HE &, 1% 1%
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AMM HYFHE 7] it w. ZERCBII SR | SR — 2 3
SEAE 2 ) BUHE AR A % P R L AR,
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CIR BRI 21 45 B 9 1 3 45 1l e, BF 50 &
PR« AE A A5 AL S50 A B AN AT e [] B 2 22 43 B AL AN
KB S FLRE W AL BaURA AT LA S . Pujol
SETT & T 22 3 BRARNAIL TR X 23 - 14 522 Wi ) 552 3 46 i AJF
TEL AR R W, 22 43 B Fh 23 X BOHE AR #8231
22 B e 22 53 B FA X AN [R] HF A 1 B8 B A AN TR Y
W2 R T W8 MR AN, Bagdasaryan %
OIMT T 22 53 B AL BE AL B2 T R X AR 28 T8 00 A B2 1Y 52
], B 25 4 B Rh Xk AR 3 M AN T A 17 00 A
TR A R AR TR A 20 P

2 L& B AT [ B R RSP 3 DA HL o A
AR s Zhang S5 X5 B B 30 5T A1 A IS 0 F TR BE pl
22 M B HEAT T — R 5 BOE A SR S A (6]
ik, 1 T DP-SGD(Differential Privacy Stochastic
Gradient Descent)ffill Zrfa E A 22 R E % M
IV Ji) 30 1) 35 R X8 9 0 e L 2 S 1 R R A =2 1) Y
VA B OCHE S I — PR W T PR ] T E
155 1 A5 AU 1] 5 g A2 1) 40 51309 455 1k A v 5% 1k o —
Se ALY GRUSC SR+ 25 A AR X 38 g 2 SF A X
R AP B 457 1 DI 25 5 457 1 s o — T 22 R 40 B A 7K P 1Y
AR DL E R A I 2R 2 B K P A R —
{EL PN 32 S T B IS T 2 I R AR A5 B 00 2 ~F- 1 L O g



9 1 ORI EF o VHR IR 2 o) S I 4 ik 2005
R4 RTEEBEINZITHHEXTR
AR S F Bk ANEHERLA JE A7 5
P 5 5 0 B Huang et al. 202(?5':(?] g)i’iﬁmfg&ﬁqzﬁ IET—%/A\EF@
NS g P ke Yang et al. 2021""° B P N - BTk A
SR Zhou et al. 202157 B PR TE iR NAFE
5 P B ) Lo o o RO
Li et al. 2020° % UGN TERR A HE
Li et al. 2019™% & RN T D /AR S i1 o VA
Zhang et al. 2021 R /N B N G /N O 15 RE AR AT 1
Du et al. 20215 JB G BRI
T H AR R AL Cui et al. 20211 JE AN W ENL 228 A FRERBUR AT
Chu et al. 20215 Ja A A SRR
TR Papadaki et al. 20[2_27]UU JE A G A ST E'I/J\BE'%?CE?1$Q§¥‘T$
Yue et al. 2021-"° Ja AN Gt
Ezzeldin et al. 202157 IR 2 /N B N Al /N SR A = R /N O
Wang et al. 2021"7% J& PRGN 7 G T ek AT
TR Huang et al. 20225 Rl TN iR BUHR 2 -1
Kanaparthy et al. 202178 J& VRGP e A BIAEHL 2 2 STk A Tk
Han et al. 20205 & PR AT LRI
Zhang et al. 2020 &Pl N - Pl Y
A Fe 4 15 B Sarikaya et al. 20197 &P AT DY/ S e
Le et al. 2021 &P T TR
Lyu et al. 2020""] & PR A T TR T
AT A Zhang et al. 20215 Ak VAR RS D /AR R d5
Zeng et al. 20205 % P TR 2> P
N . Wang et al. 2019L%%] B PN TTRRA T
S5 an o e s, I
Nishio et al. 2020 RN E TN il /A B e
Wang et al. 2019"%") Ak VAR RS DA R d5
Song et al. 2019 % P g DIl /A
Wei et al. 2020 & PN TR A -
Sharply {6 oy - e
AT F BRI Wang et al. 2020 ’9“1 B Pt RN - BTk A
Fan et al. 20215 Rl H TN ] BTRRA 1
Fan et al. 2022"°" &P AT TR 2> P4
2290 TV Shyn et al. 2021 &R T TR
Diana et al. 20215 Ja A A ST GETE AT
Kang et al. 201988 % P g TR P
5 T B L Zhang et al. 20215{: EF%HE%&@%T% iﬁiﬂ(/&:?ﬁ
Zeng et al. 2020-"" gl /N TR
Cong et al. 2020 B A D /AR R d5
Ye et al. 2020-°1 % P g DIl /A
Zhang et al. 202015 EaRd TN c TTRRA T
Ak 8 M L Sim et al. 20201 I A T Dl /AR ¢
Lyu et al. 2020 AT DY A S

B 1 5 M0 2240 e 4 00
IS,

Jagielski 55 i@ of 38 m -4 55 1 &K (Equalized
Odds) fil e- 2253 BRAA Y AL Y0, 3 i T 22 G AL
R BE 27 M R SRR 1 22 43 B RA B 22 P Bl s 2
S IPHE Tran 4T 2% 50 KA A VI %
HOETR N DOR R R g f AR R NS K
FGETTONF FORG BE 1 A5 00 20 S 1 AR S AR
LYRFA R A T 22 53 B AL BE AL RS 2 (L2 Y5 %K
AT RIS R D R BE DTV 1 T AN 2
V1 5 R T R B RAE.

Pentyala Z5 A N8R WA 75 Bl F T A
FH P B0 SR R P A T 3B IS 2 T 1 b 2 0 i A 4%
TR U TR AL R R DR KR R S TR IR 5 27 > vh
IR BA PR, R TP R 2 T
M FNBRRL 22 (8] 19 7 2€ , Pentyala S4B IR %2 5
WARZITITEME S ARS8l T —Fh B A
PRAPI TE B B 8 R 2 o) vh I 5 2L A TR A 0 1 PR A8
R J vk L So A T et B AR I 55 7R AR S 1 2 4
5 BRI E AL A Jay AR B CED R B R AL 2 42
P T T B RO 2 S K B FA R H8 A, i — 2P
UEBA RIAEFE B — SV b A T 2 2R A BT



2006 it =2

Bl

& i 2023 4F

5 2] AL G BEHL 7 i 18 B OR 2 3 R AR Y
TE— 8 5S (5 % 7 o B0 M AH OGO kT L 51
IS % P i sk 250 2 R 2 I 4o 5 8U™
H AN ER . 1 AR TR i e A M Y [
PR UE R S BRI 5T 32 1 1 RE 68 IR B 25 1 i 22
R (R BRRL) (Y 22 4 IR G HEZR

Rodriguez-Galvez 26 223 9 71 T DA BRI
NP M SRR ) hy 2 SR A5 A 1) 2 oA A 1) 78T SR
fiff o 308 0k 22 43 B AL BE ML BE T 8 S5 B %% 7 v Ao B TR
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1) T BR T 43 T A > 14 BB B A AR, S A 0 A A3 Bk DT
BRI 2 T DRk 9 25 7 o i A B R R A 2R
BRI 28, (R I 25 18T WM 20 SF M R R o Bt 1Y
B EE.

ur Rehman 8538 i 1158 % 7 ks B2 A, 1 ¥ {H
po AT 2 o JERIEGIHERIE A € {0, T, ) KA
I S 2 7 i AN T A2 G0 T4 I 8 S P S 1Y
BT AGES 5 IR A MR A SR & B 5L

BT % i AR P R 2 ST B B TR R R b
N FEE

Wang SF0F5¢ T AN B €T 8 S HBA
SRR FR 3F T) RE Y A e TN R B dE R $
Jo et TE A ) 7R R RAME R A 2 K S AR
FHF B 2 A 2908 1 (3 500 5 P R 2 F
TR LA 298 & R A BN Multi-Krum A T
1o Y08 AV T 5 Y Jed R AR R (SR (ED L O AR A K P
Ui (4 2% 2 1E SR RAT O sl A A 1T P i 1 R B0 P 2
2 T 43 BOAR Y i 90 5 25 DA R 44 AT A
E9aE X YES

R IR 2 2 1N -1 O A BT 0k 1 8T B b
T AT D A B 5 R e A TR M R 3 A 1
—HHED AR A ) B R T B M S
Tk At 2 AR 5T A% ) AL 7 SF- B S 2 2T 1Y) & ek
B 3K 4 0 S Tl el A B AL RS TR B
B RS R R R AR A, B AR
KRR~ > B B PR AF 5T, S AR I #0235 TN
F I B AR R R L S I A 2T A P
& HEE R 28 A AL B R (A G A B 5

6 XIRFEEXAFIWATFHE

6.1 XBRFEHE

IX B A5 Ry bRy TR IS 2 S R B A
oAb PR EE T DL 42w Sk HAS A] Ly =
A RIC KA T Z A B 38 5 AE X HLgE A, R 2% 7 Y
AEART 9 SRR AT LA AT 25 55 00 B TE RN &% K, BT A T R
) e 4740 5 g5 55 1Y X B AT T BRI A0 2R KL BR T
BeE B h G Ah X Iz N TR BT
R ) B At 45 40 1) 22 B i s LT B A i L B Y
PAIE R[] 458 T 45 P45, X e 50K TE 78 sk 28 5 4%
P JCAR AT R85 T A 58 S a1,

X HeBE BAT 2ot Al PTSE W L B 44 P AN T 4L
AP S A Y X e R P X 4 (Peer to Peer,
P2P) [ 2% AN 235 =75 sl A rp 1Y 5Ok B Bl
ZRAL R I Y T X A5 1Y 5 DX B ) R R 4 A e
3 X Hese by Bods vl LLGE B9 R 85 AR BE T 4K
P2 A TF R B AT DL R i P Y R A 1 ROk Bl
kA N ARG 5 DX P 45 K A7 fith 1) K030 AR X B 24

DX P i o — A>3 A AU A L B0 AR A
B — A58 B o 2RI 1Y R AS  OF 38 4 i A5 A2 A 7 22
Dy I H XL 2s. LR T R GE R A FE 0 X B IR
& B NS AT LUTE B A AR ZR A 17 40 T In A B8



2008 it =3

Bl

L
£

i 2023 4F

T Al 5 T X A ) R G R FAA 1Y, ARV IAE
M5 5, KHEE T LIRS b =2 IIRRA
X B |15 X B S 2R X B

A X Bk @ R RAA B . 5 A B L FAA
LM EATHEZ T, XEKRE R AR A
A BRI AL W 45 3 Ds ) e = kA [R)IF AL 6E E Y
OO A SR A SR VR X R EE T A
A5 R B0 Sl E T B R Y. SR AL A B T R AR
IFAN IR SE A AT HLY.

K B X e ] R by 10K S B L I T A RS 40 0
IE LA T B 22 19775 8 CEIVAA B 108 IX B
SRR VIR DI 0 IR I = N W7 N i ' 1 3 1 L s
A HE.

X YU AR A B IE AR T BN
# AT LAAE A BR B 16 00 F I A BB I, JF 2 5t
AT AR A ] 28 e 4 2 k. L RE TR DLOR Bl &
A B N R 58 A A IO L A A 4 Y v L
B A BE R IE SRR AR SR L 7R N A BE b iE
T2 5 R AT B PR R iz o K A P 7% E A
A AR K.

FOA S A DR R BPR  E A] B RO B TR
T PR T B X e B ) 2% 22w ARAS AT 7R X
sk iy i FH s 3R AT 40 FF 1 X S i Bk T
i e H ).

6.2 XHFEBILES

X ek 5 2T 45 677 A TR R 2=
Jo 2. X He s BE S 2% 3 (Blockchain Federated
Learning, BCFL) "' 5% BCFL f#tk 71448 FL T
I ) — S ] 3. g 5, Zerh A T UAE FL g & 1
DXCHCBEAT DL S, X ROR A rh e R G 2 T LA R
MK HUEE RGORAVE , 2 R R A TAE AT LU
DX HRBE T sk 58 i, DT e e 1 46 v IR 45 & 1 B
R I A R RS FL R GE B Al FE LT g
Hb o X HUEE IR T LLUE 3 32 5 99 UE R FL 82 A 56 1k Bl
il AT 52 IR AE 42 J 1S 70 SR G Z T I B R & A &2
A AR AR B A L X BB T LA A
St FL &7 i 1Y 22 3l 43 B0 o LA S il 2% 7 i i 55
M S 5 RYN R,

BCFL Z /A HAT T — 864 5 (1) X el
A g 3R G A T LLEE B B R, BCFL RN
BRI AT LU 2 A% P 0 $AUAT 5 (2) A AT 5 0 5080
AT L o 56 G B A 3 U 7R R A R i 5 A T
B A R AN W] R B L OF HLA SO A RE S
HeRBEAMERE; GOOEIIILH T IR H 22

R GE IR, B IR A i R D R £
R 2 SRR S, 3 8 il & 7 St 3B S R U 45
B0 5 (4 56 B Bl 5 8 AT DATE 23 A sk A 776
AL — FEE 0 S AE o A U AR T, S AR X B
. TR L B2 R AT R 1) 43 A 2 AR K 2R 28 S8
Far o DT 4 7o VI 2R 3005

DX M RN 2% T (25 6 B BRI = FE X
FOHE ZR 254 L 58 2484 BCFL(Fully Coupled BC-
FL,FuC-BCFL) . M & BCFL(Flexible Coupled
BCFL,FIC-BCFL) A ##% & BCFL(Loosely Cou-
pled BCFL.,LoC-BCFL).

(D 5E4Hif BCFL

DX M o 2 4k A FL & P Sty 1) HE 42 25 4 Bk O 5
RA X HEEB R ) T 2, & P i A AR
b AR A 585 UE B I A B Y X B 52 e A BC-
FL A4 sh g My an &l 4 frostt . 78 58 - H & BCFL
T FL AR R WY L X B b AT S E
Ui K8 A B2 2 5 A AR R I 2 42 R R SR
IR A R A 0 X R R R .

B X Seatmf
ol &
EP
:’ =%~ o & f
o
5P
83 f
<} : o
ij Sy R A
B

BI% QT SEBEGE SEE ORI

JAMBEEY  CA R

K4 SEARla IR ) b as

1E5E 2 & BCFL h, &R RS HER 5 A W
iy 2 DR B9 % 7 3 CFF ) WOAR 28 0 B iE 1 %
AR R R AR S AT R A T O T A & T i
WA L2 5 2 R A R G oA U A A il 22 5 iE
F14 A i A5 SR | 4 Je A TR O R A o o e P AR
A K . 52 & BCFL M RBUTAER AN . &
J i W S 8O I A 2 M R R — R 1)) % 1 i
B R 25 ;7 i AR AL TR — (B 2 ) & 7 o MO AR 3R IE
A 7 g SR O 3R 5T 4 4 SR A R — 6 I A A B
T DX R TR A7 it 31 3 A 2CIRAS ARG s AL
w4 = 5.

S S BCFL BA W T A QA% 7 i
CH RO ARAT — 03 70 A SR A DA ke vl LA 20k B PR



9 1 W R I NP BIR A S R R G iR 2009

SRR s O 0 T K BOHE A% i 38 A ] v ok IR 55 2 L Rk G
TR BRI 5 L BRI T 3B AE AR, AN R = Ab A
F.Om T X B FL B #RAEERER — M % iz
T B P A E AT AR MU 2k L iR B 4 Ry i A,
PR I 5 2 B 22 () B3 R R s © DX M I 445 1) 3 A Y
Fi AR, PRI 38 {5 A8 3R W] BB X 58 4 #E A BCFL (19 &6
L Lk R

(2)FZMHG BCFL

X Yt F1 FL ZR GeAb T N [ 1) I 45 1) HE 42 25 4y
FESUH R MR A X HLEE BRI 24 . fE iR 454, FL
F 2% P o AN 2 DX B A 1 s (BT T RS BC-
FL B4 25 g an il 5 Rt M4 $ 25 4 of i LA
A& 5T M BN R IS i A b 5 AR T
B UE K R X B BE A T5E B 7 R PERE A BC-
FL v, X He b A7 fif A5 80 50, X B [ iy ™ T m]
DIRG 2R Z R TR A TR RA .

X HRGE PSS
TN S
S P8
@1 4O
2 2 2
I I i

°E
) e

B2
= | | R
a .' '..' & g ‘ 4

= gk 9 % 3
Yo% @Qizg SEMNE SRS ORI
UAMBNES AR
B 5 RMERNABIRE T WIS

FAER S BCFL B RECT AR AR - % 7 Sl
SRS M B I I R A A TR S A st A5 R R | A%
FIX Befit— XHREE A TIAT R IEHLH] CUA 2
I 56 E A BT AR T SR A SR ) — 4 Ry A Y
A BAEAETE A XA >R 2 5 H R
P 4 Jih .

TS BCFL BA W L#E: OFL X Heg
TEAN TR Y ) 28 A 5 B as 47, 984> 1 38 15 TR ) A
iR 5 QI K Or B 1R 7 i B AR T X BB o 45
A T P S B0 B TR AU 5 O X B g T LA
FL 2088 b=, leAe ge i FL B sk, PR &
BCFL fFAEQ T AL - QX BREEH FL J& T 14> A [
14 22 58 DR AR A BR300 78 B 5 A SRAT A v R
A I ATy 23 K A BT

(S & BCFL

FL R F MR 55 #5-% 5 o # 2C, IX Begle ) F 560 0iF
R T A B P 3 1 3K o HE B 25 A R R
PATCHE & BR IR 2% 2 FERA TGN & BCFL b, A i %
A & B0 A B8 A Ao A1 SR A L 360 UE T S
R B AL 0 — 84y, DU AR S 5 3 BE 68 I 5
frae. AEHE A BCFL Wn s/ an (&l 6 st

X EEER 2

S A A
& &£ &
1

B

B L/
A A

»

L3
L

[

=
=

[ &

3 L

(<Dt
4

<

M ~~
~.

.~ i
% 3 BRI HF
flg Sy SREGEE SEE QRIE
WREE OFMBREE O AREE R
GRS CIHIE R A B T

Bl 6 AN oM & BRIR A2 X S b A

FPAHELHE S BCFL ) TAEWAR AT - % P Il gh A
b A T R A b AR T A ) X RS — 1 TSR IR
14 i AR R ST PR AN P R B AT S A 2
B P 2R SR 4 T X B e X 5 Bk s i 21 4
A7 A — T 7 U 4B 28 3 8 E B BB O R FRAT 4
JR A R B A Bk > KR R Y fE B St 2 e
A&,

PAHLHS & BCFL BHA I F AL . O X HeEE i FL
SEAM ST, FL 78 H & P b 0 g o O B B0
@ 75 245 FRAL I AR 05 o 4 M A B 2 5 3, off PR R A
YINZ5 T E) B2 52 00 B0 I i L 48 v T B R 1 o A L G
AU IEEES S5 AR EH RS HARZAE T
OX Y4 RS2 5 FL i f, B 65T 50 0FE M= 258
B, R FLOBCR B J3 1, Ba AL B0 T 68 0 BR i
B A4 XU A3 SR A7 A 5 O i S7 2 47 X e R FL, § 5
BEUR A ECRALE .

IS AE B T A B LS B M L #F BCFL R 48
BT L A EE A AT DR AT ] R
ARBEEN S 5% I B4, L E— 2 0E.
SN HER TG L VR ] B O A% P a] L 7E BCFL



2010 it =3

Bl

2
&

i 2023 4F

ARG A TE FL P I 2 8, iy SR 48 H 530 5%
U5 .25 BRIy s Pk e AT e

A EE BCFL AWM LA O] ik 5| 8 £
8 5080 B DR S RE g 5 BRI Y1 2 — e FHASE AL, A
752 90 R RS FL AT 55 O 2 A BE 2 58 42 70 B A
WA S DR a2 ) s R R T B W AN T A 3 . R 2 2
AETE T OXF A B A& FF ik A g S BodE DL BH 1k B9 A%
JB 5 A R AT s Q38 W A A SR L R
DA 36 IR AR R T O €0 5 A X B, DT 5 B0 AR R
TE R B #E.

VFAl B BCFL B4 s AE T O 2w 3R g
WAL T — AT &, 78 R 47 3R 4048 2 1 ) B /D ¢
TR FE s Q¥ R A B ALY B A& HEBRERE BN 2R 22 51
WD TR G A % T R XU s OV T BE N Y T
i 77 28 AT LA BE AT 2009 M B4 3 29 3, T £RIE
AL WERG ML, P ] 8% BCFL BA Q0T $bs . OXF ik
FATREE ARG AWM AGEE; QR THP U
[5) I o 28 G JH 1 B AT

X HEE R R AIA T kg T BCFL &G H Y
B P BT, BT AR R ST B R B v TR T 2 At
HREMEZMNS 5%, XMESMN FL AR E
PN BE. SR, AR FL AR )1 2k T B /N AR
STt D) AT DA B AT A
6.3 NTRRFEEKIPFES

N DX B 6 2 o 2 X Bk 5 A I 2 2
MG, FEREE T AR (D X R e A 25
FERHLH T2 59 % 5 S 26 4 L 2% - 80 BIL 1 33
T (2) DX Yk 4 70 A 2R A T T 47 it 2 - 1 e T H
PR AH KR B

Kuo % $2 i T 24 F X He 8 8% I 2% 2 Glo-
reChain (Grid Binary Logistic Regression on Per-
missioned BlockChain)™"" , & P13 46 i 7K $H 4> 5y #5
RIZHR G AR 55, 38 3 F 55 E W] (Proof of Equity,
PoE) HARALH K 0 7 % 7 v AT 2 R S R A 1)
2581 (Round-robin) IR 7 , X He g b A7 it T 4% Y
1385015 B.. GloreChain A B Bl % & & B A
B % 7 i 2 [ A% A% 3 1) R A DR 4P L

Weng %8 %4 1 T DeepChain ( Deep Learning
with Blockchain-based Incentive) 77 "%, %& F7 i
WINERAS USSR I R 47 06 B SR 52 5 o 0 1T 30Bh &
TR SR G MR GES WY L
B AE Sy il , U AR 15 1) DX He B AR I 4 R
6 BE T TR AR A 250, B A DX B i ATk 2 AR A
— & WA T 2L il . % 7 s 22 18] 09 B 32 A G A% 26 SR

T Paillier [FZ50es 50k, SE T 86 BE AR B A BRFA TR
P WO AL R DX R Y T A 22 A B 2H B - AT A
PRRL B PR 2 B0 A AR ML E I TR) P 52 R B T AR
S X Aefs B8 WS R T e 1 A A L X —
PL g5 T FL 09 &4 1 FTEME A F . DeepChain
ME LR B 2 7 i A58 28 P R — B 4 7P B TR IR
Xof R R 2

Bao % 24 HH Ay Flchain ( Federated Learning
Blockchain) J7 i At % 7 i 1 26 A s A5 R, I A
G A RAT A2 SR A TR, ARAG 4 Ja 45 AU SAY
— E MR P 2% T, %% 7 3l S 2 A T FL
WA i o TSI S AR 2 1) 25 7 i - A4 A58 ) DA
7 it T S AL B 2 TR, P e B R Y 58 BAR
EOR T R L HLE. XA A5 B RE
I aed Fe , S 42 B2 P iy 199 0 ik A0 AT 5 1 0 A7 0
i 53 TC AR ML ) o S5 DAl 2% 7 i A 0 JHG Al 2% 7 i
B A SEAT A

Toyoda %4 H 1 X HL Bl IR 2 2] FE 4R -,
P i A DXCHREE E W8 IC B AT 55 BRI 7 i
T X P bR AL 55 . B A 830 19 % 7 3 7] DA R g
JE B F S 524 55 I 2. R AT 55 19 % 5 i ik 4
WA R LA S 2 5 I 2R 1) % 7 o, (8 B — I ZR 4
U, B R G LY BEIL k45 [ 5 0 H 19 % 7 i, 3k BB
It A DX HRBE T BB S, I B AR BB 3 TR, i
BeRe P o e I — e P dR S WY R B SRR
SO LUSET F O A0 AS b A5 A A5 A 2 R
BRI T AHMEEAR. B —RXIN%E . 25
RINE X ET kBRI TR B B G AiHE
H T A R TR IR O 2% AR HE R A5 4 SR
ENRE47IE

Kang 45 | 1 2 AU & 32 W 2 48 &L & (Multi-
weight Subjective Logic Model) Jy ¥ 118 % 1 ¥ 1)
P I B X P A P L R TR BRI K
F v LA SF- B S 7 it 9 ) 5 P T B 48 AN R 5
FR vt PRSI AR BE ik, T T % P e R S A A B
WEEA AR AL Sl B AT R A R B R
% P 5 5 R RIYI 2R IR 55 9% & A 2 T AT 55
WHHERE P A E BT E A RN EES 52T NE
F vt B G AR T S 0 VA 2 i A R B e SR
EAG It BAR I HesE. %P o U 2 AS b A5 AU O
6 FEE T BT 55 A IR 55 A % IX BB I 2 )
T3 % vh R 2 B B R Y B AL DR A LR W B
7 v 1 e — B A P

TrustFed J7 ik & —~ LoC-BCFL HE 42 45 #y-"



9 Wy KO AE BRI 2 o) R L i 5T 2 ik 2011
B R A A S s : EE
43| 45 22 AR 2. 1R
D o B4R Dwmn || o1 5 o RERHA BEEVE  EREEIA
S e P i A BELs BE >| B ES ol -l
T e —
B o o F BURIRE A EFIE g
[ o ) coumn | [ wewan | [ SERF | S &
EH S B g 13 EERWE] 1L4THER
maxan WEEJH-T l Bz b1 T |
£ w¥ ;:k W | v .
g EPE B Ca
g=g"+ W phN) | 11 | %
/ W @ I'—. ",__‘ il
| ¥ -I‘ ¥ ﬂ’@%@‘ T ‘Qﬁ :
f e J e Y w B o
- R ESTE _ - R = 5
w? + T W e—— w? S W' ——* L oy ‘@‘% ﬁ\% | Q Vs
| Encrypt{w’) Model(xp.ben) ) \_ Encry ptiv)  Model(xpben) ) .. \ o ﬁ@' | {i ;
0 L] | :
b | Jay \% P
T AEwR ) ?ﬁ.’-ﬁ!"% / = -
L ."I ;;'ncr_\'pl["'ll 4 Model [.\'__r_-’?_:‘_rf:" %&g w : £
# Pt A i)

B 7 TrustFed #iFM45 14

(Z WK 7). TrustFed H I IR 2% > #5281 1 I 25 J 3R
T | ORE A ORI 7 B G 5 T 2 S R S B 0
ST R BN P g, AT LA ST I RS AR A R AR A
REa T EMARE w’, F H Model & 500 7 #b %1
P AT HATE AR w ' IR Encrypt BN
AT INEAF B w®. ) AT LUK 4 R B S 40 R
GAL S5 38 AT DL AT: A 3 455 A0 )1 25 R 3R 5 45 WL £
o BRI A SRS X B BE b Y P 25 D SR BE L IE £
— LR P (B R Y i 2 R R LI
G I F T — 4 R BB XS A &P i b A% A A R
TRE BIH AR B XYEE it 1 3
REG 2y . AR e G 2 45— > Ak X BK 3l 19 43 B =X
FEE R GE B 7 I 4 P B AR LR A R AS AT %
F v AN BEBL W X He i b 0 RS 5 ] S BT & 7 T
DL AT U 0E A e R0 SR i A A 3 48 1) P 5 5 D
B RE G 2936 B 3R 5 4% K A 45 A 55 19 ik 55 o
(Quality of Service, QoS) Z K , If- il i3 B F 52 M AL
T 2Dl 25 7 i 5 5 8 RE & 29 AR B 2R 5 A% 4l 19
PO B RO B SR A S B B R A . Trust
Fed it =2 % 1= o 22 [8) B B2 A5 2 58 5 A9 B3 AL fR 3 Bl
il L A 5 R I 1 BE 2 A — R 2 DL K
TR A P

Gao 45 1 T AT IXHUEE I % 2] J5 & FGFL
(Blockchain-based incentive Governor for Federa-
ted Learning)mﬂ (ZWE &, @Bt L .OBIR %
SRR ) 45 bR 2 s k. TR IR B HE SR 4 A
B A 2 7 il 2 5 I R A s SR TR 43 TS Y %
it B LI A M AR R I 2 B R PR R 2 8UR BAT
55 ONATEE I 5 7 0t HURE VI 2R AR M B R, AS B AR HH B
RSB EAL5) % Pl SRR S AE 55 & 7 i

Z )RR B SRR B AL R T B2 4 07 A XK
HEAAA 2 5 o (0 75 2 M DTk R R SR S5 & P
Ui (4 25 44 FAE S, O 2 8 B8 & 20 R 45 B0 -3
ARG B REE 2 A I RE R 2H A - Yot A
R 7 2SR P | BT R B | Il A R R D o3 T
e, Vot 46 D ASE e 452 e 2 1 i 10 0 B2 BECRT L O HiE %%
I o s JEE 5 SR MR ) AR DL BE S B A T
Ui s JBE BEC I (A6 JBE AR DL B8 B B (D) . PR A R T
W32 B A5 (Subjective Logic Model, SLM) J5 ¥ 4R
I8 % 7 vt A I 1) Py B SR ok TH A% P i Y R A 4
K. TUBRASE T 7 b B2 AR B RE 315 2% 7 i SR
A FH 75 25 R BT R 104 3fe BROR B A 2 7 i 2 Jish 43 T
Oy, 258 75 TR 7 S P 55 RN DTRR L 3 5R  F HE.
PR B B P T AR i 2 P S 3Rl (B 5 R BTk
1 3R B Sk i S % 7 i B B A I 25 5R . FGFL J& —
fft LoC-BCFL 4514, HA [ FA 47 4 A6 4 . SR
1M FGEL B4 Jil 73 Be & — Fh ) 47y I B4R
Wi 75 7 s A B VR B L W I 75 TE & P s M R O A —
BN LR U A A1

Lo SF 1T T 24l 38 Bt BRI 2% > 527 R
I 4 Jey R A 0 G A A A 1) 26 00 A L B A R K v
5 B FEAS () SR AR ACER , DA S BN R 50 A Ay
AR TR B — I R %8 U, & 7 il I 2 Jm) B A
B IFRE Jay PR A 2 B VB AR 14 e A {B AL 28
HR A AL BE B 205 IR 55 f R BB S AL, IRl A
W42 R B 2B e A (L L A% 25 B A 0 AR
B R BRI S B I A (EL AR 285 T X BRI X
st 10 s Bl L JR) T R 4 J A5 B A 1) I A {1 L 5 B
iR AR E . AL, Lo 55 i — 20 R T X ik
SCEL T LA B A ) R R AR LT A i i B



2012 it =2

Bl

L
£

i 2023 4F

T RGE R IB BT AP R X — R R A
Hh DX R AR R HE 50 A R R R T BT 0 B9 AR €, OF
BT R AE G 2 LB BT 2 4 55 U i A
O P B R R AR A1 S L, R B b R T AL
£ NSRRI 7 D /A o i B N T R 7S
| BRURA S 00 i e 9 T AR B 2 o) B 5L i S
22 O Y R 1K I A 2] 4 AT B BT R S M, HL B A
REAR P RE BT

Riickel 25K 2 FIRUE B | J&y i 22 70 B FA T 71X
BRAEIEFR =7 > L LI 5 O 27 > 1) 287 1 L Se BE R A
B AAES L HRE B & P 0 50 T 3 A &
it 2 5 AR A AT 2 AR T Y B RA Bde LS 2 T A
AT 35 5 (A B o X — o o D AT Al 2 7 i it
ANELHE . g 1 O 2 P g B A AR BT O 2 i e G
B A R I SR 998 22 23 B BA X A % 7 i
ST TN I T L L S M R DX R A R RE S

BT % P 6 52 PR S 80 CRIVTE Jay 330 22 43 B R IR 7)) Ay
A g 0f 4 Jay 5 RL 1R B B TR L O 45 1 AH N
B2l 127 TR % P S Y BT R I 228 L
B A TR dife = 00 S8 T 2 7 S 2 #) B A BIL A L
B % I8 v P R 70 A7 — E A -1 DL SRR 1

DX B B S8 120 S BRS¢ >0 B AT GE B O T
fRERIR 2 I SRR T — AT AR Ae. A1 £
JE B TAR AR T A (B3R 5) iz
X2 S A R — B8 P R PR BB SE. (R
I, DX HR e A R B S R A BE U oK X LR
I ST YNGR BT IR SR AN 3 25 17 IXHBE R 2
IR 2 > 5 B A AR R A Y R SR A LR
F 2 42 R R PR RE L 1T EL 52 i 2 RS 48D B TR
ST IR TR R R B IR 4 o) e T
A BIF 5 Y [

x5 NFRREFBEINEXHR

WF 58 SCHik BCFL HE 445 4 NP & (SRS

Kuo et al. 2019t FuC-BCFL B P % ™
Weng et al. 2019012 FuC-BCFL AL N/ [Rl 2 i %
Bao et al. 20191 FuC-BCFL AL N/ R AL
Toyoda et al. 20194 FIC-BCFL O AL X NN

Kang et al. 20191 LoC-BCFL & P MR AL J X

ur Rehman et al, 20210 LoC-BCFL B i v R U AL N X
Gao et al. 2022119 LoC-BCFL TR AT 5 BL N BFELH
Lo et al. 2022t LoC-BCFL SP- 47 1 45 K % IS

Riickel et al. 202201 FIC-BCFL WAL X FHIHAE R L 22 4 B
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B S RO AR N S, S BT R T RodE Y
BRURA PR3P IR 2 > 1 58 1 10 . SR AT A 1
AR RIS iR S €T o NN R S USRS
B g ey PR ASE Y 4 2~ AT DA e A b 4 ) i
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JRyRE Y (4 2 - o R 2R T 50 i A A5 B B 2 oF
£ e S A ST 2 2 1IN 0 B AL e = A AR

fk (Distributionally Robust Optimization, DRO) i#
PRI Zhoid 72 b AT R Y B 22 MR 45 2ROk 1Y it
N AR Ak i R O AN T R AR B LR B
A HE T DRO F 82 TG Js £ B I 2 > 24
S E SO BE R AR T R A A 5. 2 AL E (Multi-
calibration) J& #f /K 1 2 A~ BEAK 10 2 A HE 1 BF
PROSSEESY AT VAT A8 B 2 2] v A5 3 0
ST IR 27 T 1 20 AU O V- AN o A T S
MR PEAR. 2 P S AS M A B N PR R At R A
WS RLARAS 42 R B A A 20 Pk i 0 T B ST
IR AT S IR A HUH L L R A AT
HEBR (4 5 S B &t

iy UL 2 5 | R IR 5 BOAS 22 1Y 32 R I B
XoF i DL 1) 2 U B FEARAE ST - P Y s O B i B
A S R S BRI A S AAUAE AL G b 7 2T 1)
it UL T FLAEAE 25 P o e B B A R AR
RN RS K A UL A i A L FL
A S I 25 e AL T A% e 4 v UL A% 2 ) AR B8
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Uit 2% 52 3 2 5 1 G 19 Bsf 220 5 0 17 2 A 11 2R 0 1 s
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R 405 AN A Bl 3R 3 25 >0 1 e 33 1 A
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BEFR T2 2 7 % o6 % 2 (Meta Learning) 875
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A ARERE S ST BRI AE 1 A Sh BT AT, A X
Hesl BE A% T S H S B0 XI5 5 28 B 1 T 3E W 1 X sk
DX P B [E1 A AR AE R fif R R 2 >0 A T B T MR AL T
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ness, privacy protection and so on. ML is an important
method to realize Al, and trusted ML is the core technology
to build trusted Al system. Federated learning (FL) is a dis-
tributed ML solution for model training coordinated by mul-
tiple clients (users) in the central server (aggregator).,
where each client has its own data set for the user. Tradi-
tional ML involves gathering data from these clients together
and training the model from the aggregated data set. In FL,
there is no need to collect the data of each client. Instead,
the participating users train their local models locally, and
upload the local model parameters to the server, which then
aggregates the global model parameters (according to differ-
ent FL architectures, and publish them to all participants for
the clients. FL is a good solution to data silos and data priva-
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demic researchers and industrial applications. Influenced by
the nature and technical characteristics of ML itself, the pre-
diction and decision-making of ML will inevitably produce bi-
as or unfairness, which has gradually attracted the attention
of scientific researchers, industrial practitioners and the pub-
lic. In the decision-making process, fairness refers to the ab-
sence of any prejudice, preference, discrimination or injustice
based on the inherent or acquired characteristics of individu-
als or groups. Therefore, an unfair algorithm is one whose
decisions are biased against individuals or specific groups,
which leads to unfair treatment of the individual or disadvan-
taged groups and damages the interests of them. Fairness is
endowed with richer connotation under the FL framework.
The fairness of FL has two meanings: cooperative fairness
and model fairness. FL with one or more aspects of fairness
is called fair federated learning or fairness-aware FL.
Through a systematic review and comprehensive analysis of
recent research work, this paper explains the concepts, defi-
nitions and metrics of fairness in FL; In the framework of
the client selection, model optimization, contribution evalua-
tion and incentive mechanism of fair FL, the design methods
of fair FL. are expounded; From the perspective of trusted
Al, the hybrid design of fairness, privacy and robustness of
FL is discussed, and the architectures of blockchain enabled

fair FL. are illustrated. Finally, the main problems, challen-
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ges and research hotspots regarding fair FL. are presented.
Recently, there are several review articles regarding FL, but
they only focus on some aspects, and the scope of review is
not comprehensive enough. The work of this paper benefits
from the research experiences of the NSFC general projects
and key projects hosted by the author in recent years. These
projects have carried out a lot of research on formal methods,
artificial intelligence, machine learning, knowledge engineer-

ing, big data of urban governance, and big data of education.

The author has published some works, such as “formal
method of software development” and “ordered binary de-
cision graph and application”, and some academic papers.
Researchers can fully understand the research status of fair
federated machine learning at home and abroad from the
work of this paper, and it is helpful to guide interested re-
searchers in this field to realize the state of the art of fair
federated machine learning and to grasp the topics of fur-

ther research.



