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Abstract  In recent years, deep neural network models have exhibited exceptional performance
across a wide range of natural language processing tasks, often surpassing human performance in
certain domains. The emergence of powerful large-scale language models has opened up new
avenues and possibilities for the advancement and application of natural language processing models.
However, the efficacy of these models, which demonstrate impressive results on standardized
benchmarks, is substantially diminished when deployed in real-world scenarios. Recent investigations
have also revealed that the predictions made by these models can be significantly altered through
simple modifications, leading to a drastic decline in performance. Even large-scale language models

are susceptible to modifying their predictions in response to minor perturbations introduced in the
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input data. These observations are closely tied to the concept of model robustness, which generally
pertains to the ability of a model to maintain consistent output when confronted with new,
independent, yet similar data. A highly robust deep learning model exhibits consistent output
despite encountering minor alterations that should not significantly impact the resulting prediction.
The study of model robustness in deep learning has emerged as a prominent and extensively
explored area of interest in the field of natural language processing. A plethora of research endeavors
has been dedicated to exploring the concept of robustness in natural language processing (NLP),
although many of these studies have focused on specific tasks, failing to consider the broader
context. To provide a comprehensive overview of robustness research, this review encompasses
the latest advancements in deep NLP from four key perspectives: data construction, model
representation, adversarial attacks and defenses, and evaluations. Existing techniques aimed at
enhancing or diminishing the robustness of NLP models are also summarized. The foundation of
machine learning, data construction, is initially explored, encompassing considerations such as
dataset biases and dataset poisoning. Notably, dataset poisoning commonly involves backdoor
attacks, wherein triggers are injected into constructed datasets. Consequently, models trained on
these poisoned datasets are capable of accurate predictions on clean data, yet exhibit erroneous
outputs when encountering data containing specific markers (i.e., triggers). Subsequently,
feature learning, which transforms input data into vectors, is examined with the objective of
representing textual content in a task-agnostic and domain-independent manner. Various deep
NLP models are introduced, alongside diverse methods for improving model robustness within the
domain of model representation, including robustness encoding, knowledge incorporation, task
characteristics, and causal inference. Adversarial attack and defense algorithms are presented as
means to deceive models and enhance their robustness, respectively. Mainstream adversarial
attack methods, such as white-box, black-box, and blind attacks, are discussed. Correspondingly,
a multitude of research studies address the challenges of adversarial defense and robustness
improvement, which are also included in this paper. Traditional metrics, owing to the issue of
robustness, are deemed insufficient for fair and comprehensive evaluations. Consequently, a body
of work proposes alternative evaluation metrics to assess the effectiveness of models, and prominent
evaluation approaches for both general-purpose and specific NLP tasks are introduced. Finally,
potential future research directions and considerations concerning the robustness of natural language
processing are deliberated upon, including more rational data construction, more interpretable
and robust model representations, imperceptible textual adversarial attacks, efficient adversarial
defense techniques, evaluation methods focusing on linguistic knowledge, balancing model robustness
and accuracy, and unifying robustness of different domains.

Keywords natural language processing; robustness; deep learning; pretrained language models;

adversarial attacks and defenses
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FERY 23 S 30 2 2 BCRE A% fik & H AR AR 2 09 fih A
i) U A SE IS 1 ik
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EIRTE B IRTE 5 A0 3 U O T 50 A X A A
(19 52 W0 B BIE 5 RTS8 A 22 5 (H A b3 B F 58 T A
HR IS R AT LR B R AL A X T TR ) B R A AR
R 52 T 8030 i DAL 5 R B DA A DG A ] R 2 fi AL
[ AL s DA Bl 5 5 R A9 B B 9 i T )L AT 4 A
IRTE 5 Ak PRBERL Y AT 5 4 B2 5 A TR A Ok TR
PR AR AT 20E 10 B 56 1 A B B TH B IRLACR A
BRI oy 3 Bl 3B S R TR (S0 5 2 ) R
PRI S DR AR SN AU R 7 LB e i B A
TUAFAE ) B B A I 171 7 33k BB 2 AR o 38 V) 7 28T IR
AT A ] .

3 RERR

Bengio 45 N7E L 2013 4F & KI5k T HRm
2 ZRIR” LA LA 5 T S B IR S BR
TR R B I A A A KR — )
RS FURFAE D T L AT Y B BR L TR B Rk
@i XA ERmE 7. B LR vk AR 58 3% .
FC At A 25 5 25 i E S A — A4~ 07 T 3 S RE A8 15t

W TGI8 S AR G AL A 2% 2T AR i 2 T 3 pf 8 T 246 A
AU FFAE R AR 2 DR R B A ROR By SR Al RoR =
(Representation Learning) , X FREFAE 2% > (Feature
Learning) . J& i ¥ 4 A $0 88 5% 16 4 1B 04k 2 %2
PR A5 5k AT LA — 20 % e AT AL P 3 R K
WL s SCARFFIE F R #802 B AR TR 5 A0 38 400 A 52
18 e RO A, A0 BB R (D) 48 5 SCAR 1 ROR
RE ) Ml G 822% L 55 AR T 5 (2) FRIER R E R A
el a7 2 BRI — RRE SO A Sl R IE R
7N Y RE ). MM T X R RE ) IR BBl 28 M2 AE B AR
5 AL PGS T E R £ R IR NLP B A
WAWHH L. 76 3. 1 W5 AT 41 T & sy 2 TR
JE7# 2 1) NLP il I ig— 2L 5 X BE NLP
R (6 HE M 3 B AR 48t JoB i &R T BN 25 1
NLP 5 £ F Transformer B NLP i B 7F € 4%
PE FRRR AL 7E 3.2 75, FRAT DA B o A L R T Rl
A AT 55 R PR DR SR AHE T O A AR B R A 8 T
BRIR R S ik JF B8 ek 3 h. /K
rh B g B R N 1) R B S BT Y B R Y

x3 HAPEBRTIEXFTELE

) i AT TE
- P2 8 5 BT ) I 5/ - 2 FC A 2 7
RobEn ZHL% 5 48 8 5 27 O B 2
. e B 0 AR 2 TR A S5 3% 45 [ S W 51
e SEMEH AR W F 5 9 91 0 5 3 0
o BITE 5147 60 . 46 0 97 37 26 3 4 10 96 7 T 58 4 Ak B
BITE AR S B0 97 0 £ B8
U P LT AATEASTH L R T NP
AR RoSearch(®] LIS T IEL 050 0 WS 25 5 b 0 2 A
P it T BT I0830 FBBL009 059
e DU BLA R RS 1 ABSA (F % - i1 e LA B (L2 %
Xing & A[67 SEF 7 10 A A I I 5026 7 M0 X 5 FL 7 0 A1 1 65 O 66 0
032 5 X B 8 0 0 AT BT
P S A B S B AR B S 3 T T 3 T
. Ma AT ETHER R FURI dropout . L8438 8 ) 7% BE A1
" I . 12 00 0 51 0L A A T D 5 L R o 72 0
Zhou SN B AR S B £ N A T
NATI) ¥ 9 P 75 0 1 B 0 916 B0 6 b
e A R L B A OOV 52 bkt 467 i1, 365 JE I 152
[73] IS | . .
LA PRI E PRI 1 7 2= Mo BT 5 R e 52K A O 0 5 1 7
o A VR T AT B 7 F 20 W T 52 S HOE A G T RO
Yang AT PRI B iy 14 B 6 B h
- o BROET — M BSOS T B 4 R T = R ik
(75 <
Garg %\ AR 1 4520 1 00 1 2 05552 0 4 2 -
—— W T A B % 3% PR o 0 R SR 0 3 2o T 9
Zhang % AT I 91 b LR A8 4 T T = 2 P S 00 B 36 42 i T RO
17 fL Bl
THLFE 454 I 5 B0 OpenlE o 05 F 1 50136 56 26 70 flg
Liu 2 A7 {35 LA B P TE 2 T BUBLIG 5 1368 - L K 5 96F FF SCA sk i

BEAT T T J7 5 AR A TR AE 2R 6 R




1 4 B RS SR TR TR B ARIE A B R TR S LR A 97

i fih 25 ) o5 TRl D7 125 D) 3 g A8 A R R
AR THRLRY 7R RE 1 5 56 T AE 55 i 11k 19 T7 2k UK 98
AN TR 55 B R s X0 1 b 4 A8 Y R 7 1) B AR 1
LT DR SR A T 14 07 1250 5 e i S B e 0 R R T A
R AEE 3 A 29 B I8P 5 T i T A AL
PRk
3.1 RERTRERHEEHENK

Word2vec™™ . WK1 Rk 17 TC W B 2%
A B — > LR SRR Ry i 2 1Y) i AN O ] . A4 T A
P 245 2 CBOW F1 Skip-gram. . #f CBOW J& i
ab bR SOk BN Y i R 1 Skip-gram W JT 4 A i
W F R 3.

ELMo~". 5 & 4t {15 5 55 K W] . ELMo i
i el T2 L1 f) LSTM SR 4 i |- F SCi M5 8 L 2%
2] Bl 751 ]

GPTI | 3L F Transformer #5538 52 81 14 B0 7]
T RN BRSO T e B O
A B RO 1 2Ry =X

BERTM, 3t F Transformer 45 %% 52 B 19 X
WG F FoRAL Y, AT LGRS R SUE S I HoEE I
Y- =L

T5. ¥ NLP £ 5% [ Text-to-Text {£5% I,
MNT A A5 i A NLP AT 55 72 Y1 5 15 B 42 455 1] AH 5] /1)
SRR AE

it o 5% 1 ) RILASEAS W 3 DR DA B I A A 1)
17— R B R0 R) 0 2 Al ] Y & P 2 R AR
#| 7 3. Hendrycks % A R G856 50F T B 25
BERIZE 7 A AR i NLP £dli £ 9 OOD(Out-Of-
Distribution)yZ 16 68 J1. #H# T 1% 48 1Y i) 4% B Y
CNN FI RNN S5 AR I 25450 B A3 A S 4 7Y
1ZACHE Ty o BB 6 BT A A% M A I S S H AR AR F OOD
FEAS. b Hendrycks 85 A [R)AF: & 35 K A 452 74 -
A —ERTMERE RIS EENE BT
FE ) T 2500 RE 6% 1 i B M

Hsieh % NN BESE T H & J7 #2145 T
XF BT Bl I A 65 A 1 L TR 1 B0 BT SUAS 2 R AL A
FFEE T % X RNN, Transfermer #1 BERT )£
PBERPEGEAT TR SE 5. LA R R T A AR
IR TE i 2 15 Ry PO GRASE B 249 L — 8 A8 1 B 4
2R NN 5 . Hisieh S5 A [R] A 42 41 1 7 B2 i 2
T AR R DR SRR TR ) SR N RN R I 3 B
B
3.2 RERTHERGRFA

HHETARZ 7 s WBL A K& HR IR B8 ) i k. 42

TEHE B E. FATTRE DN 4 G 19 L R Rl A AT 55
R SR BT 3 TLAS A JBE A 4 X 2 T AR

EBRmA. Jones 5 N BB 4% (Robust
Encodings ., RobEn) J5 i , 75 PR 1IE & 4 11 1 7] i 177 G
i XA 28 4 4T % B, RobEn A0 R )2 — 4
2 % R 8 B K i ) WA B — A BN LB O
i fith 2% i) s P 3k 6 2 i 4 Sl B T 9 &R 8 AT A AR IR
IR0 & e, IF Honl LUTE 2 AT 55 F A TR) 19 2
Tt 65 i L) 07 224 0 A2 A A0 B2 25 - W R B i )
O T2 A8 R S5 38— /N 2 o B R D) I LA 0 Y
(AR AT Ry 24 % B R AT (ff B ). i 4 RobEn 1y
BERT 7€ §f 5 % 15 [n) #5011 & # il 35. 3%0 4 7t
B 71.3%. Wang 5 NSV 3 T[] S 4 A5 # O %
A 1 () SCm) 2 ot Sf 3] P — ) 2 B I R A TR U
R XS BT 5.

FARBRN. A 2 AR A e B AR AN Y
FIREUR S s R 2T H R RE ). Li 58 A4 T
AdvGraph"* 3 36 o B0 4 503 A B A G
X R B R THET P S0y NLP AL Y & 4 k.
X0 7 A R0 L v R AR S B A AR 55
L HUR T ARG R A W A I R 2R TR R
Y G 1 2 A BT Guo 45 A3 ) T RoSearch'*™
XA Ty ¥ S — A T A 1) JC B R R S (]
MR RS SRR 5 - DRI
ZRALHR S A TN 25 o S R AL B 2R 1R AR B AL O
H7E & 4% B (robustness-aware) 5 06 T 34T
PEAl . G X Ry 28 R 3 00 2 AR R B R 1Y)
GREPE. 53O0 A L AR A 51 A S5 0 VA 94 i R
i AP A L & RN BE J). Wang 8 A& T
infoBERT™™ , A5 816 A i i 56 F B5.5 B 1 IE
I A >fe i A5 Y 3R A5 B 4 (9 K BE ). infoBERT Hy
PR G0 DU A 35 2 8 (1) {35 50 R 3590 0 ) A 35, >k
il iy A FIVRFAE 22 7% 22 (8] 10 A 8 IR A 5 (2) il s
IE T DU Ak 15T FH Ok 15 JR) AR AR € R AR AN 4 JR) R AR
Z BB HAF B, 38 3 7E AR I R R B 2R b g A
infoBERT REf% E — 20 4 THA B & A 1. Wu 55 A 42
H T ASA (Adversarial Self-Attention mechanism,
XHHL A R S HLHD 58 3 % R R R ikt
PR 22 o A 0 A0 ] 7R AR R (1) G A 5 DG B
T MR I 7E I 2o B Hh SR B TR R )iz Y
X

EEHE. A —LE TAEX AR 55 e AT 20
BT Xt 2 T A5 R 1 6 8 ). Xing 88 AN &
B AE L T 07 18 AR R 40 i ( Aspect-Based Sentiment
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Analysis, ABSA) % 45 o, — AN 4] F v 19 AR [6] 5 1
(aspect) TEAEEAG AR [ B9 15 Al v Bt S8 BLA
RAITE ABSA T 55 ERA AR ERER I H g X
AN RETIE B 3 S 455 7Y BE A1 47 1, X 43 Hy H A5 T AR AR
H s 5 T 01 R M. It Xing 4 KT TR R
SemEval2014 $4ls & 19 = F A2 T8 BLA BLAITE X =
AR TE R R BB L T B T B BT X ABSA f A
LAY bR R 1), Ma S NI R 7 B O S
CRPSE 3 B bR 7 T8 A ) 0 25 5 A B 2 1 3 B ) 2
A AT OGS G Ma 55 N RTE T T E
A INALFT dropout, F B AT AR BY L DL 56 45 2l
227 BE J1. BT X AL A% ) 152 B f# (Machine Reading
Comprehension, MRC) , Zhou %5 A M 452 8 Bl 138
T T TR A A ke Y i MIRC A28 o 77 A 1 5 BE
15 0] JL A0 3 3 AR 1) R D, i i A B AN R S AR
i N AS [R] (4 18 5 24 o (S 1A 24 38 31 24 3 i ) 29
A 8K S5 5 I X MRC #8588 3 17 1 4k
T F A AR RN T 1 SO TR RS SCAH [R) (4 % Bt
FEACHR ™ A2 T 0 G B A SR F5 3 T DAk Dt
—Fp G B R A I X 29 ). Namysl 48 A\
I T F N bR R B L TN e S A B A A
FFHEH T M A I 2k (Noise- Aware Training,
NAT) Hbr ok £ i 1580 00 & # k. AT e il T+
P RSCHRE 0 R AR 1 TR B 7S B Y SR Al L AR S
AR E 2 ) Sk B M R S R AR Y R R R A
A 55 18— DR A T %o A A S A ] AR o 1) 2
Fi i 0 ) . R 22 0 3 4 S AR B LR, B
TEVNZRiEREZE R H 3 AR DAl O 7 h 2 77 AR R
WA OOV SERFRAR 2 4. Li 48 A6 OOV 52
REIA RS R ScE @y i & won ok R SO R
A F] OOV 52 1 7R mh B X RS2 4 0%
RE AL SE AR TR Y J7 1 s B R IO S R T e L 5 26
SHRH O B SEAR KR

[ SRHEMT. — 26 T AR Ao PR 4 7 i 8 U4
AR ESRTE S ALy R B R, AT S R
I8¢ R S B 3 A A R R B A 2R

S5 2 SR B 5 7 1 o B A R e
i 3t 52 = S ) REAS 808 I 2 BOH 1Y 40 A, DA T il A
A i/ o I A AR v T RE A TE A R ABCEREE A G A
MfcH. Yang S8 NV T — AR TFHEXR A
Bl AR R S SRR AR B HEZR. AE AR RN S, 38 5 7R R
BN GRS oA A Y B S SR A R TN R
SRR SR, B B S R ] AR TS Y
Bt b 2k p 5 Y B /D 52 31 R O A OG5

M) 76 45038 A AR AR 1) 12 AL B 1 BB O 8. Garg 5§
NTBRGE T SCAR G v 1 s SN L S
NV RS LA T ()8, G 5 AR Ak B FE AR i
TR P AR TR TN K A o] AR A AN R 2 L
PR X R R B I 22 O M Wk S
S Z 5 S B T K 0 ] AR k. A AT 4R A T — A48
B o B 54 BN SV (CTF) T4 1 Se A 428
i Tk R AR IR TE X A L I R S BRSO
PER G R, A AT IR 42 4L T = Fh J5 3 Ja 1 30 i
T3 S S 1 5 RN S = S BE R (CLP) T T
TE I R I R0 Ak B 2 552 4 B SF- P 0T & o 7
NSRRI RUE . SEER R B A ] & B P A i T vk
CLP fiff P T 52 = 524 R i 1) 20 - ) f

BE T R SRS 4 5000 53 A 29 o S R M I 25K
S 4 9 B R Ok 4 AR Y A 8 B . Zhang 28 Y
P T R RS AR M T AR R T b R
B Ay 42 S AR B (DS-NER) H A7 75 ) 7 1 52 ML 22
5P e, Bk U AT T S8 N R il E B DS-
NER 5 [y PSR 5544 o 8% J5 1 2 7 L P 052 B[R] g
22 W) D PR, I S A A S 1 9 R R SRR AR R E I £k
#r T B DS-NER #8177 76 /9 7 3 i 22 15035 £
FHSEME. Liu 28 AU MATR S 06 #A B 5 T oF A0 F ik 400
326 R A EL(OpenRE) [] B, At {7700 58 3] , 485 784 A it
(1 56 RAEAE SR ICIL T N ZRAE AR v S AR DL K S AR 2 ]
1 R SO O RIS R AR DG XK S BU™ H
AL g 2. JF HL . 3 2 i B AH O M A1 11 LA &5 44 [
A (SCM) w5 1] B8 42 19 T8 20 B ot ]
P T OCR T HORBHW S TE& 42 L B A% B R
SCRISE AR IR AT T 00 Oy 5 LA 3R AR T 0 v 7E 2R
KA.

B % T Transformer [ R BB T 25 0 5 A5
R R S NLP SR 1) 2R 2 2 © &3 A T8 B
B BAR HATM PR R X 263 T Transformer /iy
TN ZRASE T A LU A% S i 1S B A o A 1 B L (H 2
HINZRAE &y 5t IF HARSR A 5 52 3 4 FhE i B
i, WA 7E C AT Y 2 Al b i — 25 in i AE 7R 3R 1Y)
P ol G A 3 N o B AR f R ROk T IR A
5 1 [ .

4 WHWHESHEEX
SFPLTC 5 55 A WL 2 5T R PR I X —

O ZITIEFVRE AT AR 2 A IR
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AL ST PLI s (Adversarial Attack) &2 56 E AL 4%
RS R W ik — HH A2 X H AR
BILA 27 2T BT (9 Dt i A it o 28 BlHE 3l DA A BT ik
R (Adversarial Example) {#i 5 B Frii 8 7= 4 48157 4y
ZE. RFATC B A P A 500 s 1 5 A TR R AE ) Bt il
MURE ) $R T BB M. 7E 4.1 L AT A
TR B HOCAR SEAT X BT B B ME A IR RO e B
BERUE L m] DA B SOAR X St Bl s e o A &
Bt R EBGE VL E ik . o3 A SR OC D5 i AE
A2 [ IR A T C A R RV Bk B 30
T3 O DTRG0 e B B A SO AR ARG
4.1 Xk

T SCAS B O RE DL S SO R A e SO
U %o BT 8l A A T R AG BE L B M. B A A B
o BTG TR RS IR ) 5 oe &L R A AR
— 51 ek Bl L AT RE 2 B IR L SCAS 19 1 SCIY IE 1)
P A 7 AR Y X0 FTREAS BT i A 22, 0.t st R
BB AL R R TR SR B Y LR AR R
ORI A AL, 1 H A3 SO “big " Fl “large” B9 1 AR
HAHPRL,{H 2 “big data”,“large dataset”Z¢a] 21 tf (Y
big Fl large ji i A GE .46t

SCA T Bty Al LM e 25 ot 45 0wl 4 A e 4
BIPRLEE WA 7 ITHEAT 3 25, W& 3 TR AR 4 g 6% A
FABRY YR58 09 22 /0, AT LIk Yok 7 e &l 43 o -
& I i (White-Box Attack) , 2 & H i (Black-Box
Attack) UL J B B (Blind Attack). WS GENWS 52 &
BAR 52 H R A S A S R TE XA Y X
E N 58 L B PR Oy G Bk AR RO L A0 2R AE T
ARG 32 F AL N B LA S S HUR BT HEAT I I
i W B S SR G ey i 24 A2 T A TR ) i oK

WY Be wobR o B B RO L BOl ROR 5 3k
BIEEZ /MG, RSO A& Bk i R0
BT IR 1 B B OR WU A 7 ik
H ZE . AER Xl T 3 14 10 P S 1R U B A T A5 B

SR AT TR AN
~_ -
WRME —>  EEE X
— ¥ e
_ e
~_
— xpibk |

LR B
y

—_ ——

— kA

B3 ik gk

BE AR o 38 T AR 8 % 4 A 3l 4ok B xRk
PEAT R 50 s A HE A 7 ) 3 DL T A SR . )T
Wi B A TR A & A
JE 063 i A SCAR [ 4B i T A9 1) 3 AN [e) , 20 AT DA
1932 F ARG i Hh & AR O YRR AR TS R Y
e st 02 R i A P ARG B L0 O i A A A
TE R A 2. H b 1 SR AR N B
AT OB B0 T (8 A5 8 T iy R AR AR Ak T AT
ity B bR % G S A A A Y S By
I 5 FAF I B e A A B L KNS AR TR
S e TR 2R S PN VA PN 54 I (EP S
AR AT BE 2 5 | A AR A 1) iy s & AR AR 1k

FEAR/INT v FRATTHRE AR 4 Bk o A5 R T LA Gy
S0 AH DI 5T HE AT A 2 o SR B 6 T e Bk A
sk 4 FroR.

x4 BAPINOREAELE

o I WL P TEAW
HotFlip™” T SORAE LT BT I R T
L . o FGSM X AR B T T T 36 R
Samanta 4 A i SARDE s b R A A A v e 47 4 8
VR T B B0 A e 8 B A% ] 0 I . 9 7
Seq2Sick 1] i SHE%  group lasso 2 24U B 20 S B E - 6 PR E U AL S — 25 B
T1 20
el P S 102 B4 B B A 036 55 7 2 T ¢t
T3 FHERIF SRS HESE i S g R AT A 25 20 o I I
R 5 B
U s Mg WO RGP L
TEXTBUGGER™ st aning U Hotlip SRl Bk AT R R A R

W BRI ST A &8Gh 5B addi b5




100 it =N 2% i 2024 4
(&
e Fik g B X AT 55 FEZ TR
1) 8 ) 1 % e Mo WY DA R & — A AL A Ak T A i 3
Zang % N[0 i EZ Ul SCJE B R R A T R TR PR AL R Bk D R s
B 5 Jon 2 A Ak 3 7
& W b 2 5 97 7 Greedy Attack 1 Gumbel Attack. Greedy
Yang % AL il i Ao 2 Attack 73 P~ Bi B0 Al B AT PRRRAE B 30 i A R B AL, Gumbel
Attack 2% > Pt 3l 1 S BORBE 4 A
EXTFOOLER') i S ST S 0 A 0 5 0 7 B fe X3 XA
BE AT AR
e o BERT-ATTACK®] s A ggﬁERT Py F7 5% 00000 ML 1) A= o M 32 1) A7 4 PR E T 0 X
Zhang 25 A2 4 FH 193 0 1k oK 0T M BIL % B0 8 X B0 RE A 9 1
WSLSs! A5 PLas B fE, 3 H 42t WSLS(Word Saliency speedup Local Search) J5 3
KA R E A HLA B RS
SEAs8] CES LT 5 FEA S UANAR 5 08 AN [R] B A R 7R 5 e
CAT-Genl®% Al Z AT 55 a5 ) AR 5 4T 55 A 2 TG 5% 1Y) D8 1 ok 2B LR B RE AR
an &5 ) [87] / . IO i N AR 1) S T T 2SR A A B 2 BORE T S 2T B X Bt
Tan S ¥ ZEES ok 0 50 B REA W BT 75 77 75 G 0
Lin % A\ & ¥ BERT .ALBERT # RoBERTa % F ) 15 2 f#% v ity
Lin & A [96] GIES [5%] 132 FIEL figf — BRI I T — B0 f A A 3K B 6 I ] B A ] G .
687 3K 486 TG 6 R THLAE by X TR AR BB A K 94 1K B A A5 1 1) 47k g
e N 3 3 PO T R 28 2 I SR R g O L O i B S TS B A
sts ) [88] ] 2
Tk Gan A aF¥ FIERE g e i bt
4 . . 8 F [) — 85 44 Ak B AT: 55 1) 22 4> 5 2 1 B A A Ry Ol BEAS (1 3
a [89] 4 2E 3 i v 1 /
Han % AT e BRI s o g A 0T 900 5000 R B A
. - S P ) S 40 [ 8 7 A AT 7 R R 1 LR ) TN O
PAWSL® AT Ryt WA TR
4.1.1 HaERdl B XTHUAEAS A= BAE SR T3, 4l F—Fh 3L T 09 A 20

HOL A A T R R R 3 TR
(Gradient-Based Attack) ) 75 3=, F) J #6545 {5 &,
7= A W HUREAR . Samanta % Ul b s B AT
24 (Fast Gradient Sign Method, FGSM) ™ ¥ i
N\ ) P T B e T 485 R e A R B R NIRRT
HE 7 %t 8 3 I AT e A A RS R S5 AR T A Xt
PUREAS. A B X AR TR 5 25 R 10 A i M AT A0 o, DR
A SRR A 1 SCI TP AR AR

HotFlip™ WJEF X 2 45 9 1 i 40 28 4 ok 7= A
&G FEA. HotFlip 1 B I 200 1) 5 e B4 . 5
T B [ S ) B N N A R AT R 4 L AR
R T 70 R A T LB A I 5 B B St 2 T AR ) 5 A
PE. 38 % i AT 29, HotFlip J7 i [F A AT LA
F A7 IR 1 GO B 2

AdvGen' ™ T2 1 ok B 136 455 700 11 2 i oy 2 B %o
PUREAR Yoy A AY , I 7 A5 i 28 17 Bl 180 Ok 32 T A
UMb, WP A AR BRI TRENA &
Yeili Or s ARYE BB 8 5 T g A 2 TA) B A B Ok
Tl AR AR HE AT 2 Bl ok As B B AR AR, AdvGen
7 ¥k AE DU A R E oy B 2.8 A 1.6 A
BLEU 327,

T RO A ARG T U R PURE AR 1B SRR HE R
P 25 () B AL SE (0] 8, Wang 28 N2 R T H AR T £

G H 25 W B WA B ik A B i 2 R s | L O
TEBL SR 1 AC Ak X Pk 3h. SR 5 A 3 T A A
i X 0] o~ 5 ) AR ) 25 3] 24 SRR AR A BSOS ) 1 v
IE A .
4.1.2 HBaernd

M4 A b 45 R e B R E e L Rl
ALk — 20 4 4y R A T 4R 43 (Score-Based) Fil 3 F
3K (Decision-Based) (1 X if; . 38 F 8 5% 19 B AN 77
BLARAT 2 H LT 45 1 A I 25 AR L T 3 T AR 4 i 3K
iy AN TG B ARAT Bl A5 B B 2 A S 5 R 5 oy
2548 T R A MR

Jin B NN 3 T i) B o O W 1 X B B
% TEXTFOOLER , HA& fe 13, 3 Fl 5 15 1 56 #ff
i A SCAS Hp I B ] AR G e A S B A AR
TR ¥ Joc LE i 1 SR ) 2 48 B AT, 3 0 45 Rk
A5, TEXTFOOLER fE3CA 43 H il 28 & 1155 b
LSS B 20 %6 R AR F A T LA LT r A
H AR 1) A R B AR E 1020 LT

BT RER G Tk 2 kA &R
W o 76 AT BEAR UETE SO BERIE 5 i 18 00 F 548
T 2 AL Li S ONCSYHR R I Sk 0 R
AL, G BERT, 2 Az Ji fi 1 1) B 46 1) 3K b o
TR W AN T B[] S AR ) 2 L I HLAE Bl I A
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0 L MASK A B BE % A i SR A5 T8 S0 25 4 1.

Ribeiro & A" i 8 A A8 % AEAS (Seman-
tically Equivalent Adversaries, SEAs) Z=#; ]l NLP
RGO AR B O [\ /i AR ST S T
A 3k Rl HTREAS L Ribeiro 28 A&+ T AH B 918 X
ANAF Y AR JE ) SEAR (Semantically Equivalent
Adversarial Rules) , % Ji i 4 A< 3 47 f 5L 38 H 9
AR T O 7= A BT X B AR 3 3k 7R HIL A PR A G ()
R I BT S AT 55 b HEAT S X R 1] B R TP
SR BESE NLP 2 48 fUll 5 =

Wang %5 N5 7 —Ff Al 45 6 B SCAR A A
A (Controlled Adversarial Text Generation, CAT-
Gen) B AL 25 7€ B A\ SCAS YA D0 T 8 1o 445 1l
54T 55 R 2 T G 1 J PR A R LRE A i, Ry
Wi 77 i VE A 1 45 53 S A0RL, TT LU fE A 7 o 26 )
P w45 i M 28 VAN R PR Y 2L X O v
A BT A U] T O B 2 AR B X AR A £ ]
A LR X BUAE AR R AT X BTN 2R BE 8 A 503 TH AR Y 1
B,

Tan 45 A" & B AUFE bR o 19 95 35 15 kL B 3ETT
I 22 A5 U R 10 Pl 22 0 2 LR 1A IR b 1 i
B S BOEE AR £ EC GBS AR
Pt D RO T B R 5 2T 15t AT DA o AR B 3R] 0 S 4T
J& 7% (Inflectional Morphology) 3 2E i & B H. 15 X
FAARLA XS HURE A i FH3X S X HURE AR X B A 7 13647
M, EFR A NLP #8814 BERT #1 Transformer,
Y5 5% Tk A BOW T R S R L. 7 I SR B B
A XEEXFHUAEAS , w] DL 35 25 A R 1Y 1 5 O DL T
AN X T e R Y PR RE.

4.1.3 BUik

BB ) A WA O T A B A AT AT AR
By HLJEVE 98 ol ek 4 RL. BRI 1 B R AT 5
Gan 4 A" 5l b B A B 205 SQuAD [ i 21 i
F1%) 0 X0 Ok ] 58] 95 AR B ok 0 IR) R AR OAR 1 -
PE. 5 — AN TR b i S ) RS 0 TR AR AL
A0 A Y ) g R K 5 A a4 b i [ R
AR R IE A 0 b SCRE TS . Uik
Pl K R ASE YL S G 25 R SR L A B A I AR 2
o &8 R 22 B AU G P BE 3 T B 0 S 2L
I8 FHT I A B BE A8 A S0 A AL A 0k 1) S Y
BRRIE.

AN [R] R 0 T Moy Oy vk R i T A R,
Han % A IR 587 25 ¥ Ak 3000 4F: 55 1 25 < 0 By
T 2 AR P T AR XS T g A SCAS ) BN Bl
BT G X A A, Han 25 A8 FH ] — 45 44 4k 15

AT 55 1 2 1> 2 25 B i i L0 AR O o R A 1R PE AR
AR I AR I8 VAN 45 45 8 1] sequence-to-sequence
() A LA 77 AR R U RE A R X AR AR i A I 2R
W B RE % 4 T 52 T R B 110 65 o A AR e 2

A N E R R s £k =z A & I ES
T AN S B IR 1) ) - X, 5E T 0 2 550408 U1 25 7 A5 78 G
b P s v R N Rt L O & o [ 20 £ 25 YN | 9 R
AP Z B Y 22 5. I . PAWS (Paraphrase
Adversaries from Word Scrambling) 2 & T
108463 4~ IEH & B 2 R FLHA = B B S rY Ik
SR ) %oF . Bt A 1A A T Ao 4 5 R) A2 45 R [m]
PR IR AT N TR ST 7R LA B 4 LIl
i) BERT 28580, 72 PAWS ¥4 4 FAXRE AT/
T 40 % I MERR R T A2 PAWS F Il Z5: 1 455 75 6k % B
15 85 %0 M HERR % F-7E LA (T 55 LA PRIIE T 1E BE.
4.2 ZtHBHH

MR AR SE E] DUR B R 2 B B
Iy 6 L B0k BORE S BRIV SR AR Bt 19 O 20T 4 A
(R AEAR T A 23 (75 B AT AR A I S8R R AT A 41 1)
B TR AR T A R 23 45 MultiNLI AT 55 JL-F
T AT M TP BE T AR 2 30 9611 L 33X B8 AR X i 1K
38 Y XGRS B R A ot B KU X T X 5
IRAEAS[6) 200 04 43 L T BfF . B TN R AR B
XA IR A 2 ) B B R A 2. B R It X R
Gy 7 HE R I O R B AR R R AR L R
XFPUREAS. T TEE X XF Bt KUBS: (1) — 28 B 180 5 ¥ 7% Ry
PO N I R DO N s R A DO i3 &
[ R I 71112/ SRARIND O 1 = 27 N (7 . NP <
2535 5 R,

XTPU At ek (Adversarial Data Augmentation,
ADA) TE IG5 i Be i A SCA X $i A A o 8 35 % 40 3%
RS 0], XL SR X LA A B 4.1 1
AR R B s Ty i A BSOS AR L X T B
R o = N TS e 51 N NP = 0 s 'l
R R HURE A B AT AR A2 9 3] R 4 i 1
4R 2 (] H [m] SC 3] 25 4 i 6 % 92 1 T A 445 4
X H S H AR 2R R, O TS bR ) B, Si
2 N\ AMDA (Adversarial and Mixup Data
Augmentation) J5 i > B 35 5K L 1) T i R 2
[). FLARR L, AMDA X 85 H8USCAS 1) X% HFE AR 27 itk
ATEANE AR DA A BURT Y M S PUREAS. A T1E S 1
ADA, AMDA iRy R PTAEA S F 5 21k,

XTI 4k (Adversarial Training, AT) & #2 5 1
ARG HEVE B Jc B R s 22— HoB 0 B e F x4t
B A AN A 8 — 19 min-max (B ACHEZR. )2 HY max
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e . B S it AU miup 7= A 4B CHR o P A 06 388 O 10 75 2 2
Chen AT VBB i 5 e e
FreeL BT ZRES 145 Bxt b G BB 31 A NLP S0, G i A B 1
0 2508900 3 £ 8RR ) oken 3£ I 990 5
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XL TAVATH S I N
§ ‘ B FFIE T FGSM (i B 16 Iy 7 A B RE A 6 4 5 0125 i B B8 1 3 2 31
[99]
ATEL TADE Gope AT R e
I ‘ 8 4 e R T 00— B 5 S 0 X 11 B B
DARCYTEE o AT g A b R 4k 6™ A 0 2t 2
ey FOWS SCAGYA R IR S B K WA ST 5o G X 5 R
g or
DISP 76 L5171 15 384 9 %5081 30 B 30 %5 59028 50 SC A of 0 A 4 5
DISPLI] SRS ATREREJFE (LT R OB SDAL 4. AN B B AR b SO AL

B (9 ) kA L 3T KNN3 3 ) aff 47 38 e

PEAG )R B AR 7E T i A BT 3 6 15 458 7Y 73 26
B2 KISl . S 2 B min H Ak [R]85 00) 55 2 4L
R die /M S 25 1R 22 Sk AU X Bt Bods . AL
U, BT R A R S YRR AL ST A T
H B A RO I B SR E T SO
AR B BT Y RE L SCAS R 0 I 25 1] 3 22 Y
Embedding ®in A SN E 3l X515 7T LA 1 2
Xof 70 B84 o 8 — R ] DR R o I R A A TR Y
5 max [ LA, 34 Ao A5 R 3 0 152 2 e KA X BT A
Bl S MG PO A (B2 5 4% 58 0 X 0 85080 3 o
AHEE X5 BT II 25 X £ A8 () Embedding %3 8] i 47 4
3 It Has 1E B — A I 2520 3R 52 ) 2R R 0 A AR
Freel.B 57351 ¥ 4 9% % Bt U 25 19 S % 51 A NLP
U 7 T3 R LT (Worst-Case) iy Xt HTFE A
P R, RS RO B & AN U0 75 3] ik A 25 (] 2L
A A AR P A TR A R e TR TR T A AT 55 1Y
ZALPE R R, SMART! ™ N 5] AT S it v S 1h)
T DU 3 A B A 2 Rl R A A AR R i T A A
XF T XTI Bh A4 e B AR AN I 2 i B R a1 Y
o) . Zheng & A7 AL Xi A N I G BE I 25
I AL B b R -4k 22 0 4% 1) 65 1 X 4% I o Lk
B GEE  BUS T AT L5 XTI ZRAH LY A k.
XTPREAR K I (Adversarial Examples Detection,
AED) W FEFEAS iy AR 2 J/ij X A4S 32017 B0 B 1k
SR REAR K AR, Mozes 28 A1 % B, &1 % CNN,
LSTM FlJE T Transformer 43 158 {4 % 7 B0k
PHAT 1 18] 25 46 T L S Ao A 46 1) R AR Nz R 46 i) 2
(] P 490 23 2 S SR AR ) O 4 1 0 AR 5 | 5 1 ) R 4
(FGWS) , F| X Bt 4 1) 2 46 19 451 232 45 1 >F 4G ) Xof
PUFEA. Zhou S NHO 4 T — AN HE 2K 31 51 5 4

TEVETE AL 3h. FEIZHESL v, Bt 2l % 1) 25 30 UE SCAS i
AW WA etk IR Rt — AW RE R P Bh 4L A 5 1)
AT 25 0 AR 4 T SR A D B B ] A O] ik
A s 3T KNN X4 ol 5 ) 64585 k.

SCA LI AN R A S R TGE E 2
B ik B bR s v v R A NLP B R o 1 %
W T R 3 A X T A vk Cln X e B
5P YINZR) W E IH AR 2R R OF BE R L
ARy FOUIN A 0 5 A AR R e B 9 AT
A K N 1% 46 T B 5 ] i 20 42 7 NLP B R 1Y
R I HLARIE R R A T R A i S0 v A R

5 PRFOMITEE

BEXT A SRE T AL PAE 55 09 0F i R AR
A lul F1{E HER R AERE AR, — D IETE AR i I 4
A EARE] T ARG A I O SR B E A R R T
DR AL AL HL S N it — € RE A BIAR I O OR
W 7 28 S A 3T A 5 vk RE 4 THT B I B 12 ) 0 e
SEAE I GTE R R AR 4 A RO =R R A B
TR B BRRHE & B BT BB S8 H bR 7 £ X
X B[] L ST AR — LE BT ML~ L B ARTE AL
R EAL S5 SF A T JE T — Se ST

TEAS T AR B0 BB 58 TP (5. 1 19) LU
Lo AT 55 A (5. 2 45 P 05 T A 23 50 #E A 4
40 Ry g AR 6 . o, BORLE AT f
D715 F2 BB ) B AR BE ) BEAT VEAL L N R fE
TEIE IR TR PE T SO BE 45 5 T4 A AT 55 DA I X
AN ) B AT 55 4 B 52 B AR iy 4% 52 AR | ) R
(] 24 458 B X st 4 1 T 05 PG L E R
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ook & RS ALz5 FE IR
CheckList[115] & H 2 AL TR ) A 4 o A0 S5 /N Dl BB 3 AR A P 0 3K 1) T )
Contrast Setst30] il & B AT 55 ¥4 1 F i X e 4R A
Dynabench[7] 38 11 = N5 455 8[][R5 0 90 A 5 HE
WSBias, WOOD, WMProbt116] i H Ea B XU A R 2 Bh oy 21 BALE
TextFlint 2! i 7 LT LGA YT & SR A U A T P S T g
IRTH7 38 E T4 (Re-imagining) J7 3 %o 46 B 30 17 25 S o0 17 3 PP
DOCTOR 18] 38 & {uft JF %k 0 T D7 1 0 AR R A A R A R TR
Quizbowl[119] [52] 152 L A7 = RN FE I8 % Dy 0 S T e
Jia % A\ L120) 58] 5 3L i o IS IS 5 000 25 2 RN 28 L Mgt 109 /) A 0 o e
Si % A 18] [52] 152 L A7 7 SR W5 /) A e P T A B TS WA O 45 0 UE AR TR 5 e
Schuff121] [52] 152 L A7 7 R T 4RI 5 B A K TR E AT B 40 R R
Fu & A [122] i 45 LA o FE T IR 16 % LR T SO 35 R AURLE P 48 A
Lin 2 A7) fiir 44 L AR h 0 UEASE TR0 XoF i 44 LA B BB 2 L 1R SO R AR M R e
Active Testing[12] S Z I % gggﬁﬁéé%%mfﬂ@%ﬁ'fi@%ﬂﬂiﬁ%ﬁ?ﬁ&@ﬁt‘%‘&%ﬁﬂ%?ﬂ’a
Fu % A [124] 3431 i XA B 2 A 7 T 2EAT 20 51 AR TE A $8 bR
Zheng % A% N D ] G ) R T R A Bh T A R e
Belinkov & A [126] WL B 7 g 05 100, A 5 s
Niu & A [127] HLEE B & FEIMAPEE R A5 KNG S50 75 1 DL T 578 5 A
Stanovsky % A [128] ML B 7 Bl AL A A 2R R ASE T 1% e 0 Al DL ) R R A A
Choudhury % AL129] Wl 25 7 215 T i 5 15 A b 1 31 L R S 8 OF ) R
Zhong 4§ A 130 Wl 25 & S S ) 70 A BN B A 1 2 R R AT A R ST
Kocijan % A [131] ERAMIED o A5 5 PN ZRE 5 A5 58 dh % 1) e 45 00 3 1)
LAUGH32] XFid R4 75 MIE T ZREME B T R AR W RS T A R s 0 AT AT
Meister % A L133] A 7 DAHE £ 3305 A -HRI0 06 R 1 o R AE 2 0y AR & R JET I M

5.1 #EEBRTEN

Ribeiro % A fE 315 ACL 2020 fefEiE C¥
TAE T —Fh 3 AR5 5 AL AT HE B2
CheckList""*. &2 3 4 ¢4 T8 b f /N 5000 0 Fn 17
SRR A B T = A AS [ 2 A Y A /)
IEEMR (Minimum Functionality Test, MFT) A~
s M 4R (Invariance Test, INT) | 52 1) # 28 i) i
(Directional Expectation Test, DIR). fz/NE RE MR
S ) 325 T BAAH ELAG A R T G P A ] R AR Y Y R
ACRE 7 AT IR AN A2 PR DU R o A s R AT —
S AN ) i 1 45 2R 00 B0/ N A2 Ak I A Y Y e S
o kAR JE ] 3 B I (] R 0 2 A e
HEAT I/ Bl 3l AH 2 B3l 5 B R 10 i s 25 SR 0 1% 4
MRS H bR AT 284k, i T30 sl i s 4L
A OO B A AR R N L L AE & CheckList if
PEAE T IFIR R G, 4G A AL | TR A A 2 A
Bl P ek A= B ik 1 41

Gardner %5 N5 4 % 8 0444 £ 91 25 A ik 42
BT I T AR 53 A A (In Distribution)
MZALRE s B Y — DG BA R (L
g 3 50N I 85 R AT DL e A 2 3 B 3R R TR AR
FL A5 30 AR G &R SR T X AR T RE 5 7E AL A A A
LA EIERTEN B BIRE ) ARF. XEP ST
76 SNLI U318 R A b 0 5 5, FRL 3] Bl 52, HEL AL

R LT A R — & Bl b 12 E s
B TE B & S 7 J& (Contradiction) B8 3l 4k 7] 1
. R RUAR 25 B 2 20 45 B 6] IR S B0 B AN Y
AT AR IE P JE 7. SR B T IXRE B GE T RRAE A8
IO TC T T BA AT 3 ) A TR (7 A B RE . PR
SCEE R R TR AR G ) R B S 2 A B R E
H 4 (Contrast Sets) 2 J5U46 B ff 2 41 19 58 42 i A 37
i, SCEE LG T B X 2 AN RAT 55 4 1 %) HL S A
WA 40 XA SC BT A BT A A AR A |
MR HEAT T, BEBA T B E Y 5k B 7R B
AR 1 0 5 A 1 A A — A [

B out A5 R A AR RE AR SR AE A b RE 8 RS AR 4
SEI AR AE S PR h P RO A SR 22 AR
7], Mishra % NN 5T 5 4 55 0 56 19 5 % A
i 2 1 M B ) o R AR TR AT AL AR A D A
AR B YN ZRFE A NI R AR 22 8] 14 AR TR) LA B A5 7R (1
EAG AR 4B H T WSBias, WOOD L) K&
WMProb J5 k. Fl FH R FE A BCE 15507 35 5 &1 %
f35 LSTM . RoBERTa 28 7E P 9 10 Ff K [R] A A5 Y
(18 D0 25 SR 22 B % 0 3 A A 1E AT I A I i BT A
ST S AR AL A B S R

Kiela 88 AW 2 H T A5 1558 6] 75 7] % (Human-
and-model-in-the-loop) Y 2 4% & i M 28 4 45 #4)
J7 ik 9 %A T Dynabench - 5 ] T 804 46 & 14
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Ztl i o R W D W N = a5 W
P o AT RE Hi 2% BRI S n] LAl A5 AR R K AR AR
e NHV AT LLOE 8124 0 Bt . 32 2 H 0 Sk 2 iR
TR AL TR A o o ) 5 A 4 A B T DLAS BUAR 4 Y
S5 AR 7E A B AN Bl /N AR AR 0 B0 Bk B L Y
SN RO I B AR 2 5 e A R ) L A R
BOE 5 A b g BRI & LA R AR TR B = 2 5
T B R AT Y 4R B, T R s A ot B
T FFHAZF G 40T B OR1E 5 4 B L 1] 80 (0] 245 | fi 1)
P IR T8 K I 45 AT 45 F B T PRI RN B AR
o} AL A

Gui 28 N EF A0 45 43 1) 3 vk AR T A 35 4
Mr Ay 45 SEORIR B A5 A N B9 12 T [ AR 0E 5 AL BT
5K THANARIESMHEENERIEFES
TextFlint. %+ T 80 A Hd AL TE Jr i (20 R FhAT:
538 A TE L 60 A R & AR A AR T ) L [ BE N T 56

UEEHE AR 7 ik A A1 5 L & X AT 55 B
AN BT R AT TR G B4 (Plausibility) Al
B IE 0 P (Grammaticality) A T3EM. 7 & i& F)
F TextFlint -5 XF 25 100 MH R GEAT T & 3L A5
TE. 1 40 A X 48 A B B BT ) 43 7 SemEval 2014
Restaurant 3045 4, 5 847 A~y A BH 1 1 12w ) )
TR AT SCAS AR 88 {7 T 2 4 7 18 % G 4030 1) 2 AR
P G A0 R VE I 0 G2 A 1 A R A S B T
A ZMASTR AR TE . 10 RO R B AL B 3R AR T2 18 K
T A R 7 FrR. NG RaT LUE B RS
T S b B A A B (RS B (Accuracy) Fl 7234 F1
(Macro-F1) 13 4 #AE % = o 1 35985 B #2301 86 %0, °F-
B35 F1 3k 3 65 %, fH )&, ;XS FRARTE AR TE I 1
SAGEI G AE B A BTN R R T R
31.16 %. Ak TextFlint - & R #2445 7 4 (&8 4 a] 4
b B 255 25 o B sty

= 7 FH TextFlint 7£ 4 % B 15 B 5 15 55 #7 203 SemEval 2014 Restaurant £4 F 3 S &A@ & TN 4L R

g AT VT AR G ) 1 A e A0 A DI V8 X G000 1] 1 A P Hm 4 Ay
- i e KFH-F1{E B FH-F1{E i BE FAFH-F1 8
LSTM!34) 84.42—19. 30 55.75—19. 88 85.91—>173.42 55.02—44. 69 84.42—>44.63 55.75—33.24
TD-LSTML!35] 86.42—>22.42 61.92—22. 28 87.29—>179.58 60.70—53. 35 84.42—>81. 35 61.92—55.69
ATAE-LSTMLE6] 85. 60— 28. 90 67.02—>23. 84 86.60—60. 74 65.41—>41. 46 85.60—>44, 39 67.02—36. 40
MemNet[137] 81.46—19. 30 54.57—17.77 83.68—>72.95 55.39—>45.14 81.46—>63.62 54,.57—39. 36
TANL38] 83.83—>17.71 58.91—>18.12 84.88—>73.06 56.91—>145.87 83.83—>56.61 58.91—>37.08
TNetl139] 87.37—>24.58 66.29—>25.00 87.86—>75.00 66.15—>49.09 87.37—>80. 56 66.29—>59. 68
MG ANCH0] 88.15—>26. 10 69.98—>23. 65 89.06—>71.95 68.90—50. 24 88.15—>170. 21 69.98—>51.71
BERT-basel19] 90.44—37.17 70.66—30. 38 90. 55—>52. 46 71.45—32.47 90. 44— 55.96 70.66—>37.00
BER'I‘+aspect[“’: 90. 32—>62. 59 76.91—44, 83 91.41—>57.04 77.53—>44.43 90. 32—81.58 76.91—71.01
LCF-BERTL 411 90.32—>53.48 76.56—>39.52 90.55—>61.09 75.18—>44. 87 90.32—>86.78 76.56—>73.71
S 86.83—31.16 65. 86— 26.63 87.78—>67.73 64.96—>45.15 86.83—>66.55 65.86—>49.49
e BRI (R~ TR ).
: JEA SRR AR T R A R RN T o, — Fh 2
trans_| . N N . N
m - | V05 1) R AR A 44 ) 5 B D T 5 — O TR
%, AT 75 09 AT AR IR0 2R 0 00 1 B3 9. 7 SR
S 1.0 o T N
. = . o 4 ik AR A 1 16 A RGEHEAT T IR 78 SR R
o ; Bolln et bise RGP F1 (N 75% (R 1E
SwapAnt g o 0. > N T . — AN T .
' o W T A4 A TR A b AT T R EI L x se
P o8 RGN F1EALAERE 36 % 7RI T A5 4

r
ctuation
AppendIrr
Twitter 0.6

Kl 4 TextFlint ¥ & 42 it ) 68 # P 25 & 20 B it 25 4 1

5.2 HEEFZITEN

B %o ) 15k B AR AT 55 1) A5 AR - R TR [ A Jia
5 N0 g ) SCEE RS IR B OE B 2 R LIS
M N S B AR ) ) R D2 5 RFEA IR R 8 15 3]

FIEE AR R R S B FLE#E P R
F)RA 7%, SUAE NS IR IEIERE F AR T AR
TRVE ) AR 3 PR S A L B OINTR I g I AR R VA
WA Ty . A FZ Oy R H mn s WL 4G BERTY |
RoBERTa"™" | XLNet""*)  ALBERT™* & 75 Py () 15
IR J7 s 0E4T T PRI, & B H R 5 36 78 B b 2t Y
DE T R A R B R

X i 24 SR PUNAT 55, Fu S8 07 %60 3% F
26 2% A R AR AT 55 b iz AR M BB HEAT T 40 AT
T [ 38 2o 43T R [l 22 M B A ) A AR R S T R R
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— ™58 e Iz AR B X — [R) . X A 44 S5 A )
45 8 T SE A 5 A8 SR B SR R R LR
TS 55 R A 4 SR — B PR AL SR 4E R L A
[ 4 R IR R Sk S . ol an , SEAR B 25 R A F
1 3 E [7] — 28 ) 1 1 2 4 v S A R 4R v ) S 4R
) S R R A SR R B, A B g M REAE AR K
B a7 B0 30T G2 B AR 4 A I 25 4 v i A 5 1
FEPE AR . X A 25385 Lin 28 A 76 X iy 45 5K
(NPCHIE /R S S R S

Lin % A7t g% iy 45 52 (1 51 (NER) AT 45
AT T TR B9 43 7 A1 SE B AT & B | 3 oE T i
LA T SEAR SCA BT AR R 0 R AR IR Y
I T 5 455 2 G el A XA R iy 44 S AR AT 55
- REAE AR AR L Pk g (HJ2 o 6 O 1 iy 44 LR
THURIAT: 55 B o B T 3 28 47 76 T br AE 00 K 4 L 9 Rk
AN AFAE BB B VERE R IR B2 R R S T SR i R
Ak S B A oA A i — SRR Y
FRAE , BRI 10 B8 R A1 X A Y V7 Ak BB 7 1 52 . VB &N
Sk R iy 44 S AR ) R R R i 45 S AR Y X
A F A = AT A A4 A (Name Regularity) |
32 K 78 357k (Mention Coverage) DA K | F iR £
M (Context Diversity). 38 i3 X7 J5 46 Y| 2k A 3

G AT AR ) A 8 e R R B A A Y R

SR A0k B A 24 FUE M T BB B A R L 8K
R ErizbRe ) B R E B IE LR T v ARG
FEV R A R 7 35 0 SEAR B i M e 2R T . Bb4h,
fE# & BLPE & 2 75 %01 55 7 NER BRI fk fig
3 AR AR 2 B LR A R A SCAR I R 3
B

B X6} i) R 5] 5 AT: 55 » Wallace 48 AN 00 f5 48
R HUREAS 77 A 7 vk o A R ™ A K 2 0T H 2 4
X HAEAS IR 22 5] A NP 2 BIR 4 1 T AHE
[#] #% ( Human-in-the-loop) W3 757 3. /i1 & T
Quizbowl -5 , B3R [n] B AL 7= 3 IS AT G 1A 1 A28
CIRVNEIE-S EPSY el N 5ii e R T TR i S A
B G b b ] A 7R AT DLER X PR e B AR () 55
BRI T 3T 2 PR A R A R L

BEXE R S RAT: 45 Fu 258 A A5 A 11 3%
RAEAT T AR PEAL . 51 A T 8 MR SOk ik
TA) A A 2 B CEL 38 TR) TR 481 46 . At AT 3K [ 12 i R
AR R B e A b AR R A R 25 B JF Ho A
R4 f AL [A] 43Tl bR v 2 9] 79 22 S5 0 F e 10 1)
% L 22 E D 27 o B S B[R] . LA B, A & TR
LR 3 A ] %) A fi A AR i R 1 i P TR A ()
J7 TR W5 2R 45 () 14 B 5 I A1 AT 38 4 30 i 4 P TR Al
PR B3 SRR B B A — B R E B2

()R R AE ST A o5 — > 15 R AT DN . A I ik
AT DA — B R A v DA i Ak B RO AR bR UE 1Y
5.

BE XS A1 50 BT A 55 - Zheng 58 NP R T
T UA R0 A L T 2850 R (5] 52 3 A ook 28 0 AT 5540 L X
PUREA R BEAEAE T A IRAT 55 WK AE ) ik 4 By At
TR 2 15 P BB AE AN Bl AR ) vk S5 A I w42 F - g
AJE B HURE A Sl 2 2K n) 2k A A A O AR i X gt
)k R B R B R R I A B A 0 B R L Gl A
FT BT SCAR (1) /) F 950 R0 3 (A 24 g ik i
() A B B A Bl ke BFSEAE ARG DL T L A a1
Br s 2 A

Belinkov % A0 51 X AL 4% Bl 3% 5 0k fE AL LA
MR B I R BSCR AT T A T A N A
JRC MR S T [ AR I RS S RNl A 2 BT AT T
K. B R 5 M Wikipedia 1) 4 45y s e 4
i) WiCoPaCo & K} F1 RWSE 8}, DL M AN E 2 >
FH R MERLIN 5 8F4E. N T 75 4 15 45 bill
PR 0 oc 40 o 0 A R 5. 45 2R i O RPE J2 7E
AR R R, A A RS
TR BE T R (L2 TR 9 A 15 e 7 1 B8 1 N
TR R UL B A Z 52 . e A At AT 2 S 5 A
RIS FE T AT ) A BB 42 ) 28 A 7Y W] DL AE — o R
B T HET A O () I R T A R B R T

T RWEE U AR S A G A U
ZEE VDN T A AR E 4 T S i BB 3k 1 (0 e AL 38 A
FHB PR J5 3 AT LVE B B 618 5 1448 5 &R
fE 77 T30 A A X R A AT 55 I VT I R PR AR A 4 L T
D47 b 52 RS () 82 A A TR A% 50 T /Y Ak 2R e
I ATE Z2 4k B 0 3 05 Rk A 5 vk AT DL B A b X
PR A FLSE B T RO BEAT PRI, SE Ak B % B 2R
T A B SR 0 B i A PR AL 2 Rk W] DLk
— IR 7 ).

6 SHESRE

BEXTTREE B AR 1E 5 Ak PR RY 0 6 M 1 ) L A
SCAT B A AR TER S AL PRAE 55 B9 e RS A0 K A
Bl Al R SRIR XTI Bl AR DA 45
i fe) B 48 1 AR R e Ot Rl g B R AT 5T A5 R
LA B H AT R 2 B R B AR TE S Ak PR
B = e AR ) AEE 0 5 T L DRI A T I 52 B
PRSI DR 2 O R AR X 38 B 7 A v AR A B Y
HOR. X AE— R O T 2 H T Y
—AEENEK. ARG S AR E R~
F Y TR PR AL 1 A 8 1 i 2 i R AR A
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FFAE R AR A BN GRT7 3k X Se PR3 Bk — Al 5k
M2 T3 A — AR B . RE 6 BT I I 4 T ) R BB 1%
A IC B3k

AT &1 XHR EE B SR TR & 8880 B & B TR F 5 1K
IRAL TR B T3 7 BF 58 N SRR AE L FRATTRS
ARAMETE Ty 1 AT B

(D & s et . H AT TR EE A AR5
AL B RUAR SR 1) T 8L O AR S A L R e ey
3t A S I R K Al 4 - DT LA R TE DA K L T
BRI H A7 HE B AROR 2 — A R AR
i C A TS 30 (A R 5 400 D AR SR 1k 2k LA
AR B0 R RE T R G o R RO R TR AT
B (] L.

(2) Al R BB . BT B A ARG 5 AL
HABE TR IR T — A~ T 3+ FRATTAR A Arp 8 L A Bl A1
AR PR 5 [R)RE L B R0 5 R L AT it
T T RN B R AT T I A R LR AL ) B
(B — e AR AT 4RI SR R R
P73 Ak F AT BEAT I 3k A R AL ) i AT R
PF - LASRAS B4 1) 45 4 227 DRIt o A8 70 3 s 1 ] fi
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Background

In recent years, models based on deep neural networks
have achieved remarkable results in almost all natural language
processing tasks, even exceeding human beings in some tasks.
The advent of powerful large language models has presented
new opportunities and directions for the development and
application of natural language processing models. However,
when applied in practical applications, these models which
achieve good results in the benchmark datasets are greatly
diluted. Recent studies have also found that the predictions
of these models may be altered by simple modifications,
resulting in a dramatic decrease in performance. Even large
language models can change their prediction due to minor
perturbations to the input. These phenomena are related with
model robustness, which usually refers to the effect of the
model when it deals with new independent but similar data.
For the model with high robustness, the output of the model
remains the same when dealing with small changes that
should not alter the output. The robustness of deep learning
models is becoming a hot topic in natural language processing.
There have been a large number of research works on robust-
ness in NLP, but most of them are based on a certain task
without considering the full picture. There does not yet exist
a comprehensive survey of robustness in NLP at present.

In order to provide an inclusive review on the research of
robustness, we introduce the latest research on robustness in
NLP from four aspects: data construction, feature represen-
tation. adversarial attacks and defenses, and evaluation, as
well as introduce the latest progress. As the foundation of
machine learning, data construction is first explored. We
include the bias in datasets and the poisoning to dataset.

Feature learning converts input data into vectors and aims
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at representing the content of the texts as well as being
independent of certain task or domain. We first introduce
some deep NLP models and present different types of methods
that improve the robustness of models from the aspect of model
representation, including robustness encoding, knowledge
Incorporation, characteristics of tasks and causal inference.
Algorithms of adversarial attacks and defenses provide ways
to fool models and improve the robustness of models. respec-
tively. We then introduce mainstream adversarial attack
methods including white-box, black-box and blind attack.
Accordingly, a number of research works tackle the problem
of adversarial defence and robustness improvement, which
are concluded in the fourth part of this paper. Due to the
problem of robustness, traditional metrics are no longer
enough for a fair and comprehensive evaluation. A line of
works propose different evaluation metrics to measure the
effectiveness of models, and we introduce mainstream evalua-
tions for both general purpose and specific tasks. Finally, the
possible future research directions and considerations on
robustness of natural language processing are discussed.

Our past works on robustness include TextFlint . Uni fied
Multilingual Robustness Evaluation Toolkit for Natural
Language Processing (ACL-IJCNLP 2021), Searching for
an E f fective De fender ; Benchmarking De fense against Ad-
versarial Word Substitution (EMNLP 2021), Tasty Burgers,
Soggy Fries: Probing Aspect Robustness in Aspect-Based
Sentiment Analysis (EMNLP 2020), Flooding-X: Improving
BERT’ s Resistance to Adwversarial Attacks via Loss-Restricted
Fine-Tuning (ACL 2022), Robust lottery tickets for pre-
trained language models (ACL 2022), Ef ficient adversarial
training with robust early-bird tickets (EMNLP 2022).



