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Abstract In crowdsensing, task publishers recruit a set of suitable workers based on a limited
task budget to perform sensing tasks. However, some work relies on a trusted third party to
perform worker selection or ignores the problem of location privacy leakage. To tackle these issues,
a Location Privacy-preserving Worker Selection scheme under a limited budget for blockchain-
based crowdsensing (LLPWS) was proposed. Based on order-preserving encryption and Merkle tree,
workers can mask precise locations in hidden areas to achieve personalized location privacy protection.
With a limited task budget, LPWS models worker selection as a target optimization problem, and
then select a set of suitable workers based on the dynamic programming to increase the possibility

of obtaining high-quality sensing data. In addition, for guaranteeing the data privacy and the
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fairness of rewards and punishments, LPWS completes remuneration payment and reputation

update based on the results of data quality evaluation, thereby encouraging workers to provide

high-quality sensing data as much as possible. Simulation results indicate that LPWS is feasible

and effective in worker selection, ensuring safe and fair worker selection and data quality evaluation.

Compared with related work, under the limited task budget, LPWS not only achieves a better

quality-price ratio, but also provides location privacy protection and data privacy protection while

ensuring the task completion quality.
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1. W& FHIBFAE X subl, 35 11 5E subL 43 18 11
B0 (e o o ) AR 77, DA A AR AT B A DT min + D2 »
OYin +bYmax ) 3
2. dty, =d((x, 3,01ty y,)) 775 /% HHaES 5%
54155 Z 6] ) 32 B S /
IF dt., < fd THEN
Cr =bxin || ciphery™®
Co = b2y | cipher?™>
Cy = bymin || ci phery?™

Co = bYar | i pherﬁ’}f‘“‘"* ;

oo ~ (o3} l =~ w

"Upathf; = {h,u.\‘h:’;" ,h,u.\‘h:’;hﬂ Poeppjrr I ey
/% BUE *MTree H3 W i {5 BT 75 A9 40 B 19 5/

by by by by
9. wvpathy = {haxh,l’:n ,haghxznvj R N

/* BT yMTree AR A (EL I T B B 9 450 =/

10, Loc;=pk, 111D, |z, sy, | | cipher, | €/ [ C. |
C, IC wpathls |vpathly | Sigs, »sub=tID; | Loc 5
[ A AR S5 K x/

11. ELSE

12, sub;j=nully /x fEFFHK K null RIS H5EAS
H1E% =/

13. END IF

4.5 SEHEERE
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ST SR, O TR S 5 3 Oh s i AR 0L B
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H1 T OR 7 0 L W] S0 3 SCOR R — BOBUE U 1Y)
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Az S B B B[] — 8 5 in %8 3 41 08 23 ) n 8 1 e B

X3 subL T s AR AR . 0S5 8 AL B % 0 T Iz
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HXHR/NRBIES S ENME RN EETFRE
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H AL KA E AR SR S5 E G BRI EE A
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T R RIS 5 E RS LPWS 555 B S
R BB B e, DR rep. WHE %R B A
ELARZ R i SC T AR 55 BB QV iy & 7 50, I
PLQVAIEAZ S HE®RFERHikiEis. Z5EME Y
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K i 07 B A5 5 . LPWS 4 BHNT: 55 1 A 8808 AT X
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L . J
fd

P4 o A 55 S AT ) 7 4]



54 [

JEESS 3T X H B B B R TP A 45 U A0 AL B R AR 3P 2 S R Uy i 1059
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55 S 5 3 0 £ ()R] L3R S Ak 1) AL

N
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N o
s. t. Ey(i)rewwl,,\uéBl (3)
i=1
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ot .QVL, FR 5 5 . 101 5 TR revo,
RKRS 5 w 4 T W& B8 A6 T 68 3R 15 1)
155 Bl . Sy 7 ORIES S 3 R L B
WRILFE NS E R 2 5 RN A LR
AL O-1 A0 [a] L, T 0-1 5 A ] 82 —F 2 &
AR NP 58 4[] J1. A SO 2l 285 KR 1) O 16 o8 5K i
Z: 5 F P, =AY UL AR BTy
NG BB A BT — DS 5 38 I SR A S A
B A B ) B R AL T AR Y 1T 90 4R B LA ik vh
M2 5E %55, Bk 3R TS 5HERML R
B3 ZHEEE
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fth: 25 HBEEER sel_result
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Bk ox/
2. FOR i=N—1 to 0 DO
3. Temp=<State;+, + (rew[i].QV[i]); /* Nt
By BB State - (IBRER & IFASE S Temp »/
4.  State;<—Merge(State; |, Temp); /* 4 I State,
H Temp .55 3 State; PR HHE/ NI BEER AL +/
5. END FOR
6. FOR i=0 to N—1 DO
7. IF State; i PAFTEBRER 5 (a s 0) o 45 Ca+ rew[ i ],
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9. sel_result.add(i+1);
10. END IF
11. END FOR
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VAR L B UE B A RO R R L st 1) DT PE A
Ak TR R R BRI R 2 S
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BT 2 5 H WAL 55 58 UG O 5 8 2 H AR
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AR B TR TSR 2 . 2R 2 5 3 0 Bodle ok O
JENTBIE . 25 &R T AL 5 Ll i o ¥ 15
B BT B o 0 A A i B 2 T LA B A5 B A Tl
LPWS 3R] Gompertz s SR 1155 53 19 5Tk
SIEC IR OR 2 5 A AR B TEA R AT 55 T
B, T, LPW'S AR ffs 4 > B8l 2k FORR 2 15 180 {1 1) 266 %o
2B o 20 22 Y HO AL 23 T A A M B 2 i 45 2 5
BB AR TR R S T S A
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WA AR R ERE dist AFEH repo, » H B.  1HE
thresh JETH T 6, I E T 7. Bl BB 45 2
5&%%a Z
it . 2 5 EEE repe, MR reward.,
1. FOR i=1 to K DO
2. IF dist; =thresh THEN

3. repe =rep, —0; /* HFETHET 6.8 %
H5HMEE «/

4. reward,, =0; /* 255 WA TR «/

5. ELSE

6. Z=ZH+ {w}; /xS 5E w ABHE R & ik
e HEEE Zx/

7.  ENDIF

8. END FOR

9. FOR i=1 to |Z| DO
| Z|
10. xum:E |dist; —thresh|; /> T ES Z P E
im1
P Ok FURE P 5 R A e X 2 (L ¢/
11. END FOR
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S B S S TR
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i i A sum
S BB 5 BT 00 RN/
16. END FOR
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Ja B AR A SN MSHAT R S 5 & R
EARIE NS 5 3 45 2R DU Ik 0 5 45 2R 119 D i
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J R S 5 I B A DL RO S R L e B
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Background

The problem studied in this paper belongs to the worker
selection problem in crowdsensing in the field of privacy and
security. Based on the limited task budget, to ensure the task
completion quality, worker selection is an important issue
that cannot be ignored in crowdsensing. In crowdsensing.,
workers and task publishers focus on different requirements.
On the one hand., workers expect to participate in sensing
tasks without revealing location privacy and data privacy. and
then obtain fair rewards in data quality evaluation. On the
other hand, task publishers hope to select a set of appropriate
workers under a limited task budget to obtain high-quality
sensing data as much as possible. Hence, the different
requirements of workers and task publishers need to be
considered when designing worker selection schemes.

At present, there are some works that focus on worker
selection in traditional crowdsensing and blockchain-based
crowdsensing, respectively. For worker selection in traditional
crowdsensing, most work relies on a centralized sensing
platform to perform worker selection. However, since the
centralized sensing platform has absolute control over worker
selection, it is vulnerable to attacks and destruction. For
worker selection in blockchain-based crowdsensing., existing
work adopts the blockchain to construct crowdsensing system
models to solve the security problems caused by centralization.
However, they lack consideration of location privacy leakage

or data privacy security in quality evaluation.
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To tackle the above issues, this paper proposes a Location
Privacy-preserving Worker Selection scheme under a limited
budget for the blockchain-based crowdsensing system (LPWS).
Firstly, combining order-preserving encryption and Merkle
tree to provide workers with personalized location privacy
protection. Second, under a limited task budget, LPWS
takes location distance and reputation level as worker selection
indicators and then models worker selection as the target
optimization problem. Based on dynamic programming,
LPWS can determine a set of suitable workers to maximize
the possibility of obtaining high-quality sensing data. Finally,
LPWS uses random disturbance and Pedersen’s commitment
to achieve the privacy and fairness in quality evaluation. and
then based on evaluation results to perform remuneration
payment and reputation update, thereby encouraging workers
to actively provide high-quality data. Simulation results
indicate that compared with related work, under the guarantee
of task completion quality, LPWS not only realizes the safe
and fair worker selection, but also ensures the privacy and
fairness of quality evaluation, thereby increasing the partici-
pation enthusiasm of workers and task publishers.
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