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Abstract

It is an important research topic to attack a block cipher using multiple differentials for

exactly estimating the resistibility against differential cryptanalysis. In this paper, a multiple

differential cryptanalysis method is proposed based on optimal distinguisher. For each experimental

key, a statistic is constructed using multiple differentials, and thus we determine whether the

experimental key is correct according to the statistics. We analyze the computational complexity

of multiple differential cryptanalysis, the probability distribution of statistics corresponding

correct key and incorrect key, and give the relation of success probability and data complexity.

Example shows that the data complexity is decreased with more differentials in multiple differential

cryptanalysis under the condition of same success probability.

Keywords

characteristic; success probability; cryptography

1 5]

T

%0y WA 4y M )5 1 & Biham Ml Shamir'! 7§
1990 4FRRYH %5 15 4F 2 b 46 3 i — Fh w2 A8 80 70 4
W R W R B SO s R AR SR R A
O3 2H B SRR I 22 03 GE T O3 A IR P B X A E

block cipher; optimal distinguisher; multiple differential cryptanalysis; differential

LR 5 3 SIL A B B R 3
19 51 R 4 U5 — BB 025 T 8 LA 301
RN L B RSl T 24P AL S O
By A 40 22 4 53 B 35 0 R T 22 4%
FIRSHN 241400 R AT R 20 ST AR 2 5753
B 4,

SCHRCUT 22 50 4197 07 o ML T — 422 4

W Fi F 1 :2013-07-01 5 35 28 48 2l F Ui 3 B 42 2014-10-31. A PR 015 B (B K % % & & 3k 4 (MM]J201401002)  [B K H 8K B 24 3 4
(61272488,61272041,61202491) %5 By, B8 34,1978 4E4E 1 1, B 082, EEHF 5T F7 1) F %5 65 8. E-mail: ghyyueyue@126. com.
ERE.H 1965 FE A #4740 L 32 B 5 A S B RN A R K 4



I

43 [ERESSE

e R I S AT RS 815

fiE, WAl 25 45 R 224> 22 43 5 AE X B 0k ik A7 0k 2
N T R PEI% A, Biham Fl Shamir™ 42 H T 45 4 F)
FAZ2 A LA MR IR it 22 00 19 25 0 R AIE 19 22 3 S0 BT
2 Knudsen™™ $2 1 T 8007 22 5 70 B oy i (0 2% 07
T ER A Y 25 43 W AR B — A R M 23 ()L 2011 4F,
Blondeau &8 AN T HAT 8 M 0 £ 22 o ok
TR RGAERAT 2 MAZE S 2 A%
O 22 43 REAE (22 43 R AE AP A0 i A 22 43 0 i 22 4y
B R IR SR AR SCEE R R ) ge 0 R WA A
e P DX 4 1 JELREL, 45 1 1 22 22 00 A BT O TR S R B i
(1 o R fie A B B2 1l 1) FH 25 43 e AiE 43 A R 35 5 4
XA B . b T A BRI 2 2 8GE
72,2012 4 Blondeau 8 AW W T A X BN A
20y N 220 I LI £ 22 5y B vk L IR AR
TAERE IR0 T W BE & 24 i A =0 A
SO R 2 A A 22 0 2 A i 22 I I
P ek k.

B 2 AN A 255 L 2 AN 22 43 I 0 o]
WAL Z 250 3 Wi ik o8 1 D% o) JE L AR SO F I
PEIX A3 25 1 BARRISR M B2 1 T — Fb 2 22 0 S i
B P4 T AR R R T 3 55 N W B 2 2R i
HAX EE MBI RN AT A TR R 1
B, 2 326 2 B e ) A B B B B s g B R S
P75 < 7E B AR A5 0 2 AR 9 25 23 R AF
% Uik P B 2 4 iR /)N

ARSCE 2 W EN AR H 3 A
BEF It X 43 5 1 22 25 43 B 0 43 BT 0 15 5 4 4kt
L2 T ITEE I A TPk REFE AR b AT 0 b5 45 5 Y
BT 220N T — A BAR R B
— TN A SO AT B2 R

2 mMEXSER

T 3B 4 0 22 25 4 B 3 B 7 R R T
P X A i i SEVAR 2 1 1y Rt AR S A BRI IX
Vi

W—FF s ={s )] s €FY L H s 2 M7 [A]
SRR IF B s IR Do 3 A s X T Ya € FY L 4
Pr, Lal=Pr, [s;=al=p.s#7 s IR D o3 fii s &
Pr, [a]:PrDl [si=al=1/2".

X g3 g e — B Sk A B R TE S
H R AT R L 2 s IR ART Bl 43 A (D, B
D) HE S5 R FITE Bt X 43 4 » B4 DX o340 3
R B 5 R Bk SR (12 J 566 T 5 46 1 5 1 A

R T — MR A X DU X ik n T

RILX 5S8R
MIA:—2%&n KFFls = (s}, s €EFY

Bl AL O DI E s RN Do 43 A s £ Hi s 1 0] )
7 s R Dy 431
1. 3 LLR(Logarithmic Likelihood Ratio) & il &
B B PrDO [a]
LLR(S):E N(a\s)logm (1)

Hrb NGa|sH)ERIFH s d a A5
2. B HEL R AG)
0, 4 LLR(s)>0
1, Hit ’
SCHRL12 58 ST X 43 45 1 X A L 35k
Adv(A(s)):PrDO [A(s):O]—PrDI [A(s)=0]
=1—-2P,,

P = o ba) e S s RM D 4 118G

AR M D, 43 A A R 2R, o 285 s IR D, 4341 H1] W7

F RN Do 2341 B 48 1R A 2R

2 H XA A A AR
Ad«A<n>:¢42¢(flﬁiéﬁll),

2

A(s):{

Hr
(PrDO [a]—PrDI [a])?
PrD1 [a] ’

AD) =)

a€Fy

() — 1271 Je du.

I HAEW T b3 X 3 4 2 e A0 1X 0 4t

3 BENEBEWHNAE

3.1 HEXEX

L E R —Ar BIAAE D H 5
A Ko S m LUAE KRS r BT
WP F 27m B pR B BT SCas Dy X 30 ) g
Y. X TFAL W Sl x € X M LR R N
y=E(x),Hrp EK(I):FK,_ °---°FK1 (x).

N 445 22 22 00 RS 0T O AR G A E S

EX 1. (8.0, ) 2 HBEWMEE E M
Cr— 1) Pl 22 03 FHAIE - 12 22 0 FRAE AR SE LN
Pr[6,—0, | |=
Pryx[Fi' (Ex (X)@F ' (Ex (X@8,)) =6, ].

— MOl K R R P, PrLo) —
o, ]=2"".

Erxp S ME L E, Bl EF &KE T2



816 iHom

Bl

Eie 2015 4

L
&

AA MR r— 1) P8 25 40 B51E + 3 26 22 43 45 4F
RS A= (8,800 [i=Ter [ Ay | j=1, 0,
AD VA AZ SR ES R Ay A S
{80 ’ 35,-71 9(80 98r71 ) EA} - {63”7 ot 8(‘%‘) %TX-J-
Ao HIEEAN A 2245 00 X IV It 22 4 R

def G. D
{87-7 19 "%

ﬂjﬁAm —{8 l|(8((JY)’8 1>€A}

TG A 28 AR SCHR L 1 22 25 43 5 ) 4 T 7
3.2 EFERRAENSESTHRHN

B A | =100 A s A 24 A —Fh. ik
O HXF I i 1 224030 R 0 Y K, 2 IE
BB T 00 RN Do 43 A5 5 24 K, 5 5 1 T
BImEL O RN Dy 43 A, R G ) 5E 92 % 4 K, 2
HRIEHE T HHASM T X400 IRM Dy 4316 5
D, 5345

R AR T A | >1 BB R R YS K, 2 I
B VB T B A 2 4 R R 1 R (010 L 017
0Ny e K Do 43 A s 24 K, & 4 15t e 55 H B
(O, 87, e 0 M) KD, 43 5. IR I, 3 5 52 6
WH] K, R IE R TSP T X 4 (0,
0P yeee 0 Y D 43 A 5D, 4375

I FH B 1 X 43 25 30 e 027 AN Do 5% D, 437
TEAF B SR LLRY. R, R T X 48 (8,

0P o 8 VYD, 85 D, 43 A L 7 B G
LLR. FHHIAZ LLRY (i=1+|A, ) FMILLREY
ey i 7 ¥k

BB Y K, E A T PR, 002 IR
D, 53 s BARSE AR QR

(O Ve 1,2,
P H pU T HIEY

(2) VBEFy, H B A ,I,P;D [6, =B8] =

AL ) Pr, [0, =000 ] =

(1= 2 p7) /@ = 1Al D hblikIr i %
1<i< 4|
R 3 gy a0,
1<j<lal_,

[ 8 2 K, 4 R B % B, 007 iR A
Dy 43 s VBE FY L Pry, [0, =p]=2""
B 0,7 G=1xx+[A¢ ) AR LIS 5
(B0 ,07) e 8 AT RLTFEE Y
V(Yame Yy ) € (FF) 0,
14, |

97\Ao\ )]:HPrDO [8{'71 :71‘]’
i—1

14,

97/\Ao\ )]:H P”pl [6511 :yij-
i=1

/ﬁ‘\ 67»71 -

s [Brfl :(71 [

Pr51 [6r—1 =71,

BV M A S (s e D7) 1y GE (e,

LA |1 s A B R B 5 SCXH Cg s i) iy o BESRS 7+

By 741 K A 2" A ATRE R . JE o Ko (L= =2").,

FI S % 8] KL <<r=_2") fi# %

i'J (eazD) 1M LA RHI0Y (KD = {2, @2f )M, i€
{1y A [}

ﬁ%ﬁux%%ﬁﬁ%ﬁwmm9%

{(ywyg)}zﬂ ] »??E'f

(6(()[) ’6y$[—.§))’ R (6 (1 M ) 1:/3 = E’J % 1+ B
LLR(">(5§31(K5.))11DT}5)?/%:
Pr. [a]
LLR" (0 (K1) =3} N(a| 8", (K}))log &
v’ Pr,, [a]
— PrD
2N<a 9,21 (K)log = [ 7+
HEA
- La]
EN(a\é\(ll(K ))logP i [ ]
aga”|

)

2 N(@L 2167, (K log 2+

GA

Z N 8,71 (K) ) +log 5 (2)
<7i)6_\ 0

T 43 B anAer F A
14 35 AF B 149 S - HELLR.

Bl Ao |+ 1 WIS (s 2, DS, 2, D7 o0
@87 ) Ayl — AN BA SC kL BN M A B S
PR 1f] 8 5 80 { (e s 2 D OF s 2, DO s +o s 2 D
S5 W R R R 1 8 SC I RS Cy sy aeee s
WWngﬂ%%%%%KABQSZU%“
VA ILD B A 3.2 I K A T
[ = R
{((2: Dz, 2, Dz -
AFEHS, (KD = {(2,Dz", 5, Dz, o
z M

a5 AR A 225 FRAE

{Cyes yil), .

280y

v%@zf %o ‘))}/@ 10
7Zk<)

MR (D R[5
3 37 P;D [7]
LLR(S,_, (K\)= Zu ‘N()’\ (K. >>1ogP NEd
Ye(F,) 70
= >0 N s Yy, D 16, (KD
(71.--4.7‘40‘)e<FfZ”)‘4<J‘
Pr, [7
og (o)1
2*771
zg] PJ((yla"',yé%\)larfl(l<;))'

mylay |
Oy ety PDEWH S



e R I S AT RS 817

4 1 [T
7
log<7n : 2])+ -+
2
E N((yla"'eydo\)|8r l(K:)).
oy e %]
(Pr[) [’yd‘]])
log -0 -
)

I Pr, LY
=>' N, |6§“1(Ki.))-10g(”2)“[,,,]])+

7, EFY
I ,
DN 82, (K) +log (”[Z])+ ot
7, EF, 2
> N 185 K)o (M)
. 2

Viay) EFF
=LLR™ (8", (K\))+LLR® (8, (K!)) 4+
LLR%D (8% (K!)) (3
FEAB B 22 43 R AE AR B0 S B 25 1 T, R 4
TLAFHES A PTG 2 0 FRIEH 1 52t
WLLR (8, (K BH3 77 .
BT IR 0 X 40 2 1 SEUARL, R 22 4 R AE (857
5(";»";><zt=1,---,|A0\ =1 [ A DX o 4%
HEAT 22 225 MU I 2L B2 S04 T 27 2%t it 2
ryum<1<z<2 ) AT A e B 2
T2 R - By 2H R R AT 2 25 4y i
(Ao | =D AR 0 Bk 1.
Bkl
L BN M A S R R B (s DO 2 D
O e, @020 ) VI A Y 8 ST FE A sy oo s

yi 2D RIS S KL (1t =<2 " O R % { Cyp s yioee s
yﬁ%‘))}fq»ﬁﬂ (Z/vvz/v)v"" HA(“) L 191+%:EH‘A0‘/1<
HESFEH R ED (KD ={,Dz" 1M, 0P (K =

(@2 1M e 008D (KD = {2, @zf0 )M

2. MA@ 45355 LLR? (6,2, (K1), 1<1i<<
Ao | I FIFIR (D H LIRS, (KDDL 4 2% A5 i
TLLR (8, (K45 R E /N B I Fe 6 77 4E 5 4% 00 L A58
T X 17 1 Bl - 285 A A e R 2 A

4 ZBESEBRSWMAENERDN

AT AL 1 MR R A R A

EE 1 FJELHEERER OA [+D -
M 2" /) WGy 20 3 W B 3 1B B AT R AR
OCCI A | +1) « M)A B 25 %f

. LR LR REERT (A D
M < 2" W55 r BB R P 2 thR B 2 A
LLR Ziil &, f H55 Z X 2" A~ gk 5 a9 (8 o8 17 HE
o.M 2 iR R R E S 1 I A A E A

Fo, BB/ RCR S IR Bk 1 i B R R
ﬁyb OCCI A | 1)« M «2") YR [ ok Bl % 32 B
FTA SR/ A B L2 r B R 55 1 it
BT OCA [ +1) M « 2" /r) IR 4r H B 1 B
e Ao =

U LW EARE M A SO R (s 2, D05
2@ 87 ey 2, D06 LL K AR B B S 1A
I ST D D P - 1 A - 7 S GRS - =2/
JERE OCC Ay [ +1) « MDA B 4T TE 5.

FAMER YA =1 1 IR E
FFEAt 52 2% B 55 SOk L 11 ] i) &5 SR A ).

HTH B BIEERE SR RZ LR,
FATT T L4y B 1E 0 1) B T B KOG R 1 ST A
LLR(O,—, (KD 5 1 B8 7 2% 41 K3 B 1 52 i

HLLR (8, (K')) (A 435 . 1 5 45 AR G5 L.
XEF VeV, )€ (F) !, 4
&="Pr, [0, 1 =n.ayu ]
Pry, [0, 1= 70,01
It HA
ADH— 3 (PrUD[&lP)’]PrUI&l)’])2’
yeE 1% "B, [0, 1=7]
BT Pry [0, =7]=Pr, [0, =7,
14|

:HPVD1 [85” 1 :7,]
i=1
:(271/;)\%\ ,

3 Yia,00 ]

[ 1t
ADH =@M ST € (4

ye (EH1%

T 2. LLRO_,(KD)FLLR(S,_,(KF)
i N s
LLR(3, , (KI)~N(Mp, ,Ma?),
ﬁ(m>w/\/’(l\/[yl Mo},

1 = ; 2 =
/,LO%—/,L]%?A(D(J ’ 0‘5~GI~A(D0)-

JEEA. i SCER[ 129 B Proposition 5 H 2 A
BLLR(S,_, (KI)FLLR(, ., (KE) BIHE R I35 .
TEHE.




818 it " Bl 2% i 2015 4F
ST 2 4 T B LR (O, (KD gy WA 38 3 134 O3 BT AT Sk 1B B R

FHELLR (O, -, (KI) JIf MB9HE 3 53 A o R %4504
AT EH 3 th b 175 1 r9%cs &2 2% B2 A
2P RR.

FE3. ASd=M -AD,) EHLLRG, (KD
FILLR(O, , CKFO) AR 7, FL B 38 o 2 6 B i
A B KB N 1 S 35 2 R VR b e 8 % U Y 5 &2
ZRBERE A A D M BB 1 S %ER

PS_ZCJN'] < (B(—/d/2)) " -
(1—p(—/d]2))?" (5
M. B FRBELLRG,  (KP)FMILLR(S, (KF))

EMHEMS . HEM 2 A7 LLR(S, ,(KD) —
LLR(S,  (KED R IEZ 434 N(eao®)  Hrh
=My, —Mp, =MA(D,) ,
o?aMo? +Mo?=2MA(D,) ,
A,
Pr[LLR(, ,(KI))—LLR(3._,(K")<0]=

1 (K/))—LLR(S, , (Kf))—MAD,)

v 2MA(D,)
} ~ $(—+/MA(D,)/2),

J e Zdu.

1
NET
B LLR(S, (K I 50/ 1 it 7 4k 9] L 4
F AFRHESS 5 Q<< <<D i 5256 95 41 2 1E Al
LR
Pr[A;]=

<

Pr

[LLR(S,

*MA(DO

v 2MA(D,)

Hih, ()=

Cly' [+ (B(—/d]2)) " -

A—b(—/d/2)" 7,
Hr,d=M +A(D,).

CL RNl F IR BERT £ A S KA R N 1) 52 55 %5 5
VR % 4 WA 1 s i k3 Ps=Pr[IE
W AR A w4 = Pr[A/UA U UA, ],
HF AR, K

Ps=Pr[ A, J+-+Pr[A,]

—Zcﬂ [ (B(—/d/2))

(1—¢(—«/d/2))2“"""
B 1 AR T M KA SCm) &8 LB R G
Xy J L BR R R E R (1A D) M A

Zfz* e (B(— T2 e (1 —$(— A2

WFEEE.
RS T R 1 BREE 1RARER L IR
fH I I 2 /07
A E H 3 AR W SRR AT
Pr[LLR(S. (K/))—LLR(, (KI))<<0]~

—MA(D,)/2).

B EH A (2% —1) « $(— /MA(D,) /2) 4~ 4
BREH NG = KT IE % 8 B ST (.
AR Z R 1,0 L P& 1+ 2% —1) -

—vMA(D,)/2).

d e 3 AL O T AR BN 1 e B 24
IR R TFEHE AD) (d=M +A(D,)) . 1l
REEMANWDIE AD) GTEERER ST
I DASE B 4 (I RS T AD) 1 T B k.

EE4. A
(Pry, [6,”, =Y ]=Pr, (6,7 =71"

veFy Pry, 8% =] ’
Hri=1,2,,[A, ], ]
(1) A (Dy) =

(€]
v 2, P

$Gied)
1 GA

A(i) (DO):Z

27yt

Z pm.,’)) 2

l=i= \A —1 7271:1

@"—1A2
1:359]1)]9 1=1,-

=53]~

2" (2" — 1A D (6)

Srfr o P
17"'9 |A;21 .

r,)o [gf-i) ’ |A0 ‘ =

4

(2 A(DHA=DTAY (D) (7
i=1

i .
(1) KR AP (D) By X535
AP (D )72 (Pr I:é\r 1 =7 ] Pr [65-21:7;])2
! 7}/ GF’,“ rDl [8£,1 :yz]
=2" > (Pr, [8”,=7.]—2"")"

o
=2" >} (Pry,
real,

2 >3 (Pr, [80,=y]—2")

yléd,(lgl

2

NeMNDl
r'leA I

[0, =v]—27")"+

—on (P;,D0 [6,(’,)1 :6;:1; 727111)2_’_



s I

e R I S AT RS 819

(1_ Z p(i.j)) 2

1<j<|al_ ) B y
_2 m
Q@ —1A20D
':P P(z])iPrD [é\(l) 6£1;jl) .
(2) FITECA A9 2] BARIE] S # a0
D KA, =18,AD)=A" (D)3
@ YA =2,
_ (P”f)u [&-—1:7]_1375' [37-—127]>2
A(D,) = - [ ——
ye (FyH! %] D,
- E <(P7’DO [821:71’5(}:1:}’2]*1)7”[)1 [821:

m
Y .Y, €F,

7 ’5§'~’7)1:y2])2>/(P

: : 1y
=2 33 (Pr, [0 =70 =70 50 |

2m 2711_ |A(1) |)

rD1 [0, =" ’65*27)1 :72]>

22/11
77, €FY
=2e 3 (Pr, [0, =71Pr, [0, =7, ])" —
7.7, EFY
« > (Pr, [0 =%1Pr, [67 =D +1
Vv, EFY
=2 >3 (Pry [0, =0 2] (Pry, [82, =% —
7 EFy 7,€Fy
Ze 2 Pr, [0 =n] 2 Pr, (0% =7,]+1
7, EFy 7, €FY
=23 Py [0, =1 DY) (Pry [37 =1 D1,
nEFy v, EFy
[F) 2
(Pr, [0 =7 ]—Pr, [0 =71
e
7 EeF PVD [0,21="]
—9om. E (PrDo [0, =y, ]—2"")*
7, EF
:2”1 ° Z (}37’])0 I:ail)l 7)/]])2_1’
7, €FY
AP (D) =2"+ 37 (Pr, [02, =7 D" —1.
7,EFy
|

A(D)—AY (D))=
ZZM'E (Prl)o [arml_yl])z 2 (Pr[)o [652)1—77])2*

7 EFy 7, EFY
1=2"+ >3 (Pr, [62 =7 D +1
yer!
=27 > (Pr,, [0, =7, %
7, EFY
|:2m 2 (Pr [5\(2) 72])2_1]
7, E€FY

=A" (D) (A" (D) + 1)

HE‘ ﬂ:A(z)(D() ) .A(1)<D() )<<maX{A(2)(D() ) ’A(Z)(D() ) } )

it
A(D) =AY (D) +A" (D) +AV (DHA® (D)
~A" (D)) +A% (D)

@ KA, | =n#t, % AD, >~2A<’><D0>
@ 4 A | =n+1M1f, *E?E@E’Jﬂﬁﬂ URETIEG

n n

A(Do)_ (2A(1)(D0)>%A(71+1) (Do) ((ZA(O(DO)) +1>’
i=1 i=1
n+1

B . AD) > AV (D). 5.

HEH 4 AT HLAEC A p ) G=1,. A |, j=
Lo [ A2 D W4T, i 28 C6) af RL 5
AV (DY) si=1,2,, Ao | R G AT (D I8
ADY). FECH AD) [ 25T FoATHE AT LAA
O3 WSS IRTHA A 1 BE R AR R T R
[P

5 ETRMARSFENZENSER
53 47 B Bz

AR i — AT g S 1 B

T —A r B B S5 E 1 4> GRS m =
128,55 r Bl T840 K& n, LR, IF H IR BIZ LM
A8 A~ r—1 Bl 11 7o ME 2R 25 0 A AE . F R A 22 0 1
m’a%/* Ay = {0857, 00" } I HF F Vie {1,

161 (AL =340 A, = {60 8T Lo ).

Bl

(1) Pry, [60" 00" J=2 " 1<i<16,1=j=<3;

(D VBEFY . H LA,

p, (00" =B]=(1—3X27") /(2" —=3);

(3) VBGF”S Pr, [0 —>p]=2""1,

THEHAHMAREE 1 XX AEHEEELEED
2 203 B o By s

1B M A S A B (s DO D
O eee s, @O ) P L H B 1 % SC I B Cyen i s s

SO %Ufﬂ,wﬁﬁ?,%ﬂK A=t =Z2" R (s yi ey
““m 147@] Coiszl” e 2O IR 16 5% i
LAF I 4 RO, (K = {2 @ 2" 1Y, 807, (K)) =
(5@ )M, e 00 (KD = {2 @D 1.

2. R (2) 40 W5 LLR (37, (K1) 1<i<
16,885 - AU (DB M LLR(S, ., (K. %t 2" A% it &
LLR (3, (K e K BN I 386 47 HE 7 46 85 £ A 553+
7 SOF 1 T 0 A 2 .




820 i "

¥ 1 2015 4

b bR 2 2 B Rk B Rl R S R
SLIRIE Z A R AR
AR 6 FIIFEH A (D) (1=<i={16) ;
A(i)(DO):ZIZS><|:3><(27111727128)2_’_(212873)><
1-3x27"
(g2 1'8”
~27,

R (DA A

16

ADD=D AV (D) =16X2""=2"",

i=1

AR 2 (5) 1L 2 R A 2 B S 17 - M A
B 4 224 3o 0 R 3
Ps=2 Cp'  » (B(—d/D))y -

=1

(1—$(—/d/2)*"
1
=700 (=27 /M) e
=1

(1—p(—2 % /M) .

A L= 1 R BAEA R T A 5T, & 5
F A AZE S A 220 (R H R 205
fECOSY o), (86,8007 ) L (8L SNV ) By £ 2
Bk B BIE S 2R E o N1 B, 3T 240 A
Loy 2 A 2 4y ORI 22 4 5 4E 2 (007,
SUY 1<Ci<C3,1<Cj<16) [ £ 24y Wi i B 5
FBER N2 AT AT N1F N2 (6 R

C (=1, BT 20, gy 3 3 n] 15

(1—p(—+/(N1/2) AV (D) /2" 1=

(1—$(—/ (N2/(1+ A, 1)) -ADH /20" e
(N1/2)«2 % =(N2/(1+ A [ )+ [A [ 277 (8)
BTN N1I/N2=2[A,|/([A, |+ .4
A | =16 If,N1/N2=232.
HNT/N2=2|A,|/ClA, | +DIEBIEA | >1,
H Y B R AR E A 2500 R Y 22 7 R IR 22
BV 1 BT B B R B .

6 ZERIF

UnAe] ) F 224~ 22 43 8 iE Xt 4 4 %% 00 B0 1 1 A T 1
o DT o AP 3 7 B 2 70 AR AIE 199 2 70 B 1) a2
TR JEE o A O3 AT U Y — A 2 B S R AR S
BT X o an 9 AR B T — R iR B 2 22 0
WSO T R A TR A R RER AR T
Bb AR SCOP AR S R AT RSN R 26 R R

ZEOP R 2 J i 0 R e B 2 BB/ L 9 2t R
LHREW T ixBE 45 R, AT — 20 TAEE 2
A SCE 2 th 19 22 22 73 23 M 05 i Be e B A i o 20 4
ARk AT &0y Y 32 930 06 1R A 19 T 22 23 o0 A 1Y

L
He JJ.

B O FREEAFAHBEITAAIRETENHY
R & R S N P

2 % x #

[1] Biham E, Shamir A. Differential cryptanalysis of DES-like
cryptosystems//Proceedings of the 10th Annual International
Cryptology Conference. Santa Barbara, USA, 1990; 2-21

[2] Zhang Lei, Zhang Wen-Tao, Wu Wen-Ling. Cryptanalysis
of reduced-round SMS4 block cipher//Proceedings of Infor-
mation Security and Privacy. Wollongong, Australia, 2008.
216-229

[3] Wang Mei-Qin. Differential cryptanalysis of reduced-round
PRESENT/ /Proceedings of the 1st International Conference
on Cryptology in Africa. Casablanca, Morocco, 2008: 40-49

[4] Courtois N T, Misztal M. First differential attack on full
32-round GOST//Proceedings of the 13th International
Conference of Information and Communications Security.
Beijing, China, 2011; 216-227

[5] Wang Gao-Li. Improved differential cryptanalysis of serpent
//Proceedings of the 2010 International Conference on
Computational Intelligence and Security. Nanning, China,
2010, 367-371

[6] Knudsen L R. Truncated and higher order differentials//
Proceedings of the 2nd International Workshop on Fast Soft
Encryption. Leuven, Belgium,1994.: 196-211

[7] Biham E, Biryukov A, Shamir A. Cryptanalsis of skipjack
reduced to 31 rounds using impossible differentials//Proceedings
of the International Conference on the Theory and Applica-
tion of Cryptographic Techniques. Prague, Czech Republic,
1999. 12-23

[8] Knellwolf S, Meier W, Plasencia N. Conditional differential
cryptanalysis of NLFSR-based cryptosystems//Proceedings
of the 16th International Conference on the Theory and
Application of Cryptology and Information Security.
Swissotel Merchant Court, Singapore, 2010: 130-145

[9] Biham E, Shamir A. Differential cryptanalysis of DES-like
cryptosystems. Journal of Cryptology, 1991, 4(1). 3-72

[10] Blondeau C, Gérard B. Multiple differential cryptanalysis:
Theory and practice//Proceedings of the 18th International
Workshop on Fast Soft Encryption. Lyngby, Denmark,
2011. 35-54

[11] Blondeau C, Gérard B, Nyberg K. Multiple differential

2

cryptanalysis using LLR and y? statistics//Proceedings of

the 8th International Conference of Security and Cryptography



i RGN T RO DX A0 8 00 25 26 40 S S0 Uy o 521

i}

for Networks. Amalfi, Ttaly, 2012. 343-360
[12] Baigeres T, Junod P, Vaudenay S. How for can we go

beyond linear cryptanalysis?//Proceedings of the 10th

GAO Hai-Ying. born in 1978, Ph.D.,
associate professor. Her research interest

focuses on cryptology theory.

Background

Differential cryptanalysis method was proposed in
EUROCRYPT 1990, and it was an efficient chosen-plaintext
attack method for iterative block cipher. Today, many block
ciphers have been attacked successfully, such as DES, Gost
et al. Based on this method, many improved differential
cryptanalysis methods were introduced, such as truncated
and higher order differentials, impossible differentials et al.

In the fundamental differential cryptanalysis method.
only one differential characteristic was used. So how to use
multiple differential characteristics? In order to solve this
problem, in 1991, Biham and Shamir presented an improved
differential cryptanalysis method of using multiple differential
characteristics with same output differential; in 1994 , Knudsen
produced truncated differential cryptanalysis method in which
the differential characteristics must constitute a linear space;
In 2011, Blondeau introduced an universal multiple differential
cryptanalysis method, but this method was not optimal, then

he introduced an optimal multiple differential cryptanalysis
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Cryptology and Information Security. Jeju Island, Korea,

2004 . 432-450
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method in 2012, but in this method only the characteristics
with same input differential were used. So, it is an open
research topic that how to use characteristics with multiple
input and output differentials. In this paper, a multiple
differential cryptanalysis method is proposed based on
optimal distinguisher. For each experimental key, a statistic
is constructed based on multiple differentials, thus, we
determine whether the experimental key is correct according
to the statistics. In addition, we analyze the computational
complexity of this method, the probability distributions of
statistics corresponding correct key and incorrect key, and
give the relation of success probability and data complexity.
In the end, we give an example to show that the data
complexity is decreased with more differentials under the
condition of same success probability.
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