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Abstract  The rapid development of Bitcoin technology and the growing scale of Bitcoin transactions
have drawn wide attention at home and abroad. Whereas, Bitcoin is often used by terrorists and
criminals attracted to the anonymity of the currency, such as all deals on Silk Road were made in
Bitcoin. Therefore, it is essential to supervise Bitcoin and track the source transaction when
necessary. However, as Bitcoin technology has the characteristics of de-centralization, traditional
financial supervision means cannot provide effective supervision. Philip Koshy et al. found some
special trading patterns for originating node by analyzing the propagation law of currency transactions in
the network layer, but the proportion of special deals is less than 9%. Alex Biryukov et al. take
advantages of the information of neighbor nodes of Bitcoin peer to locate the originating node.
This approach improves fault tolerance and accuracy (experiment shows the accuracy of 11%),
but requires constantly sending information to all nodes., which can cause network congestion.
There are also some methods of transaction data analysis. However, they usually only get the
relationship between the addresses, but cannot directly obtain the corresponding identity information of
the address. Therefore, it is necessary to design a new transaction tracking mechanism for Bitcoin

architecture, which can detect with fewer resources and has higher tracking accuracy than existing
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mechanisms. In this paper, we optimize the existing bitcoin transaction traceability mechanism
and propose a new neighbor node identification scheme based on active sniffing. Our scheme
supports lightweight transaction traceability and has better traceability than existing schemes. In
addition, by designing a matching value optimization method based on multiple detection, the
traceability mechanism can gradually improve the traceability results through continuous monitoring and
improve the traceability accuracy. The main contributions of this paper include three parts: at
first, we designs a practical Bitcoin transaction tracking mechanism that can track the transmission of
bitcoin transactions under the public Bitcoin network and associate the anonymous bitcoin transaction
with the IP address of the transaction originating node. Secondly, for the first time, we propose
a new method for neighbor node detection based on active sniffing, which can infer the neighbor
nodes of a specific node by sending probe information. This method can obtain the topology
information of any server node with less resources. Finally, we developed a prototype system for
traceability mechanisms and tested the efficiency and accuracy on public Bitcoin network. The
experiment results demonstrate that 69.9% of the backbone nodes in the Bitcoin network are
suitable for the proposed tracing mechanism, with traceability recall rate of 50% and accuracy of
31.25% , which is superior to the current tracing methods and of great importance in practice.
The proposed traceability mechanism can trace the transactions in Bitcoin networks and identify
the transactions created by specific server nodes which can help to track down criminals who
maliciously use bitcoin technology to deter Bitcoin-based crimes. Moreover, the traceability

mechanism of this article is also applicable to altcoin based on Bitcoin code and other digital

currencies based on Blockchain technology, and has a wide range of application scenarios.

Keywords

1 5]

i

PO T 8 TRV 52 5 WUARE 8 4 BE T A [ N Ak
SRR R EHEN Y A 2017 4£ 10 A 6 H, 4w
R 4370 20, A R 725 {2 K. R
ARG T HA B A AL OB RAE . © 20
SRR HB T PR T A5 AR R 50 B 1 Bl i I RS i s
2017 4% 5 H 380 100 24 E Z A XKl 10 )7 5
FEL IR B R e 119 )y 28 A B WannaCry " i J& M H 4
AR IUBE 4+ Hh T FU R T 58 5 Mk LGB B2 45 [ SR AL
PR BRI 5 it . DR AR W A7 b ZE W 5T 4T
Xt O T 52 o 1 391 DERIL 1 B3 i B EE R T 2 )
4 12 7 A 10 3 B At LU R T 58 5 9 IR 55 45 49 s A
T S RS o B A R 8 2 T R T
AL ARTT oA,

PR T — 25 PO AR BT T TR L AR
TAEG G R ARG L HE T 58 5 BAT B0 19 S 99 5 fiE
Ji. R BCF 5T R G R S AL

(1) Hodik B 24 1. FOAE T HE 2 1 7 2 5 e dy
52 Gy I R 5. stk ply JH P AAT R, 5 B iy

Bitcoin; peer-to-peer networking; tracing; blockchain; de-anonymization

FRIGKBEME AL REAT R =52,

(2) 325y oy BTk, e T AR 48 SCRF P O B3 1K
A2 oy A A T B k. PRI P 19 58 5 1 B R o3 H
TEA [7) 14 B 22 M ik v o AR X G 23 A 58 5 30 s 4
FHP B B 403 R AL

(3) [ ahfy 2 rpoi . HEAE T R GER I P2P O
S5 R 25 PRI ANAEAE G A L DR AR el 2o i
02— i 55 A 38 B 58 T £ A I 265 o v e B A2

1T A s AR G0 B9 52 5 W DR AR AE e T
RO RLE . H R P A B LA A2 S ) R A F
FEARXS B BT B 2 B0 DI« T 2% 2 9] D
ARINEE Ty Bt 73 B R

P 245 T2 980 D5 B AR R A T O A PR T R 4 R A%
A5 B 2T Hh LR T 52 5 7 R 245 o G 1 R A
M B 77 H2 %58 o W) A 55 4 TP {5 . I HR B
FLAORE P 24 58 5 MBS 5 U6 A2 i TP ik S 3k L 52
IR A SR L BEAT 1 I 45 )2 9 90 R I Ay R
I i EL3E T 28 2 1A BT UM fid B R S ]

@ CoinMKTCap. CrytoCurrency Market Capitalizations. https://
coinmarketcap. com/2017-10-6



5 o WS BR RS LU 52 By 1 IR AL 991

32 oy o3 T BRI 45 3 1 23 M FE AR T 52 B 3l %
Je BEANTR) 22 5y Mo b 22 18] 19 5 BK O 2% o DA T FE 00 o B
AR IAE S UL X R 5 ik HRE 2R AT B A
(1952 2 AL AN RE B AR 28 5 8 19 B 3 45 6. Tl L
FC R T AT AR — Uk b ik SR L JR T 3R
Wi L0100 S T N 5E By 43 BT B R L

BEXF LA b 0] B, AR SOXE A 1 B R T A8 S B
BURHEA SO0 A 31 Hh — ol T 28 19 2 32 20 LR 11 4
Ji 1 RN 7 1 SRR R Sy U sl B S
T 22 AL I 9 VE TE (L DG AL T 3 - 999 DEUPIL ) BE % i i
R 252 M 00 DG A 0 TR 45 R B v 90 D A R

ARSI EZETTERATE

(D B3 T — F S AT He 4 T 52 5 391 DML A
AE % 75 FL 52 PRI T 36 B Ho s 1 58 5 B9 15 4% 8% 4% oFF
A2 oy Y B 44 EE R T Mk S8 50 0 1Y Y TP
HEARSCHK.

(2) B URFE I T — M T 32 Bl MR A 408 1Y
PR 7 3 » RE R A ) 4 A T 5 ek R A R A
HH R R AT Y A S B AR S B B

(3) BT & 5 W IR R 58 FFAE FL 5L LS T
P 45 RS D7 S AT S I . SR A5 R R L U T
W 2% A 69. 9 06 i MR 55 45 15 3 T b ) U AL
il s B AR5 A 11 % 50 06 HER S 31. 25 Y0 1 T U5 R
JE 0T BUA 152 5y IR T i

ARTCES 2 454 48 FU R T 5 5 M DR PL A6 3 S iy
SR ER 3 A A I 52 5 W IR AR s 5 4 AT
209 23 9 DAL £ 2R SR RE AR AT 5 5 5 1A 4
WAL P A SCBEH AR 5 58 6 7 WA A L E A A
T8 TSR 3 A>T T X W B AR AT IR A 5 5 7
A AWIREARAR S I WETETT 10 5 56 8 1947 B2,

2 \BENX

AT E A G MR T 22 Sy MR AL o S i 75 5t
AP Horb, 2. 1 95 1 Fo Ry T 58 B i IR s 2.2 7
A BPIVRAT PRI MG 5 2.3 A R AL H AR
ME AL
2.1 LEFEMZHWIE

R ST 7N R ot LN Ao € Sl 1 T 27 N 2
AR TR R O LA L P Al LA A BRAT R
A7 Y IR 55 b3 3 B g LU R T A8 B R0 A P
ITERF AR T AU 22 5. T 38 5 3 AN 75 2L 4
=725 1 B A 5 A5 8 i ik B RE A
AR E e B LG T 28 0 B 3 1 LS B 40y

2 5 WIRHE R 75 B 38 5 LRy 1T 38 5 #E I 45 TP iy
TRABIEAT I B RIS T Wl 1 R RIS — AN TE L
R T ) &4 v 2 I 38 B R IR 95 4 19 . — ELBE LU AR
58 5 A bR 2% 19 ) 1P ik SCBE L 5k vl LUKR 32 5 b
(0 FE 44 W5 AT By QB A B TR B 2
B A A BT R T I
2.2 WiERTREE

Eb 4 T P90 45 2 — 1~ 4 BR 4% 1L A IR 55 2 4 A
Xof S5 P 2% I 2% v 1) AT LA S R AR AE TP
L AERAR Y s PR AL A IR S5 A S Ee AR T AT
A3 IR 55 719 R0 5 7 i 19 R

EX L RS BERE L LA 58 5 1)
AE » SRR o oAt i SR IR B P i 52 ) B U A iR
55 1) FUAR T R 55 %

EX 2. HPmAa. RAEL B ALY U

AE AN REXT SN M AR 55 119 LUy 0 i 55 45

BU A 1T 0 45 H (9 2 55 e 19 R 1 s A )
AR FE A T 58 5. DX « 55 45 10 2 U 10 49
2R T R T AR AE B R A 5 ik
555+ R A S 28 ) TP I 24P S B B
B 5 B 7 1 e AR T R E 1) I 55 4 1Y R AN T
SRR 55 o 38 W AT [ 52 TP i HL AR 2R I [ 4

AR LA _E R s T AR AT X I 55 4 9 Rt
1758 5 W IR BA 4 B ROR . TN A4

S IR 55 A% A B A S S LT H TR
55 e 1 RE S TE AP M QR UE S B AT R EE YL )
I H R R S5 & 1 AR, RS B AR B
BN ARG AE 1 TP ik A ) x84 2R kA A
I 55 i 1 U LU R T I 45 R B B T R TR 2 )
B AR ZLE A5 R 55 A 1 S AT R A

S5 BRI 5 A Y A B0 U AT LA B B
S 19 R B A A B ) 52 S o Sl i
SE Y IR 55 4 1 A LR T I 45 G R RE A8 36 2 B
52 5y B UCHE A LR TR 245 014 il 55 4 1 L K 0 3
NG P S YT I B L AR T R BN K S R
Uit 19 AR 7o 2 NI G — N AR R R 55 e Y AR 2 A
ST By 1 8 i 19 A R T R

PRI AR S ) EE A% 170 A 55 o 19 0T 5 52 2 ) U
HL - A B4 3 HR T 58 2 1) o e AR 55 48 19
2.3 BRI R ARYES

AR FALGE A R G HUARE T B SCRpIE 44 58

@ Kyle Torpey. You Really Should Run a Bitcoin Full Node:
Here’s Why. https://bitcoinmagazine. com/articles/you-
really-should-run-full-bitcoin-node-heres-why/



992 o

Bl

Eilg 2018 4

L
&

Gy A BB BR AR B ROR 2 HORe T R GEAR A
FFAE BRI 58 1) ol . A0 Z0 08 45 N A0 8T T LA HL R
T3 A AR Y X BB e AR 7 B AL PR 37 T A7 7 A R 34
FBRBE A SO BF 9T R 4 T B8 S 4%, Androulaki
25 NPURT Monaco™™ i 3 52 56 IF B 45 & 42 B
5AE by B A B BE 05 4 T B O 0BG R T ik A
KHK.

TE LA T B i O T 2 25 v A I 2% i AR
SEIBAT o LOARE T IR 55 19 30 7 0 A4t I 55
AN A5 B % ;v 1 s B LU R T R A SR G
JEE L PRI PR TR 55 A Y R R AU AT AT R
R IE I R IF S X E T A A ER.
XRRRAE AT 23 A N D R A AT A AR R
T AR AT DAXS 4 BRAT 2 PR T IR 55 4 19 s T e
W A8 AT R R A S 5 R AT HEDN 22 5 5 12
TE W 2% I G B AR, B BRI ZE 5 1 IR & 19 A 58
PR X B 44 58 5 1) B D

N TR IR R PR TR R E B TR
24 PRI R A 3R 5 T AL A R 1 o xR PR 4
BLHI & 46 B AR T 5 A 23 X0 ) 2 v oAt Y i i 47 hy
TP RS EMNE BT KHIIA R A
B FE A N A5 0 3 PR R Gervais 28 AN TE4N
48T HORR T 4 BRAL ). Huang 48 AW 2 1 —
L T A7 2 3R 26 O T ORI O v BB IR R
HUE T B8 BT A RER e R AL = S A A Y
5T TR e e 58 By Wk 2 B PR A [] 1Y) 48 3R I
(] ASORH 4 2 0 R B T U R AE B 1 X ).
Biryukov &8 NN FEANA 43 B4 0 4E 3R 55 & ML

BEXF B3R 5 AT RLAR AT S G R T A2 ) B AL
il PR A2 0 M R R LA H R

(1) Bt 52 o PO I 18 AR BL . RE 08 A 8503 4
R BT 75 195 5, R4S EE R T MR 55 2% 19 250 090 2% 4 Fh
1% 0. [F) s RS 9 0 % GRE T D 4% 1E B s AT Y T

(2) W T H A FH M 38 & DC e 33 1 g i AR
T 18 4R 1) B T Ak S el R M S SR R I SE 1R
s B8 N X SiE IR e e AL ) iy e ) G X AN [ R 55
T R

3 XTI

BEXT EL AR T 52 55 1 98] DA 5 AH X AL BUA Y
T R PR 58 5y 5 15 A A0 19 295 2 98 DL

5 oy RIR I3 BT B A T8 3 23 M HE R T KA o iy
B2 5y E KA AN [F] 52 5 Z 18] 19 5% 2% ) 4R 52 oy LT

W 4 16 25 Reid Ml Harrigan'™™ &1 X 4 3% i 5 /%
Ay 0 G A T ik 3R AT S S B B8 3 o B i
W35t 25 A 1Y BL R T MR 1Y) B A AR B L W A R TR R
BE& Ui, Liao 88 AW 3E 1 43 BT H 4 1T 38 B B
X R AT CryptoLocker B8RS FEHAT T 4347
FH T 968 @ T Hh R AL U H kb, % % A (E
1128.40 4> Hb 4 11 1 IB2 4 28 5. Meiklejohn % A
i A & RS B AR U SRR T 2 2 3%
I 35l 14 22 4 FL AR T BB hE . Zhao!®) 48— F g Xof BE 4
28 5 B 1 B 20 A L &1 X LU 4 T 4 R Ik AR o
35587286 > Hutik #4743 #r . 75 3 13062822 AN
9 P B . BT 28 B SRR 43 A 10 1l R L R AR
1FHHEZ B O R A RE SRR P S5 B
11 5 — H P23 5% T — W M b il 5 5 52 5 R VB O
W 33 ot 7 95 1 o O 2 B S S R

A 2% J22 W DA AR S T A 43 BT BL R T I 45 )2 A%
38 G0 {5 8.+ 2 BB 28 38 5 16 LU AR T I 45 v 1) A% 4
A HE T HE DN 58 5 1 B A& 19 A Koshy 48 Al
i A3 AT LR TR 58 5 1 I 4% )2 0 4% 3 B, & BT LA
IR 28 B o 3 4Rk 30 . B, K43 TR
2Ty G321 A R — IR 32 B i S AE AE )
(158 Zy RSBl &1 AU e — Wk TR G mT A AR o
Fi R AE UM RR IR 28 50 1 B 0 o F2 TRk 2
S W L A9 35 /IS e S 52 36 v R R 28 5 Y B IR T
9% I AU A B Kaminsky® 78 2011 4 (1 2
K& AR — A URIR S S 1 A mT RE Ak
25 WG &1 87 B N U R AT BE 22 b i 4 L
R R 5 25 19 s T I SRR R S RS o 15
AR BIRT A E 1 e i A B BR R AT 95 Uk
B R AT R K T i HORC T T AR A R
fiE  MEB 3 3 AR, Biryukov &8 AN i 3% 140
TR 2 S W DAL T S AR 48 Y A5 A A
T+ B A0 4 v DO VR VA A R (ELJR R T B Rk 1 LU AR
1T 2 i T T R 26 A L A AT BB X FL R TR
26 3 ™ EE T S M2

A 1Y LR T 32 2 0 15 B R o i SR AR T L
W H T B 2 W T VR R A A R AR ME A BT
SR IREE . AT A R R RS R
Sy WIE AL . BE 48 A FH A /0 9% R X LU RE OB 5% %
W AT A G WU O HLE A A 1 v B 2R RN 8
RIS .

@ Kaminsky D. Black Ops of TCP/IP 2011. https://danka-
minsky. com/2011/08/05/bo2k11/



5 o WS BR RS LU 52 By 1 IR AL 993

4 BERXZHBIREIE

AT FEA A HORe T 22 S WAL Herp, 4019
I W IR AL A R GEIEAE 5 4. 2 0 G IR AR
4.1 REEWH

R TR AR T AE B STt A SO R FRATTAE AR
1T P 2% o 3 8 R A 1 . R Y AT DU AR 2% )2
W AR 5 A5 B, 3 AT 38 5 WAL 45 A% HE DN 38 5 1) 1R

() LU AR T bk 0 6 & 1 a5 A9 TP ik A DG EK.

FA I R 26 K 294 7500 AN AR 55 4 15 ok o R
Yypet 28,8 J7 4 Hy i sk (2017 4F 10 A M Bds D).
Xt 4 T A A5 R 42 5 S AT UG e 7 K T
P RNAFAt o8 R DRI AT 1 90 U AL ) 2 A X6 AR AR
55 BT AT RS 5 WU L BB A S R A5 e
SR K B8 S A5 B 33k Rl UE L ) S 5 sk 49 i A
PEY R0 T, HA b i m R

P 1 JROR H AR T 38 5 IR AL 1 ZR G e h.
P T A3 Al 0 ) R S5 e L A T A
5 H AR 1 57E E A T 4 rp kR 20 09 49 a5 BB RE TR )
2 BN SRR AR 125 AN 4P R L T A
LA O RSB R T s AF BT 5 E R 1T 1 2%
e[l . 2 B 40 3 ok S 5 408 J 4 A5 10 48 J 45 . 4K
PR HE DN E AR AT AR 0 & A B TR 45
A LA Ry A0 AT A 2 B AR Y A e B AR SR

S N i e D AU 1 ) i Do R U D

BB R

BT By 5 2 DR ML B G2t

BT R R B Y SR AR R T IR
A PREETY TN LR T R 4% 4% B 9 52 5 R R
it e A F AR AT SR i 52 B AR B B R G Sk
2R AR AR AR A T U S A0 . SRR
A i A A R K 3 A SR R A ST

BB U S8 F AR Y 5 S I 0 2% L o 1R 2k
A T R 45 P B0 52 5 {5 8. HU AR T 58 ) £ M 4%
J2 R Tz i 5 =A% i o B 1 58K 58 5 i R 4 4R D

W ARJE SRR Y R AR B S By e ety A AR s
R DL L BB 5 5 15 B U T R 2% o 1 i
AR B B — AN F R T AE 5 R SR
AR B 2 A RRA. BRI I 28 5 N2
R TR o AELIE: AN )9 5 2 19 52 By I [ AN [7] Gl &
AT AR S Y S e 5 R L REAS AR (1928 5
(PSSP 7132 i ey =Nl 1 N S B P 723 i RN D
AR T 16 HE P $ 000 52 5 1 S5 7 I 45 v ) A 4 B A

Bln. B 1 H AR R K B S 5 1R B B
KRBT A AR S AL X R R 5 1R B
TE ) 28 v IR 5 — OB . RS AR 1 riB 2 5 15 B
B S R REE T R R MINAY 2 B 408 S L X R A
UCHE S doe )i - 2 B R Ja 1 50K A5 B B e 4 R BH T
AT DU 5 A5 X5 = e K

TEANE JE W28 SE IR S5 TN R A 26 4F T 31X 3 K
e S 09 52 o A5 B MU B IR IR AT . e SR A 1Y
ST A BT 3K 4% 58 By f B A% i A D CH AR T
A AR AT 2 AR D AL R B AR S H AR T AT
{1 PO 2 0 M AH I DR1 Ot T AR 05X 2% 52 & 2 | H A
R IR

R T FATTBOE B0 H AR AR TP ok
AR Ja A R ) 1P st ik 78 52 P ] IR b G 28 U2
RFNR. WU AR GU A 28 Se ks H bR 1 T O 3R A I
IP ik SR i e ZE Rt H AR 19 A5 A 28 S 1 A

BEAb s £ 52 bRz A7 i A TR 1Y i AR B R 22 1]
14 0 265 2 35 AN [). XA AT R BUA [R]1Y U5 52 B
F B TR T 158 5 £ 8 380 08 R 9 A 9 DL A )
AU 45 2R ke 52 5 B DR AL ) 7 A S A iy
BT PIE PR 2R Y R 0 B e 4 00 T R
4.2 ZHWRAE

PR T 52 2 B DML A 1 A0 JEL B 2 ) P R T 1
AR HORE T 45 T AL i 1 52 5 1 LS AR R il o g
A 5 S5 AL 1 R A0 52 50 15 IR A s 1

DAL A IR AR WA 2 R, P BRANE

CU PR B 48 4 O 1 I 45 vp IR 55 4% 9
AR L T 9O AR

(2) KRAE H AR £ TP ik e 7 W k9 4%

O HFEA LT RGNS ER,
[ P >R T 32 2l WRPR A0 326 A 000 0 0 39 1 408 S 1Y

(4) MR T 4R (19 52 5y £ S5 R HHE 00 114 408 1 a5 AR
ISR SR N I

(5) fy i VE B (B 3 B fEL Y 22 5 15

@ Bitnodes. Global bitcoin nodes distribution. https;//bitn-
odes. 21. co/



994 it "

Bl

Eilg 2018 4

L
&

[ 1A 52 BE H AR }

]

[Zﬁﬁﬂﬁ@ﬁ%WW% }
T

3.1 WA S ER 3.2. HEMIARJE T A

L J

l

[ 4. IR }

)

{ 5. F £ VG P B B R 52 3 45 8 }

B2 Lo a2 by IR ML A I A

R AR G P B R
4.2.1 eI H s

IREVIN NP S
AFY A TP M.

BREETT AT UM EE AR TR B i3y s A AL
i 48 4 FU Ry T 45 TR IR 55 A RS B 1 G R AT
R S 1 LU R TR Y e CRE 20 1 76 L4 T &
Ui R HRB R TP B HED SR i ) A R AT
Ja 9 mi A B 3 U R PR R 2R 3R A L
5 T 00 245 P R 20 7 I 5 A T AT AR R X S A
SRk 1 s,

T s 00 By H 3 AL O

F1 BEHETRERTRER
P b B A HIEE N U
o o1 i s 52.0452,
3. XX. XX. T 07 45 iggo 16556
59 134 S| Hangzhou Alibaba 30. 2936,
59. xx. xx. 13
’ BiM  Advertising Co., Ltd.  120. 1614
: ] 45. 8696,
52. xx. xx. 40 i;i;ﬂ!ﬂ Amazon. com, Inc. 7)”9. 638
B 37. 4192,
104. xx. xx. 235 G le Inc.
XX. XX 5 AT oogle Inc —122. 0574

BB R AR A I IR 55 2 1 A5 B Ly 1P M
1R B IR VA R AR L 2R e S NI
AT LA FR 2 B SN ) R Y R HEAT 52 5 9
4.2.2 ST 2%

T o3 M R TR 2% TR S8 B i AL A A AT
BT R T AR O R T BRE LT L AR X
F5 g 1T R HEAT W PR AR S R IR 5 AR R

REE AT O R 55 A 1 110 00 2 3 o S L
T 5 2 T B 12 52 B BY . BE R T 9 0 i R A7 40
Ja 19 B TP b R s 11 € S B3 45 L 3 s 2 18] AH B
¥ ke 22 oy (5 BOMIX BAF B i 2x3d i Ping 4575 UM

DS AR SORAS . LO A T by 1 AR ST A Y T
FE o B &8 0 S B0 B R 125 S AEFRATT IR
FEAR T b FRAT B B R A AR Y H A UE B AN e R
5 AT REAR 1 5 s i ad A5 A, PR R AR e 7T
PRAF R0 8 i B 3 . AE S R AR A Y
AT LA % 7000 ASRBJE 9 80, BRI 1 & SREHT 508
AT RAXS JUF Jie A B LR TR 55 e 75 a5 T e Wl

W P 4 A A R AR

() A5 s 1) B AR 9 5 3% HE K

(2) FEH RN IG - W H AR 5L % “GETADDR ”
F5 4 ZBCH BRI s T S BR8] 2R

(3) FRAT T g X AR AT () ik 51 2% TP (Y BT A 4
ERLTEODO ML),

AL bR D R Y OB L S8 H AR R N M
N ) 2% . e 8 15 46 Fir A T R R I S S 17
4,203 HEDNAR BT AN

A JE T R PR T IR 55 5 5 A A A
FLHR S5 28 1 @ M 2 i B ek ik 45 5 2 2R
JaE 9 s DR o A AT A R T A BT 2
5555 #5715 s DT C G R

AH PG 38 Y AR S R AR R PR R S IR 55 A
T B B (P2P W 4% 2 1) - H IR 45 45 1 A IR R

B b R IR 55 i T R IR 5 B A RE B AR O X
52 oy V) g i 85 A A T AHG AR 95 8 30 A 180 08 i 1Y

EL 2 75 552 s 194 990 D5 A 05 o o ARRfE DX 23 A 4% il
55 fx 1 I UG e 58 Ty BV e 58 By + DR AR i1 R HE
T2 990 P B A T 32 R A R Biryukov 88 A
Fe T — ol o 18 A Mk £ R BT 4 A A AL
] o EL X ML T 2 SR R R R A IR 55 AR
AR S 50 AL Y L i L BRI AT
SV AT IR 20 HUARE TR 2 1 R R TR T 2 5 5
i X 45 L

N T BRI AT BT T — P B
RECA Al RUF T8 0 58 TR H BR 19 s 1 28 J 1y
M BB RERECARAE 5. 2 /NI A
4.2.4  WEIAZ 505 B

REEY AU 315 KD SR BRI AT R B — 2%
oA B AR 5 (W A (EL R R TP 2 3k i 1]
REE 1T U 1R 4 B 19 52 5 15 B IS 5 s A o 2K
FEXF Bk — 2 38 by 1 WA 5y B 3K PR B 1) i () F A7 HE
P SR e DAHE R bk 30 B 1 5 R S 1 Y HE

@ Bitcoin. Bitcoin Core integration/staging tree. https://
github. com/bitcoin/bitcoin



5 4

I

VS . TR LA T 22 5 WIHE AL 995

A5 B LA 9 1L i B A

Lo G AR — > 10 Jodl, 5[ TXID, R, ,
R, .R.,, R, R,.R.,R, R, R, ]. 2y TXID fL#£ %
Ty Ay s R R B AR AU Kk 28 Ty w AR B R
FIEFEHEF . Ry~ R 3R 8 40 Ja 1w iy HE 7.
B, 5 HAR Y S RS 5 5 B — A 2R e
FASEE U R, =1, 4R R 22 5 A R B AP R
VR K WA By I BE HE R R S MAXL R T
%5 K.

4.2.5 IR UCHAL(E

VE FCAE S B 1 58 Iy A% 1 6 A2 R0 H AR50 A 28 40
MW A B DT ECAR R = . 38 5 7 S AT T RE 2 i H
PR UG . BALUIG D0 28 5 B 06 & T s Je i kAL
G o W T AR E T K BB R K A8 Ty A n
B 408 49 AR e S5 . TR G AT AR 45 o 38 5 1A
B AR 75 0 A b AR B SR F W A8 2 2 A el H
RED=N V-

SE R PR BT R T R TR R B HLAE R A
THEA UL S AEAE P25 1838 55 T 40 & L HEJ7 vl R
A A . 7w T, AT TR
(GHRFERZZ T M H bR BRI R, ILRLE T
J5 ik an = (D FiR.

L5 8389
G:(?+Z(Ri))/(ﬁ) D

G RFEILE A, R 78 B A5 W7 s 9 HEF . R ~R,
& n APET SR 0 B EUE SR TR B 4B
A EL HE A RORT UG BEAE ) AR RN R AR T
B Y HER KT 100 BEERIN A BUE S 0. B A5 15 A8 5%
KINAE Ty R B 1 W g BV AT 20 38 BT, 1 < Js
R E G 2 W ke (% K B4 - HAR 5 i - 2B J& 19
RETRERT SO S Z A IEIR 1) TP AR A
HFR 15 5 RECH 1.5, 483 S 2%k 1. 8389/
2520 JEPHARNS B0 T 1520 09 d5e KA B H bR 55—
AFIK L8 AR JE T S — BRI AL . 1. 5+ 1/2+
1/34+1/4+1/54+1/6+1/7+1/8+1/9 — 8389/
2520, 181 B LA KAE 7T AMRIE G {E A EBUE A (0. D).

R (ORI ICEE G R T ¢ 28 ) F
H PR 5 s OCHR O R TR brs AT iy o i T T4 561
() R T LU B 1) DS C AR R R B0 S W . O T 42
e AR g o At R, AT DL Ak 22 Uk W O 4k D TS A
SR 50 Bl 0 T AT O RS 1
VC Fic {5

DGH
— 2 L

n

Gop (2)

Hp G, ARMAL G B UL FCAE . n AU IR G
FUFRER ¢ DL FC (.

TR AR5 Y T JC fEL A2 455 PR Rl 155 D0 -

(D ZHEHAL. B8R 2 A BEEF ] £ X
BSR4 PEBLE.

(2) ZW A Gy A, BoA AR i A ik 18 52 %)
AR AT RE S Hy [A] — 19 i iR e 19 DG AT DA B BAy
FE ) i A LIk 9 v 5 5 5 2 i A ) iR 5 4 19 5 81
HH AL 5 155 y A ICRCE.

B EIRPIRE D0 8973 2 (o + ) D PEFE(E AL
A THE 1 25 5t 2 0 A DS e AR 0 P DE P
RE % SRS fl M S e 28 5y A H B 1 B 56 &R e
P 245 B 3R 28 40 PR SR R B iR 22
4.2.6 i BEIS S

Gop B T 22 55 M H FR Y R SRR R G,
(LB g o I 52 o 1) A 47 B A R L 1Y a1 R 4%
AN 5 B R RS AR T SR RS S N T
MR SZ Zy v i 126 Hh R B Y AR K 9 28 5 - B AT
Bt B VAR E S 2 G, B K T B (R A
N ISR 5y i BEALL S oy B el 9 05 2R 0 A £ W] E
ERTRENE Y A

V5 {1 ) BP0 et 5 o 0 a7 30 AR A R {1
W WERS X I3 6 B 52 oy AN BR A 58 o . PR ER B v s B
(L PR IR 75 21 1 5 25 A0 58 4 R B (EABOKC Al 2K
(19 5 AL 52 Ty e/ Y i R e 5 (L /N A 3R 114 B
L5 5y i 22 A 3 BAEG. TR 0 B (19 20 % 5K % o
BLEA IR L FRNE 5. 3 /N4 B BUE Ty .

5 XEFAK

5.1 ZXSHFEBESNR

I 45 J2 52 o W R A S5 AR A [ 1Y A A 58
Ty B TR BRI I 8] HE PP 4 0 52 5 19 15 4 s . BRLAR
FAEN B RIS D) e S BA AR E AR A
oy 2 ENRIRET . Z )5 19 n B 408 e 0 R B k4R
B B P F B 2 A S5 B R 85 R AN )Y SR
38 by BTR R B I I (8] HE J 52 9 45 HE R | HE 3R 5 % O
W 45 22 i IR 2R A 52 0 L A5 AT RE HH LR B 1 1Y R
KBS Ty S w8 W16 DL T HERR o3 2C S HE
FA MBI W S AT 255 H B2 MY
Wi P2 T2 5 HE P ERR . K 2 e T AN TRl ik
K B 58 5 B Ik TR AT B HE 1 B e 2 1



Bl

Eilg 2018 4

L
&

996 it o
*2 ZHHFHEEXSH

e SHRFAE

T BRI AR LSS Bk B Y I TR

o TREAR AR RS AR R BT 0 USRS

"B N1 TR

N, HART 4RSS B (<N, <125)

Npw  AEEARTY S 40)E W S B(A<Np, <125)

Spe BARY R R G B BRE IR F (0S,, =<N,,— 1)

S HFRAT ST KA HAERE KT (0<S,.;, <N, — D

Spwe AR EFRT R RS S RET YR F (08 10 <Ny =D

Spmpe ABERRAT 55 RS BARE T (0<<S /e <N, — 1)

IAH 8 50 5 U 8 5 15 L I )T
b R e BRI 4R I £ A 5 R

T

WA CE 52 55 (5 S50 4 T 46 o 6 5 5% 06 8 16D 1 i
t o R AR A 4 SER A AR A

R ST {8

PO TR 55 4 19 RO B LU T M 28 5 & Fr
S 1) &R e 1 R RS GG B A SR a3 S PR
(1) 2R 58 B o dy IR 55 715 o B 2 119 52 oy (I
UG A2 Ty )« N B S H B 58 ) W A B R 2 1 2
“00” (HE 1/4). TR 2, WPk 52 5y 15 B 57 B & 3%
I A0 T L ARG B 100 ms WA AR S Y A AR i B —
AT R IEAT R 5 5 W) R AERR 100 ms MAAR 5 5 A
I — A R T . 2 IR BT U R
K HEN BT A B JE T R e B
(2) QR AZ Ty 2 e 55 4% 719 i A 5 s Rl iy
585 s IR 55 48 19 R & — RV IE)S RS G IE AL
Dy B R4 BT AT A8 D19 R B N 2 B B 100 ms B
AT A R R — AT AT R K
BERE AR AT 47 R 55 A% 19 s AR XE B4 X 00 B R S8
oy MEER A8 by o AR 3Crp 32 2R ] 32 3l WRAR G 125, )
FH AT i B R IR 55 A% T R 0 7 20 IR g A%
TR A IR AT X LT R o R
R FHER (2) ol B 2 SR PR 0GR AT A Al B8 3 %)
3/4 WG A B AFTE— E IR ZE.
HRAE F 3 B, Fe AT AT LS B A Y SRR H AR
9 CELAR AR 8 19 5 DA S At 7 B 4B 39 250 K 1Y)
5 o BRI ) R AT A L A 500k
T=100XS,,+1 (3)
Ty =100 X S0+t +1,4+100 X S, + 1, (4)
T,=100 X S, +t,+t,+ (100 X Sy, +
th+6) X (n—1)4+100X S, +1t (5
ORI H IR TR E 2 5 BRI 1)
I E]. T H RS B S 5y Kk s R AT L A
ity AN R L IEE] T AL PR T R SR BE AL

FER B [E] (100 X S, ) F H AR5 55 5 B4 2Z 18] 19 1% i
B [a] ¢,

D FRFR AR T 7 81 & 3% 1 58 5 B 3B BT 1Y
B[] 4B 15 s A H AR S Z M BE 5 o 1, BRI AE 5
HAg &k 1 i a] LUS A 885 Bty [a] T,
L35 2 BB HAR 1 5 k3% 28 5 B3k 48 )% 1 s i)
B[] (100 XS,/ 11 1), Horr 0, A3 46 Jm 15 ik
B 52 Ty BN I iy e A8 Ty W B[] 5 08 Jos 49 o5 1) 3k R 4
A SR (100X S ., +1,).

FHORFTMIAD 7 BB JE 1 mi k3% 1 38 5 31 ik
PREF A B [B] 26759 20 R0 H AR W s Z RN BEEE hy ns
RIFF 280t n I 5 A RE B A IR 5. BRI it [a] T, 43
Fin+1 BB H AR 8RR 38 5 BIIA AR JE 57 A1)
F[E] (100 XS, 41 420 5 BB FE 7 55 33K n B4R &
WA BHE (100X S, 1 1) X (n—1) 358 n By
LB ST B R ERE Y S BT[] (100 X S, +11).

H T 40— v A T SR 1 4 [R] [ B
(100X Sy, +t 1) B n (EBK XL 5 %G
FEGRET AT s SN L FRATTRL T F T
BIPEAT o3 AT, 2400 2 A 55 20 C6) B BRE 1 S RE S B
YL AR ) H AR S G K 28 S B 38 B HE T i R
BN

T<T, (6)

100 X S, +6,<<100 X S, ,, +t, +t,+
100 X S, + 1, (7
(S, — S,p— Sp) <<(t,+1,)/100 (8)

K (6) Fom HA Y HAR W AR BfE] T /N F 48 &
R [R] T B BRER AR E U R R A
. (D EARAX ) T (1) 2 )5 #Y b a) 2%
(@) St B J5 i 25 5.

O HHY 1 JE 48 T BN 32 5 15 BB AR
T Uk % 28 Sy 9 B T (] B 20 B9 S 35 48 WT D0 4R
BEAT S ARAS L RIR T A0 BT A IR 55 48 R R
T3 Gy 48 4 BRI )T R) PR . AR IS T BT B (AL
KO 1 AF DY i 5 K 28 oy 15 I8 B R A i )
58 5y A5 JEL PR IS ) [i) Bl ahbs i [F0) G 3 B e 00 45 FRATT 4
FHAT 9 8 32 o A5 8 B0 3B A 1 B[] 4E A7 38 o)
(B X Bl o B HUE 5 52 PR 00 A7 7 1% 25 (HUR AR IS 52
B3R R0 2 38 KT 1 UL £ BOM A 3R 22 56 Y
SR /N, G i S 2 S X BUE 29 R 400 ms,
4B EUE Y 58 ms.

BT LR BB (1, =400, 1, =58), 7] LL¥
KO F LN



5 o WS BR RS LU 52 By 1 IR AL 997
(Smt_SMft_S/m/)<4' 5 (9 Hﬁmu@%ﬁ[ilﬁfﬁ"ffﬁ%)ﬁﬂ/‘]@lg)%%)ﬁ/l\ﬁjﬂ 80. dliI)»J_:T\

B PACZR B AR A5 R 55— A 83k
TREF RO MEE ME=E P SEBR 48T So0 v Sure ~Spne =
A RO MBERE. S, .S, Sy A HIEH
97 g 5 2 R R T S R HE T L B AR SRR R A AR
PREF s HE Y AR B AR SR R S R T s R
Jo . AR LU R T TS S R0 L 32 R
R 408 JE A BN BN . F R A N AR e
S OUS,, R BRI  1<CS,, <2125, 7 H. S, Bt
BRI 1/N,,.

FESTEME R B FRATIN S, 0 £ B & 4 53T
S, WOAS AR B 2 5K CO) AR . fBise B AR 19 a5
(58 5 B e BR R E A 2 PN P 5% T H
s 4 g1 422 BEOAR [) U 7 22 28 R AT 158 — A 2R R 4T
R % 2 L (R B AR T s FE S n IRk IR PS5 )
SRR TRED X R 00T 22 5 46 — A B R B
WERAR BN p, W P AE AT A 2 (10) 315

P=pi+pi+p+ -+ p,(0<n<N,—1)(10)

G3 IS . 0 UM

eSS, BUE R (0,1,2,3,4) B, i Sup
FS y, BUATAE, 20 (O F8 BT PR Gl A2 4% 1 1) A R
po=D1=p:=ps=ps=1/N,.

HW S, BUE N 5 i, A YA 1
B9AE HARTY S S,y RIS 0 B AT 2 0L 0) BF L 22
KAWL P i 2 25 (O % ps = (1/N,,) X
(1—1/(N;,, X N,)) N1,

S, BUE R 6 B A2 S, S, 0l 2 (0,0)
(1,000, DB 28 A A BT R il /2 451 (9 1)
MR po=(1/N,) X (1—3/(N,, X N,)) N~

IS EHE .24 S, BUE A n B, 36 2 2% 140 1 1 R
P BB B A KN

X (9\"'”71)
P,,:<Nim)><(1—m) an
Hp X=" —Tn+12)/2, X #5372 W 5% AL
B ADRAKX O] LIFE 3

_ 5 N L ' —T7i412 NP
P*E+;<Nﬁx(1*2xw,,,,><m) )

(12)

FRAE = C12) AT A, Pty BC{E 3 AT g 48 s 5
HAEUN, N, O K AR T R 2 rp, B Y
SRR JE Y B A HE) L 5 R ZOR A T Hs
A3 I ) A O AR A S 5 S e o A b BAT AL
I Biryukov %8 AN A #F 5T, 80 % L F K15 5 4
ARG R BRI T 80 A, I 7EiH AR P

(18 48 J5 47 A AR 22 LR T 38 B A 5R B 2 SR e
o ) HE R, R A 4 YT A Bk 80, RE
o AT 0 1 7 B R TE 800 I LT bL S bR R
HRAF.

¥ N, =N, =80 LA (12), W a] LLif 55
P [} RUE : P=0. 189. P i 1% 1 4 UL B 5% B.

P EARRET X 80 Y0 147 £, 76 - 38 W 25 R A 45
PFF (1, =400,2,=58) ] 1 MRE B 1 20k
B H AR S & 38 by iR AE 2 0. 189. 7E 55 bR 36
bl T AR AR S BORR — B X
AN TR R 55 45 19 s P& AN AR R A58 PR
A DAAE RSP 208 T Al 00 R o . e Ah . PofE
AT DL Al B3 408 st A 0 1 o e .

5.2 FHRIFFAR

T SRR GO R IR AT T — B J2 sh R
PRBEA S w] AR R e 0 B 05 4 D H B 9 a5 00 &0 J
AL RS R AT

(1) FRF — G T L R I R %
“connect ip : port”, fiff AT F5E 4T A H 4% H AR AL E
E AR a2 T 4505 M — 1 48 19 AN

(2) i F AT 45795 A A B e T 38 5 O il R A2
5 1D.

) P AR LT M2 5 F B
A5 2 il i A8 ) 1D G 3 H il w] 42797 1 B At
(1 22 5y WO A% 7k It 7%

() BE X5 (3) 25 3R AT 1) 28 2 1L 4 i A% R 1
SHE R BRI AR R HE e 45 RO A R S B
ST A HE P BCSERT o0 E B

5 \RE )~ JrE B, S EHT 8 1
R AR R T A

RS B T AE AR A BT A ]
ANKBJE A BRI T 4 B A A 28 5 K el H AR T
S e R B e T R 45 ) I R L AT LR R
T M 55 #5719 A 2 Wl iR & 58 ) 11 1% 3% B% 42, A
T A 00 408 S5 49 A5 405 S T s A 0 ) v B R AE 5.3 Y
e,

F Bl LERE A L AL

(1) XF Fb AR T I &4 1 52 T A /0N o A8 25 9 9 B
T P A T Y BRI 0 R A Y T Y
AR B 3 A X XA A T
S BEHLIE 2 2 A 55 A N AR JE 7 A TR i R
] 3 2 HAR 5 s VR D &F & 1 i T LA 0 R 2% v
BT R 2540 0 A A O S P X A



998 it "

Bl

Eire 2018 4F

L
&

DX DA AR s G R TR G0 I A B AR AE K B
U AT RUTE AT 3 3 AR AL B AR A5 2 1) B
Wi R R 2 5538 5 B B TR T R R 52
DAENE L5 IEH 38 5 WA X B i HL5% K28 59 1
IR T B T Y NI R R SE S AR TR
ARXE B 3. ) b AR TR 55 % W ARUTE DE R B AT i
SRR AR R R AL G R B B 2
150 2% I AT 45795 m il 3 B 40 Bl A% 10 2638 o il 2
DAY 2 PR AL B 75 B Be A, AT LUK S e TP )
75 3Ll T B AR TP kb i Al 45 4 s kAT E s
R o it — 20 BRAR B e B A MR 2.

() HAEF IR D, EFMERE AR W £ Z AR
TETRIHE F e T 32 5 19 A6 9. | T 4800 3 B 72 58 o
SRR T AT O T AT BRI &3 1 28 g AN
FYAZE T SR, R L, BT DL i B AR T4k
BRREARERI T 8. 22 5250, B Y ik e 75 7 L AR IR
T 0.000003 4~ FL4F i (B I8 2017 42 9 Ay 2 7ot
B LR R ME 2955 T 0. 06 J0).

(3) F2 3h ML B A RT LAF F 36 BB, 28 ) i)
e NI NIRT S I TR INANE A Sl 0h A P
BT AT T ST A B AN — s 18 T A R 55

TRV e 5 T o DT AR I L B NS R E AR 55 A 1Y
A AR B R 9 O L
5.3 WMBETSENSH

A Ao 8 2 Bl WP AR AT U AT R 5 1Y
MBI K 58 T » IR Je AR 5 ) A i L O S £ 48

T 125 A, FH S8R A A S 8 AN T L X
8 A4 T R P A BT I RS SR I R B 4 K
ZR T R SRR A TR AS 8 AN L kL 3R
A Rk 8 AR JE T s TRV L.

FEH H AR SR R AE 5 AR RS —
IS A5 P 5 A A RO R Y A S — A
D408 Ja i R 1 38 5 i e BA AT T R
5.1 T HEM H BR YT AL E K ME S 0 HE T Ak AR S
W AT LSRRI Ry B K 38 5 HE T rh i R T SR AR S Y
SUPIRERA 18. 9%, AR 4 B AR, o] LI YA
40 RAE Gy HEFF I T LR E] 40 A4S & A5 ok
ZIELFE 8 ANABJE Y AL B X 40 D EERLARJE T ASARA
A (DA 2O A DLt DA B 3 RUE. T2
FIT G 45 T R 55 2 19 s 4 7500 AL Kt 32 AN4HR
AR J 7 A5 Ok s AR /N IR TF 32/7500.

FESZG v, AT DL SE S B R e i Oy b 32 5

YR an, FAT ey S 5 R 2 BRAT A U i
20 B Gy AT LAAR H 40 A BEARLAR S5 1Y
5.4 HEREFENZX

15 B T 407 52 2 2 75 ol FAR Y IR R 25
Sy B VE B 2o 1 B, RIOA S X 2B 52 %) Js T H b
Y cy AR

15 I ) B ok 5 6 AR AT A 56 B B B L ]
LA T Al 42835 i K 3k 58 By« AR e N 0 52
Ty AR fh e 28 By DS S fEL 9 0 A o 8 BCRE 0% A7 &% O
et 0 52 By i R AL (H 2 T A IR 55 g T A
(19 I 25 R 285 4% AN A T o 5 0 B0 B o G B R
REAE 2 25 B die - JF AN RE v Al R IR AS [] 19 A 119 B
SR L . 999 R AL T A (R Y TSR X R Y
L. 7 52 P USR5 R R 1 e R S AT
WA AREE RN A mU kiR g 5y N FAT]
R 3 g R AL B bR T A S T AR R K S
Gy o RV AT 5797 g R 2 4 H AR 1Y I R A 5
Gy » BT ALY ORI H AR T R B AT K
RIS Ty Fs i FRR YT i de Je ) 4% 2 B TR 4%, A
RET B AR WL L 2K 5 5 AR 9 5 B B A Y
A2 oy RECHTA] BRI mT LA P i BIL A g AN ] 4549
A PR R (L

e P 1 R A fi DG A 0 T £ v 99 RN JRE I R T
LR (LM 7 0 B DL S B 4 M B B L
2 TP R 22 58 5 WOl A 5 B {ED BRI 07 2t ) B )
B2 Gy V14 B 3R ARG L AEUR A AR 1 58 2 B . A T
Ve P T Y B R FR AT T A R L el R F

VR VAl 2 1F
EX 3. MERR. HERGR = BERI AL 5y P IE A 5L

Gy S8 BE A8 Ty B

EX 4. FWIE, H AR =555 IEf 28
VE ¥ 00 L&

EX S, F{H. FAE=HERXFRHEX2/
(HEf 2+ A 3.

F (i 2 o 10 25 R 43 T 300 8 RS 24, BB 1% 25
B B WA TR AR S R L FRATTH F (R AR R TE A b .
AE 39 5 10 A DA A o o AV 30 o S92 6 % AN ) Y 1
IR H R F A RE®E FERS
{18 180 EL A Ay 1680 1 P e O

6 SCIGIGIE

BT HORE T A W IR AL AT — B Y
WU ARG AT RUEE X B T 22 36 190 24 00 3 0 AR,



5 [

55+ L T 56 5 WML

999

W R G A 2 DEREE T AR 1Ty L
H BRI SR E TR AR A SO AL AR T
I 2 v 1) 28 T 5 5 5 PTAEYY RUHR B R T AR T L e 6
B EQEAC S AR A AR AR E AR R IR
BT SRR R E T

RET 5 . 16 Intel(R) Xeon(R) CPU E5-2682
v4i @ 2.50 GHz, 128 GB RAM, 500 GB HDD. IP {if
B EEH. B1E RS : Debian 8. 6 64 fif.

547 & : 2 Intel (R) Xeon(R) CPU E5-2682
vi@2.50GHz,4GB RAM, 250GB HDD. IP {7 & .
FE. #E £ 45 Windows server 2012 64 fif.

WATHAT =255, WK 7 20 A R0 R
P 6.1 5 BF X AT 45 H AR S0 B R A A
6. 2 7 H A SO I AN R 2R 3005 1 TE A 365 6. 3 T
Xof BRI 28 v A AT 48 119 L S IR 55 4 19 AT AE B
PR 0 A 52 B B 45 e ) 3 L

6.1 WMBEERES
A S5 1 H G W58 IR AL A A R ik
SR RS v v SR R0 B AE A0 M (R Y 22 . AR S
FIF AT £ 54 S H bR T . SEIR R O 0 AT 45 S
()4 J 1y A5 B IR & 28 5 1 1D.

SIS R S B bR s k% 10 R LR RS
Gy B L AR S R A ) (6 R 6 1. 18 4R 1 5K
Prane 3 Fron. & 3 Pl T 20 5585 1k 45
FH 1~10 538 5 & th AT 6 /9 B bR 45 S 16
Ko 11~20 532 5 & iy LR T 0 45 v i LAt 15 05 46
RIZE G (X 10 4558 5y AWMLk 58 5 (5 6 - F
TR UG R A 5 AR IR K38 5 W XD . B — 17 54
f0 45 M AT S 1A% 1 B A2 A Y DT S . HoHp
“Target”{RFR HAR 17 it K8 5 MHEF . “N1~N8”
RF 8 AR JE T mi e kA8 5 W HE)T , “ Goal "L R AR
P2 (O A (2) 155 % DT e 8.

x3 XHHFHE

5 Target N1 N2 N3 N4 N5 N6 N7 N8 Goal
1 79 3 81 46 26 87 41 K 39 0.206188
2 49 80 1 K 2 12 22 92 46 0.572102
3 8 74 92 MAX 5 2 67 72 42 0.289731
4 1 42 45 3 64 81 2 10 MAX 0. 753187
5 2 54 1 68 53 10 58 5 MAX 0.636634
6 71 34 8 81 43 18 78 69 15 0.108345
7 1 52 56 MAX 69 80 MAX 28 63 0.485336
8 1 34 79 MAX 29 MAX 54 23 75 0.496 215
9 24 53 19 44 49 MAX 45 1 20 0. 375299
10 28 26 11 17 35 40 56 23 87 0.110595
11 51 47 82 96 64 54 33 55 48 0.053098
12 49 65 8 50 38 60 58 43 10 0.112490
13 16 55 93 90 15 91 41 18 MAX 0.087534
14 42 78 89 87 20 44 68 6 62 0.102582
15 70 59 12 8 54 10 58 94 61 0.123012
16 87 47 90 MAX 11 14 88 57 91 0.075688
17 50 MAX 86 82 13 64 22 59 84 0.066291
18 46 MAX 18 45 5 70 72 76 8 0.143203
19 21 MAX 70 22 16 30 36 82 35 0.088780
20 20 48 84 56 51 36 79 49 22 0.075549

I MEE R 3 B EE  FRAT AT DL R I — 2 AL

(1) 1~10 55 Gy & B AR 19 midh & . AT LA K 8L
HAR T A 3 K5 4,7,8 558 5)) (1 i [a] B HE P Ak
T AL A 2 KB 3.5 585 AT HT 9 AL O
FEE K. MAE 11~20 5385 4, H AR5 S0 HE P AR
AT 9 7. X B H AR R HE R A R 8 32 5 2
7 I R 1) RE A% R 3] H 24 AL

(2)1~10 55 G AR BT A5 3 (5 2,5,9
528 5 BB TV ECHE P AL T 58 1 AL i AE 11~20 5
38 5 S AR JE T S HE Y AN AL X R WA R
SRR AT DU T X 20 06 R 38 5 FAR IR K 38 5.

(3) F i Jg — 31 “ Goal” J& 28 5 X i 1) VG i

{H. 50T 1~20 532 5 B VEBCAR » w] DATHE: 2
PEH 0. 108 345 1y B {E B . B8 4% L0 Hh Ir & 19 1R
RAZ 5 BV IR BN 0. IR R A B 3 A R
12,15.18 5232 5. H BRI & T W 4% 4 3R 45 F
HHER, FEABE N RERNESELEE THE

R LA (Y 1 IBCLE R B8 Al R S B 4
AT LARRAE 5. 1 /A A 43 19 1 e 108 B Ty 3k i B A i
1) 15 {1

T HERG I ST RHE Y RRAE L AT EAT 50 Kk
LRI RO TG R BT R R S
S BATAE R A 8 DB JE T M R AL G
BB IR R E R SRR 4 PR,



1000 it = HL & i 2018 4F
£4 BEHEFECEZRE HEM S5 RN 5 Frs. 2 iy« I B 45 2R 74 3R 01
5 LHME  BRTAEE  SEVAER B D0 45 SR v TE 1 0 5 < o 2 SR AR R R
iliﬂ 1022 ”:\ "f 25 JL 1) B M R 3R 09 R AL A 25 R b e
2 H 10X 2 4 Ik 2K N v, o Sep =1
5 3 41 1032 3% 3% 128 75 & 58 ) B 1Y EL .
554 2 10X 2 3w 3% I
5 4 102 " 5k x5 AAAEWEREREITLL
Wx 15% 18% i % ERAER  HRAR R/ % AR %
FirstReach 4 107 3.7 40
o NS TN e Neighbor 3 33 9.1 30
AL TF IR 5 A1 L 4 210 IR R 3% 10 R o ) o i w0

S FAH 2 AHE Ak e R 20 K385 i
7R 20 N E R WA R ailic T i HiR
T RIS B L TR A BRI
RO AR A E R R0 1500, IR
55,1 IS HES MR 18, 90 B2, f7 AR I 22
i I Rl L O 1 AN S S O N 1 B 2 G PR el
TR BIRER 200 18 % B AR R (H T LA T #0046
JeE 1 AL

BN FRATT A S5 50 3E & B H bR T SRS JE Y
SUHEZERT 8 AL AIHT 100 i CRALFE 58 1 ) i A %
JEH /N 4350k 3/160 A1 6/2000. 31X F E I fy F 44
B S AR £ (7000 224 AR S K&
22 G W B[] ] B AR /0N DR e A 31 55 D JE A B AR 5
I8 B bR SRR R SE K L
6.2 WRHEMEITLL S

A SE G 1 H 2 K RN A 1 B R T TR 4
ARFFRATHY T 2 AT Ho A o 032k 09 I o oy 6.

S HR A ES 1R 5 % (FirstReach) J2 f Kaminsky®
PR F 8 SRS 5 B B BRI B T U IR R
9 BV 2 H AR SRR A 1 AL A e
X RS Gy HART SR &

%5 2 fhJy 22 (Neighbor) J& f Biryukov 2 A
P& A AR Y R HE R W TR AT 8 A 1 B
a2 AN WA A2 S 2 i H AR R A6 k. T
SEAEAHEN 2B J5 19 5 I 5 SRS 1) B A R R IR AR
ISR SIEIN: S i ACEATHE S

%5 3 F 7 % (Combine) 2R A% SC 13 11 14 9 U5 AL
il R 2 A BRI AR B B s T S UL A DT S A AR AR
A DS BC R 5 28 i H AR 1 SR K 2S5

R T X R TR R B T AR SR g AN
BT AR R BT R R E 3 BT BRI 3L 5
4 s A2 AR TRD 10 L BE 6% v 6 4R 1519 05 A 48 5
5 L TE XA A5 0F T I 3 b 7 8 174 4 000 o A oKL S
A BAR Y R FE SRR 10 B8 5 R E 2
JPWcE] 12378 %38 5y W IR R 3 W 45 28 58 5y HE AR
s, 3 Moy 2R A& A B9 HE 545 0 e A 1% 7
AT AT HEM B B AR UG KL S FE R

= 5 pron s FirstReach 77 &5 T 107 A~
G5 H A N 4 A G R IE . X RO R HOAE
R B TR ERET 158 5 T s K28 Gy o A8 S PR R AR 2%
5y % BT R 2 W52, SR8 AG AN B 5L R .

Neighbor Jr £ B NI T 3 ZIEH S . H
A 2 RGP W AT B B P L X U
Ji R 9 AN A AT AL S 0 SR RE A 1 i K 2
B H AL T

Combine J7 %% H £ £ 4244, F) H 1 1k T i
R /D 1) 45 SIE SR HE SR 1 T 4. 4 R I E ol 0. 375
i35 B 3 [ 5% 60 %6, i 38 35. 3 00 A B UEORG T
A 0] A& FE By A AR 23 T A #Y FirstReach Al
Neighbor J7%.
6.3 WREREESH

SEG 3 ) FHARER Y A5 X 4 T 4% Hp g A a4
JIR 55 45 15 B R AT HR I 000 3 90 DA AL o) B % Al R 4R AR
G5 25 15 a5 3 FH A DR A AL

Sk T I U AL T A S R AT R PR
PR 7R LS 0 T P AT 4R e it T % 42 5 R
AT LR BT T A TR B 0 B TR 55 AT A K
BRI 5368, FAT 13 4 Bitnodes® 9 3 []
B ST 9 A 55 45 1 AR B A O R IR 55 4 19 A
ot F3E R 7675, Rk, w] DLH 5 B Y E
TLHE 20 69. 9%, IXARKIRATIF & M4 £ 7T BE 0%
XoF 2R TR 2% R 69. 9% Bl Al IR 55 g T
TF 58 5 WU

23k Ay B, R RE A DN By T S A AR 3 2 R A
IPV6 B & 2R Fl TOR Jin %8 B 3809 45 &, LA
N 2 3 R kU 6 U ) TP AT TR0 B T A BRI
ZEAT A5 P DAE 1 R A D O A b S U AR
T 19 .

Sk 1 I AL T X R AT Y R A kL R

@ Kaminsky D. Black Ops of TCP/IP 2011. https://danka-
minsky. com/2011/08/05/bo2k11/

@ Bitnodes. Global bitcoin nodes distribution. https://bitnodes.
21. co/



h=x
i)

5 4

55+ L T 56 5 WML

1001

ITTANERE 18 B2 09 1z 55 57 P Pk sk — N IR 55 405 715 A
YA BRRTT . LT SR ip {5 B2 (47, xx. xx. 18).
FIR IR AL 2 54 49 B 090 D5 i B L FRATT X L H R Yy
FOTJEWIIE. 5230 1T 2 AR 5T X LA T ™ 2% 01
JE MR AR T A Al Y A D S AR H R Y
CIEGRE
ARUIEZ ¥ e VA D= IN= B AT R e LN = R )

100

S R R AR R B AT R 20 £
5y 08 2 D EREH AR 1 40 AT R R BERLAT
Ja a5 AR R AR AT 5  m3k 10 2E 58 )
I O T2 7353 53 43 28 58 Sy 19 DL i fE.
Zad SR A WAL Sy RPAREH R I A
AR 8 2T 5 9 VT BC AT o B AE . 23 ) 3 5 i o o
I ] R 25 3 .

[—e-HMHHE —e—iEi% |

90
G=0.0075
%0 11“70.0333
' G=0.0205
70 F=0.0757
60 , TR ~
s |8000% N\ 7000 : S~ G=0.1752
S ~<_F=0.3846
Zs0
A =<
ﬁ K ~~o %;:0.3004
- TS~ F—03202
10 1£50.00% T -

40,009 ™~

G=0.6008
F=0.1818

100.00%

B3 iR A Al

3 5 B 3 VR 4[] 3R RN o i % BE & B E A 1k
1 L. L AR TR A R (4 A8 fh il 2 S AR SR
F A 2. dh 2k b i SRR B I E ik 8 L
5 VG BCAE B (%) 8 o] 258 R e o 2. B A o iy b bR v
METIC AL G A F A BUE. G=0.3004 Fil G=
0. 0205 & B0k 2 £ FILE T —IL4 6 45

ML AT LR 2 3 o i 256 R ] 3R 7 58 AL g
W BG4 J - M A 45 . S (IR B A 0. 1752 B,
H N 50 % JMERGRN 31. 2500, Ui FE RS i
B 0.3846. Ik, AT LUKF 0. 1752 3¢ &k 194 fe A0 i
FHT i 16 T Rl B AR 1 A5G R 28 5 15 8 I B £
VRS T2 3t e 180 L S A0 A T 7 1) VR ff 23 A 3 [ 2R

3 R 3 Bl AR BL ] L BT RL A XA R i Al AT
i M 5 i 0 a5 B AS [ ) (L A G A o AR AR B AR 1Y

A

7 e

i
BU AR T 52 5 991 U8 H R BE A5 s B 44 52 ) A
9 TS5 5 3 AH I D e 0BG AR T 52 5 38 1 T L
FETT A AR AR I B F2 16 7 — B el A7 A9 A D 26 AR SC

EANIEN
iR

1458 5 1 IR B A HE A 5 3l S Ll A AR R 4
Th2s 18] A5 6 W DAL ] Ay i a2 R B AR 7 D i 5
7.1 WRHRAMAER

AT DX e HoR S e Vgt B 1 b i AS L id
AR Z2 AL LU T Y DX B B 2 o2 T R AR 22 5
TR X BRI 2 2EmT DLy oy = 2K,

(1) BT oy T ACHS (9 L0 28 . SR Re T L 6 Ay Tl
S5 BRI BT R M A B T A O R AR A 5T
TEJEJZ PR SCRAC S 2 181 -5 e B D) DR g L AR
SCHIEAIL R AT LA e IO FH B e 2 11 2 7

(2) BT X BB HAR 1055 4 11« LUK | Zeash™)
A M BT BT T AR AR 2 15 T AN TR L H
JEAE P28 JZ AR R P2P il {5 bl T HLAR SR 2R 4B
58 5 J SRt . IR I A SCITIRATL ) 8 8 47 x4k
itk 2 JE e .

(3) BE A AR 52 B T4 K 4 DX B 4 £ A - f51] ol ¢
MR AT 2 DX B R 1 B SRS R BT R
ML BB N E AT 7EH B E R
LR AN R T IR P91 A B8 B S B HL ] A A
VP I8 B0 0IE Y 15 45 A 25 DRIk S S s ATL i AR
HMETE T IH 2 DX BB 1 A



1002 it

i

Bl

¥ 1 2018 4

7.2 BRmTRBIERAR

ARSI PR AL R R X MR S5 g T S T 5E
S WU BT X 70 S 1 A (R R HAh R % 52 g A3 SR
A AL B R T NAT RS G A AT R
SRR IR 2 % P o o SRR 1 28 5 T UGHE A LE AR T
P £ 1 il 55 i 19 A5 TP 33X 5 B TE (9 4R R 1 i I A
B 1Bk

KT R e JE — Bk A ) R, W7 LA AR AR SCH R AL
il 1) A 1 25 G U o o BT R AR R IR 55 A% 1 A
1B B FLIE AN AL 5 1 & P S 1 L T S R IR
B8 20 28 55 15 B 2E A LR T 9 2% 19 35 — A i 55 4%
R TP AR 5 B X 55 45 1 A 1 I AT A
ML 4R BN % P 31 5 TP k. 490 4, 990 6 AR & X 58
Gy A R tx1 158 By AT W L 4R B0 46 & IR 55 e
W TP ikl ipl, SR 43 BT N B RT DL A iR 55
A3 Gp DD B9 A T2 DA 8 1 45 5 R A% X
() TP Hi 4 4l CRi e i =X TP a4 v iy B 9 b ik
ipl, IP fiak b A & F4F 8 oD, k2819 1P Bod i
(YR ip bk 502 % P S 1 Y TP,

FEF U i R Y Ty 1k R 0 ik D W R B e — Bk
[ R, e B P i 19 TP Mk (R 5 Rl 5 75 T
BEARAT MR S5 4 0 R T s L B — T AR
P A R 0 ] M 48 2 ik B T — R E
P L2 N Y W L S M S B AT RS G
S 0 B AR it o I e BRI A2 BR A A DG M 4% H
i N4 e EAN B NN P D AN - o S Rl A SN TN L [
11 B PR HLAL A Rl T K45 1N IR 55 2% 1 A H IR
T BT E AMIR S5 0T DA 40 A 1 B I A X
RINEBEAL G5B
7.3 WEREANAE =

AR SCHY W IEDIL ) BE 0% £ % FL R T I 28 v i IR 55
A S HEAT 3 5 W U Y R IR S A S A
A Gy IR A B 2 1 IR 55 48 BRI mT DUGE 2o #
B2 PR [ B M R o LG R TR S5 g T s RS
R B 050 Y8 285 SR Ry 28 G v ) B RE TR M hE T TP R 4K
BLF TP FR%E n] AHEDN I 44 LU KR T Hb kxR i B P
B0y 5 B Ry i W A LR AR AR IR 4 F
38 ) B T LR T R A0 AR AT A (R B R T ) 2R O B
WannaCry) 4 fit 4 AR 3 Hf.

8§ 2 %

ASCOP M T HAE T 52 5 090 0 PR M o 4
T PR G L T 52 S I IEATL L E 65 08 B L4
T 58 5 WY A4k i A2 5 52 5y v 11 B 44 3t ik A i il

5 g 1A Y TP AR SCHR. 3 Al SIS A& AT UH T % B
MM MR 5 P 5005 BB R &R
T o S i DR EERS T 0 28 A A ik LU T 5 ) TRt 4 ik —
OB A S B ARSI 3 S B B i 1 0 EOAIL A AT L X
SEERIFE A AR AT LA T RS Y AT R S S R
PR R I 3 R T A BOR. T L AR SO T TR AL
0 2 T H R A g L g T DA SR T I B R
{1 JFC A K B T R R A i F) S5 A (L

2 % x M

[1] Yuan Yong., Wang Fei-Yue. Blockchain: The state of the art

and future trends. Acta Automatica Sinica, 2016, 42(4):
481-494 (in Chinese)
(G, ERER. KHBEEHOR R R IUIR S 8. A 3k,
2016, 42(4): 481-494)
[2] He Pu, Yu Ge, Zhang Yan-Feng, et al. Survey on blockchain
technology and its application prospect. Computer Science,
2017, 44(4) . 1-7(in Chinese)
(i, T, oA e, XIRBEBOR 50 T ATIE S8, 5
HLBL2E . 2017, 44(4) . 1-7)
[3] China Machine

Luo Qiang, Zhang Rui. Bitcoin.

Press, 2014 (in Chinese)
(B, KA. WM. dbat: PLAR T & Rkt . 2014)

Zhao Kuo, Xing Yong-Heng. Security survey of Internet of

Beijing :

[4]
Things driven by blockchain technology. Netinfo Security,
2017, (5): 1-6(in Chinese)

GRE s TR, X HeBEH AR IR ST i #1522 2 0T 92 43 R
EER B A, 2017, (5); 1-6)

[5] Moser M, Bohme R, Breuker D. An inquiry into money

laundering tools in the Bitcoin ecosystem//Proceedings of the

eCrime Researcher Symposium. England,

2014 1-14

Birmingham,
[6] Bonneau J, Narayanan A, Miller A, et al. Mixcoin: Anonymity
for Bitcoin with accountable mixes//Proceedings of the 18th
International Conference on Financial Cryptography and Data
Security Financial. Christ Church, Barbados, 2014 486-504
[7] Ruffing T, Moreno-Sanchez P, Kate A. CoinShuffle; Practical
decentralized coin mixing for Bitcoin//Proceedings of the 19th
European Symposium on Research in Computer Security.
Wroclaw, Poland, 2014 . 345-364

[8] Bissias G, Ozisik A P, Levine B N, et al. Sybil-resistant
mixing for Bitcoin//Proceedings of the 2015 ACM Workshop
on Privacy in the Electronic Society. New York, USA,

2014 149-158

[9] Ziegeldorf ] H, Grossmann F, Henze M, et al. CoinParty:
Secure multi-party mixing of Bitcoins//Proceedings of the 5th
ACM Conference on Data and Application Security and Privacy.
San Antonio, USA, 2015: 75-86

[10] Valenta L., Rowan B. Blindcoin: Blinded, Accountable Mixes
for Bitcoin. Financial Cryptography and Data Security.

Berlin, Germany: Springer, 2015; 112-126



59 Fy o WS BREYGE LU T SZ By IR AL 1003

[11] Garay J, Kiayias A, Leonardos N. The Bitcoin backbone
protocol with Chains of Variable difficulty//Proceedings of
the 37th International Cryptology Conference. Santa Barbara,
USA, 2017: 291-323

[12] Bonneau J. Miller A, Clark J. et al. SoK: Research perspectives
and challenges for Bitcoin and cryptocurrencies//Proceedings
of the 36th IEEE Symposium on Security and Privacy.
California, USA, 2015. 104-121

[13] Zohar A. Bitcoin; Under the hood. Communications of the
ACM, 2015, 58(9): 104-113

[14] Zhu Lie-Huang, Gao Feng, Shen Meng, et al. Survey on
privacy preserving techniques for blockchain technology.
Journal of Computer Research and Development, 2017,
54(10): 2170-2186(in Chinese)

(BLEUER, wle, PR525%. XIRBEBR AR I IR e giid. 1H3pL
W5 & &, 2017, 54(10) . 2170-2186)

[15] Androulaki E, Karame G O, Roeschlin M, et al. Evaluating
user privacy in Bitcoin//Proceedings of the International
Conference on Financial Cryptography and Data Security.
Okinawa, Japan, 2013: 34-51

[16] Monaco J V. Identifying Bitcoin users by transaction behavior//
Proceedings of the 2015 International Society for Optics and
Photonics Defense, Security, and Sensing. Baltimore, USA,
2015, 33-47

[17] Gervais A, Ritzdorf H, Karame G O, et al. Tampering with
the delivery of blocks and transactions in Bitcoin//Proceedings of
the 22nd ACM Conference on Computer and Communications
Security. Colorado, USA, 2015: 692-705

[18] Huang Bu-Tian, Liu Zheng-Guang, Chen Jian-Hai, et al.
Behavior pattern clustering in blockchain networks. Multi-
media Tools & Applications. 2017, 76(19): 20099-20110

[19] Biryukov A, Khovratovich D, Pustogarov 1. Deanonymisation

SR AL

RADH X W33

T2 1 1 JRAE 2 =X 2

(S —Sup — S )<4.5 (9

BRI AN 1 S5 P BB A 50 S+ Sp > S, — 44 5.

28, =5 B RS ZE{E N 0. B S, F1 Sy 1
4R 0,00 A%CH 1.

S, =6, 2N 1L, EH A A R (0,000, (1,00,
AHCh 3.

M S, =n b K 1 t=n—5, BTG AR (A +
3t+2) /2, % t=n—5 AL LA X= 0 —7n+12) /2.

Bt % B.

KA A7 2
P=po+pi+tpttp.s po=pr=p:=p;s=p;=1/N.»
ps=C/N,)X(1—1/(Ny, XN, )N,
pe=C1/N,,) X (1—3/(N;,, X N,)) N1,
Pa=C/N,)XA—= (> —=Tn+12)/2)/

(N XN,

of clients in Bitcoin P2P network//Proceedings of the 21st
ACM Conference on Computer and Communications Security.
New York, USA, 2014.: 15-29

[20] Reid F, Harrigan M. An analysis of anonymity in the Bitcoin
system//Proceedings of the 3rd International Conference on
Privacy, Security, Risk and Trust. Massachusetts, USA,
2011. 1318-1326

[21] Liao K, Zhao Z, Doupe A, et al. Behind closed doors: Measure-
ment and analysis of CryptoLocker ransoms in Bitcoin//
Proceedings of the Symposium on Electronic Crime Research.
Toronto, Canada, 2016: 1-13

[22] Meiklejohn S, Pomarole M, Jordan G, et al. A fistful of
Bitcoins: Characterizing payments among men with no names
//Proceedings of the Conference on Internet Measurement.
Barcelona, Spain, 2013; 127-140

[23] Zhao C. Graph-Based Forensic Investigation of Bitcoin
Transactions [ M. S. dissertation |. Iowa State University,
lowa, 2014

[24] Koshy P, Koshy D, Mcdaniel P. An analysis of anonymity in
Bitcoin using P2P network traffic. Financial Cryptography
and Data Security. Berlin, Germany: Springer, 2014 469-485

[25] 1Ivan P. Deanonymisation Techniques for Tor and Bitcoin
[Ph. D. dissertation]. University of Luxembourg, Luxem-
bourg, 2015

[26] Sasson E B, Chiesa A, Garman C, et al. Zerocash: Decen-
tralized anonymous payments from Bitcoin//Proceedings of the
35th TEEE Symposium on Security and Privacy. California,
USA, 2014 459-474

[27] Dinh T T A, Wang J. Chen G, et al. BLOCKBENCH: A
framework for analyzing private blockchains//Proceedings of
the 2017 ACM International Conference on Management of
Data. Chicago, USA, 2017: 1085-1100

WML AT LRI p, MR AP EAE/NT 1/
B e BT (FERET N, — D AR IEFE B i & X .24
n R O, 18 00 1k v i N BB B /DS L 98 BT Bk 1y M 43 iR
FRAE /N, R E] AT Y n (8 BUE K F 3 A E AT, p, 1 (AT
DL Zug. 4 N, =N, =80 CEFHED ALK KR ITE P,
PN T PR,

P fE P, &

s 0.012 pir 0. 004
e 0.012 Dis 0.003
” 0.011 Pro 0.003
s 0.011 pao 0. 002
po 0.010 P 0. 002
Pio 0.010 Do 0.001
Pu 0. 009 y225 0. 001
brs 0.008 bon 0. 001
s 0. 007 pos 0. 001
P 0. 006 P 0. 001
s 0. 006 por 0. 000
P16 0. 005 0. 000

ATLAA s Por Z 5 B9 HUEHE g 0. Rt Al RATFEE s+
po e pu= s s e pes = 0. 126, U P= pyA-py e
p.=5/80+0.126=0. 189.



1004 it ® E N 2018 4F
GAO Feng, born in 1987, Ph.D. application.

candidate. His research interests include

blockchain application and network

security.

MAO Hong-Liang. born in 1990, Ph. D. . engineer. His
research interest is blockchain application.
WU Zhen, born in 1976, Ph. D. , senior engineer. His

research interests include cyber security and blockchain

Background

The rapid development of Bitcoin technology and the
growing scale of Bitcoin transactions have drawn wide atten-
tion at home and abroad. Whereas, Bitcoin is often used by
terrorists and criminals attracted to the anonymity of the
currency, such as all deals on Silk Road were made in
Bitcoin. Therefore, it is essential to supervise Bitcoin and
track the source transaction when necessary. However, as
Bitcoin technology has the characteristics of de-centralization,
traditional financial supervision means cannot provide effective
supervision. Philip Koshy et al. found some special trading
patterns for originating node by analyzing the propagation
law of currency transactions in the network layer, but the
proportion of special deals is less than 9%. Alex Biryukov et al.
take advantages of the information of neighbor nodes of
Bitcoin peer to locate the originating node. This approach
improves fault tolerance and accuracy (experiment shows the
accuracy of 11%) , but requires constantly sending information
to all nodes, which can cause network congestion. There are
also some methods of transaction data analysis. However,
they usually only get the relationship between the addresses.
but cannot directly obtain the corresponding identity information
of the address.

In this paper, we propose a transaction tracking mechanism

in the Bitcoin network layer to track the propagation path of
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an anonymous transaction, thereby associating the transaction
with the IP address of the originating node. By designing an
active sniffing algorithm, our traceability mechanism
supports lightweight monitoring and has a better practicality
than traditional tracing mechanisms. We further design a
mechanism which optimize the accuracy of network layer
tracking by using address clustering information. We developed
a prototype system for traceability mechanisms and tested the
efficiency and accuracy on public Bitcoin network. The
experiment results demonstrate that 69. 9% of the backbone
nodes in the Bitcoin network are suitable for the proposed
tracing mechanism, with traceability recall rate of 50% and
accuracy of 31.25% , which is superior to the current tracing
methods and of great importance in practice.
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