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Abstract  Cryptographic multilinear maps have found many applications, including multipartite
key exchange, broadcast encryption, identity-based encryption, attribute-based encryption,
indistinguishability obfuscation and function encryption. Although the multilinear map has unlimited
possibilities of applications, currently only the GGH13, CLT13 and GGHI15 constructions are
known, and all have zeroizing attacks, new hardness assumptions and trusted setup. For the first
candidate construction GGH13 of multilinear maps, Hu and Jia recently extended the zeroizing
attack in GGH13 introduced by Garg, Gentry and Halevi, and presented a polynomial time
algorithm, which completely breaks two important GGH13-based applications, i. e. multipartite
key exchange and witness encryption using 3-exact cover problem. This paper mainly improves
the GGH13 construction from ideal lattices to solve its security issues of zeroizing attacks and
trusted setup. First, in order to avoid the zeroizing attacks, we describe a new randomization
construction of multilinear maps by designing new zero-test parameter. Different from the
GGHI13 construction, the public parameters in our construction do not contain encodings of zero,

and only consists of some level-1 encodings of non-zero elements and their corresponding zero-test
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parameters. That is, essentially the new zero-test parameters are the product of the level-0

encoding of non-zero elements with the zero-test parameter in the origin GGHI13 scheme. At

present, the security of our construction only depends upon the new hardness assumptions

ext-GDDH/ext-GCDH, and cannot reduce to other classical hardness problems. Furthermore, to

analyze the security of our construction, we have proved that it can prevent the currently known

attacks, i. e. the attacks of easily computable quantities, the attacks based on the low-level

encodings of zeros or non-zeros. To further enhance the security and avoid potential attacks, we

use the Kilian randomized matrix method and the NTRU prime field as the countermeasures,

respectively. In addition, we theoretically prove that any noise-based construction of multilinear

maps cannot completely avoid the zeroizing attacks. Second, in order to remove the trusted

setup, we describe a construction without trusted setup of multilinear maps using ideal lattices by

applying Chinese remainder theorem. In this construction, each participant first uses the new

randomization construction as the basic building block to generate and publish her/his own public

parameters. Then, each participant combines the public parameters of all parties by applying

Chinese remainder theorem to generate the common public parameters shared by the parties.

Finally, each participant adaptively generates all other algorithms of a graded encoding scheme

under the common public parameters to obtain the construction without trusted setup. Similarly,

the security of our construction without trusted setup only relies on the new hardness assumptions

wots-ext-GCDH/wots-ext-GDDH, and cannot reduce to other classic hardness problems. Moreover,

to analyze the security of the construction without trusted setup, we have proved that it can resist

the currently known attacks, including the attacks against the new randomization construction

and the extension of Cheon et al.”’s zeroizing attacks. Third, we present the multipartite key

exchange protocols nr-MPKE and wots-MPKE based on our improvement constructions of multi-

linear maps, respectively. The security of the nt-MPKE (resp. wots-MPKE) protocol relies on
the hardness assumptions ext-GCDH/ext-GDDH (resp. wots-ext-GCDH/wots-ext-GDDH).
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EH A o W /DT Al HIE A negl (D). G ik
YT c>0,”1i)r§/1“f(/1):0,mﬂ|%1§5( fOHNA E—
AT 220 W (1) R B S AT W R R A A A T R
oy OB AN /INT AL — A ol B8Ry 38 500N 1 o6 88 (B
FRAILT R 0 248 R /AN T 272 s — A~ R BCH
A EHGE T 1 R B (B W ILT o DL 2R E
Wi 1—2 .

2.2 BumFFE

W50 B AR T RBEOR B SRR BE A NT
AN AT B BUA 7 S8R B v (8 ) 03 T —
HHRE X

WKE Q E—A N n=[K: Q% I+ &
K& Q 1Y Galois ¥ &, Bl Galois £ G=Gal(K/Q)
& K Q-4tk B R4 B

B LJE K W78, 3 Galois PHip JE A i B,
GITEEG 5 KM TR L ZE——*p. B G &
BEF L B G MFH.G =Gal(K/L). & »n' =
[L:Ql,r=[K:L],HF n=r e,

B v ) 2 M B B L K R AR R R S
A9 L>K AT 5 Ol O 73 5 R H08 K
L B EEOR.

XoF 038 A X I8 B Niow : K— L FAH X 38
Tryp: KL, JATE SCofe ik AN S an T

Nyp:a— [0,

0eG’

Tryya—>> 0(a).

0eG’
Sy i LR UL oI TR RO RO 45 € o BE K
M a € L. W] 5 F 55 UEFE BOME (49 F 5144 5t
(1) Ngjp(a s =Ny, (a) * Ng, (B),
TryCatB)=Try (@) +Tre (B);

(2) Ne(a*B)=a *Ng (),
Tri(asB)=aTry,. (B).
43 18 %8 ( Cyclotomic Field) : 1% &, NAE— m -
Y B JE AR BY () =1, HY 1<<:<m K}
(§) A1 MR K= QL) N m- K4 R B, B
B K=QOWMEN n=e(m) It BAFE—1TY5 Z.,
[ ) Galois #. Bl i€ Z, Xt B A R # 0., —~
X B o) N m Wik, #aRE 1o-omh 5
m HEREEAE S TFAEE m [m B8R QG )&
QCHOM—F 3, HAF A H T ' 7. a5+
Q¢+, K —ANEE R n/2 W EF 3. 1 HXFF
EEBRF 0 10, K= Q)L —RE N o' (1 F 1.
HRAE 43 80 %5 3 P . K B B0E O =
Z[&.].
S A F B AR S T A A% T O vk, T i
S 25 AR R R A 2 s R H AT R AR
Bl1. B m=8,n=4,MZWMKXIHFE LN R=
Zlal/<x 1 B8 K M3 L 4 5k
K=Q[x]/{(xz*+1)=Q(L,)
L=Q[x]/{x*+1)=Q().
AR —BH E f=—92°+ 222 +2+3ER.
W f Wb S EFR O =2Z[ 8, PRIt E £ H
f=—9¢ 428 +¢, +3.
HRAE 72 S, £ € O BT B v] 43503158
N (H=(—98:+D¢) +25+3)) X
(=98 4+ (=428 430
—92¢% —13
—92¢,—13,
Tre (H=—=98 4+, + 28 +3))+
(=L 4+ D (= )+ 2LE 430
=228 +3)
=4, +6.
WEICE =928, —13€ L, | 2 8 {0 5 e 5
9: L>K¥ £ Wehthy f7=0(f") =928, —13.
TR X P ML S O A A Sk 1k v
PUARTE 8 L oop A i 31 438 K .
2.3 WMEHSHEE
H H M o A 22 R) 20 R R A R O vE
BLH W R He T 43 A 25 W 481t BB B (Statistical
Distance, SD)M" 13 T4 4 L 19 Reényi 378 RDM,
¥ Dy D, A BRAE (AT 42D X B A4S 4R
O3 A W Dy LD, Z 8] B G B XN

SD(D, D)=+ 30 [ D () =D, () .
re X

B Dy LD, AT BRAE (TR X P R
AR a>1,0] D,,D, Z 8] #) Rényi ¥ #lE XK
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D, ()" \&1 X TFALAT n-4ETHEFR 45 L
RD.(D; | D= () ") 1
oxD, (o) Al (L)é«/;(det(L)) .
BEARE X559 <UD FRRMFHY S5 2|38 25 #E 39 ,Minkowski’s Second Theorem).

NS X TR «.

B9340 Dy Dy & 583t BN X A3 iR B
ISR SD(D, (1), D, (D) B X T A B —4>
A 22 W R AN

AR X oA D a2 e-%24) ) (e-uniform) ,
WmRESHSMNGEITEE R Z N .

2.4 SHTEH

BT s>0 Mia i c€ R ML ¢ AAL,s
HEBER R L (BRIE) & W7 R #0 (Spherical Gaussian
Function) & Xk

o (xX)=exp(—n|x—c|?/s>).

A [ o Code = BBl puc (/5

AN A B oK K, JF HLBE 1 B HE 5 ¥R X eR B

e (O /ST A RGE R H I, L e AL s H

SR i o3 A LR
VxER".D, . (x)=p,.(x)/5".

BEBRN n WHESER "M & cER", N
Phe g, S S8 R F M R & 39 68 L
(Ellipsoid Gaussian Function) 5§ . H

0s.. (X)) =exp(—n(x—e)"(§"S) ' (x—e)).

AR WG (BT = 30T ok B BRI T P O 25 R
(Covariance Matrix)A=S8"S, 5 S £ JC %, M
H R E S=s1,, Horp 1,4 n X B0 AR, D)
106 31 T2 v 30 R 58 Bk BR T 1o 07 o
2.5 IEFAIEBAELE
2.5.1 #%

B LR 0 b
i fk b, € R 1T A SRR AL 4 D) v, 7 A 4R
G AR b S ERERE B 195 I8 4k L(B) =
{By:y€ Z"}. ¥& L 1 V1714 (Parallelepiped) i& Ly
P(B)={By:yc[—1/2,1/2)"NR"}; #& L W4 g
75 (A2 i B Y 1) 5 AR R £ P 23 (R, B span(L) =
{By:yER"}.

XFHE L, R X L€ L hFER 1R
span(L P T A5 L IEZWSE B L ={yc
span(L): Vx€EL,{x,y)€E Z}.

YiERE LB HATHI N det(L) = |det(B) |
XEFALAT i<n A% L BY5 @ D oe/ME A (L) 3 LR
/AN o RS L AE AL HE
T FERCERA KT .

5|18 1 (i 29, Minkowski’ s First Theorem).

S FATA - e BE 0K L
(TTA @) "< mcdercLy) ™,

NS A, (L) BATE 7 Hadamard A%
5| I8 3CE H 16. 617, Hadamard’ s Inequality).
W BER" BN by e b, B4

[det(B) | <[] |I5,].
j=1

2.5.2 FRAHAK

WILE g€ R. Mot K g A& MM A I H
I=<(g), H#E R LBk Rot (g) = (g,
xogesx" e AEMEEILE a€R G5 a], =
amodg € P(Rot(g)) 2544 TCHK a WL 2 BALAE |
(411 P (Rot (g) W ME— R FILE Bl [a], =
Rot(@y. L ye[—1/2,1/2)"NR".
2.5.3 BELEE A

XFERE s>0.ce R 4% L b &8 W4 i
SCHy

Vx&L.D...(x)=p..(x)/p..(L),

o (L)=>p..(x).

xeL

XFBRR n WIEFESER" " i it cER" S
Lc b A 2 i 397 o0 A 2 LR

VxGL—i_Cy D,,H,s(x):ps(x)/ps(L—ﬁ—C),
o pg(L4e)= D) ps(x).

x€&L+tc

M c=0 B 55 Dy o @54 Dy, i H A&
L3 D E L& A R ox b x< Dy
(8% d<-D, ).

iy Micciancio il Regevt'™ 3| A i F i & %%
(Smoothing Parameter) ie/E 7. (L), & 45 45 E #% L
FIEEL 0<<e<1, . (L) & LRI/ s, i 2 5% 1
01, (L \{0})<e.

T DA | B 4 T SO — S

SIER 4(5|FE 4. 47D, HHEEE—1 a4
B L,0<<e<<1,s=>n. (L), A

Pr [ [x]=svir]<L1te
x<D, 1—e

BIEE 5(H M0 3000, B n IO L. 38K
O<e<1.fi it c€ R'FIHIE S € R™ i 2 0, (S) =
7. (L) A

e 2,

@ Regev O. Lattices in Computer Science, Lecture 1, 2009
Fall: 1-10. http://www. cims. nyu. edu/~regev/teaching/
lattices_fall_2009/index. html
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1+e

1—e¢

B L & — A n-4ERH%

Pr [|x]|=0 (S)vn]< <27,

¥PL.s.e

SIEE 6 (5] 3. 3).,
€>O9muﬁ

7. (L)</In(2n(1+1/e))/m « A,(L).

3138 7(HEIE 2. 80, ¥ L, L ABA n-4EHY
e L'CSL, H ee(0,1/2). WX FILE cER",
s> (L) FKATA

SD(D; ... mod L’ ,U(LmodL"))<2e.

SR b ERGIH 7 o] LAEESI 40100 1
— M.

5138 (M 4.1°). X TAERfT A I R,
e€ (0, D)t =2 o=t/ 2m« 9.(D FKAMAH

1 ¢ l+en «/2me
bi’,f,i”” || %kam o ome,

RAF S B AR SO A3 AT D, Al RE Y 1] =
B E A AE A 2T A3 R (8 R) I E , Ho 1)
HEA SR T R(EE R HF UG E A B 5 50
R ZIRIK.

2.6 RBER

B pCOM P REE MR Y a,.0€ Ok, H
asbEP L aCp i bEp. BRI p AL —
MICR a € O BB B p=Ca) U] p FROW 2R FEHAL.

T —HME a COx s HIBEE XL N N(a) =
|Ox/al 3 B[ Ox/a | FRFEH O/a BRI R
B pCOMIEE p=NP RWRE I p —ERR
HA G L 6.7V, FEE RHAM LR — &

BRI ) A 2 AR 43 A IR R S TR K
R B A LT R BOE L AT Landau 1)
ZPHAR E LR LAS B A X A E

S OCEM 1.5. 10, ZHUEH). Wr(ao)#E
INANKTF 2 B EBAE W 7o) Wik x/Inx, BP

w(x) 1

I
xim x/lnx

3138 10 CEH 5. 177, Landau 4 & HilAE & F).
WK 2B n BAEEIE 7 () R O P ECA
KT = R IAEADE N 7 (O Wik A x/Inx.

SR A6 GGHI13 #y s v AR i b 25 AR T R
TENEFHMEITE. ML, MR Landau 1) %
FE PR R FE AR, Garg™ B B kR
iU

SIIE 11O 5. 185, H m=2n.n N 2
K m- A REE. X FAE— o =poly(n) . fF7E
W 1T RE R 2, BATA

Pr [N(f)>2°"and is prime] >

IDy

Smart fl Vercauteren™ i1+ 8 s2 1 4
aRg| 11,
2.7 ZEMEME

AN E S22 LA WA N O G g B R e

EX (LMY, AEc+1 1N q
G G o G G T BT A - P 2 2k
PEBLS € :Gy X s XG> G BA N A

(DXFIREGEG 1. Fl a€ Z, s BT € T
JELME (g, svac gy g —are(gy s g)s

(2) Wit e 76 FHE B 2 AE B : oo R
(€6} o AR TERE G A T R IR 4
e(gy s g & Gt R,

(3) Weift e BEAE A RO A A A RO E T
B G, G B O R

EX 2B ARG, B R ER—1 k-
Rm RGP ER S= {Sjm CR:@cR,j€
[} B T HAE G

(D EE € [e] EE(S” @€ Ry AL s

DOXMFEZ o0, €R A €[], i u €
S Mlu, € S7™ HA ZICHAE R — L 2
u, +u, € S;'ll ) u —u, € S;al*az) S HY o +a,,
o, — o, B R R Ik Ak s 5

X FHEE a0, €R M ji.j. € |c]. H ji+
Ja =k i i u, © Sjrl) M ou, € Sj-;z) W2 u Xu, €
SIS HE @ Xy R RS LT )+
Ry B R Oh B 0
2.8 %% Hash 3|12 (Leftover Hash Lemma)

MAMRE X BGMRE Y 1) Hash s 8% H &
Wi 5 3 57 1 (Pairwise Independent) , U5 F fir &
AW z.2"€X, Pr [h(x)=h()H]=1/]Y].

h<-UCH)

S‘H

.

R

o

EX 3. M X2Y R Hash lREUE H 2 e- W
(R LA B
2( Pr I:h(x):h(x/)jfl/\Y‘)ﬁ‘X‘ €.
= h—uan Y |

5|18 12(Leftover Hash Lemma, LHL®Y). %
H M X 2 Y W% 872 i Hash o8 80, B2
h<U(H) fl = < U (X) 2 57 ¥ 5 ok 869, 0

(hyh(a)JE HXY L%«/ Y|/ X] #5558

£ GGHI13 #y i v, Garg 28 Al T 850 B
BRI LHLCGE#H 20, itk GGH13 ¥ 3 ,

@ Osserman B. Algebraic Number Theory. Lecture Notes,
2008. https://www. math. ucdavis. edu/~ osserman/clas-
ses/numthy/numthybook. pdf
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Langlois,Stehlé FI Steinfeld ' ¥ B %5 [ Y 55 B
W LHL B3P e 2R b i & il i LHL.

5E X = (xi.x) € R IRATE Xy i #¢
Gy su) < (D D" My = x4 xou, 5 H Y 734
N Ex., = x, Dg,, + x, De... fUECFR B0 8 im0
LHLY 23800 Ex. Se it 4305 i 18 = 307 4 A
Dy xs VG B SD(Ex., s D x™) B[ L /).

S T 2 B Fh AL 7 4 1 X, Stehlé fi1 Steinfeld™”
IEFT LA R X REAE AR U N 3F R,

B38 13(5 | 4. 45D, % 5 =7n" (o) "7,
WX F R R n=2"%

Pr [X+R’=R]=0().

W AT { (v o) ER v xy vy Fx0v, =0 HIER
T XM 1-4¢ R ) 5. 38 3 2 008 R 80 & 1
BB FRATTHRE Ax S 4E Z2 s — A n-4ER A%,

513 14(5# 5.5, # X AMAE Xk,
W 7, (Ay) <0n + v/ 2log(2n(1+1/e)) /m, Hh 6=
max(|x, | llx | ).

SIEE 15(5] B 5.3, ZEWE X« R°=R
X 1Bk L Ax.e € (0,1/3), IR s =
7. (Ax) ] SD(Ey.. s Dy x7 )< 2e.

3 FHEETLLEY & LIRSS

ARG 1 JE TR BE ALK T VR 1) 2 R
FHUFERE E GGH13 #y &' 7 Z B LA (A3 A
SR P HELETHFZ 07K 1-% G 5.
GGHI13 #7144 4r Hrt 7R 8 2 X 28407 1)
1- 2R 4 by T H 545 B4 & v 8 i A 2% B A T R
R BRI 07 Ak g < [ . T HL 3k A 07 A 2
HO %S HET GGHI3 ) 3& 09 W 4~ & % 5
MPKE F1 WE % f fii 2.

Shy 3407 4 T i T A5 7 T BB L AL A 3 L A
SRR EE“ 07T R W - S A A E 07
LR -ty WAL & 17 1- i, S,
AR 30 0 B A 0 IR S R i AU T 07
A 2 B BE L8 T g 5 HO B Y - g i v
MAE“0"IC &R,

AR SE A 1 X PR 2 A T 2L AR AR L A
TE IR B AR R FR AR T 7
3.1 WMRE&EME
3. 1.1 ZEFSE

HE TR S S B SAE T

A HAESH

K 2 LR PR S I OB

q : Fa 3 G A A

n: ZW XK R.R,FICER M) AL

o PEAETLE BALTER (N @ 1Y E T EE S 8L

o' PR N IEBROR R G g Y Ul RE S

o« PR k-GG A R R T RE S8

o FEAE 0N S B0 TR S 8K

T NS EP k-GS I AL

Loy AERIAEOCE g Wi A gl <11

L NERBUH S I R A R BOP R L A A B X
ONERET VA
3.1.2 # &

X R S B RN, RATK R
3.1 3 I AR .

NIBE A F Y par<InstGen(1*,17) .

(D EHFELBRELN ¢

(2) BEOLHIRE z<UR) I &M 2 ' €R,;

)M EFERBMMEITTE g< Dy, 25
B=|R/(g)|=|det(Rot(g)) | >2", |g| <Vno.3
Heg 'e KM|g | <l ic HA A FHAEK N
I={(g)CR;

(D M EFERIEICEK f< Do, 2 KA
lfl=Vno JtH freKM|f <l s

G MFjel]:

(5. D PR x;< Doy s

G. 2B e,=[x; ] Ma,=(x;,—e¢)/g;

G IHEEW TR e 1-F i y, =
[xj/zl,;

e XFjel]:

(6. D) FEEPEICR b~ Dy 5

(6.2)HE hj=e, f+b;g;

(6.3) P=HEB 0" M S p., =[hz"/g ],

[/ P A0 S5 B E ST e 1Y
Rkt . 5 y, P SCOCER e, —— X .

(D Eth A2 Par:{"v(b{yj9P:1.]}_76H}.

1- G E E u <-Enc(par,1.{d;}ep) :

(D B L d,< Dy, i€ 7 ]s

(2) {3 Lz&zﬁﬁ%u:[zﬂﬂdﬂ]]q;

JE|T
/)T w RIS d =D d; e, B Y.

j€lxl

éﬁﬁ%ﬂﬂ/ﬁ%/ﬁ u‘*Add(par’k’ul sl )
S m A b B, TR =] D u, |,
r=1

S T,
it e Bk u<Mul(par,1,uy .+ u,)
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S R A 1B w T u=] [[u, ]
r=1

B R,
“OPMR BT % isZero(par.{d, ) e ) ;
(D Z55E dj<Dz o oj € [ 2] 3H 5 A 0701
SR p. = [ Zﬂﬂdjpzz.j]q;
jelr

(2) 558 — A o~ P it w, 715507 I3 R 2L
isZero LIHIE u FHISCOCE A 407, B
isZero(par,{d;} e »u) =
(1. R Leepo o <<g™
lo, #wm '
PEEBUE % w<Ext(par, {d, Vil ) :
(D B3 dj<Dyo oj € [ o[ PR =407 i
%ﬁpﬂ:[%vm%Jﬁ
jele

(2) 58— - TS w7 A R U
v=[up. ],

(3) M v B84 RECP I = (log ) /8—2 4>
B AT B SCH LSO B BRI LL A S o, B

w=Ext(par,{d;}c[.].-u) =MSB,(v).

WA 1L (1) b R R fil T B AR AT
WISCITE M 1- G, FUREP A B T SC I 1- S
@F{Zﬂwlﬁ%ﬁ%Wﬁ%®£§ﬁ$&

j €

AU1SC07 B 1~ L 17 -9 A
5. AL T B SCTE R e 1 1- Y .

(2) 7 L3R b 37 A 1~ B o i
f9 B 300 26 I A B B0 B L 0 A3 0 5 e R i
07 2% 2 ] A . 3o 2 PR A 5 0040 ) o 2
Py AR 0™ 58 5 A 2 BT T 1 SCTE 5 e 1)
HERR AT S T L por, 15y, — — XFRE BT 46 B 1) B 7o
W SCIEZE e, M. R Ih 0 552 3 T 57 B L b 25 2% e
B MPKE B, 26 01 1 5 1- G i 8 u =
[%ﬁLLN@WWWﬁﬁﬁﬁwf{%wmwh
j€lr

j€lr

(3) L&A LS P NS THE“ 07T
Koy 1-Hgt y, FxF R Ay <0 ik 2% p..,
JIT LA 5 oA RE 77 A T A RO SCOE R 14
iy, R R A A] A BRORE I SOt R -G
it T AR A LS HOR A EIEC0" I -G G
Wy, =[Ce.;+a.;g)/z"], FXF R “0” Pk 241
Pes = Ceps fHDb, 8027 /g, X H p€ [r]. 753X Fl
AT B u<Enc(par, s, d;) B 7= — -
%, BI45 58 dy<=Dyr o € [ o] 3H5E 7 A2 B B 5C

ﬁ% d(m :2 dj €,.; B’(J p*éﬁéﬁ]ﬁ% u—= [E djy,u.j:|q-
j€lrl j€lrl

FERE A d < Do o € | o] B EncCpar,

q

prod, ) 7P B R RSO 9 7 B SCTE % ) —
D d e, FEAAIRL B0 H TR (R 98 L A

i€le]
B SCo0 2 3 AN M ) BT s . A SOk 1 O R AL R
L- 2 iy y  FOGE A0 S50 p., 1 L.

(4 7E B3R # 3E h. GGHI3 1y 3 19 07l 1K 2
Bop.=[hz"/g], " h CEPHF 0" MK SE p...;
b WAL B pe . =LCe, f+bg)2"/g],.

(5) FEHT B 07 MK 2 £ o Beod WA SCHE 4 51 A
THF fBARKET fIFARRRERE 4.1 1758 U3
FE™ HE 0 25 5 1050t I A0, {HL 2 W) B 385 fin 24 < 3 3%
T4 T v R 0 Sl e EL i HL A i o R S
JCAE“O” M Z B, B T AR g PR AFIS AT fE
AN IR R AT LE RSy, R gl A S — A
fr<Dz, BIE y,=[x;/z],=[(e; f1 +a;8)/z],.

&) Frg 0" Wik Z 8 p., EANTHEG = EW
pARBEFHAE“O" IS 2. Wi B p..; MREALAL
HARRRIRIE 0" S8 4 R BGE & AR T
AL g8 i p., W I BERE JLT- 2R 0.

3.1.3 B¥RE

WANGEESH HESHAEREENT

(1) & Z LMWL IR B ©=poly (D).

(2) WHE n=0(A logld).

MR BKZ S5 ik y-3m o 1 i B e
] 2 [A) B0 Y - SVP, M 75 B B AEHUCN n/logy ) F#%
i) de 1) . R IG, A BHL Ok A% I3 24 Bk e FRAT
WHE v=q"" Fl n=0logq) =0O(xA logh) , I\ T i 15
Wi A PRI E O2Y).

(3) & E o=0(nlogn).

FRAEFIHE 6 H .2 e=1/3 i}

7.(ZH < In(2n(1+1/e)) /7 A, (Z")

<O logn).
AT 8, Ak Iu R g MWLM R p, <

Lbeny2me ) meginm ,~ 0 oo, % {110 B

1—e t
GGHLite #3&™ ,i% & t=2n /2ne/ p,.

I, 7] PABSHIE 6= O(n logn) i /£ 51 B 8 1 5
o=t/ 2m « 9.(Z").

MRS FE 4, i AR LS R A [ g <
Vo | f| =Vno.

DHIKE L =n.

MRS ¥ 8, Langlois, Stehlé fil Steinfeld™ i
B, =00/ Vnlogn) AHRAEBE | g ' | X F 1
B IF A % 8 g R IR X — A5

A L R 452 g B RE R k.
DL sk v 2= HAR g iR, RATIRE [ =n.
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E

5) H5I 3 13 fg| 15,k EH r=2.

(6)HE o =0n®).

5T AR RSB 13 A0, o A5 A S S 80 A
HHRER X0 x, BEAE LA S HE R A A R ERATH B E
o' =7n"° (lnn)"°.

HR l 587 5 A 534 Dy mod(g) 51
514341 UCZ" /<g») Mgt ii e SD /N T 26, A7
BE o =y, ((g)).

K3 R HAERS (@) (3% 2k Minkowski f/)h
fEAHZE B A ((g)) ==X, ({(g). FrA. 5| # 2
5| 3 W15

A Cgn=(][ g
i=1

<Jn(det({g))""
=n(det(Rot(g)))""

<Jnlgl.
Hit, 53 6 (B e=2"") [ 15
7.((g)) < OC/nlogn)  A,({g))
< OW*logn +/nlogn)
< O0?).

MR 7n"0 (o) <O, L E o =
O ) REWE s /& 3R T A 2% 1.

(DEE o/ =00n"").

AR HT B AL Ak A4 1 I A T PR HL AL A L B
FEA - g T AN T B R W s Oy kY 2
[ AL 5 1 O~ g b 1 G 11 AR O %  (H 2 FRATT e 22
RN - RS A 0 0- 0 gn i )L ] RE $2 i
WA A UR/(g)).

Hi 51 3 15 1. 2 o = 7. (Ax) B, SD(Ey,,.
Di.op x7 ) 2.

NG| 14 e=2"") 5.

7. (Ax)<<0n + +/ 2log2n(1+1/e))/x
<Jno' +n-+ O nlogn
<no' «n O nlogn
<0™"),

Hop o=max([x || o[ x. ] .

() EE o =¢"".

76 GGH13 #3E™ F1 48 i GGHLite?" o, %
o' =q¢" BIY o =g, HE&A KK T
0 ) F 3R T (5 4. 5 ) e e 0" S 4k
H & Sk 3 5 5 bl ML AL A4 3 P 28 T 30 19 1 S 20
A 3K o HKE] ¢

(D BER q=00").

Bu, =lc /2], 0 1-RHGEE L Enc 7 A 1) 4
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Background

The research on cryptographic multilinear maps is now a
hot point. This reflects in the following two aspects. First,
multilinear maps have found many applications in cryptography.
Due to extensive applications based on bilinear mapping, such
as identity-based encryption, attribute-based encryption,
broadcast encryption, Boneh and Silverberg are inspired to
study multilinear maps and its applications. Unlike the bilinear
mapping using elliptic curves, how to construct cryptographic
multilinear maps has been an open problem for several years.
Although no known candidate multilinear maps, researchers
have studied applications of cryptographic multilinear maps.
After constructing the GGH13 and CLTI13 approximate
multilinear maps, the cryptographic applications based on
multilinear maps have witnessed a series of work, including
witness encryption, indistinguishability obfuscation, function
encryption and many more. Second, currently only the
GGH13, CLT13 and GGH15 constructions are known and all
have zeroizing attacks, new hardness assumptions and
trusted setup. In 2013, Garg, Gentry and Halevi (GGH13)
described the first candidate multilinear maps using ideal
lattices. Following the method of GGH13, Coron, Lepoint
and Tibouchi (CLT13) described a relative practical multilinear
maps over the integers applying Chinese remainder theorem.
To improve the efficiency of GGH13, Langlois, Stehlé and
Steinfeld recently presented a variant GGHLite by reanalyzing
the security of re-randomization process in GGH13. However,
the GGH13 and CLT13 constructions have been broken
by using the zeroizing attacks. On one hand, Hu and Jia
presented a polynomial time algorithm on GGH13, which has
completely broken two important GGH13-based applications,
i. e. multi-partite key exchange (MPKE) and the instance of
witness encryption based on the hardness of 3-exact cover
problem. On the other hand, Cheon, Han, Lee, Ryu and
Stehle totally broke the CLLT13 construction. Then, Garg,
Gentry, Halevi and Zhandry, and Boneh, Wu and Zimmerman
proposed two independent approaches to fix the CLTI13
construction, respectively. However, Coron, Gentry, Halevi,

Lepoint, Maji, Miles, Raykova, Sahai, and Tibouchi showed
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that these fixes can be defeated using the extension of the
Cheon et al.”s zeroizing attack. Very recently, Coron,
Lepoint and Tibouchi (CLT15) described a new modification
of CLT13, which makes a new zero-testing parameter. But
the CLTI15 construction also cannot prevent the zeroizing
attack. Moreover, Gentry, Gorbunov and Halevi (GGH15)
presented a graph-reduced multilinear map from lattices using
approximate eigenvalue vector, however its efficiency was
lower than the previous constructions. More unfortunately,
Coron, Lee, Lepoint, and Tibouchi showed that the GGH15-
based MPKE is also insecure.

In this paper, we mainly improve the GGH13 construction
to solve its zeroizing attacks and trusted setup. To avoid the
zeroizing attacks, we first describe a new randomization
construction of multilinear maps by designing new zero-testing
parameters. The security of our construction depends upon
the new hardness assumptions ext-GDDH/ext-GCDH. Then,
to remove the trusted setup, we describe a construction
without trusted setup of multilinear maps using ideal lattices
by applying Chinese remainder theorem. The security of our
construction relies on the new hardness assumptions wots-ext-
GDDH/wots-ext-GCDH.  Finally,

multipartite key exchange protocols nr-MPKE and wots-

we present one- I'OUIld

MPKE using our improvement constructions of multilinear maps.
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