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Physical Layer Double Key Matrix Encryption for
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Abstract  The security of the existing physical layer encryption algorithm based on OFDM
(Orthogonal Frequency Division Multiplexing) modulation is generally dependent on the large
number of subcarriers, and can not resist the plaintext ciphertext attack. When the number of
subcarriers is relatively small, the key space becomes smaller and the security is abruptly
decreased, so it can not adapt to the secure communication demand of the resource limited terminal.
Aiming at solving this common problem, a physical layer encryption algorithm is proposed in this paper
based on double matrix transformation using DFT-S-OFDM (Discrete Fourier Transform-Spread-

Orthogonal Frequency Division Multiplexing) transmission scheme and resource block partitioning
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method adopted by LTE (Long Term Evolution) uplink. The algorithm mainly consists of two
steps: one is to generate two diagonal key matrices by AES (Advanced Encryption Standard)
counter mode; the other is to control the data before and after the N-point DFT (Discrete Fourier
Transform) transform by the key matrix, so that the ciphertext, plaintext and key are formed
Nonlinear equations. Through the encryption process, we can achieve two purposes that one is
using the features of DFT-S-OFDM transmission mode to achieve that the input of the plaintext
and output ciphertext were encrypted to ensure that the algorithm has resistance to clear plaintext
ciphertext attack; the other is to achieve the three non-linear relationship among the plaintext,
ciphertext and the key to ensure the security of the algorithm. The algorithm sets two operation
modes of the key. The first one is to change the sub-key once for each encrypted N—1 group,
and the second one is to change the sub-key for each encryption greater than or equal to the N
group. In the case of non-noise ideal situation and noisy non-ideal situation, the security of the
two key modes of operation is analyzed in detail. The results of theoretical analysis show that
under the condition of the number of subcarriers is greater than or equal to 12, the first kind of
key operation mode can resist the exhaustive attack and the plaintext ciphertext attack both in the
ideal and the disturbed channel condition to ensure the security of the algorithm, the second kind
of key operation mode can only resist the exhaustive attack and the plaintext ciphertext attack
under the condition of disturbing channel to ensure the security of the algorithm. In both key
operation modes proposed in the paper, the algorithm does not change the PAPR (Peak-to-Average
Power Ratio) in DFT-S-OFDM systems. The changes of the parameters such as peak to average
ratio and bit error rate are analyzed in simulation, the simulation data confirm the conclusions of
the theoretical analysis. It is shown that the algorithm has little influence on the inherent
performance of the system, such as PAPR, power and error characteristics, and can ensure the
security of communication data and satisfy to meet the safe communication demand of resource-
limited terminal in the case of small number of subcarriers.

Keywords Long Term Evolution (LTE); physical layer encryption; discrete Fourier transform-spread-

orthogonal frequency division multiplexing; nonlinear equations group; peak to average power ratio
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Background

This paper explored the physical layer encryption
technology. With bandwidth broadening and merging of the
wireless communication system, foreign scholars have been
paying attention to such security problems of the physical
layers encryption and algorithm studies of the physical layer.
In OFDM transmitting system, some algorithms exhibiting
satisfied results are born, like constellation scrambling,
constellation random phase rotation, and noise cover. However,
with the superb transmission performance required, the
physical layer encryption algorithms are confined to simple
encrypting process, which make the algorithms themselves
unsafe and cannot resist plaintext to ciphertext attacking.
Generally, the size of key spaces proportional to the number
of subcarriers. The algorithm safety drops dramatically when
the number of subcarriers become less.

The aiming at the safety problem of existing algorithms,
subcarrier fewer DFT-S-OFDM system as the research
object, combined with LTE’s resource partitioning and

scheduling model design a double matrix key physical layer
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encryption algorithm based on, the algorithm can effectively
guarantee the security of the wireless data link. The peaks of
the original system are influenced the inherent properties of
ratio and bit error rate. Under the condition that the number
of sub carriers is greater than or equal to 12, the larger key
space can be guaranteed, which can resist the attack of the
plain text cipher text, and overcome the security problems of
the existing algorithms.
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