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Abstract  Artificial Intelligence of Things (AloT) is an emerging research field with broad development
prospects, realizing the evolution from “Internet of Everything” to “Intelligent Connection of Everything.”
With the technological development such as artificial intelligence, edge computing, the Internet of Things,
and mobile/embedded devices, AloT aims to build a self-organizing, self-learning, self-adaptive, and con-
tinuous-evolving smart IoT system based on the deep fusion of these advanced technologies. AloT is the
combination of Artificial Intelligence (Al) technology and Internet of Things (IoT) infrastructure to achieve
more intelligent [oT applications and provide more efficient services. Artificial intelligence models are
good at analyzing and mining the potential patterns and strategies from massive amounts of data, while IoT
has the ability to establish extensive connectivity for hundreds of millions of physical devices. AloT em-
powers the perception, communication, computing, and application of the Internet of Things through vari-
ous artificial intelligence technologies, and draws new features such as ubiquitous intelligent sensing,

cloud-edge-end collaborative computing, distributed machine learning, and human-machine-things fusion.
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It has higher flexibility, self-organization, and self-adaptability. Specifically, AloT enables the collection of

multi-modal real-word data in real-time, and then utilizes machine learning approaches on the end devices,

edge clusters or cloud servers for intelligent processing and decision making. This paper systematically in-

troduces the direction of AloT. Specifically, this paper firstly introduces the essential conceptual character-

istics of AloT, and then elaborates its architecture. Furthermore, we detail the research challenges and key

technologies in AloT, including ubiquitous intelligent sensing, mobile crowd sensing and computing, AloT

communication, terminal-adapted deep computing, AloT distributed learning, cloud-edge- end collaborative

computing, as well as security and privacy protection. Finally, based on the latest research developments,

we present the future research directions, including collaborative soft and hard intelligence, AloT-oriented

intelligent evolution, new generation of intelligent IoT networks, continuous evolution of dynamic models,

crowd intelligence with the deep fusion of Human, Machine, and IoT, and universal AloT platforms.

Keywords Artificial Intelligence of Things; crowd intelligence; deep model; edge intelligence; crowd

intelligence with the deep fusion of human, machine, and things
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Background

The rapid development and fusion of Intelligence of
Things (IoT), big data and artificial intelligence technolo-
gies has given rise to a promising emerging frontier field of
Artificial Intelligence of Things (AloT). AloT is the combi-
nation of Artificial Intelligence (Al) technology and Internet
of Things (IoT) infrastructure to achieve more intelligent
10T applications and provide more efficient services. Artifi-
cial intelligence models are good at analyzing and mining
the potential patterns and strategies from massive amounts
of data, while IoT has the ability to establish extensive con-
nectivity for hundreds of millions of physical devices.
Therefore, the deep fusion of Al and IoT will bring more
powerful sensing, computing potential to boost the quality
of intelligent service management, including smart cities,
intelligent manufacturing, etc.

Based on the deep fusion of artificial intelligence, edge
computing, Internet of Things and other technologies, AloT
aims to build a self-organizing, self-learning, self-adaptive,
and continuous-evolving smart IoT system, which is
achieved by empowering the sensing, communication,
computing and application. As the latest research direction
of ToT technology, the deep fusion of Al and IoT has made a
lot of progress in many areas. For example, multi-modal
intelligent sensing, mobile crowd sensing and other tech-
nologies have been effectively applied in smart home, smart
factory, and so on. Intelligent [oT terminals, cloud-edge-end
collaborative computing, and federal learning have become
current research hotspots in many AloT applications. Dif-
ferent from existing technologies, AloT has some new cha-
racteristics:

* Ubiquitous Intelligent Sensing AloT utilizes ubig-

uitous sensing resources, including cameras, RFID,
WiFi, infrared, acoustic waves, millimeter waves,
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etc., to collect rich multi-modal sensing data, and
then enables accurate sensing of target (e.g., person,
environment, or event, etc.) behavior via machine
learning and deep learning.

* Context-Adaptive Communication Considering of
the constantly changing context of network re-
sources, connection topology and data transmission,
etc., AloT extracts contextual information from the
real-time network data, and then achieves low-cost
and efficient communication by adaptive mecha-
nisms for contextual adaptation.

* On-Device Deep Computing With the dramatic in-
crease in hardware capability of terminal devices in
10T, processing data (e.g., feature extraction, model
training and inference) on IoT devices has become a
new trend in many scenarios, which have the ad-
vantages of low computational latency, low trans-
mission cost, and protecting the data privacy.

* Cloud-Edge-End Collaborative Architecture For
the requests of real-time and data-privacy data
processing for massive amount of IoT data, the edge
computing technologies are introduced into the IoT
system to form the collaborative “cloud-edge-end”
system architecture, which could process a large
amount of data in an efficient and timely manner.

This paper aims to systematically introduce the con-

cept, architecture and key techniques of AloT, to give a
more comprehensive and in-depth elaboration for this
emerging field. We first introduce the essential conceptual
characteristics of AloT, and then elaborates its architecture.
Furthermore, we detail the research challenges and key
technologies in AloT, Finally, based on the latest research
developments, we present the future research directions.



