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Abstract  Null pointer dereference, which may allow attackers to bypass security logic or reveal
sensitive information in operating system, is a common programming bug in C/C-+- programs
and therefore has been an important research subject in computer security. Many (automatic)
analysis tools have been proposed to detect this bug. However, all these tools run on the source
code. Many commercial softwares come with no source code, and these tools running on the
source code cannot detect null pointer dereferences in them. Some null pointer dereference defects
are introduced by the compiling configurations or the compiler’s optimizations and the tools
running on the source code cannot detect them as well. So it is necessary to develop tools that can

detect null pointer dereference directly on the binaries. One advantage of null pointer dereference
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detection on the binaries is that the library code will be included in the analysis and the source
code based detections usually use crafted summaries for the library function which may lower the
precision and recall. In this paper, we present and implement NPtrChecker, the first analysis tool
for null pointer dereferences detection, which accepts binary programs as inputs, outputs the
location where null pointers come from, where dereferences occur and the corresponding path
conditions. One difficulty of null pointer dereferences detection on the binaries is that the infor-
mation about pointer type and structure type is missing in binaries. Without these information,
the detection can have bad performance on accuracy. However, it is hard to recover the data
structure definitions from the binaries. We propose a memory model to differentiate different
fields of data structures without restoring the data structures and type information. This memory
model is the basis of our field sensitive pointer analysis for null pointer dereference analysis. We
continue to design a context sensitive dataflow analysis algorithm based on the function summary
techniques, and the algorithm improves the precision of the analysis. To reduce false positives as
many as possible, we also leverage weakest precondition to filter out the unreachable paths reported
by dataflow analysis. The report will be removed if the path conditions from source to the sink
that dereferences the pointer cannot be satisfied. We apply NPtrChecker to 11 programs in the
SPEC2000 benchmark and 37 suspicious null pointer dereference defects are reported. Among
them 22 reports are proved to be true defects by manual examinations. In contrast, the tool
Saturn reports 92 defects and only 13 are true positive and LUKE reports 3 defects and only 2 are

true positive. This shows that our method can detects more null pointer dereferences and keep the

false positive at low level.
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02 int* x=null;

03 int i;

04 if (level >0) then x=&.i;
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FiAS [F] 18 ) -

(1) Assign(ovar,exp) : ¥ B exp BY(EMKAE

4578 5 var.

(2) Jmp(label) : Bk 2 label B RYTE AL,

(3) Cimp(exp,labell . label2) : 51t Bk i 18 A
MU exp JyEET L BREE BB R Labell, 75 W) Bk % 51|
label?2.

(4) CallCex p) : BRECH IR A W] exp RN
Hiy bk A2 ) e R

(5) Label(label) : FRiR A7 & W15 A,

S RETIR S A= S S I A 7 N [ < O 38 VN2 W = A
Binop(exp,exp) Fl Unop(exp) 43 HF/n —Jtia &
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L
&

M—ICiz 5 s Getlexp,len) KR L NAF A s exp J2
INAFHB L S len Fen NAFE IO 98 s Set Cearpl s ex p2.,
Len) K5 WATBAE s expl AT DL exp2
ARE s Len Ry NAFAERIALSE s B EIR BB TR AE
EAELIAL ik Al v] DA B #2781 R B el A R 1

—Jtia 5 Binop ATE AUOCH M (Add) L
¥ (Sub) FIFR : (MuD) 3x =A™ 5 P A7 ik 541k A6 G
Mz 8 (i mov eax, [ecx +4 xedx+8]). A% &
var [l Var(string ,id ,len) KT, Hoip string 248
A id o SSA B 45 B2 B A ME— AR Len
RAREXANERE T 2009,
4.2 TIEHENER

TEZTREM A I A P A SO 1 — A ) B
T SCHURE SRR A B U A B . BRI E
JFif - NPtrChecker 4% JEH8 & PRAT I . 15 45 eR ALY
T 42 1 A P WA 72 i P A O AR B 2 — AT RE
25 AR S T S RN AT A X A S — > ]
BEMY 2 AR B 51T ORAF R R, JF B A A8 25 8 51
TR B R AT 36 1IE.
4.2.1  NAFRLA

NS R BR A RATE S T BN
ARG SR DL B0 N A7 19 5 [R) #2450 e ¢
RNt E R NS NP

FeATHE — > R KON BE VT 1) B /Y 9 A7 Uk A

:‘}’f‘
(1) 4 J5) A7 ik, 42 )Ry P9 A7 b ik 2 4 )Ry 7% &
8 i A 07 5 3 R T — S BB

(2) BRI A7 st bl 308 3 B s B U5 ] 174 3t i, — i
seLl esp/ebp~of fset " WL A 0], BN A7 B hE |
A7fith 1) 722 B 455 1R B SRy A A S R R B S 8.
TAET o A — e, F AT 3 eh B 1AL A AR
T A% A 0, MR Ak A= < 5 ] FRATT AT 0 2 B0 BR N A
Ml R T 0, JR) AR AR 1 1 N AE ik /N T 0.

(3) F5 TR A A7 b hik. 7 5K A7 3t ik 2 48 A6 I TR
BRI B 14 2R BB [ bk s DL ST NULL B Y 22
AR . AR R AT B AR B X
Fh bk 25 5 — DA B 5 1T X e

FATH location_type () 3 7 A7 Hu ik 19 28
413 GLOBAL, STACK, SPECIAL =i, 2 %l
Xob L T PR =2 P A ik S A

XF Flq 2 UG A BE U R) 2 1) 22 L AR
TR LEZE MRS location_type(s) , g
o B B Hb k2 35 8 : location_type(s@offset). 40

mov eax, [esp+4]

mov ebx, [eax—+4]
B 28— 45 TR A AT, eax R AR N AEHHELesp+4],
R HT esp BIME A 0. FATDRE XA AR A A7 b hik
K STACK(4). FEHS 44584 s eba K H N7 b
hkLeax—+4], CHI EZHEE eax ByHLAEHR STACK ()
HARFS RN 4, ebx Ml RN STACK(4@4). K
A 1A X o by ik 1 35 3 T SR Sy 22 )2 A0 7 k. 5 5
XA R R AT LI T A 2 78 R OGS B E) 0 OC &R

FRATHE S T = oK S R At A7 KO 20 M b 3R
HEE

MT: WAl k. FATTE X MT Jy My, —2"
TITHRI O FR . Mo S BR KR U5 [0 0 P A
GV NRBUPEENES. X TAERE m_loc € M.
var€V,var€& MT (m_Lloc) 37 var N ] BEAE AL 1E H
k- m_loc b HYAR .

NT AR HE B R BATE X NT y V27
) UM G R, NR =S G BES . — K= H
5Bl s T 48 5 19 N A7 H bk m _loc, X4 1if fw B8 it
o ffset B AR R 45 2 ML hE source_addr VA M i
AR R N A3 is_null. Herpoffser BRI %
Atk [ N AF H Ak m_loc, 45 [ N A B hIE m_loc @
offset;addr } Vine IR H ] label 285 ; is_null 2}
BOOL 288, 3R7R 1% 748 f o 15 il B8y 25 MH.

DT 5] M B3R, & X DT Jy V2" Ny
TICHRST K FR L AD 4R A M hik i A

TARAR A X N — sk A ) MT RMNT £, 5
A RO R — 5K A7 1 DT 3%

4.2.2 REFR AL

AR ST % bR Bl R X B 15 ) b R R RSN B
EERL G ZR . B 6 25 T F AT i Bodls it 20 A b 5 4R
R AT A G TLAS T A I RS T B eR 8K

(1) Assign(ovarl yexp(var2)) : FRBAZ & var?
AME KA 28 78 i var . XY R 25 5 % o8 200 4%
var2 M2 EME R NT (var2) IR 4 varl 123 {H15 B
NT (varl).

(2) Assign(wvarl,exp (Add(var2,n)) : TR ¥
ARt var2 N EEE n WRAE 45 A8 8 var 1. JUET 7 22
Bk NT Coar2) (35 B, % NT Coar2) P E & — 52
BIER nr B nr.offset ]y nr.offset +n, ¥ 152k
Ja W EAE Y NT (varl).

(3) Assign(wvarl,exp (Phi(var2,var3)) : /N
varl I ME AT RER B var? 5% var3. K 25 (H 15 B
NT (varD) BB RN NT (var2) 5 NT (var3) f
Ak
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1. Assign(varl,exp(var2)) :
NT(varl) :=NT(var2)

2. Assign(varl ,exp(Add(var2,n))
foreach nr in NT(var2)
add (nr with nr.offset <=nr.offset+n) to NT(varl)

3. Assign(varl ,ex p(Phi(var2,var3)) .
NT(varl) :=NTCvar2) U NT(var3)

4. Assign(varl,Get(var2,len)) .
foreach nr in NT(var2) do
if nr.is_null= =true then
add (deref_addr.nr) to DT (nr.var)
if len= = pointer_size then
if (nr.m_Lloc)@ (nr.offset) is a key in MT then
foreach var_t in MT ((nr.m_loc) @ (nr.offset)) do
add NT (var_t) to NT(varl)
else
nvar ‘= create_new_var
nnr = create_new_null_information
MT (ar.m_Lloc@nr.offset) = {nvar}
add nnr to NT (nvar)
add nnr to NT (varl)

5. Assign(ovarl, Set(var2,exp(vard) len)) .
foreach nr in NT(var2) do

if nr.is_null= =true then
add (deref_addr,nr) to DT (nr.var)
if len= = pointer_size then

if (var2 point to one memory location then)
MT (nr.m_loc@nr.offset) = {var3}

else //var2 may point to multiple memory location
add var3 to MT (nr.m_loc@nr.offset)

K6 CIRZSHE RS BRAL

(4) Assign(varl ,Get(var2,len)) : 4541 var2
fi# 5| AR AE 25 varl s len 3288 B varl 5 NAF
RN X T NT Coar2) H LR — S 2 HE & nrs
FEATE A 2 T RE S 2 fH (e is_null g EHD
F A AE B 2 ET R A B 7E Mk deref_addr #1245 {HAH
Bonr WINE) DT b £, R )5 S #5145 R o
— MREF I (len SE THREFA D 3T NT (varl)
MAE S R o J7LE PR A7 L HE B U5 1) 3 o FRATTAR 418
MT fINT FER, B8 NT (varl) ; 25 varl 3
I BRI B0 A U5 (8] 2o 1 b o D005 75 ] — AN A2 1 nvar
MG B nnr, FFF A EH varl cnvar 78 MT F
NT FiER. It nnr.m_loc WE R (nr.m_loc) @
nr.offset ynnr.offset } 0,nnr.source_addr Jj >4 Hj

g4 il . nnr.is_null Jy H.

(5) Assign(uvarl, Set(var2,exp(var3) ,len)) :
T var2 $6 1 1 N A7 25 ) B 5 AEUE var3, var3 11
PLYEN Len. B EREM var2 757 BE A 25 5 £ 45 2
W DT 3%, SR )5 24 var3 B BE 948 B A2 HE I (len
SETHEE A B FIWE var2 215 A BESS 19 21 N
FEMLIE 2 WPKE var3 WS I MT 3% 1 1) 4 £F
HuhE AR S L I var3 B 5 1948 B
EH.

4.2.3  NAFBIR b A RO U 23 M

SV 1R T LA B R A AR E Y
T SCHBURR S ORI 3 T worklist B BUHE R A B
Bk BB N RGBS s A 2E 1T
JTREDR S i3k I s de 2R oL 51 G R 3 DT #l ek
B DS AR A S BOMT AR R fH A5 B NT.
BRI N W] DU — A A R B0 3 A B R
H BRI B 3 T 2K R SR 2 B0 0N R S T Y.

&% 1. AnalyzeMethod %4 i 70 B HEZE.

BN s R NEIGTES

fith: DT ARt 1 i) STATE(NT . MT)

7 : worklist: (s, STATE) % 3, FST. pREUH 23,

CS: e %tk

begin

1. DT := & ; worklist := (s, s D)

2. while worklist#=J do

3. remove (s,STATE) from worklist

4. if (s RJE call $84) then

5. DT,STATE' =State_trans(s,STATE,DT)

6. elseif (s T KEL M) then

7 if FST(M)=J then

8. push N onto CS  // 43 17 45 74 bR %X

9 s =M WE KR4

10. DT"”,STATE" = AnalyzeMethod(s, )

11. DT,STATE’ = ApplyFuncSummary(DT,

STATE.DT".STATE"); pop CS

12, else
13. DT”,STATE"=FST (M)
14, DT,STATE' = ApplyFuncSummary(DT,

STATE,DT",STATE")
15.  foreach successor s, of s do
16. if (5,,STATE"”) is not in worklist then
17. add (s,,STATE’) to worklist
18.  else
19. MSTATE=MEET(STATE',STATE")
20. replace (s, » STATE"”) with (s,, MSTATE) in
worklist
21. FST(N)=(DT,STATE) //W&% i H s ) STATE
22. if lenth(CS) =0 then report DT
23. return (DT,STATE)

LATEIHE 20 7458 T Mt A BB N R
BREC N BT A S35 R worklist i fE % (5. STATE )
JFHI o s S 15 4 M 15 A, STATE W] J& 35 4 s
AR E B, STATE 445 T i 9 A2 15 B
MT A= EHE S NT.

MR AE S 2~20 1750 A AL BE worklist H
e 2. X T BB A (5. STATE) , J& AT K 15
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L
&

A s B AR 2 call $5 4 U IR | — /A
PR B bR BOR AL B (55 4~5 1), I & — 14~
call 48 4, 6 TN 2 75 £7 76 9% 08 eR % M1 ok B804k 22
WA EE R G 12~14 15) s i %A,
F AnalyzeMethod 43 #7 p& 0 M, 345 oK £ 22 (5
23 7)) 5 FHE A X A 2 5 7T~ 11 17).

PRIEL M BRI AL G LR R 4y eR R M
e H R P 3 1 o R e 1 i A T e B S AR BT R S
B X5 B AFTE DT s DL S sk M i
M AL S i STATE R 2, STATE o A 14 B i
FEAE Ry TR AR B 078 i i 5 L PR Ry a7 o 25 i
BRI KRR P 014 2R T R il A

55 11 A7 FI%E 14 478 ApplyFuncSummary $2 1
T RRBCH N H T RE Bk 2 A iR AR T
WHEILE M. ApplyFuncSummary 523 T P> 2
il « b 3B R pR Bl b i A AR A g SRS S (1~6 47)
A o KON 32 9 R BN A R B 2 (T ~12 17).

&£ 2. ApplyFuncSummary B ¥,

WA FVHE SR DT.STATE, ¥ K% /9 DT”.
STATE"
%t DT.STATE
(MT,NT)=STATE,(MT",NT")=STATE"

L
R
begin:
. foreach (war.di_list) in DT” do
. foreach (deref_addr,nr) in di_list do
caller_nrl = get_caller_nrl(nr.m_loc, nr.offset)

foreach cnr in caller_nrl do

1

2

3

4

5. if enr.is_null ==true do
6 add (deref_addr,cnr) to DT (cnr.var)

7. foreach Gmem_loc,vars) in MT” do

8. caller_loc_list = get_caller_Lloc_list (mem_loc)
9. add vars to MT (caller_Lloc_Llist)

10. foreach war in wars do

11.  caller_nrl = get_caller_nr_by_var(var)
12. NT(var)=caller_nrl
end

A4 P o8 5 19 5 98 R T A R TR
72 52 2 98 oA K5 X B A 2 B B (B 3 AT L
i 7 R BT AT RE N — s FR AT G5B 5 47 %5 R
AL ERE DT £ GE 6 15). o5 3 471
get_caller_nrl B, W% (R IR T SPECIAL 2%
T Ak, R A AE S B R ORI T STACK
o GLOBAL 8 gtk 371 AT L3 i 22 2 0 5
{9 7 2 4 3 3 R b 45 R R i s
K 8 R B STACK (a@b) A7 ik H 24 iy
of fset t K 0. T Jetr & F I s FHY STACK (a+

stk_o) AL B AL 19 722 500 7 9 28 (ELAF B o stk _o
Shy U oK B oK B TR] AR D S . AR B Y A
{EA5 BN nrl, WFATH A K STACK (nrl.m_loc@
(nrl.offset+6)). 5 KK ANV SEEB N nr2,
B nr2.offset S (nr.offset +o0) , XA J& 34 bR %K
HhOXT I Y S (R L

Aab 3l R o RN A pR BN AE (R R S R AT
TSR B R ek b P A bk X R T R R S Y R
S AL SR R RO MT £ 5 8,9 17).
XoF X U PR pR B MT 32 i 728 L FRATT A 4k 324
BRI O0E I A A5 (B R O BB R e B NT 3%
B 11,12 47). 55 8 ATFIER 11 ATy BB 7 X 5
get_caller_nrl 25l

Bk 1 EE 15~20 fT i T BUR AR B 32
L. MEET pRCH R B AW 2 LA STATE {5
BAAIE T NT £, HEPOFE. X T MT K. 4
Al MT 6 6 — 2 JZ i #% ik B 24 Horp—A4
AR FRTEH B — SR B XS NAE R E Y
- fith 1 A 32 B B et DU — A L R
XA L b G AR B SRS IO AR

FEATT A 73 B B0 A A B o S5 47 B 3 ]
A8 A ] T R KR (B 8 A7) EXT H bR el B N 58 )i 4>
B J5 B8 it 23 A B HRe 23 A 45 SR AL 25 B IR AR R (55
22 11).

BRI Z A1 e il — A48 B 5 25 SR A AR A
SR B 5 HEAT A% 51 X 02 g AR N B2 R S
it 5 | P SR BB 1 L O B T B FRATT B B8 At
3 A Xof 33K Tl s 0 A I T B A% Ak B
40204 PR AR

PIFEAIIE AT R AR B SO E S5 R R B T RE 2>
i ] NULL $5 41 s 51 L A R85 28R 2480
RABEIEH U I AL BEIX 2 el B 25 2 B .

AL 2 R B 0 SO, Bt N T T R
B 2L 7 2 % DA b = 28 P ek B AT T AR R
B R B AR T % R HON A AR B S B
SR VIR [ PR 285 FRT A A8 B

MR AL 4 — D BRI B S
B, 50 PR pRBUR 114 23 18 ST Bl B 4 5 T A
B2 i — A as FR AT o | TS .

4.2.5 JRBRME

S ARSI T S B T T R B S R 3
R Sl AR 1) B B 53 AT BRAE A A — S [
VA i D Y. B S RO W A R A R T H —
B - NPtrChecker AREA R 71T o8 85010 388 U5 98 FH A1 58
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AL XTI R B FRATT R A — i Y R GE 1o
36 5 B 52 s 5 1)y LR A A & i) NPtrChecker #k
TR U 0 23 BT 5 B 32 0 P R el 3
B2 R JiE Ak Lk AT A . LU A 8 B A B 1A 45
B AT H I ALE IR — . X S 2 B R R B B
45 S v B R AR AR

4.3 TIEFTIIEHRR

F TR0 U 43 BT oK 7 T B AR A A 1 AT R
PR I 25 i A G 0 A e 25 1R I 25 SR b SRR IR 2 R
2, T X e 25 L HEA TR IE.

75 H T I UE A i A B A pR B0 R 5 S
B3 DT X PRI IE M 2 58 5 s A B . &
T8 Se 4kt M2 48 7 2B A B 5 1 R A 1 ok 2500
J7 51 5 8K J 3 5k R S P 6 3 4 bR K e T T i 4 3
[F] — A~ 4 il 3k L v 8 400 3 U R KON 22 L
128 H PR R T — IR b e A TO R P G 5 A S WACAR
AR ET R G T B R 0 e S AT E A R A
SRR itk 25 A T 2% 1 2 15 RE BTG 2

Xof AT AR 1) 14 e 559 I AR A R AT 2 RO R AN
i AR B FE I 0 B FRATT R A LAR JLA O R
/U 2Ry SRR 0 T R R A AR

B\ 6. X FHE A 1 R %k, NPtrChecker H £ il
SPECIAL Z&# A7 Hu kil b 25 8 51 5| A S B A )
1 W 17 PR BR[04 5% NULL Wt {8 1 /) 5 35 % 5|
FH. XA DT iy STACK 8 GLOBAL 2551
Mokl i s 8 B 5 | FH B 250 B, eR T RE NS
— A~ SPECIAL PN 7 1 bk 25 8 1) 23 45 41 1 38 1 2 4
AR B 4 J) A8 AL 3 25 90 eR BRI 7 A R B b
fifen | 11 AE R s B DT &b, iX ot — 4> STACK/
GLOBAL =5 48 5151 s 28 sR BOCE i T 8k
] BRI BRI B ST L 23 3R B XS N SPECIAL Y
fEddE I 5 — 4~ SPECIAL L= 1923 16 41 i 51 H.

FLUR 0 AT T oA B0 FRATTAR 90 2% R 50 ) 9 T
L A BT IO 1 S BE AR, T SR R — AN 2 FR AR 2 AR
I B o7 A 5 | R s L L o — A i 5 | L T 78 At
fife 5| FH G b 28 B A2 B CRIZ A 51 A S le H At )
T AT ARG I A7 T 92 28 1 i 5 .

I Ja s — S A as Fe A 5 R B AR BT R 43 Sy
AR 43 - I BREICA 1 05 31 2 35 £ 7= 2 o5 10 B 42 0
NZS HR BT A B i | 0 BE AR FRATT B S X bR
BN TS B 25 FR B 7™ A 5 10 BE AR I AT B IE - 45 20 R
SR A% TR A S TUAS T 6 2 A [
B B AR I T BE AR R R AT IR s S 2, W)X 3 2% A5 E
115 E.

5 SIS

FATSLE T 25 F5 B4 U T H NPtrChecker,
SEIR T AR SRR Y A SR AR TR I R BB B R
AT HDLANE A Heow v ) ok AR Y A 8 A
T H AT ¥ NPtrChecker F1 A [ 5 A 5 (14 25 5
B 5 ARG T LSO e SE 5

KATAE — G 1.6 GHz 345 95 45 /R 12 #%
24 £ XEON A 2%, WA7EH 64 GB 1 IR 55 2% i
1 kAR S 0. SE g0 2% LUKE 2§ T H 19 I 3
£ X SPEC2000 B9 CINT2000 Hr 43 11 4>
C F #4740, SPEC2000 2 CPU 1 Bg il ity i
R TEE BEZ2AMET . WS & AR
R IR AR VR AR AT 2 B 45 28 T HL ik D K
. AT LI L5 R 5 Saturn (ffi ] 1. 2 JRA, JF R
FH UG B SORY Hh 4 it i B E 1D F LUKE 3 75 A4~
JEUE 0 25 F5 SR T BT 0 EeL AT RN L X P
AT HJE B FRATRE AT 19 Fe 0 75 19 25 18 A T
B AT 0T T 45 A L HAG MRS BE R 38 R AR X s
2 RGN A5 R, I ek i i R0 A R G ) 2 B+
AT T 2.

5.1 KWNEESH

E L% A0 [ BV W = 6 S 1 B W R 17 £ 4
I35 5 A0 455 D P 451 1 A AR s A7 50 fn —
TR PP 00 /) o 25 1 i 3 8 S R 1R 4k BN
AR T e 50, G b A 00 A 0% BB A8 A I T AL 4k
1 25 T8 BT R 0 B s AT O N R i A
SEFEAT AT o 15 Hh S A BRI 40885 AR T T 8 B0dE 19
JETEZ T H PR ARG I i A2 e T H gk
D3 Y 48 R 1 B . R T X LA A 2 AR AN g
UEAS I 3 A8 o 9 T A 25 48 ST R T DL Rk 45
2 X I B — A~ =S 48 AT AT BEAE IRl — > pR B 2
AN E RSSO TR A O AT G —
FER.

X 11 AP =Rl THRILR I T 22 4>
B R, o Saturn iR T 92 WG R B 13 A4S
FLACAER IR RN 8600, M X T i O 41065
LUKE #2453 W, &8 2 DB S D R IRE Ry 3300,
X% A 91% s NPtrChecker 245 T 37 ¥, &
BT 22 A BT IRAR N 4100 M I 4R R
0. FE=R T HAp  RATMW T H LRI T L 25 15 5
fife 51 e R o B AT T A Gl T L b R B0 ) FC S A iR
FEORFE T A X AR 1 R 4 3.
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x1 ZHEEWER
o AT AL gk Saturn LUKE NPtrChecker
) (KLOC)  R/NKB 44 soff 4R MIXFURIR ey S0 B MR R SO 3R AR

164. gzip 8.6 86 0 0 0 0 0 0 0 0 0 0 0 0
175. vpr 17.7 238 2 1 1 0 1 0 0 2 1 1 0
176. gce 288. 4 1237 44 12 32 0 0 0 0 12 19 12 7 0
181. mef 2.4 82 0 0 0 1 0 0 0 1 1 1 0 1
186. cralty 21.2 287 0 0 0 0 1 0 1 0 0 0 0 0
197. parser 11.4 166 8 0 8 1 0 0 0 1 2 1 1 0
253. perlbmk 86. 2 626 3 0 3 7 1 1 0 6 8 7 1 0
254. gap 71. 4 456 10 0 10 0 0 0 0 0 3 0 3 0
255. vortex 67.2 556 23 0 23 0 0 0 0 0 2 0 2 0
256. bzip2 4.7 92 — — — — 0 0 0 0 0 0 0 0
300. twolf 20.5 263 2 0 2 0 0 0 0 0 0 0 0 0

Bt 599.7 4089 92 13 79 9 3 2 1 20 37 22 15 0

T R « VIR Saturn fES T parser I, it T 8 A AR BHI SIS

A IR .

WX 1 SR AR AT, FEA LT L
77 1 1 5 R d 13 NPtrChecker 4% 4L T Saturn
LUKE:

(1) B 2 4 o 1) 3k 2 1) 73 A, Saturn fif ] o8 %X
14 2 e Kb F AL AR 1B) B 3 A K AR B R RS 5 0
LRSS Gk . X T — SE PR AR 2 R T &
(9 PR Saturn JC VA A2 LA AKX bR BN 22 A8 4 BT
I 20 F A A ] BT 2R R i 7 () i
NGO, B F Saturn JG ¥ 4R % NewBag B bR 2 i
BT AT T A 2 AT s A BT LSBT 45
Bt hdDiff iR 4z. M NPtrChecker J& 7E £ 4 it 43 7
h A N7 P R L BT SRR ) R BN L BT DL FRAT
1) R BSCH S5 AT BRAR 20O BB T AT R S0 AR 2.
P AR 1) R A M R AT A 0 TR A R AT 2 TSR i AR
LA AR FRATA N e BT kT I 2R R AR

FEIF AR FFIB 5 © — 7R Saturn 7E58 N bzip2 2047 i 77

] Bt LUKE 76 6 I B2 R s HOX6 ] — A4S S/ o i
oR BSCHE AT 3 R ) 1) o A T LA 0T R E T A
(2) T3R5 3 A 0 5% . 44 it o 50 v A7 7E 25 4R
EFFIWrE A OB U0 . if (ptr==null)),Saturn {Ri%
AR RO T AR B A Ry A SR T S S O
Jem 2. K 7(b), Saturn #4556 1 47 5K A
bemp (NZSHL p AIRE A FE 5L HINEE 3 AT4R 5T p i
T Tz EHR A WS 158 34T p ok ASE 24710 R
% compare_constant_1 ¥R [BI{H . 5% 1 7 48 4
p AR —. 1 NPtrChecker f# ] T SSA K48 2
AT EBT AR S 1 p L8 0 48 B AP TE BOHE Ui
Bt s S TEFRATTHE ) i AR RS | 08 i 46 515 N
A7 hk 2 [6] R e 550G 22 BT AR AT T B HE B 3X 2 iR 41k
(3) X FE sR B AL B Saturn A 2341 FE pR AL, Jo 1k
Ao DN 26 R B SO A HR BT ARSI BT Co) R

254. gap:
1. TypHandle hdDiff=0;

3. *PTR(hdDiff) =hdP;

2. hdDiff=NewBag(T_AGWORD, SIZE_HD- (2 x len+1) * SIZE_ SWORD); | 2.

176. gee:

1. if (bemp (+=+,p,+++)) return O3

p=compare_constant_1 (TREE_REALPART (exp).p);
3. if (p==0) return 0;
(b)

(a)
253. perlbmk perlbmk
1. sMsg= (char % ) Local Alloc(0, ) ;
2. dwLen=print(sMsg,“Unknown error ++=“);
(c)

1. Newz(702,mg,1,MAGIC);

2. mg —>mg_moremagic=SvMAGIC(sv) ;
perlbmle X 17 AL 4 FLHG -

. text: 430FBE call malloc

. text:430FC3 add esp,4

. text:430FC6 test eax,eax

430FC8 jnz loc_430FF1
430FCA cmp byte_4A0B80,al
430FDO jnz short loc_430FEF

. text:
. text:
. text:
. text:430FEF xor eax,eax
430FF1 xor ecx,ecx
430FF3 mov [ eax],ecx

. text:
. text:,

(d

K7 BFRE
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LocalAlloc pREXFT ER Bl NULL, &% ME 4 1E sprintf
eREC PRSI A — A= 5 IR . Saturn 25w
WX AR, T NPtrChecker % M 2R R B ok 47 17 4
A5, ERL T BE #5840 3] 3 25 T 9«
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300. twolf 20.5 263 2035 759 766

it 599.7 4089 61252 25336 30171

T R o« RN R R SE R S AT

NPtrChecker 7¢Il 8 B b % A7 A5 B 8 14 £
P FEA LT ILAE A % NPtrChecker 52 3
T R (] Y B AR SO S AT T Saturn, LUKE # 2
SE L FE N BUR ) NPtrChecker A= Ji 1Y #6428 29 4%
PR 2%, SR A SE FE B Rk, NPtrChecker [ 1] —
HERIFR S R Y O Ak (fLis B bR B AT
A HERAE LR 2R B R B L AR B AR A 0 2 R
ZAHE R 2%, Be )5 NPtrChecker B2 H 8T £ 1
A GE S AR BRSO L DRI T 00 IR B 22 B AR 1Y AT A P

NPtrChecker S 3t & B T 22 A7 45 5 % 51 H
FEDR XA 1371 s R H — A28 F5 £ 45 1% 5 Saturn
S 4711 s K Y — 4R iR, 8 NPtrChecker HJ
3. 44 5 ; LUKE V-5 12668 s & I ) — 45 3%, K
NPtrChecker B 9. 24 5. W44 & BL— A4 15 i i
] FF45 I 2k i, NPtrChecker 2 = A~ T H i 2 % i
1.
5.3 mEZ#HBEFNRNTENES

Xof T 1) YRS ) A I v — e gk ] A BT
rh IR A O B 2 R B T e 9 A A 1 43 A T I
AT,

G PR AL TS U A S B TR — D EH 2Ty
] AR 2 F AR A T 52 = AR RS R o A A A (R .
AR T IR AR A, — 1 AR 3 v B AR TR X R R R
S VPR 8 o AR L RO IR S T kL AL TR T
(25 ) MU SR T S BT 38 (4 38 g [a] e, YR A 65 o F
AT Bk AT e Ve AT A TR A T Y O G
2515 LR HE R

WE 7D FrR, 5 1 17 Newz oF 50 R 45 14 4K
mg 53 Bt N 7 %5 [A] . Newz A] BB 2% 5 30 mg 45 17
NULL, B 55 2 4751 mg B0 45 5165 1R, 1)
B R X A R ] IR S A H U S B
TR 2215 2. Newz pREL ] 08 FH T perlbmk
A3 43 T2 bR B safemalloc, 12 o %% 40 7 5k B Hofth
BRI B A% 2 I AF 20 BC 3 SR PRI AR R 6 1 40 S B8 AR
AR A . S 805 Newz o8 5UAH & 1) R 5L £ 34
A B T 1000 47 KRR TEA T
B 195 b fig

HILAFR /s Newz X I #9314 A8 S AL AL H
AF 10 47, X2 W A AE VA ] Newz f I, 2
B 1 5 DRI FAUE T % A 2 A A 1 e 13 AR i



586 it " Bl &2 i 2018 4
ﬁ%{%‘ ‘é\jji:ff? TN E]/(J »fjt /ﬂg s gﬁ i% lﬁg ﬁ%)ﬁ %E'f @J T — [4] Babic D, Hu A J. Calysto: Scalable and precise extended static
St pe— 5 N N . . 3( rnational C
EX‘L/TE%EL E,(J ‘{Eéﬁ’ftﬁ% NPtrChecker ] m QL#%U ,TJ:E% , LhLLkIHg//PrOLLL.dlng.S of ths 3A)th International Conference
ﬁdﬁﬁ%@zﬁﬂﬁ} E]‘J*'Jﬁﬁéﬁi%%gf/%ﬁl\: E/‘J ’fjl‘:’ﬂf,’f)ﬁ‘,%\ , ﬁ% on Software Engineering. Leipzig, Germany, 2008: 211-220
a i s o N [5] Nanda M G, Sinha S. Accurate interprocedural null-dereference
> AT A | 73 T Al —
a:ja/ﬂ]:l:/\ KL\U‘J Hj Egl *E! %1—% %I }‘ﬂ%lﬂi E/J I Eg analysis for Java//Proceedings of the 31st International
}E . Conference on Software Engineering. BC, Canada, 2009:
133-143
6 zﬁﬁiiﬁ [6] Madhavan R, Komondoor R. Null dereference verification
via over-approximated weakest pre-conditions analysis//
N N . Proceedings of the 26th Annual ACM SIGPLAN Conference
ARG A R AR T R R — A R ‘ ‘ '
- . % R . N on Object-Oriented Programming, Systems, languages, and
AN Y — N ) 0
})bﬁﬁﬂ:j‘b j(gj&}j\ IR 'ft iy )= Tﬁ U‘J SR [ *H XT ¥ Applications. Portland Oregon, USA, 2011: 1033-1052
DN . N . o w N PR
— #ﬁ;‘u ,ftﬁ% ’ /ﬁ'fhﬁ%j}%ﬁt? /Xi‘g ‘ﬁﬁ%ﬂ# =] JZ [7] Wang Qian, Jin Da-Hai., Gong Yun-Zhan. Null dereference
i%)‘(fﬁ ,E\ ’ ﬁ{% T j:El5 %i— ﬁ*ﬁ {E[ IEILZ ’ %% l? H’(J ?/}?: ’ft ﬁ% AN detection via a backward analysis//Proceedings of the 20th
#% ﬁ"é @zgj‘(ﬁ s T:E“ /—\’JE s J:E = IKE fﬁlJ Tix s jj‘{i\t E](J @ Asia-Pacific Software Engineering Conference. Ratchathewi,
P M1 1 0 R 9 P Tl 2015 55555
. -~ s 5 [8] Hovemeyer D, Spacco J, Pugh W. Evaluating and tuning a
AR AL AL E B . 20 M 4 R B = e 8 o U X A _ o _ _
) static analysis to find null pointer bugs//Proceedings of the
J: E/\Jﬁ*ﬁ 2005 ACM SIGPLAN-SIGSOFT Workshop on Program
— = Jl
Zl“i% Hj T#ﬁp E m #Jﬂ: fﬁu *Er? Eggz;j:ﬂ %‘[‘ﬁg‘gl Analysis for Software Tools and Engineering. Lisbon,
FHEE TR AT 7 s, RS2 B0 T A 1 B NPtrChecker. Portugal, 2005; 13-19
NPtrChecker E:iﬁﬁ%ﬂii}%?‘i?j{@ﬁ@\ﬁﬁﬁi@ [9] Hovemeyer D, Pugh W. Finding more null pointer bugs.
N v g N ; . "M SIGPLAN-
El@ *Ekl‘%'l'ﬁ'*ﬁ ;Xﬂ' :J:EJ ﬁE 7'»] 2% E,(J ;J,Ela %_[_ , &1]] ] :CJ.‘@(TE Y}ﬁ but not too many//Proceedings of the 7th ACM SIGPLAN
SFI N N . SIGSOFT Worksh P Analysis for Sof Tools
SYHTRLIN AR B2 7 B S 1 L 3 I B 59 AT 4% orihop on Trogrun fhne vl for Sofware oo
N —— i B 5 . PirCheck and Engineering. San Diego, USA, 2007. 9-14
{i%lﬁﬁ:%l}%ﬂz = Hh%%ﬁ/‘ %ﬁé’jﬁ NPtrChecker [10] Dillig 1, Dillig T, Aiken A. Static error detection using
A e
%U Hj = ;FElﬁ %1‘ EI/‘J fhiiﬂﬂt > ﬁl_{; %I Fﬁi&i—”: NS ﬁﬁ}ﬂ?ﬁu semantic inconsistency inference//Proceedings of the ACM
%*ﬁ?‘é% IE\ ’ ﬁjﬁ Ei] ﬂ é ﬁ*ﬁj\ J'% ﬂ] Z'—F},t ’ﬁ: ﬂ: ﬁ %‘% }JE SIGPLAN 2007 Conference on Programming LLanguage Design
er%-‘g’e E]/\J%/fj M &Eﬁﬁ:}»ﬁ igﬁ%\%lﬂ y %E}E‘H& T - and Implementation. San Diego, USA, 2007 435-445
ﬁﬁ?ﬂiﬁ*ﬁ i II]XE#;FIJ}EH T ﬁﬁﬁ‘Z)’E‘f ,NPtrChecker [11] Engler DR, Chen D Y, Chou A. Bugs as inconsistent behavior:
A L‘,{%‘%{i@%ﬁtﬂ:/ﬁ ’fﬁﬁ%ﬁj}’ﬁﬂ/ﬂ é;jq:% A general approach to inferring errors in systems code//
- g i . Proceedings of the Symposium on Operating Systems Principles.
. > A ARG TN 3 322, 3 2% 37018
s BT TE T LR AR s 32 B e e s
/_‘\‘\ N, i ), A PR [~ . _
*ﬂ {l)—w jj‘{i‘:j\@_}zﬁ iu §E #l ﬁ” /ﬂf‘ Ij;J ﬁlﬁ =], ;Bz Ij\] ﬁ EI/J use [12] Ma Sen, Jiao Ming-Yang, Zhang Shi-Kun, et al. Practical null
after-free %%ﬁ!& EI/‘J KTL\U[]U s 245 pointer dereference detection via value-dependence analysis//
Proceedings of the 2015 TEEE International Symposium on
& ;-% % ﬁk Software Reliability Engineering Workshops. Gaithersburg,
2
USA, 2015: 70-77
[13] Balakrishnan G, Reps T W. WYSINWYX:. What you see is
[1] Xie Yi-Chen, Aiken A. Saturn: A scalable framework for
. . o . not what you execute. ACM Transactions on Programming
error detection using Boolean satisfiability. ACM Transactions
. Languages and Systems, 2010, 32(6): 23
on Programming Languages and Systems, 2007, 29(3): 16
1 D, B oy D, Yin H, et al. BitBlaze: A new a ach
[2] Aiken A, Bugrara S, Dillig I, et al. An overview of the Saturn [14] " Song rumlcy( Am ) ctal ltA laze nLTN 1pprodc
project//Proceedings of the 7th ACM SIGPLAN-SIGSOFT to computer security via binary analysis//Proceedings of the
Workshop on Program Analysis for Software Tools and 4th International Conference on Information Systems Security.
Engineering. San Diego, USA, 2007 43-48 Hyderabad, India, 2008: 1-25
[15] Guo B, Bridges M J, Triantafyllis S, et al. Practical and

[3] Xie Yi-Chen, Chou A, Engler D. Archer: Using symbolic,
path-sensitive analysis to detect memory access errors. ACM
SIGSOFT Software Engineering Notes, 2003, 28(5): 327-

336

accurate low-level pointer analysis//Proceedings of the 3rd
IEEE/ACM International Symposium on Code Generation
and Optimization. San Jose, USA, 2005; 291-302



3 4 R T R R A AR G T R A T Oy vk 587

FU Yu, born in 1988, Ph.D.

candidate. His research interests include

program analysis and system security.

DENG Yi, born in 1980, Ph.D. , assistant professor.
His research interests include program analysis and system

security.

Background

With the rapid development of information technology,
software reliability is becoming more and more important.
Null pointer dereference may cause program crash, and allow
attackers to bypass security logic or reveal sensitive informa-
tion in the system, therefore it has became a research hotspot
in computer security. Many approaches have been proposed
to mitigate this bug. Those approaches largely fall into two
categories: path-sensitive approaches leverage symbolic
execution or weakest precondition to collect path conditions
and filter out the unreachable paths, while path-insensitive
approaches use dataflow analysis or pattern match to infer
null pointer bugs. The latter ones are much more efficient
while the former ones are more accurate.

However, all these tools perform analysis on the source
code, which will limits their usage scope when source code is
not available. Compare with source code analysis, binary
analysis is thought to be more difficult because binaries lack

of high-level semantics such as variable name and structure

type. What’s more, there is a variety of different binary
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instructions and many of them have sophisticate semantics,
making it hard to directly perform analysis on those binaries.

This paper presents an approach to detect null pointer
dereferences in binaries. We design a function-summary
based, inter-procedural, context- and field-sensitive dataflow
analysis algorithm to find potential bugs. To eliminate false
positives as many as possible, weakest precondition is employ
to filter out the unreachable paths reported by dataflow
analysis. We compared our tool with state-of-the-art source
code based detection tools, Saturn and LUKE, and the result
shows our tool finds more null pointer dereference bugs with
a relatively low false positive rate. As far as we know, our
tool is the first static analysis tool to detect null pointer
dereference on binaries.
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