WAz S LA L 5 it Vol. 42 No. 5
2019 4 5 H CHINESE JOURNAL OF COMPUTERS May 2019

UFrEmRERETR
ft % ®EE FWW LAE

CREPEBE S TR RIE L ZaEAEASEE L 100093)
O [ B2 B B 5 A AR B S A ol dEst 100093)
CREPHEBE R M2 [ 22l LR 100049)

RN A IR N I S A= =L 48 3 PN T | FNCI I E (1 S MO T X S
FEME N AT D A 22 A P I [R) IR o 20 A7 A [ R R ) B 44 AP I . — 5 T R 8% T R A A B B BRRL s o —
J7 i SR BE A PE M AU IR TSR LN AR A F 0 R T H. AR LA TR AR T E A R BUR. B e A 4
W7 BT A 2 28 48 TR KT BT 5 A R I R T L g3 g s A 2 R Al B B TR Rl s 205 AR SO T
W7 BTSSR I IR R B B 6% T O 52 O X 2 AR R AT T LU R A RS T S AT R R T O R E A
PR 4SRRI R 5 )« AR SCA B 1 8 B B8 T SC R T B TR B 44 1 DT E T B T A R R B B
K07 52 T B AR B S I 0 07 52 T B 44 PR ) R SR 58 5 1 AT TR

R BTN E AR B AT BE A s CHEE s IR BT AT
HEES XS TP309 DOI 5 10.11897/SP.J. 1016. 2019. 01045

A Survey on Anonymity of Digital Currency

FU Shuo XU Hai-Xia LI Pei-Li MA Tian-Jun

(State Key Laboratory of Information Security, Institute of Information Engineering , Chinese Academy of Sciences, Beijing 100093)
(Data Assurance and Communication Security Research Center , Chinese Academy of Sciences, Beijing 100093)

(School of Cyber Security , University of Chinese Academy of Sciences, Beijing 100049)

Abstract  With the development of modern information technology, digital currency has been
accepted by more and more people. Digital currency makes it easier to transfer funds directly
between two parties in a transaction without the need of a trusted third party such as a bank or a
credit card company; these transfers are facilitated through the use of public keys and private
keys for security purposes. Digital currency provides a more convenient payment method, it can
reduce the high cost of traditional banknotes issuance and circulation, improve the transparency
of economic transactions, and reduce illegal and criminal activities such as money laundering and
tax evasion. The popular digital currencies are Bitcoin, Litecoin, Ripple, etc. There are currently
thousands of digital currencies in the world. The mainstream digital currency can provide convenience,
unforgeability, unchangeable and other security. However, these digital currencies still have
problems in privacy protection. Privacy protection includes the anonymous of the user and the
confidentiality of the transaction content. On the one hand, the anonymity of digital currency
should effectively protect users’ privacy, for the user may not want other users know which
transaction belongs to him or want to keep the transaction content especially the amount private;

on the other hand, an anonymous digital currency should not be a tool for criminals, for the crim-
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inal may use the privacy protection method to protect his identity and illegal behavior. There is a
lot of research work on the privacy protection of digital currency, such as Zerocoin, Zerocash, Mon-
ero etc. They provide varying degrees of privacy. This paper summarizes the research status of
the private digital currency. Firstly, we introduce the generation and classification of digital cur-
rency, and point out that private digital currency is divided into two types: centralized digital cur-
rency and decentralized digital currency. Centralized digital currency has the existence of a trusted
center (such as a central bank), typically represented by E-Cash. Decentralized digital currencies
often use peer-to-peer (P2P) networks, and users are {ree to join the network to participate in the
issuance and circulation of currencies. Secondly, this paper describes the typical scheme of digital
We discuss decentralized digital currency and its

currency, including E-Cash and Bitcoin.

anonymity, analyze Bitcoin anonymity issues and typical solutions, and explore other
decentralized digital currencies, including Monroe, Zerocoin, Zerocash, etc. According to the
main evaluation index for the safety of digital currency, we compare these digital currency
schemes from the perspective of digital fiat currency, summarizing the anonymity of these
schemes and pointing out their advantages and shortcomings. Then, this paper discusses the
current research status of fiat digital currency in China, defines the anonymity of legal digital
currency and discusses the practicality of digital currency technology at this stage from the
perspective of legal digital currency. The anonymity scheme of the current mainstream digital
currency is analyzed for the enlightenment of the legal digital currency. Finally, we end up with
discussing future research directions of anonymous of digital currency, which include efficient and
secure consensus algorithm, innovation in cryptography technology and research on regulatory
technology.
Keywords  digital currency; anonymous; pseudonymity; unlinkability; blockchain; digital fiat

currency

2019 4

1 5]

|13

By s m i SRS =Y
GG G A B R B T AN OB B SR
T2 1) P 6 B 2 AR B A B 1k Pl i L B 1k R S AY
L AR,

B 44 R M O T T B . B T
B T B (AN T A R Rz I HL T Y B %
[Fa] R OR 22 . — Ty T o AT (o8 880 5 T i i 4
AN NESAL N T RES 52 B & AR B BT 5 T A
A 20 RS R g sk 2 AE R A TF L 9
eI PN U EHSNIN = S AR EPSE 3 s ]
73— 07 T FANBCTF R T B Z WA R S AN
T M AR AR > A AL AT 3fe . 2017 47 0 Bk
T B A BRAE LE R T 8 2R SR A 2 R KU B A
T 1R SR

ATAF S X BT BT TR A PR B R BR T

FET X B BOAR B9 U . SCHRL2 8 YOk By Ay
oA AR BEAT 23 M7 i M EE 4 T AT BE AT TE 1Y B 44
PRI SCHR LS TR 24 iF & & 219 LR B 44 05808
SCHEAT [, 45 H T HC 4 T T I A e 2 7 Bk A )
A BN SRR LA D 48 1 L L 780 4 g ple L AR T B
A VEIRIU J5 5 B X HO Ay T R B 44 1k FE X 28 Ty
SRR AT TF A ROk BE R T AY B 44 M T BT Y
TR 22 5 IR . SCHRLS 0 He i T % 22 A PE A
FRA PR IR AT T 2R GE Ak A 0 R IR A 3 A X
P R BRAADR AP )AL LB T R SR H AR AT 0 28 1
45, SCHRLG 10 E T RIAT 1 LR RS I i R4
T I ) B 2 A A0 B RA DR 37 1) P A

LRI % 807 52 T B 4 A ) IF 7 AR kb xR
DX R AR B By B T BEAT Z5 5 5 BRI XS LA A
BRL 2 Ah . ik B B R A RO s A T 8
b Bt

AR SOR BT 52 T Y B 44 PR R AT 250R . 4 IR
BT A S T R O A 45 R BT BT T FEOR S R E



5 £ BRAE . RO 5T R 4 PR ST 1047

O OT AR AL 25 B BOE & B0 5T R IS
BUAR 5 53 A1 2% 28805 4% T 19 B 44 1k 5 0 % ik 8 B0
BT TR A S R R G B 5T TR BE A MERE ST
ZH.

ARSCER 2 WA AECF M A 502K 5% 3
WHeH LA T B R E A5 4 i ie k
H A B b T B T 44 1 L 20 A LU RR T B B 44
(1) 750 T SR (8 i R 7 5 BT R 2 P AR B AR
MW IIE M . Zerocoin, Zerocash 2855 5 7 F 5
IR TR [ 5 B B T b H B A P A Ak B
BT T B P TR R B B X R E AR T e
HESIE  ZNIVLIE TR CFP -3 SRPO L i & il =R e
AR FETT 18] BEAT S 45 0 Jre B2

2 HFEMHTESDE

& RIE AR & R T 4 )8 % M ek,
2T T3 D04 3 3 4 R B R e R 1 15 25 B0 0 T
A5 R R AR DAHT B R B R Dl w8 AR R . 3 H
BILEE A 190 45 4 R 11 Pk & i o B0 0% T i 7= A 4
HET RO PRE. X2 B A B L B R T S A T
B Q08T 8 938 X SR R L2 BRI AN
W7 2 gt B A T A R R TR Bl

G ITP S B | 3 TN = S/ NV SR LI K7
HRAY A AR BAT 2R S B TR S T LA
JFH A ) S 52 0 i ot R FIR 55 5 At ] B R A AE — i
FEL AP a1 FH T k58 o 4 S5 B0 4% 1T LA L T
T 2l sk 5T AR A 18 52 OB A5 A TE i
JE O AR, 507 0 1 B At R O X — A
Br e mm S R R —E N S ST R
R R UL U LA 2 5% MR 2 R TR AR i R
[ BB SR 45 R

BOF A R T H T 48 M (E-Cash). 1982 4,
Chaum &£ T — 5580 CH T A 058 B XA &
GBS L) BIE 3. e R — R T AR AT
MAN—RR” Z DB 07 AL R AT 2 — DB
(AL AN N5 5 Z 1) 38 5 b B i X
A AR LA A BE 58 B SCFE SR TR R rp g
FE LA AN BE AR HIOC T A 5 2. DR FH P 1) B 44 1
FERFAERT B R XA T RO e i i B 92
M RYGE, — G HR 5 | 35 1 X4 R 2 07 W 5E.

2008 4F, AR R R T — R BN RE T —Fp
P2P (i FH & R G MIEY. REEL S 55 W
THEAE H O LA S 8 1l T SO0 A5 AL A%

AR 28 BT AN AT AT AT 52 40 AL A T 48 8 5 R R A 6
BN I & A, X FOB AL A RS
2 LL AR T (Biteoin).

2009 4 1 H L b MIER BRG] TIF 2 H
REZUFE A LCRE T R G809 T R 440 AR L e
A R A B ke T 2014 48, 56 T H R A A AR
i K B, 52 B B e T T N R K
O ORTE ARG TR 2 R T AR T R 2
2017 48 11 J B> Fo A AR A0 4 R 10000 £ 5T,
PRAF T IR MAE 2017 AR5 S B IHA Sk BT E %
i 2000 43 L.

Fer 2 & Bl B i E ez —.
SR T IE AT XK 1 T RA Ehae e,
B BE AR Y A A R L K T S AT A
RS FE R TG 2R T — R A RA B
T AR AN K B8 A AEVE 22 ), T /b
WEBRE M EB SRS 60 %2k R
2501915

TR A B S5 T B ) 00 9 7 05 5
MFF LA P ZEEXC &I RIEERTFIRMI
9T TAE. 2015 4F, 96 [ e A7 18 42 v S 4R A7 4K
F42 M (Central Bank Issued Digital Currency) ft) 3
B IR ER AR BB AT N G AER R T
RSCoin™ ™" g KA. | H A 5 [ 2t K 7R
ARREMERBFME T M. REWAE 2017 48
JESE R 5T RS BT, B AR HEAT 3R Ak E BT
45 09T

A B B S 4% 2 1w 25 0 AT LUK R e T
03 9 AN T T R 5 B B T 1 AU AR T
DL A5 HI o (B S48 L BR S AT RO #E 52 T T fiE L AR
SEST A, BT 37 R 2 80 B b 2 AL
NBCF T HOAD N KT 52 T 00 K e P A » 4 B
FRA5H AT LUK FA B BT T A A o A B
Beh MR Ry E-Cash; Zrpo A et h . gAY
RER R T, 3 19 2 X AE T2 & A7 AR O
T AR BT TR AT U T A A i R A A R

Bor b MRy — Mt m, kR BEHE W HE
Fe ] 4 W2 R — 8 Y Ve BUF R T R R A
PEALRE LA L2 VA n] i L 2 e,y T AR
WETF O R, AT HZ B F R M LT %
Sk

@ Nakamoto S. Bitcoin: A peer-to-peer electronic cash system
(2008). https://bitcoin. org/bitcoin. pdf



1048 it = . 2 Eihd 2019 4F
(D AEEZA SN FH HEEHE 2 — ik, WE RGP AT — R E 2 AT R 2 & D
SCAST R R T A 5 5 PSR L A e B T S R T A HRCRE T R 3

(2) BEATE. SR B AASZ 2R s
(3) AA it k. A AR AN fiE D it AT 48 2% /Y

(4) AT AL 3 M. 5% T T A B B I AN B2 4 =
725, HEER N A RE0R B

(5) Al g AT A BT RE MR B S AR 0 o —H
HA A% 0T LLALG SRR ZhfE.

Hovp AT 52 58 By M B A4 AN T PR i
JE T BT T B AL B BE AR S5 T A A% 3
AR AT Pr oy Al RS PERERS A M T 807 5 A R
{ELJE: AN 7 48 T S A2 Ak

3 AL UHFEMEREERN

X A8 Gy e Ak B FAPE Y EE AR L 7% Chaum 3§
J1F LI — A a] L7 B0 S5 A R 4R Y TR
Ao m. i\ o BF it m RS
E-Cash"/. B 0% M09 77 Al 2 DA BE 44 0 Ol i 4
R A ECT 5T T 7 SRR TE DR IE BE 44 1 Y [
I BRIV R b T Ho Al e PR R
3.1 Chaum #J E-Cash

E-Cash R0 H 24 5k 50 8. Uh il {0 48
— N B AL (Provider) f145 44 % (Signer) , §
AL BE NI E A B REFENE R
2 [a) B 2 24 35 N B B4R A A Rk g 1Y
SN ERM A TURZEATERAU T Z2)R
fLoo10

(1) 2 TF 0] 560 UEPE. AT o] 1 T8 50 30 53 v 19 A HB
AE 40 1R 2 24 1 EL AR 5

() B MA A fhis k. IEUE Hae N & 24 &
(25 24 ) B A R 4 R GIE B 5 0 ok 4 4
AT Z AT B2 4 U A BE O i HAh 5 vk
LYY

) EEA/ME. B4 EIFAFIE %4 11H B
EaE

(D AFGEEME. EEA WG, &5
HEARIBEEE A,

FHHET RSA 9 H % 4 51, Chaum ¥t 1
—DANGEE T XA RS RGOSR AT
MAN—RR =T NP R R ERITAE RS W
WP AR AT B BT TR AT VIR K P A8 RO P AR A
EYIHE R RIS = L.

A Gy 450 I 1R,

1. 2R 3. WSCHAE T

4. LR

2. AT

K 1 E-Cash iy— K E & X7

25 R T R ARAT S P R SRR B T R 81 S AT
— IR %2 0 R T S WSO R B GE s
RGN E AR DN H A4 R P S m R
KN — IO TR S AT B G LUR 8 AR

(D M P B0 MW 5045, I8 0% 7 95 it
e

(2) P ¥ B LG B 7 915 B2 H0E 7 T 40 1%
AT R BATR A 5

(3) FRAT A6 A F P 19 7 A 0 o A2 0 U Ry
FH P 244 926 TP 0 T P 10 B3 X 7 453 40 5

(D RATK BB R RGP

) P X4 L E B O 6 M %4

O AP mIEEL . HRITEXRA R X HE
kA PR R R AT R

(DR EE RS AR P Sk 7 HRAT
(%5 24 2 38 Ty 2 1k 5 5 W) o 7 R B 52 X AR T o
R RAT HEAT P R ST R BIA R IR P R
&0 5

@) WATKIZEL A ZA RN ZELE L,
FEBA AL ACRE T B A 1 AR 2E 2 A o, B Ik R K
TR A R A T SRS 56 R ST AR AT TE R K
T P R I ) 4 A 5 38 NS N P 28 B 56 L

bR AR — AR TR o A A R TR
J5 G T R K0 B IR S b B 7 — BB
(R T 5 Ll AR AT B0 I SR . T DA IR R G
2P B an T -

(DA EE Y. RGN TT IS5 0% 4
A Ry SRR S 30 2o A 1) AR AT 4E B 0 B P B Ak 1R
T HEAT W AT, BT L E-Cash R B A A0 & &
2 5y W ARk 5

(2) EAYE. TR B RAT TR



5 £ BRAE . RO 5T R 4 PR ST 1049

J5 BORE T 25 4% e I B AT S REAT 30 OC T P B T /Y
F S MR AR AT AR 2 A0 WO SBORE T I 1 27 3 1
FHERAT IO 2 24 T AS & P 80 26 44 B AT AT R Ak U
B bS5 P By ook, it 584 AT ok
VA LT DR DRI CITNROP IS S oo 5 K 2 T TR N(]
A 7 P BB AL T AR 1 P B B RA S BR A7 AN
MR AL BARRBERTEHEL, RERA
AR 5y 1Y B 24 15

(3) A3k k. P 5T AR 24 T O i 4R AT /Y
B4 MEPEAH 2T o0 R R R A

(4) & B . 7E E-Cash RGEH, 5K 58 5 #B
T B RATHEAT AT T R AT MR, T DL E-Cash R %
AN BAT ] A% 33

) AR5y AT KA. B T E-Cash R @ X
THRAT RE A 2 A T IR TR A BT LA OIS RE R AT
VR BT T I R GEA T R BT Al Ry AR Y
PE .

E-Cash RGeild B4 4 kL8 TR & E
AR E TR R ER &G R, RENIEA
P — T 80 X S P B R R AR
BB A RS TP (5 B A [, B4 P2
S ARAT Sy S A A L AL AR 2 1 R B AN
AR BRI Z A o T8 A5 R ST T I 1 28 R AT AR
BEIEAT IR LA 36 B 10 1 A7 &1 L X B AR BE A% By 1E XL
A PR R G B A B A HE RINE
SRR AT 95 T1F o 1 R 50 A A1 R 96 A 0%

E-Cash i th BUbR 54 B te i m e A, 51 & 1
B B Al B B BT Y %R H % B A
TESE MG 3 AR I3 ARG M 38 5 BRI
S5 [R) R, BT LASCA A5 3 R HURE 4 1
3.2 Juels By H[iE i E-Cash

BT Chaum J5 58 58 4 B 45 14 Ok 19 1 8 7]
B JuelsP T —Fh 3L F ST AR IH (Trustee
Token)” (7] {5 25 = J7 38 E& AL 1 IF 45 3% AL 1 1
T Chaum [ E-Cash R4G¢, 45t 1 — M ] 81, & 40
LA ] R4 P E-Cash R5¢.

5 Chaum () E-Cash RGEAHLL  Juels 5| AR {7
=TT AP TR G RN EAAR R BT
AEAEAR R R AL/ P R] R ) R AR S =00 0
SRR FALARPIEAE A A F AR A g
i — 0 AT 58 B AR AR U Z A1 P AN 2
'371*% TR A&,

Yo RS S A R A k. T S
PRS0y IDy . W E 5 =05 54847 Z ) 4k 520

MR o, AT FATAR R IR .
R RA RS S =05 1 — RS EAT AR R B
R NIE 2 PR,

AU g% =) TTP
P B4y 1Dy IE
R.Segioyh_ ReSa
i (IDy,R,S)
48 {M; =MAC, (7 () }]
{M;})

Bl 2 AESE =05 7 AR AR AR R A AR

(D H P e fE5 =5 B3 1Dy

(2) F P BB AL A R A0S 3% [A) At AR R 3 1Y
AEAEFR B RS VESE =0 L R
S # R RGO BE UL A AR AR AT
7 A RE T 5 S 1 BE LS S DU T AR R
P o145 5

(3) AIfE A8 = Jy i sk F P I 5 B R BB ALE 155
“MEAEAR IR L s A . B, 2, = Epk, (IDy |5,
sill S PR Epx, 2 IG5 =07 A8 PK- 19 0%
PRIEL.

FEAE R T P R E S R
ri () G EARAR T M, — [ R % 4R AT, i TR
55 = 5ARAT Z ) SRR A w . BT T LAAE 58
UE M IE#f PG X T E 4. il 3 Fis.

MU
JiJ BB IDY N

Kk iz, M;

HLAT BANK

BilF M, =MAC, (> f(z:)

B3 HRATRIE A AR IR

A SR R — AU T, AT DL RE T o R 4 AT AR
55 =07 W F 8 = 07 AT AL BA A % o, o BIAT 48 JOXS
B By 1Dy
e LB ER P IDy A R RE T, WK TDy %
LA TIAE A =07 . AT AR B =07 AT LA JE a A ) B0
AR T BEALEC R R0 S 35 P A B
FERLITI
BT A2 AE Chaum FEER FS5IAT
AEARAR UL BT A AR BRI K A AR AR L i A
SIS HARTE BT T 77 A Z T I DL R G R B A A
A AT Gy AN R O i ) 2 AR R G T 44 PR 2
A B =5 B2 A W R R A B = 5 i e Y L R AT
A P ARIRTCIE B BT A% =Jr sefg i &



1050 it B

¥ 1 2019 4

1B s BT T BT @ L H R B ey R AR ok
TRE S = R R 4 [n] L
3.3 Foteini §JA] 5% E-Cash

B T 1 4 Wi 4% ) J8, Chaum (1) E-Cash R4 11
T3 — SR BRVELE T B 58 28 By 6 003 2o 4R AT 4 Bl 58
B X TCBEXG N T ARAT A AR M H, AT A B AL
Sy W] LAAE ] P 2Z () 4 AT, BT DAL 3 T DA B B SE
3K Foteini 28 A #2 4 T A {38 19 E-Cash & 4515,
RGN BB R Dy R LS4 AR AL Y
HEPAFEAGEHE =725 28 - DA E8
W 4 Half& 3 i E-Cash R 4¢.

A SEfEAE S S S E WA R om &4
BB m K. N AE SRS AT R T B A B
e A TR AT IR S B AR R M I B m A 4 4
N7 1% m AT RAME B & A

TE Foteini () R 58, B3 A T & A XU S A7
2By ik B E 2 A8 Gy BRI Z b, Foteini 2 4% 111 3
TR YIRS KT AZ 4 R TR
IR R 28 44 J7 58 1) AT S JR& 1k 7 A 7 25 44 1 i R
I JH BT 11 % 4 g 3 A 1 ol 75 B8 T AN 25 2R 88 T P iy
S0 A5 5T FLZ e # 0 AR H B8 R 06 3 PR I
WS 5. XZ T R E 2P s .

(D RA] B AL Yy, 500 &A1 L
AR B T A Y R AR I AR A e B
B 1k XUH S A 5

) EAYE. ZIT R E LR T WG 4%
W AL B DA S A6 9 5 el o A I 4 L R
JE— A EEHRART 0 FCT . BT A e UL 2 3 1Y kS
FH P10 B T 5550 2 A 6 T IR R R O s BT AN B R
B CTEZ | AE 2 it i s T -5 7 WL %6 3 A 5 - 1Y)
B T B 2R R s AR AT R I SR 1 BT AN B RN —
2 e 3 O AR ST Y

) A Ph s k. R Geil i a2 4 07 2 1)
SRS AT DR Pk S PRUE T 5T TS BT Ol a2k

(4) WAL 3 . 205 %8 = etk 58 E-Cash 1y
A A2 386 1 T 0, B AT A 38

(5) AT 4 43 W] A PR O BRI A Rk
E-Cash 41 & 3 A5 B R 2% n] .

Foteini #y7J5 4 & E-Cash R4 i) H 2 48 2
— iR T A B T B T A A LR 1 BT A AT AR
i 1)L AFE 7 ZE I 5T ARAR AN W] 4 43 LA AT
REMME B 7= A Z 5 A 2 2028 iR Hh FR
B DT E. R R A YR 2 B E A
B 24 B0 52 T 5 58 A7 AE M TR 3G

3.4 HLLEFEMREX SN
X IR =R AR R TR G 1 BREOR
ST AR EAT B SR ISR 1 R,

F1 BOUBFETREXLL

EX
PR Chaum Juels Foteini
HOARFF A BE# (ERER 7 CIEN iy 24
AR AL AT G Vv Vv v
FE 44 1 TEEAE  REANE  TEeELAM
T By v v v
] 1 X X v
REIV N Sy X X X

Wt R 1A A8 B 44 PE 5 T - Chaum i Foteini
7 R EA MR AR AT 2 5 R T E s
BRE T Juels W BN G AR =0y T P &
iy AT T A8 25

Bt 2 oh . b A BT B T RGO A AR AT 2
50T RY AT F G PR Y . BB S LA B T RN
A H A A8 Gy PN AT PR 3 . H 3 28 R 405 3 ol A7 A 1%
R I NI 713 M7 N I v 51 -9 A 1 S R
KRS S,

4 EhOUBFEMREERNE

F AR BT B T AR AR 0 45 (P2P) M 2%
R LL B oA M4 25 5% 0 AT f i
LRGP R AT LA 2 A kPR S AE
S BT RL L FRATT R T LA Ay i s oE DA X S B
F8 B2 44 1P

(D M4 P 1P 000 £ 03 IS 2 1 3 %
He HLSL s

(2) AR EEFPESS . F P bk 09 AS T B 42 1 B
AT e LUK R — FH P 5 AS [) b il i 2 ok 2158
S WIAS AT B 4221 BRIV DUOoKs [R) — P A [R] 52
Dy R . 38 by AN K AR T BE R L RECT M
PURE— 258 by 1 K 326 J7 AR WSOTT 4 2

3 3 XA AE L AS T 32 A A LR TR Y BE 4
[5] R0 I Ve 44 PE OR3P O 58 O BU R LA 1 o) 45 M
FH P BRFASR B B 2 . AL 45 1T 2 T L Zerocoin,
Zerocash &¢ 4.

4.1 kMR ERMY
A SNITPEY R a S R (o & g R = ]

@ Antonopoulos A M. Master Bitcoin. 2015. https://github.
com/ bitcoinbook/ bitcoinbook/ releases/ tag/ Edition]1 Print1



5 £ BRAE . RO 5T R 4 PR ST 1051

I WA BB T 22— HRR TR 3 T 4 1 2 i
BRI AN e TAE AT o A AT A 35 i — B ) WU L BB L
Pl A7 3 AT NI T 25 = h A2 5. tRem
() 2 vl Ak 32 858 1 55 AR A5 A A T AR R R AL
i ST

LLHRETh R 48R F 26 T [ Br 56 19 P2P X 2%
ZRAE) i 2 ELAR 25 e Ak TR CHE I R L AT el
JAHER AT LB I A LG Ry T 4 o, 2 5 5 T kAT
TiiE , AT LR R 22 5

BT P AT L™ AR AT R ) kA R 4%
FGI A Hb HE ) o BN T B S 44 UOUE BT DL R Sl 2
44 1.

1% 58 19 B0 52 T T 515 4 O 5% 1009 Bk — A
T LR T A 5T T SR T e 38 A 1 P 1) 328 5 i
H (Unspent Transaction Output), B} UTXO, 34
2L 5.

Fb A T 28 5 8 I T — s B8 Y 5% T 1) T A
A IE— s 2 A A hE R0 LD H k. R A i A
B AR UTXO. k% 77 % i A Hhk ) 58 5 Fil
WO A AT R 25 40 IR XA 28 44 B AE R
FE . B A] 2 A — 2552 Gy T H At N\l o ) 25 44 AT A
55 L RE 6% I UF IR HE SR W T A

R T B kA B B OEE AT AR GBS T
ECIVNGIEEE R o8 a TR S I b TR Y
Sy 85 G S RSB T 8 B kAT XA O RS EA R
ot M T X — " E 5 =7,

PO A TSR FH B Al R v R X BB A S STk
2 W i AT S AR R  TE 28 Sy s MR AT AR 465 =5
R TSI — A N BT T SR B — A%
FLJ5) 1Y iy 52 52 5 1y 9.

R G0 R X Heax — $iodhs 45 4 12 sk MU A S 5 15
BB R P XSk A X HUA B 4. X Eskid
ST — DX ARG A (B, XS T X B B ) A& Merkle
REAR S5 (5 8. 38 Z) B ¥ 23l i Merkle B9 05 A 1o 72
A JHE — 11 Merkle B AR R 10 5% 75 DXCHR 9 IX B3k L 31X
FEBIFEAf 25 F 8T 22 B 15 5L 10 A 1) FA 6 o A )
T B . Lo Re i XS 25 an &) 4 B,

TR IE X R T R GER I — R LTS
Ay B4 v i B A R B AL FE X e A i — >
Wi M50 DX 3 A Bl BT 5 1 A 32 DX B 1 s A o
KT EA BARZA 0. 77 A X H iy 15 f 75 2 s I 2%
TR AR BN X A~ BE LA 33X — 2o 30 R AR AR
BT IS A X BB B 7R IR X Z J5 A r A AR 2
HHOZ X R E R T L E R S E A X
Py TAE . B L, TAE =ik B AL BE 6% B 1k IX S gt

X Hesk
| H— KSR |
[ i | [ Merdetit | [ ]
| Hash1234 | REAS
e DN
{ Hash12 { Hash34 |
N N
Hash1 i Hash 2 |\ Hash3 || Hashd 1 - |
X Yoo Yoo Yoot
LRE L BEH2 A8 L SEH

K4 B BESE

FUOTE A RO X e 2%, B IX Bk

HTXIEATFTHAELHEL AL H T
AT 451 5 22 B 1) i A\ b ik R B k. T R BE 8 L
M X B BE i B BT DL e T AR T R
RESCBUAS W BEHEME R T AE SR PR IR B T B AR 0 R
AT TIRAGTHT.

B W BT X EC 4 TG 40 AT 32 T S R B
S T i A L8 TR — B E 24
Wi sC S ] REAFE R R L hE . Bp 2 A R o —
A Mtk JE 38 5 1 ki

R BT A IS AR T ag 5y . B P AR
W ST o 38 5 B s B BTC 3675, B He 4% 0. 7 o 10
Hrk& Sl SBTC, I 904 = A Hudik . % R 58 5 4 % K
5BTC.3BTC fl 6BTC. H r* HAEF| FH £ 4~ ik k47
A G AT I 5 iR,

s
|U " \4
B 5 &2 AU HE TR S

X A 0 A X T B g T A — R

J3—J5 0, YA = A O RR T bk X N 4 %40 Al
3 5BTC.3BTC fl 6BTC By fr 48 E g 2 8. 5BTC
R s T EURR T AE ) Tk H R oy P A
4 3BTC il 6BTC, I3 vl H & 0. 5BTC. ff I X 28
S A P LW E 6 Bros.

L]
_
L

&6 AFTEHRZHAE I LT 2L 5
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SRS BE T H K b (B /N B 3 ik R R 4R
Bk AH 2 PO T B 2 S TP P A R i TR
Pt — 25 23 X P BE I AR T ik + 0 5 5

i B A AR B TT A D A A L R T T
HE LORR TR P I 2% 3 — 20 BK AR A0 T A IR T Y R
CInAL 52 W 48 18 32 58 TP 5 B A 3R A5 T P 52 B
Uy BRI RE. G40, P FE i s TP A JF A S A HL R TR
Bk TSR AN P X L 8 3 I A SR S R TR
T3 41k X 7 Y 552 By AN 5 T T

M3 A3 BT X HBE 9 28 B A L BT T RE R TR —
FH P B A () 3t 1 4 362 K o DA T oK 3 26 st bl o I 3]
(52 Iy B T R T 16 A BB 0 % TR — 2B 52 5 1
Nt EEHR k. BT L LR T RGEA HA 2L 5 i A
i H0 P AN AT R BEVE LN BAT P b hk A R AT g R
DL B A58 T i) AN ] S e 1k

5ROk TR 2 A A AT T S
TES R 00 A P 3 e B EL R T A M bk L 58 B )
Ay ESE T R T A AT BE B R A7 A 10 5 4 B iR

WA DB 1 22 T A ) 180T U0
HLRAEF 2 I 2 3 3 F X b Re T 58 5 1) R a5 A
B A B C A H A k) 2 IR 55 Gt A R
A FEAT SCIE il A IR 5 1 A Mk L WS IR 55 R A oK
K AE 5y » SR LR T 38 5 138 5. Spagnuol ™
7= A s X EE(E B 2 Hr T H——Bitlodine,
I 2 B el P9 00 o 0 4« R 4l 5% I S 9 A SRy 1Y)
& . /i Bitlodine T E., #% #| &% F Dread Pirate
Roberts i —2%28 5.

SR FE R T M 07 A A T AT d R AR AR B
S AR B B R S ER AR AR T I X Sy iy 4
RALT R T R G0 A W] BE B VA7 AE ). Loy T
RGPS b RSB 1R 4 1k R B e
R G A AR E XS LR TR GE HEAT 20 A . 20 A 45
RN 2 Frs.

R2 UBTRGHNREMSH

R W R e
. R Ty B IB A
AUTERLS Y e LR 50%
it WO R (E AR ID; SUE B 4 T R
MR KUEEEIEA AR R
- T AR T A kT
AWV ey S 50%
T {5 b VEEY 15 A L T
;}gg VY P B X 5

5 AR BT B AR B LR T A 52 5 1 7
AL T AT TR ALk P oy R HZ ks
08 AS T P ) R 5 R D » 2 2 B 0] X 6 i) R
B TR Z N T IR T REZ LRSI %,
4.2 ETIHETHEEGAR

1981 4§, Chaum™" ¥ W # th 718 & 19 2% (1) 1
A& IR A AR B A UL TR A PR T O AT R E
i ARG R BEIRIP. Z 5 IR 5 PRSP s S
Ham it — RIN A F IR G AR L8, X IR G AR R
DEAT fife 2 AR AL B 0 o 4% A — 2 A B0 DU 38 45 4%
W T5 . 3X — ZR B 1Y B O A5 38 B B B A A
+ 0 IRLHE.

BU A T (Y I AS T8 5 0T DL P A E A2 )
B BA7 22 A4 A 9 52 5 Al DLt A5 Rl 5L 57 (9 4%
3K — R R A B ORT USRI AE FU Ry T R SE .
M Z R IR G il 2 ELX RGN — 12
AZH A Sy S G R A AN 7 .

®- ©

@
O - @
OPSRNVENG)
7R S IR A

T A TP 4 A i VR S 52 B 1) i A B i ik
HIRA A WA W EX =P L B — 2
L. R TR A RS SIRE WA P AR i
IR G 28 5 A 3% 4 BV A B T4 48 Ik 55, A%t
550 % 40 B H e R BUR A R W BT A 2 fiin 21 HAth
FH P B LR T

HoAts 7T B AR5 31X 28 58 5 » W AN RE ) A 28
1) o HhhE 55 5 A M HE 6 OC &R L AT R A2 5
M A HY B 4%, Reid #1 Harrigan™*' | Androulaki
FENT B TCIE BT 25 5

IR HU R TR A 8 02 Barber 58 AU 4R
M Jr iR G. ZJ5, Bissias F AN E T P4 K
Xim" " R G807 IR A R T — A 2 R
WL MG B M. TR, R G i o SR EE 44 Bk
N SR G i A B i R

PR A J5 2 R4 LUAR 0 B 24 PR B R H T A
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POGIRA T R UMW AR A A R e
(3R 45 - 78 138 45 J7 & AL 5 Mixcoin, Coinjoin®
CoinShuffle DX & CoinShuffle++, iX $6 J7 & f 5 R
R R SR B B L B A B T NAT T2
.

4.2.1 .0 EIRE S ——Mixcoin

Mixcoin" """ J& e 41 19 Lo 45 T A0 AL IR & R 5
R BSCE 2 AR Ph LS 2 TR G 1SS 5
ATV P REAT 2 B B T RO e R RS . i T
BEITES . RGEGI AR SEHLH] (accountability).
TEIR A Z BT - A 2 3R A5 R 5 a8 1 28 24 1 9 48
PR 38 X A28 44 A T BIETR 5 & 94T R LR &
o P AR AR ELJE X b ] B2 AL A L RE AR ) b
AR A AR ATER A O R R A AR AT REAF A
P RIRAHE R R R AT N TG E
(TR 5 o RS2 L B L3R A A% 22 18] 45 348 AT AR 2
MAFNR & A TR G

B I 5 IR A AL 2 R P 4
P AEE R T BEYLIR & 2 ALE. 0P ZHR A e 5L
Dy R P R it — S HUE SO IR G
TP E . R T BEALIR & 2 AL - (75318 & A
HBE Gy UK — R 23 TR A 0 A 3t ikt ik
HAT A TR] (.

RS HREGMHAPEBL 2R BT
PASEF IR 45 58 By v TA) — FH P A6 A A Ik R o
b oMl LUK X — 2B 1R 5 58 5y 1 2 36 07 A WO BE
B AR AE S Z AT AT — KR &
B BT R HE DLBE B[R] — P AR 52 5. B LA ok
FHIX — IR 5 PO RE 08 52 B LE ARy 1 A9 A Al B 24 L A
TR 5y ik

{ER X AR & 07 A AR R Jm BRAE L T .32 3R
B BRI Il 2 5 1R A 1 58 5 & Bl i —
B0 W BT R 8 i 52 B 4 WA B N B S
Z B ER X I 56 AR L TR e e U B IS — T 1 R
e ARBIL R S HIRA AL RSN
JSEZ 0 R FH P 0 B0 45 085 95— D T R GERE 2By Ak
A,

ST AR A X A A 0 2R AR L 2
AT R ERIR G T #.

4.2.2 KofemiRs

Coinjoin 25 71 LU 45 & DAL TR & R 4L
PR ALk IREGS S E LFGE—
PIr A i A B LR T A2 55

—~ Coinjoin &2 %) Z5#4 1) il 5 W & 8 Frw.

Coinjoin

= AN TR RE A B 2 Coinjoin 9 45 31, B ARG EL A
MR T R bR A P& Z 2 AR 5 1
3o P .

QOut: 0.21 BTC
In: 0.6 BTC

Out: 0.43 BTC
In: 0.5 BTC Out: 0.21 BTC

Out: 0.21 BTC

8 Coinjoin IR G 2 7 7~ il

5K 7 ML, Coinjoin R GEAH LR A & #E 17
LomER A RE AR FREES S5RA M
P, 724 Coinjoin 32 5.

15 LR A AN B] B #4407 1T, AS 5t Coinjoin
5 Mixcoin AR & 7 X AH L, Coinjoin 3 fE 52 B =
)2 SCWYAS P B 421k

5 Mixcoin i A H » Coinjoin 8 5 — 4> P2P
MR G UM A R W HEAT IR #8415 R R4
RIZEF s Y & . i H Coinjoin JR & WM IEH LT
PRl B EBCH B2 R P A 25 f ik
MR & 4t B R A 7T LA B R AT JBE R AT 5 K
TEZ AR BIRA H AS 23 fir T B9 15 O H B, Br il
REH PR FH P B A 4 015 i s 4 AR 45

Coinjoin B4R B By 1A . (B2 & A= f )=
TG v e B 7] — BT H B IR IR 5 O T iR i — i)
WL T HEIFIES RS CoinShuffle.

4.2.3 CoinShuffle

CoinShuffle!" Z24: 1y R K5 T Coinjoin, £ K
AR T GEHLH B R A R WA RE 4
BB A A DU R AT T 5
HAE.

RO AP CSPA Rm bR, P
KR H B AT 23 R M hE X R ) FA A % 44 TR A [ E
MIERAE U o 3R GRS P AR Uy A TF 2 0, P
22 Ulh i 4 TR 5 1) 2 ) B

I BGEAE Coinjoin X« — 4 ] /= 4 6] @1
—MREEZ S AN Lt Ak A C A
DRREH — B 2, P 8 24000 58 B kAT

CoinShuffle P (¥ R GEALH AL 9 7R

@ Maxwell G. Coinjoin; Bitcoin privacy for the real world.
Post on bitcoin forum. https://bitcointalk. org/index. php?
topic=279249
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1054 it &
N
LTI Ukl
Al ce > A 1BTC
Eob » B 1BIC
Charlie » C:1BTC
2 ke
Charlie Eab Alice
k! i
AP
B11ETC |4 | |
L a1 A& T
C11ETC |
A1:1BIC la—r C1
3. ERASC R RS UE
A1BTC E1:1BIC
B:1BTC C1:1BTC
C:1BTC AL IBTC
Mice » gt l
Bob ' FE /
Charlie 13 3 \/
4 ZTRRIEHEE
A 1BTC E1:1BTC
B 1BTC Ci:1BTC
C:1BTC AL 1BTC
Alice » 31 |
Eob gz
Charlie Charlie B ><

K 9 CoinShuffle & 45224

il 4 3. A4 (announcement) | Y
8 (shuffling) . IE #i 22 % 4 % iF ( Transaction
Verification) & 48 1% 19 2] %% (Blame). CoinShuffle &
ST 8 1 A

(D) 4. A5 B BOR TR IR A Z 0 P A2 i
NI B I R o - 2 R AR IR R

(2) VR P B A — A8 19 LRy 10 3 bk A R
RE S Wbk, Z )5 P R — A # RS
[ e A I R S P s w1 R | i L [ SR
M a— PP XS

(3) IE#A2E 7y (3 UE. JH P 39k B O 0 i i i
ARG . R I PRI IR A 28 5 - X 2 5
AR U R BT A HA T % 44 ) L BE
B AIHE DM E R R RAMIR G LS MK ELS
AT B PR T R 2% 5

(D BRI 2 5¢. EnTTE By B & — 2 P #R
R A H A AT 2 5 3 S B — BAFAE AR I 41

PR ULEE A 252 B B RN O S R P AT AN i
(4 P 2 e B i R BB AT T Bl HE R

5 Coinjoin #g kb » #£ CoinShuffle 24 #, fii T
150 25 1 25 — I 0] & B0, X0k 35 AS 6 A B0 s ot 3R
WL P R T RS R IR IEME. R Gl B i
A EES 58 SN Bk B HE R 2
BT AR EN S 5HE IR A
LY.

SR 7E CoinShuffle & 48 Hr, 5 47 15 40 T 19 3l
FERBMSE5EH NN BRRENE RIRE T W
WERET S 5H AT M E#H XN R G
REEAT I S50 20 A 45 R R B, 50 D 2 7 Ak — 1R
B 5 T BER 2 3min, RGN EBAL, 5 AT
BRP 7 WA RAR % R T 2 5 .

4. 2.4 CoinShuffle++

T ff P CoinShuffle F 4t 1 38 {75 % % ] 1,
Ruffing 28 NiE47T T HEWABBESE BT T — 4~ 500
SL(P2P) 1 B 44 38 15 Uh

{£# 3 T DC-net (Dining Cryptographer net)
LB E R P2P IR G 7 5. DConet Pl AR 2 .
WS 5 po M p, WEEY AP p MEELZK
M E m, TIE po KATHE My =m®@k. p; KA i
M, =k WEE T LI My OM, = m  fH & A A
Eom HUER B 0 ANS 5 E WP Z BT FRERAE,
L RE BB, iy e, BRI

HTF UL A ) DCnet, fEH 11 T DiceMix
PP, JF6f DiceMix PpSURI Coinjoin 454, it T fig
i i FHF He Ay T R 4219 CoinShuffle+ +Hpil.

%7 %5 CoinShuffle (1) 35 2 X 5 1 F H bk 9
B4 77 AT, FH DiceMix M At % CoinShuffle fi¥
fift VR A W 45 AT B R I N R B 5L T DL R
4i Bt 35 55 CoinShuffle 4 [F By % 4> H A%, [F B
LA 3 43 15 38 . CoinShuffle ++ P 7 & 4F
TEOLT » R S0 AU A5 TR R LT (RO AF
AEBESSIHOWRGE A2/ REE A
50 &5 )4 5 F . CoinShuffle +-+ 7€ 8's 4k
A LLSE IR A28 5. T CoinShuffle++ R 48 B A
B A S8 R
4.2.5 RAFTEN

NG RRIPY £k R TN F AN ot o Rl 8 )
P LR MR A Jr R0 R B X F R LR
MR A T WX I B an 2 3 iR,
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®3 kEMRAEFRIE
REWE o% HA

E3%

Mo AT e
B ANHE B E SR

Hoo b RISEHLE

Mixcoin WA BEHLES T AR A B, R
BT ATBER TR
s T B B 4 % B

Commioin St BEAME Tor IFMT » CHAMGE A 2

LS ik fFE SaA. AR A E LIRS &
BT RZIERE

0 a5 AN AT e L AR L B
AR Ay T FE AR & 28
RELZERLT

B A RE A E IR G &

B R BR

DO s AN AT e A L e B
s DConet BpC; 1A M, J6 1AM 5 %% s
LR G DiceMix M 2HETT s BEE w5

B AR B E SR A 2 H

EHL RPINETR:

CoinShuffl N N
OISRRE T RA MR A%

CoinShuffle++

SR F R R A R 05 2 5 HURR T R G A 5 IR
BT LRI L R T 32 S b hk L 2B AT B
k.

B2 T IR A T 58 80 JC T A e — A~ ] L: AS
AE H & SR B/ &8, it A 2 56 19 P w2 i
AR R W) 28 B« 3X 2 i X B8 8 JT 52 5 & 8=
MO IR T BAFAE T ), R G S AR
Z WAL IR AE E R IR SRS

BT RHBRBTRRP IR T RERA —ED
LYR V2 H BT 5T TR AT B AR R T B
BCECRR T 5 28 T4t 1 AN ) 1 25 vt AR B0 B
MR B 2 v W @8, ] % h (Monero) | Zerocoin,
Zerocash Jg& H v e LR (%) =,

4.3 11¥™m

12 T (Monero) & 1 fa #A M (privacy) . 25 H1 0>
1k (decentralisation) F1§ J@& P4 (scalability) , & 4t 3
T CryptoNote PP FIAHSCAUAD , FER A EH A
TEERN — YR B AL b ik R i e Bl 4R Y B A
P ]

I 2 IR 40— R — PR 4 44
El DR AT E S i A N TIPSR P A DM
G AEHRR A E R MGG SRR
RIEERENTE 2

TEM 2 R G h v A n] B8 1Y L0 i — 4> 35
A MAKAACHRAAMAH.ELEHACH
ORI Al i A 2 SR A B AR R 44

WAL EEN LRI FIEL M, 375
JLGA K n BT A LR T 1/ B3R
JERS A HIESZE.

EIIE M P ] HR A — & 5 B A A (6

B 2E Ty » 3 IR A HR IR A T TR AN i S A
Z: 55 W% % I TE 28 5y 1 224> Ha s o B 3 &
) B8 By, X FE BT M LUK — 28 58 5 19 i A bk
Bt b BE R R R L SE BT BE B 2 e A Y
ANA]EEHEYE.

K I BR 25 44 BOR BB A% DR AP 54> 58 5 1 AS Al i 4
PEAHREEAR R R P 2Dk X R D K2
AL oy Z BB B B XTI AN T8 AR T —
YR I BT i 7 i e 2R

— R FE AL HE IR T Diffie- Hellman (1% 32 4 3
W28 Gy W Sz 3% 05 R R O A b ik A — A B AL
BT 77— I BE L hE. T REAL R R
R AR HA A TG & 3 Bl AL RE R YO 2
5] 7 ¢ 2. B AL At ORI T BEBL L HE AN AR R  BE L
Hbu 1k [R] 95 A AT AT K 2R

I 3k PR A4 I — UM B AL b ik A EOR L T
ST AN AT R 1 = )2 5 . R - 78 52 BR bz
B 2 WKOR R BRI T % T A7 7E B 44 Pk 0] R

[T AR BT Z WA L 28 5 W i i TR 400
JEok 1B M L& T 112 MM sk
AXT07 Hi A RBELCH1=A<9.b=—12. Z
HIASAF B 1400 200 38 2 sidfe LAt — 20 5 A 28 5
HAED.

WTIRA T EMRmERE, &5 TR mm
B 24 PEE 5T 8 W TR 1) g | N HG Al %85 ) 27 R
B 44 VA DR O 28 A PSS X st i T 2 g D P 4
LS 53 B 1T I 4 B T R A
4.4 Zerocoin

Zerocoin™ " JE M 4 W7 K22 Y Miers 45243 3t
TEMFIEPH AR BB WIS MY BT R RAT
34 F 55 T Basecoin F2 4 Zerocoin.

RGN Basecoin 5 A5 1T £ 48 B A AH W 1Y
g54 = P AT AS By W B R BT T A0 SR A B A
3P ok, I 55 28 Basecoin #3 2fy Zerocoin.
Zerocoin Z24E H 14 %5 B 27 R 32 222 F FRIE
B, 54> Zerocoin /E N F P A AR AE B i KL il 2
(R 5 o (51 75 B T %% 4 o 72 BB % U T B2 T 15 2 0%
T 2Z 8] I Ik 3R

Zerocoin WA FE S M AA R K251 H
5 B A NI 48 ALY Basecoin, T H. 2 48 25K B
AR P e Ui — A5 R

H T Basecoin 5 H 4 T 25 14 AH [A] . X BB 58 24
TR E. P Alice 77 4 — 4L Zerocoin J5
23 o A T P AR A RO I 4 A T
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I A 1 Zerocoin #f J& 3k KE 77 A2 L B KB5S
X HeRE BHRRSs th BURT RE . BT DA, IR b2 BT
A AR AE %% 1Y Zerocoin Xf N 1 K % B A T P AE 9%
Zerocoin Bf MFFEAGE B A LA TH—1DITE,
M P a7 A — AR AC B R HRUE 7, UEB

(1) F P RUE A T A8 R TE 2 45 Al 5

(2) FH P R IE A FF A i BEBLER.

FO T P B0 o i T A P DA 0 A 2 AR
A2 5y vt B3 s 3k B AU SAN L X AN SR AR G
& WSZ T 18

Zerocoin W ] Fiat-Shamir i3 % 8 =020
Schnorr 2§ A (2 HHEE W 7 50 o — A~ AR5
Y F A TRAE B L A A AT R R 2 T R T X A
HUATR] Zerocoin M I AT Z200% 1), S B0 1 6% 1Y)
AT S 4 | G BT BT T S P B Oy Y38 B

{HJE, Zerocoin RGHA — & M R RE. — T
10§ ] Zerocoin AN BEA R 5 43 FI2H & H P 7
77 Zerocoin I 5 B 25 I8 5 T T A 53— 5 T,
Zerocoin /N R TEUAE b 4 B0 28 Ty 1) H WO ik 4 2R
A2 Gy T A5 ME — o LA T P 55 RB 8 43X AL Zerocoin 3¢
B 3 Ji J S T o DA PR UCREE IR O P I S T
FENE.

4.5 Zerocash

YT Zerocoin 7 7E I Fp F [a] &1, EL 55 A 4
N TR G g E I S 1E
Zerocash o7, ] ' 6] £ 0] DL AE Basecoin il Zerocash
Z ) 4.

Zerocash T #] /& 16 W 45 10 32 5 1Y X He B = 4
G 0 B L 3 S O 0 52 B 1 K 3k 7 AR T
PEAT R o PR G AT 3K B B 44 52 5 1) H . B
Zerocash FJHL A H ¥ LA H Hl . Zerocash & & A~
LA BCRR 006 1) T8 2w £l D i R O Ot — AR
AT

Zerocash 7EVF 2 75 11 5 H 45 T AH ] - #i  2E T
W AR G54, B T 7= A 2R F AR B UE AL . A 2100 J7
1) S BB AN [F S . Zerocash B3 H ] P 9 R FA
i,

Zerocash [ H)REIH 1t P12 28 5 52 L %5 1 (mint)
22 5 FIE T (pour) 32 5. 5 L4k A [E] » Zerocash
K X HEEAE S 2 v DA 28 5 IR A 72 A2 1Y 38 5
ST 1 I B0 ) DX B L

WA 5 T 77 A2 Zerocash. ] ¥4 48 7€ B i
Y Basecoin %% 4 Sy AH [R] 45 % 1) Zerocash. 38 5 1@ i3
KT SHA-256 #151 pR 81 7K J7 S B Zerocash

ZerocashP,

() BRI P B b

& 38 & R P SR AL A % S A, — ek Ut — 4>
I T 38 5 J5c 24 WA A A8 T R0 T A B 1 e T, 38
G R — A FMPGEH GE DT E R

(D) F P 30 A 3 A i ABE T

(2) B M AE T AR TE LA R I %5 T 38 B 1Y 36
Mg oy i 9

(3) 3 5 Hil J » B T A A0 {1 A 55

I T 38 2 146 B iy A T B 2L 5 7 B T 1) 7 31
5 AN I s R T T A i S LA B DA TR B A
T T3 P 44 e 4 Ay i o AR T

H 7 Zerocash 3¢ By g i (B A0 3 1l o B LT
TR ATl T A

55 Zerocoin AR Y &2 s Zerocash W45 T 38 5 (i
B2 0 BE W LUE AT 7 XA 43 805 JF R B . Zerocash 3¢
R P B4 A5 3K 78 28 5 3 7R b Bk AR B 52 & 1Y
SRR L 2 1 N AC Sy 4 . R T B A Y B
N EEIAR

RGHE IS B KA 19 AN ] X 43P (Ledger Indis-
tinguishability) , BT GE X 73 P> [6] 19 K A . AN
AEIE ) A IR A5 A AT B Z AN AR AT N 25, T8
2 A v o3 17 1 A ME S R e I R AR AT 22 5
It LA Zerocash G5 Ik FIAR 4F B A AT 45 420, A Ry
& H T 24 M B U R B AR

TERR 7 M T Zerocash % 1Y zk-SNARK
UEH R/ NAS B T 300 =779, a] DATE JLZZ 0 1Y B 18] 4
FHENIGAE. I LA Zerocash 1952 5y 4/ T+ 1 KB, 5
UERS [E] /N F 6 ms. {H 2 zk-SNARK 5575 2E BUE B 9
AR IR Z BT H W 1 min A RE A BURT IO UE
W, J& Zerocash MR B0
4.6 EHLAEFEMHLER

FATIN T BB E AR 7 LA TG 5 = J7
Xof s AR BCT B7 T Y BE 4 PR AT X b A AL A AT
iR 4 PR,

R4 EHOUBFETEAMEXLL

Herem 1k W= B
H R T X P HA B4 AN EHAG A0 4 ek
DI I e i
1% W24 P TR A2 9 122 5 T 4
SRKHERENLAE s R A AT EE 5 iy il B )
Lo tbiR A LG IRE =5 =
I e ST Jerocoin A fl
Zerocoin  FEHIHIE ; ﬁf?] it T MR oy T4 4 5
pIoes [ R
1% T 5% 5 G P ENE SR
X P 5 oy zk-SNARKs 72 7
Zerocash  zk-SNARKs; %%E/ﬁzgﬁéﬂﬁ‘%i VE A [ B B NE . 2
1 T 5 #e e E AR &S L
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R R T G S DX R 45 R R ) 4
ik DR 44 P [ AL 30 e B T R ) 5 B 2 M 9ok
P BREEAVE g A 0] RLSEBLBE 10 1 5% 7 37 70 FI 3R
IR h T R DT AR TE LR T AR S At
BEAT I L BEA 2 AR PR T . RGO AL IR Z 5]

M.
5 EEHFETREERME

5.1 RFEHFETHANEREX

BT T R I TR A A TR AT B S A 2
ZRCF I K 45 B = SO HLR B AE K )
o) " B A AL S, SO UG SR VR BE = I A
FRs OB ER N E AN Jrmim. X RS
R T R B T g W B AR T R aE kL B K
WAIRTE RATIE R0 b 5 48 3 AL

Bt B LI ) | DX B S5 BR YR  E  NA B
T HEAT B BT T RS B 58
R AR AT A A S SRR R, AT RAT IR IR
SEYN & STl N o NG X T & S il T
R S AR AT R AT RN Y B KA S RS
Y35 R B R A5 S BRI MR R R E.

H Al 1 2 B 280 B0 68 R OB AR i 28 %2
BNIGPLBUN ZAT T &R E MEERFE R —
AT SR . AT RAT R 1R,
B —HMCf T LA Zs N R — A A S R O T
P H G E R A A E A Tk e BT i TR
YWY B, 9 AT 23 FE AR BOK 2 S F R M BT R
M RSCoin, J& F At R ATHE HH MBI MR &R, 3
AWM B Be. & R AT IETE #E AT — T4
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Background

The research of this paper belongs to the field of digital
currency. Digital currency is distinct from physical currency.
It exhibits properties similar to physical currencies, but allows
for instantaneous transactions and borderless transfer-of-
ownership. Like traditional money, these currencies may be
used to buy physical goods and services, but may also be
restricted to certain communities such as for use inside an
on-line game or social network. Inspired by the private digital
currency, many countries are working on digital fiat currency.

In this paper, we mainly discuss the anonymous of digital
currency, which is the basis of the study of digital fiat
currency. At present, there is no national solution to the
anonymous of digital fiat currency. However, the interna-
tional solution to the anonymity of other digital currencies

including: mixnet, blind signatures and zero knowledge proof.

In mixnet, the value of transactions must be uniform.
Schemes applying cryptographic tools will achieve higher
anonymity, anyone can not link others’ transactions or
addresses. As regulatory issues should be considered in the
design of digital fiat currencies, these schemes are not applicable
to the anonymity of the digital fiat currency.

On the basis of the research of anonymity solution, this
paper proposes an anonymous framework for digital fiat
currency. This framework can provide ideas for country
while designing the digital fiat currency. To help the monetary
sovereignty to control digital fiat currency. Helping our
country to take the initiative in the digital fiat currency field.

This work is supported by the National Key R&.D

Program of China (2017YFB0802500).





