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Abstract  With the function enhancement of video editing software, video contents tampering
and forging become more and more easier, which makes the user difficult to distinguish the
authenticity of video content. So it may lead to serious consequences when it comes to forensic
evidence, medical expertise, military intelligence, national security, and so on. Up to now, most
of the existing researches focus on the identification of video content under the first compression
or recompression. But after videos are published in compressed form, it often undergo decoding,
conventional signal processing, and encoded again by modifying GOP(Group of Pictures) and QP
(Quantization Parameters). Under the secondary compression condition above, how to effectively
determine the authenticity of video content is an urgent problem. Therefore, we propose a
watermarking algorithm, based on quantitatively modulating the contribution rate of the singular
value, for video content authentication. (1) By extracting features and embedding watermark in
the 2nd level DWT (Wavelet Transform Discrete) domain for each sub-block from the video
luminance component, the consistency between the reconstructed features and extracted

watermark can be promoted in the whole; (2) The low frequency domain in the 2nd level DWT is
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selected to embed the watermark by using a novel algorithm based on quantitatively modulating
the contribution rate of the first singular, which achieves watermark transparency and the robustness
tolerating the second video compression. The core content of authentication algorithm based on
digital watermarking is the stability of hidden information which is embodied by watermark
algorithm. Because the stability of the proposed watermark comes from all the singular values,
rather than part of the singular value, algorithm of this paper have obvious advantages in robustness;
(3) The video content features based on energy relations can maintain a higher stability after the
secondary compression; (4) The security and accuracy of the algorithm are improved respectively
by crossing watermark and neighborhood decision. In addition, in this paper, the security of the
proposed algorithm is analyzed theoretically, including cryptanalysis, collage attack, quantization
attack and targeted forgery attack. And the theoretical analysis shows that the proposed
algorithm can resist forgery attack, collage attack and some other attacks, and the robustness of
the watermark is 0. 96 under the condition of the secondary compression without malicious
tampering. Finally, the experiment is carried out aiming at the transparency of watermark, the
impact on bit rate and the robustness of attack. And the experimental results show that the
influence of watermark embedding on visual quality is decreased by 1. 3%, and that on bit rate is
increased by 8. 41% ; that the proposed watermarking scheme can effectively distinguish malicious
manipulations from the content-preserving operator after secondary compression for H. 264/AVC
video, and locate the position tampered. Also, through the performance comparison of related
schemes, it further demonstrates the advantage of this algorithm for video content authentication
under the condition of secondary compression.

Keywords  second compression; content authentication; video watermarking; singular value

decomposition; contribution rate
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Background

With the rapid development of the multimedia technology
and video editing software, video data can be easily altered and
forged, which makes difficult to distinguish the true from the
false. When it comes to the court evidence, medical identifica-
tion, military intelligence, national security and other fields,
the video information tampering may cause the grave conse-
quences. How to effectively identify the authenticity of the
digital video content has received extensive attention.

At present, the technology used for digital video content
authentication is perceptual hash and digital watermarking
technology. As video perceptual hash is used for content
authentication, there is a need to the extra overhead to transfer
the digest information, and it cannot locate the specific location
of the content tampering, so its application in content authenti-
cation has a lot of limitations. However, for the existing
algorithms based on semi-fragile video watermarking, its
watermark can survive only after conventional signal processing
or recompression condition, but cannot be detected, when the
tested video is processed by conventional signal processing and
recompression.

Besides, in practical application, in order to achieve the
video theft,

malicious tampering, no malicious signal

processing, and reduce the bandwidth, the video is necessary
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to be performed secondary compression, which includes video
decoding, signal processing, and encoding again. But during
the secondary encoding compression, it is very likely to
modify parameters of the GOP. It is worth noting that after
the processing of above procedure, the content of the video
(semantic) has not changed. However, the existing water-
marking algorithm for video content authentication is failure
to detect watermark when video is subjected to such secondary
compression as above. Therefore, how to determine the
authenticity of video content is an urgent problem to be
solved under the condition of the secondary compression.

As for it, this paper proposes a novel watermarking
algorithm for video content authentication. The experimental
results show that the proposed algorithm can effectively
distinguish between video content-preserving processing and
malicious tampering and forgery under the condition of the
secondary compression of H.264/AVC, and other performance
indicators also meet the practical needs.
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