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An Anomaly Detection Method of Wireless Sensor Network
Based on Multi-Modals Data Stream
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Abstract  With rapid development of the wireless communication technology, cyber physical
system (CPS) that is a significant research orientation in internet of things has become a hot topic
recently. As the main sensing network of physical space for CPS,improving the data accuracy and
reliability of wireless sensor network (WSN) can effectively recognize emergent events and monitoring
the situation of networks. Therefore, it is significant to detect abnormal data and identify their
source. In order to accomplish this object, a novel anomaly detection and node-self monitoring
method of wireless sensor networks based on multi-modals data stream that takes spatial-temporal
correlation of different sensor nodes along with association of multi-modals data properties into

account is proposed. Thus, abnormal data in streams can be detected while the source of anomaly
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could be verified effectively based on multi-dimension data model and sliding window. The method
proposed in this paper is divided into three steps: Firstly, abnormal data in sensor stream can be
detected by historical relativity of data sets based on sliding window. Then, it is essential to identify
the source of abnormal data and verify what makes the anomaly by spatial correlation of sensor
nodes. Finally, the anomaly resulted from measurement error should be filtered and data set
could be further sanitized into CPS. Experiment results demonstrated that the proposed method
can obtain 95% accuracy of the anomaly detection while the accuracy of anomaly detection rate in

four-dimensional data stream is 3% higher than that of the single dimension data stream for

2017 4

different dimension data.

Keywords

wireless sensor networks; spatial-temporal correlation; association of multi-modals

data; anomaly detection; Internet of Things; Cyber-Physical System
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A 2 BN B R 008 R BT ] B R —
) FE S A S| A BB S R P () F 2 7
HHER Pr(c) R PEAL 22 8025 8040 Ui 10 3 55 o i ]
AETE. X B R BAA S H ER 5 Z B R Y oy AR
i DUEE B RN R R aT R i s (I, i dE 0 21 1 2
B B E 4 B ELAR 1 SR 3 38 T SOR 4
AT e A D 1) S 8 S e 20 T R A ) A DGk
Jirt B0 S i R AT g — 2 S e AT A A O X 4
H5 5 kR Z 05 K Bt i A CPS Jei R 40, X
PR SRR 1T S ) TAE RS AT W T SOBs 43 3 i A7
TEAN L.

4.1 REHEIRHN

UHIT ST IR A% SRS %) 0 07 24 o A PR S
PR ) FREERR AR BRI s O FERR 8 B B BE vh
FEIN Ry — S A P 1 8 0 U Bl AELHE B S R e 0 2
FE S B[R] P BT O 22 2Ry G R (D
IR 232 D 8 7T el 5 B A

E, () +E,
2

r (1) — > & )

Forpr oo SR AR AR Y S XS SRR N E] 5 E () R
B A A A2 i 0 DX I 0 () 0 DT B
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E,; (o) 375 TE 5 DI I i 1 7 50 S 2 5 — ol oy
E,, (DTERE R IREE T H8. ARFE T E, (0
M E,; (o) BEAFE 22 5 o e PR ESCHE 42 1 17 100 7 i
AN, AR IERAS B B B R ) CRE AR i
S IRTCIL IEH TAE) » AT REAEAS [R] 1) SR A B 220 12 22
P AR A T A B
(6 = r, (6, )) (8)
AR PRI BB R R ) U A TR R RO A O
B BT A5 A I LA L Ry B i ke T AR B AR B U Y
SR P ()
P;(t;)) =P;(t; ) +ck* €D
MRS MR P, (r) & — A BIE, RFERTZI
LS AR P, (0) FRoR i — R FERT 2 ¢,
WP MR P, (4o DN {r (1) i J2 I W
AP UBNEE e B8 WSEC WRTEAL T4
RAE B 2 BLHL 7, (o) 3 S0 R PS5 kN O FF IR
BRGNSl P (e) 5 R B2AREOCR 47 r, O A
L BT 2% 0 U ks Py (i) Py () [N IS 2 24
ry i) il 72 ) T % 1 I T O 0 20
1 IR T RURT LU R 2 A% A FE R — R A
I 2R 4R Z B BRI 7 A 24 Py oA SR
ASCAS 3 3 B — A5 285 ) ST O gl 2 1 W Al S 1
e Ji PR TG B A AN 5 05 0 1Y Ly SR G 2 A i B s
AT A AT RN F . B 2 2 0 R S AR P ()
A LR 2B R W2 Pr()

Pr(t) = D)4 « Pty (D)4, =1) (10
=1

Horp AR RN A 208 BIEBIAFRBAR K P, ()
WA T BEAT AR 22 57 AT S8 Al K T AT LEARXS BN O T
FHEA N Py X P (e (5200 KBS e |
B R B B 1 A, B2 O BRI 12 R R R
BRE s B K Ay B — A B0/ A A 230k B D
A A AR DAL 5 RG] A, 5 RO S R A
5 AEBUE B AT DUGE HCAE Lo ] L R 19 A o 22 L
PRAF—20.
Al iyt ee i d, =0, 10, 8 000 20 an
4.2 RERRERIE
LRGN R Pr () (IR Ry =

E E Sy Ap 3o 26 o
S, B OB g oyt s i gk T
j=1

J

S 25 TR B 2 A M 4R 10 22 Sk N O Ik Y 5 R
P K R, B0 B O — A [ {E A58 19 Ry (19 {81
45 RAE R GETT AR AL A 5 I HL 2R AN ) 19 52 i
T I FATH Ry, B 2 4 Bt 4R 3 (8 1 A

By BRI 5 4 0 B0 4R 1 AH G L SR PR S [ L
P4 Z RIA7TE 22 52 Mk 5 M A S 3 1 R U 75 22 01 )
25 [ RH DGR A T 56 UE. 20— 7 d W ) 5 B & A e
DL S5 3 2o T 2 A 3 1 L AR Y A R R SR
FEMCAR T 5 0 P Ce) (B AR AR BLAR I i ], 25 AR 4 45
() Py COfETJE | Pr () — p| <00 (e Fil o 435 S 4B
JE 5 5 Py (e {E A 24908 A0 bR o 22) 5 WA Ok 5% 22 %
VR T 2 v i B ML 22 1 AR 3T RS 5 4B
S — B0 27 A L A Ry A A 5 AR A R
AR5, BT B s 1R 22 0 7R B K A LA
15 DR AT IR, AFL 3 5 R LIKE 4 o A 0l — A B
BILAS B AF B IE 25 40 A 1 DL 5% R 3 A L 0T DK i Bl
HILZE 2 f7 Ak R B o 1E 25 20 A3 (Y BE ML S

iJ:P(WE(S)

:1—P(—6<7‘ PT;I") | <o)

=1— (D) —P(— )
=2—29( (12>

Horr . @(0) 7R A o 1 2 43 A1, Jl 5 A R TR AR
®(0)>0.975 B, p<<0.05, 2% & 4K F 1.96 Bf,
@(8)>>0. 975, A LLEL 0=2. S 3k T iy 244 ) iy 4%
HIF.

o D) Fr (DI H | Pr(e) —p| <20, NN
Ry BT Ak DX 3k A TR E A

o ) =r; (DI H | Pr () —p| =20, WA
A SRS R T I 5

A LR Z A AN 2 U D AT g s B T
VR 22 7 Bk — 20 X A] BB A AR 09 D S 152 2 R AT A U
IO 36 H A AR DU 158 22 B
4.3 MERZELN

R B R 2 1 R E SR E A HERR TR AR
[ AT BE » W12 AT DAIE B AR 0 19 a5 (HHOR 4R 311
B U b AR 5 S8 PR 0 PR RRAE A TR B 2 0 22 1Y
Bt o BRI IHOGE HE BN e 3R 2 B YT R EEAT ARG L S B L
I 15 22 AN T R A TR RO L T R e AR g
&N IDICTE S CH

7% 53 WSN #odls it b iy 1B W BE s 2.
A7 9% 45 5 T S B5CHE AR BT S U8 2D B 25 S5 W
2, PR R 1 SCHRR 47 4 b 110 2R S B 0 ) e 2R 2 1
B AT ARSI L ] AR B e 57 2 1 G b R S BN L T
B s AR LB K % &0 T IRl RE B AT AT A PR RE.

XS5, A xix 530 h d e 8N AT
J DUH R L B A1 25 (Euclidean distance) 1] 7w
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a EX 9. KEME DisGnum,)
d(xsx) = [ D7 (xy —a)? (13) E
. L . 2 dCm; ym;)
SR PR A e T, 2 D 0 I UL L 7 Distmn oy — 2 2 o an
d Cary ey ) BN U T 45 1) 2 57 L/ 5 I 2 UK o k(e —1)
T T A A IR G B 7 1 TR ) 45 9 L R RS0 IR R Fit
FG B B 15 5 1824 A % 3 T I AR T A o DisGam,) 1
Fit =« 1+ Dis(p;.;sm;) _'_BNumD (18)

A RNASZFE IR0 Bl o 20 2 1 i) B (E A2 A B 55
RIMTAETET5 /I SR Al A 6] B9 3 07 2 76 B
SRR R S AR DX — R, S A
BOHE EAT Br A AL B 15 72 A0 55 R Y A B L 728 A AL
ZIN R A B A5 /I B AL AR B AR SCAE P A 08 4 B R
Y B O DU AE 2 i 3 A s RO U A sl . R
Z-score bRk 7 ¥ X BdE 4R AT Ak B

TEX 6. Z-score bpifELLIEWE A MR IRH « 3
TR A B 1 249 (1 0 o 2 0 B B 1 ik

XF T A B RAR e/ IME AR 1 BAF TE T U
0 45 D0 » Z-score ARUEAL B N IE T . A H

2 =(x—mw/o (14)

vy e Mo 23 531 DAy S s 50308 0 5 6 AR s v 22

EXT. TP EECE AT LIRS HEEEE S
B X R 5 T R F2E O m BEE R SF J5 H

k
E = 2}265 v m; —m,)?

MR E fE— 2 B LRI T REBL RN
WM S E 1 (B /DN T 3 2 1 s R A X A . X E
AN 3 A A A2 b B DDA Oy b B 3R 2K A B e
fiff. T AL R KO Y LR A2 B4 TR) A, TR A gt
BT AR 1%y vk AL AR S 3k £
AR SR, G4k K H &R i, — e B E -
REALR T AN T BB X B0 30 &4 R 1) 52 ), 58 0 b i o T
K-means 536 2 K 2 RS018 B 24 5 Fa A Jm 3 5
R 1 i) 7.

K-means S 9] G 1) K (B 3% 28 %5 PE fig
RORA BRI a] DU 48 M A a8 A5 530 1 (G AD
X K AHBEAT gl 5 &3 — s ol F K 2 — 4 KF
G 1B AT DU — AN 0 kRO R OR
RV 255 2%, 32 ik ] B G R O 8t A% B v i e 0 .

EBAE R B — A K HB N — & Q6
&, AT IFEEREMPN K H, % EZLL K-means 5
BB L) IR G5 R VA Y €8 A 3 B L B
L N 1 ] s 245 ] B 8 R D) 2R S 45 L A

(15)

EX 8. ZBNIEE Dis(p,,;,m,):
. L 2d(pi.j?mi)
. _ 1 =0
DlS(]),',j97ni) - b 2 num ; (16

i=0

e ER AL H 5 B REF O m, RoR
m: 5 om; Z A ER B T d Gn, s m;) 30K 5 28GR
hRIE T WAL num, RKov ;s p, RoRFE
T RXPmE ) DA NumD Giit AFEZ
Vi) AR A A 001 2 03] o 91 SIS ) B 5 28 P R ) A
HAB N o F1 B KR,

55 DL BEATL B 5 20 AR B2 b I WD 46
(AT 8 0 R R RN R N W = P R N VA
B Fic, 240 4038 I 1 4 00 e iR 38 ik 28 XL
AR S T JE BRI IO R I Y 0 A R — AR
TR Gt — BN AR R B e R 1) K {A.

25 b AR ST X R O AR A G

e RO £ 00

Input: {r; @)} v, (DSE (D E, ()P () Pr (1) sc;

E.,(O+E, ()
2

il (|7 (2,)— >06% or r; (¢)=r; (t;-1)) {

PJ(IJ):P,'([;—1)+C'}€2;

Pr)=>4+P ). (D)4 =1);
i=1 i=1
}
[/ YR 2 SR R R IR
if (Pr(t)>R,) {
status=anomaly;
broadcasting Pr(z;) to neighbors;
}
Receiving Pr(¢;) from neighbors, compute ¢ and o;
if (r; (t)Fr ;1) and | Py () —p|<<20)
status= Event;
if (r;(t;)=r;(t;—) and Py (t;) —p|=>20)
status= Fault;
else go to Step 3
EZ ErRE e S -2 Al
do {
for (j=1 to n){
Do assign each x; to the closest cluster;
Replace the average distance of cluster;
}
Compute Fit and E;
k=k+1;
}

while(E remains changing)
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for (=1 to n)

{

Compute average distance of cluster: d.;
if (d(ax;vm) >d )

Put x; into Suspect;

Compute variance of distance between x; and m; as v,

i dCaromy) —dog | 1. 67X sqreCo)
Consider x; as measurement error data;
}
4.4 EBESHT

TR A STy s AT M AT UE A Y P
fili s AR 51T S5 A 2 (True Positive Rate) &
PR #H (False Positive Rate) X I35 45, T i LA 55
PET BN 4 5 s S

EX 1L F SRR o (O
ICNE|

| E|
AT AR (O
[ Cl=ICNA]

| S|—=[A]
Horb: S A RE RS E NS PrFAF 1 sl ny 4
B3A NFE T RESR.

F N R AT I ) S R B () 4 A AR Bh B E
TSR A RO U 4 B e, 4 A A O TR
Ko B E RN w.n>>w. W B E KIS
By — A%, I 5 B4 BB AR UL 1) i A\ T — o IR
T om YR AL o AT S D[R] A O
A Z S5 B 50 I S T 25 0 SR O Sh e E Y
BRI 2R E N Ohn—w) , 2S5 [ B 78 FE  O(mw). Hy
W AT UL AR ) A2 2 B bl TR T T R AT R 7 i
kI TR] PR Ay 500 i A R A 4 K Y i) R 5 A S [ 5
FIE b RO Sh e O e S B Re e A e T AR
O R R R K [R] R X K-means 1M 5
BT 3RE EAR IR IR B2 2R B2 O (k) s Horp
FORBAREMEALH b LRV BB 0 LRk
AU, B 8] 52 2% B 5 B AR B W R MG R 5
IR SCHER 10 ] R AT T 2 T %5 B2 1 DBSCAN A
2 N LW E SR P ISR EEAR Eps FAR SR b 405
G B AN B MinPrs BiAZ50. R R 51 454
TR SR BN A5 % R R H BEAT 2RI Ay A )
I IA] 52 2% 22l O(nlogn) s {H 2k I T 05 A o 44 B 17 5K
AN B i 5 | 45 44 2R R0 I ) 52 A% BE GR Ak
OGa®). fiy BT 78 R AU L o 48 BE R RO 4 L A
SCHE SR TR R D R A LU AE I ) S A B A
(N

a(C) = 19
EX 12.

e(C) = 20)

5 HEXBRRERSH

Wb SCRT IR W B B KR B A R
BRI I 235 5% 7 A I 25 5 ). W R B A
23 R R IR s 22 5 ARG A0 110 P S R B 5 e R 7
FK BRI RR B 3 J ik PR AR 18 & 5 80A IR IR
TR 2% e SRR AR S T R W B B R
AR SCE B S HEAT R

S B E - NN R Er N iR PO R &1
TRGE TR AE 15 10, 326 BTG 28 1% SR 48 T 445 (1R T BE TR
JE OGHRERE CO, ¥ B MU 4k 5045 45 5000 41, 43
AN TR BE (W sl v Oy 22 AL A R R L
B 2 f DK E R G TRE. RS
4 B 25 R b T B B DB K EEAE 240~ 260
BN AT X kR 240.

®1 TEBIEOKETHERNEZ

U E
HAFORE o W OLEEE  COL E

10 5.68 4.42 8.51 2.33

100 6. 74 3.92 8. 84 2.27

150 5.98 4. 38 8.93 2.24

180 6. 34 4.27 8. 69 2.26

200 6.09 4. 34 8. 81 2.15

220 6. 15 4.31 8. 74 2.21

240 6.17 4.29 8.76 2.18

260 6.19 4. 30 8.76 2.16

270 6.18 4.29 8.78 2.17

R B E AR ST 1% A RO I PR AL L RE L A
T LR AL TR A5 ) 45 B A1 W I 2R 48 AR IO R TR B Ok
HESI BE L CO, 7 B2 45 DU ZE %0 3L 15000 20, X 4% 305
TERVELA H e BTy vk AT HE S

K 2. HEARSOON R AE A R B 4E R /Y
TR AT R

DRy S UE L SO IR ) A S 2 A R a2 1] i ok B
P X ] — 12 i 1 RUOR SR B 2 dE R T S

45

U™

15
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HodE A

75

70 I 8 LR
- 'v}r —— AR
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100 MR ETE 97 %.

i S 3. A4 GA Bk R 9 K-means 554
=l 5 DBSCAN 5400 -t 152 2 HE 40 K DU AR
Esof 545 K-means 535 HH b, A8 SO K {19 32
£50 8 T 1 P T T30 o 105 EC T L AR 45 I ) B
B | ST A S, SR B LSRN e
L ARG (PSSR0, 83558 R0, 025 TR @ e

1o} AT R G IR R0, 75 R I R RCH 505 F
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Z R 2

K6 S O BRI R B Py G 928 PR LR
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Fe T LLE 2 B AL F IE DX R R i) R R
it S AR Kb F 1 H B Y R R R A SR R K
AL AH R BT B 2 X — SRR 2 R U T
e SR AR N A2 B 4 22 (8] 9 JE IS 1 . e AT =LA B
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6 XoF W R T A% R RO 04 A 2 B £
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3R EE 0. 3.9 B 0. 2, G IR B 0. 4, CO, ¥k JiE
0. 15¢=0.002 B, 58 SREOW R S B Pr (1)
(3G RSG5 P (e Sk 500 A 3k 10 %0
M Py () 95 YOIk AR 3k 94 %, tAb il i XA
Ii) 24 3 B0 46 F X BE RT 0. 24 Py e AR TR S PO 4
B £E 1R I 3 T R — A AR R 1 ARG

S ASCHE P A T 23 i 5 R ASE A A By AN A [
7 TR BRI AN O 35000 B B4 4 1 %
JFEAR 43 A1 35 43 10 B — A O B R S B A
AH 5 19 5 ) LM BT 85 ST 257 B B 1 A 0 JRE 1) SRS 2
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AR U B B8 R B — B X 4 SR P 5 R T ek 5
B S50 T B0 R A R AE B AR 8 M o 4 L A

100
90F
-
J; 80
270t
% 60F
=
iﬂE 507 Y
i i =T
s0} e M AR |
- AE =4 AR
e A R R S f@ﬁHé’giﬂ)ﬁ%
"0 A0 %QQ\QQQ\%QBOVQQQ{L%QQ%QQQ%@Q@QQ%@B@QQQ%@%@\% QQ\% o

HdE B

P 7 S OO A 3R 0 B Y 7 A LR

{1 K- means 554 76 H B0 BLBE %1 3522 50K
FLA T R A R 0 R B A R 4 R
R 2 MBS K-means &£ B 16 45 R Xt EE

B K-means 5.9 kG i K-means 55.9%
BB R/ YRR/ % /% R/ %
1300 92. 27 4.68 94. 16 4.15
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3000 92.93 4.51 94. 61 3.51
5000 93.29 4. 48 95.73 3. 26
10000 93. 32 4. 36 96. 19 2.83
15000 93. 46 4.33 96. 33 2.77

Shy L B b B R B A I ROCR L 51N ROC 26
(Receiver Operating Characteristic Curve)™ {E &
B, — BT 5 4 1 Bk D[] gL s v 1 A ) 32
AR R R 2 84 © By ROC {20 S 7l fig ik
Ze b RIEE 2 ROC #i4F 75 191 A AUC (Area
Under the ROC Curve) K B8 4 1T LA i 5
A PERE B, NI 8 Bt s, 7E AN ) i B0 FEASE T L 2
#EJ5 1 K-means 523540l T DBSCAN 533 B T
e AR ) 8 R BTG A R 4 % H ROC i 4T J7 i
R R DRI I ) A2 S e A4 Jt v 1 000 5% 22 13 8 .

A7 S G R T RCR
KR4 Oy TR UEAS ST kXY R R ORI

IO UE ) ME R B, {5 B SZ A L E 200 m X 200 m ) X
BNGE T RLE GRS 20m BT A 200 4,
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—DBSCAN&E
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0.8}
ﬁ 0.6r !
,§ “
< 0.4F -
O.ij
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P AT IF 5 SCHRC16 135 F DBSCAN [ %5 i 55
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P10 S AN [R] 5 325 0 = 41 ORI 3y %o L.
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sof . Vet LT Wk TSI T 2B MR V00 53 38 B R 2
wf Lt e e SRS 500 5 96 R VR 7 2 I BN 1 T e
wof 57 e 265 M KA U8 45 5 0 B U AT AR e T AR A 1 )
op, T T : . 22 91 b AN 4 6L 25 040 49 159 10 R0 BT K 0 A1
i G B 100 1xéox1£o 6 féoxzoo T SRR R DU TR IR GRS 600 ~

B9 iy B SE g R I 4 R

826 A SCIT LR TE 3. 50 /i A

100

Py i3 (¢
b

96l - CHR[20 77 vk
****** SCHR[23] 7572 i
SCHR[16] )71k i

3 AR5 ik AT I E] A X LE. i AR SR
715 W A S e ) 245 1) 22 4 B dl SR WA 22 4 s [ P iy

88t : i
L N N R L TR I 1 A L
1000 2000 3500 5000 7500 9000 15 000
AR
10 S5 ORI R A X E
8
OE-- o ©
7L 8 . U En;"'"’j:-ﬁi\‘ o ¢ <
) e AT TP =R g
Se O e SLHR[20] 7T ik o, T
$ O 8-- XHR[23] 57 [o )
b A4
ol ORI A S
. — St
= AR SRR
Tyt
h
L e
2 1000 2000 3500 5000 7500 9000 15 000

HdE A

B1T R0 s R R R B X L

SR R P T BRCEG B B 1 2 SO S s AT
Xy AR T EI IR RS T RIERCR. LR



1840 it B

o
-

Eild 2017 4E

226 48 7 S 05 AT 2 0 4 8
F 0 0 5/ T 9 07 i« 61 SO M T g 2

J3E B A A ) A BT RGO RICR.
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1000 18. 32 18.79 19. 24 20. 86 20. 34 21. 27 24.73

2000 24. 87 25.24 27.97 29. 89 28.78 26. 14 34. 94

3500 30.73 31.13 33.03 35.13 36. 33 37.57 39. 67

5000 36. 67 38.78 39. 82 40.78 40. 41 40.72 45.71

7500 44.23 45. 24 48. 04 49. 35 49. 31 50. 32 54. 68

9000 52.31 54. 86 56.02 58.03 57. 46 59.52 65.92
15000 88. 87 90. 32 91.78 93.02 93.13 94. 57 104. 55
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Background

This paper focuses on the research about the anomaly
data detection in wireless sensor networks (WSN), which is
a highly significant part of Cyber Physical System (CPS).
Many researches paid more attention on the method of single-
dimensional data set and increase the detection accuracy, yet
ignored the relevance among multiple-dimensional data.
Actually, the wireless sensor nodes are often integrated
multiple sensors that can get different types of data at same
time. Special events usually make multi-dimensional data
change simultaneously while multi-dimensional data is more
isolated in sensor fault. Therefore, we can distinguish the
source of anomaly data by proposed method in this paper. A
distributed event region detection algorithm, Bayesian fault
recognition algorithm (BFRA) is proposed by Krishnama-
chari B et al, BFRA based on the premise that event is spatial

correlation but sensor fault is spatially uncorrelated. Every
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sensor exchanges readings to its all neighbors in the detected
events to determine whether the occurrence of the events or
not. Lee D W et al. proposed a high reliability wireless sensor
network data validation methods, according to the node proba-
bility of anomaly.to filter the abnormal data and evaluate the
sensor work state. However, this method only considers the
one-dimensional data, there is no specific solution for multi-
dimensional data. The method proposed in this paper meliorates
the insufficient.
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