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An Evil-Twin AP Detection Method Based on RSSI in Smart Home

FANG Ding-Yi”'? QI Sheng-De”® TANG Zhan-Yong"”'® Chen Xiao-Jiang”'® GU Yuan-Xiang® ¥
D (School of Information Science and Technology . Northwest University . Xi’an 710127)
D (NWU-Irdeto Network-In formation Security Joint Laboratory (NISL), Xi’an 710127)
» (Irdeto Access Technology (Beijing) Co. Ltd. . Beijing 100125)

Abstract  Wi-Fi is now widely used for providing internet service. Since the identifiers (SSID,
BSSID) of Wi-Fi could be faked easily, attackers could deploy an Evil-Twin AP, and users could
not distinguish it from the legitimate one. Based on the fact of that the location of APs are
relatively stable in the scenarios of Smart Home, a RSSI-based Evil-Twin Attack detection method
was proposed. It consisted of two detection strategies: single position detection and multiple
position cooperative detection. This method converted the detection of Evil-Twin Attack to the
detection of the locations of APs, both of the two schemes should build a fingerprint database
firstly in a security Wi-Fi condition. When it comes to single position detection, the distance

between the detected target AP and the detector should be firstly computed, then comparing it
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with the safe distance stored in the database, and checking to determine the security. As for

multi-position cooperative detection, we should proceed an indoor positioning to get the position

of the detector by reference APs, then confirm the distance between the detected target AP and

the detector, lastly comparing it with the safe distance of the position, and checking to determine

the security. This method fixed the vulnerabilities of existing methods based on hardware finger-

print or traffic feature. Compared to traditional detection methods, the proposed method could

finish the detection without network or professional devices. Experimental results showed that

single position detection reduced the delay time to 20s and raised the accuracy to 98% , and that

multiple position detection raised the accuracy to 90%.

Keywords

smart home; evil-twin attack; wireless networks; attack position detection; fake

AP; RSSI; Internet of Things; sensor networks; Cyber-Physical System
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Background

This paper is related to the wireless network security. In
recent years, Evil-Twin attack has been paid more attention
in wireless network. Thus, the Evil-Twin AP detection
becomes a focus of wireless network security. Existing Evil-
Twin AP detection techniques are mainly based on the finger-
print of NIC (Network Interface Card) and the traffic features.
Attackers can forge those features to escape from Evil-Twin
AP detection, but they cannot forge the location of the real
AP. Therefore, we propose a novel detection method based
on RSSI in smart home. Someone has used the RSSI to detect
the vehicular rogue AP with GPS, but the GPS is disabled
for indoor location. Thus, we combine the Wi-Fi indoor loca-
tion and RSSI similarity computing to perform the Evil-Twin
AP detection in smart home. It aims to complement existing

techniques based on the hardware fingerprint and traffic

His main research interests include computer system security

and protection, software security and protection.

features. With this method, we need not to spend too much
time on detecting, and we perform the detection without
network and other new professional devices.

In this work, there are two practical challenges we need
to solve, the first is how to identify the effective data from a
mass of RSSI. To address this problem, we propose a novel
method named variance increment. The second is how to
select the effective reference AP for location, we introduce
DTW to solve it.
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