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Abstract Threat modeling is a structured method for identifying and responding to threats, and
the STRIDE method has become the de facto mainstream threat identification technology in prac-
tice. At present, the analysis of STRIDE threats and the construction of the rules for threat iden-
tification largely rely on human expertise, resulting in incomplete rules for threat identification
and data volume of threat modeling as well as insufficient analysis accuracy and efficiency. Along
with the rapid emergence of new Internet software threats every year, there is an urgent need to
automatically construct and update a relatively complete rule base to leverage the effectiveness
and automation of threat analysis. This paper proposes a complete threat identification rule model
based on the STRIDE method, which combines type rules and interaction rules. Comprehensive
rule base data in the domain of Web security is collected and sorted out, and a high-quality rule
base is constructed. Then, this paper proposes an automated approach (TextCPR) for classifying
STRIDE threats. The approach combines the TextCNN text classification model and production
rules. First, the data is preprocessed; then, the vulnerability basic category of the threat content
is determined by using the TextCNN classification model; finally, the STRIDE threat category
corresponding to its vulnerability basic category is obtained by the method of production rules.
This paper further proposes an automated approach(ACUTIRule)for constructing the rule base.
In addition, this paper designs an automatic update mechanism for the rule base to ensure its ef-
fectiveness. The approach first obtains the core verb phrase group based on the TF-IDF algo-
rithm, and assembles the triplet expression according to the STRIDE category generated by
threat classification and the element comparison table; then text similarity algorithm is used to
extract components, and threat description text, threat categories and components are combined
to match and generate type rules; then the interaction rules are extracted and generated according
to the component relation table; finally, the two are integrated into a complete threat identifica-
tion rulebase, and the rulebase is automatically updated based on the threats periodically crawled
from the open source threat data platform and the automatic rule construction approach. This pa-
per evaluates the proposed approach by conducting comparative experiments, and the results
show that the precision of the proposed TextCPR approach on the CNNVD dataset reached
92. 5%, the recall at 87.6% , and the F1-score at 89.3%. Compared with the baseline method,
the TextCPR approach significantly improve sprecisions recall, and F1-score by 11.2%, 8.2%,
and 9. 2% respectively. In order to validate the effectiveness of the ACUTIRule approach, this
paper expands the basic type rule base used as a test rule set to validate accuracy. Then,the pro-
posed ACUTIRule approach is compared with the manual construction approach through quanti-
tative indicators. The experimental results show that the accuracy of the automatically construc-
ted rules reached 89.5%. The ACUTIRule approach takes much less time than the manual ap-
proach and requires no additional labor costs in terms of constructing the same entry threats into
usable rules. Compared with manual construction approach, this approach improves the automation

level and efficiency of rule construction.
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Jev 8 U 1) 50 AR A 0 ) R 25 AR 5 P ) £ Ak B L -
il i Word2vec B35 X T {7 ik 48 1 ek 20 47 1] 18] 2 93

WG, ¥ 3] o e o K A3 R R ORI 4 3R SCA
30 o i) S S A 4G Sy ) ) B A 5 1 T 4R A i)
AYERAE M) &, /E R TextCNN AL i A JZ .

SR 5 2 P AIE B JBORE B, 4 o A2 A5 3 1 [ E 4
J32 1) [e] e A B R AR 4 BORE B L 28 3 BRUZ TR 16 AT
G2 L2 M eiER)Z . TextCNN B8 R —
I ey A e AN W)

L=

{L w T2 X padding—dilation X (kernelsize—1) 1} ’

stride

Horpr, Lo, UL, 3000 2 i AT 904 BE R 8
KB, padding Xf iy A 09 & — S 78 0 1Y Z 4K,
kernelsize & B I R, B B B 1 76 m) 1
(05 1] b g AT BURAE

B JE A O3 AR S, e X R AR B R R A 1Y
g5 AT i R A b B 3 R N 2 A R — A
BARAE . B PR R EE EZE AR A AT 8L T s S 4L
B, LA 0 BB Y R A 7 R AR RS LG 4R
Ja ARSI softmax JZ2 %5 BUM SCASFREAE 2E 47 B0 43
. TEFEATEAE I Gt R F A2 SR eR BOR 153 LU
KA N

L=—>1yInf(z)=—Inf(z,),

“k—m

o elk T e
B Ene - Znelkﬂ” ’
m —maxz,; .

Kby NARBAE, B R A SCAR BRI XoF I 11 bt 28
JG. f(2) A softmax [A1H pREC, Hor o SRyt Y A
KAA , BV 43 2 4 th % . B4R STRIDE J7 ik
BE3E o 434 SR S e 3 TR AT 42 5 U SCAS 1Y
T SCHRBI A AE 22 5 B e CNNVDTC g2 591 5 B
Jol SCAS W1 A SR AR A . BT DA GE 2 i S T Tex-
tCNN S BBl i 20 28 A 0, wf L4531 3 0 i A9
B SCAS AR XS B 9 CNNVDTC @i 2 591,

(2) 7= R e i

H T T 28 i A A PN R 1 SR s
HWIAT N, 1 STRIDE 28 51 2 M5 B L 20 0, #E 46t
R R L A4 R S5 RN R RCHRE TS A 4 X R
SO FEAT R M BT A AY 25 O T EORME L ek
L4 DN 1) 38 38 SCA T B R L E] STRIDE 28
Sl 5 DT 3 B 3 3k 43 288 2 AR UM STRIDE 231
ORI G . CNNVD A6 I I 432545 15
HR A B X g O I A B ) L S SR R i 91 L A A
R A SRR R CNNVD I 4 2645 5 fl STRIDE

f(zk)
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Bl

£ i 2026 4

FIR0 5% T S5 L JR P A5t 2% 5 B R XTI E &R, RIS
FIH CNNVDTC 26515 STRIDE & 5i % i % &
SEPEAE K, S B i TextCNN B i 43 2 46 51
3 B CNNVDTC 26 51| 3k w9 STRIDE 28
S, WA 1 B CNNVDTC 26 4 8] STRIDE
&0 e 4 %y 7 A ORI DS 5 3 . BB A B A 40 i)
s& STRIDE ) 6 # 2 5] .CNNVDTC f 11 Fj 2 5
AR 5 2E M CNNVDTC 2655 STRIDE 2%
TR OC R AN R . R A BB 1 B STRIDE
5 . HARSIELN H A R CNNVDTC 28 53] 38
it then. . 7IE 0 7 Az 2R D0 AL 2 960 2 X R
f) STRIDE 241,

% 5 CNNVD f®iEHZ 75 STRIDE 2 33 iz 5% &
CNNVDTC 2 5l STRIDE 245

{5 Bt #2 (Information disclosure) 1

5 vh A (Cross site scripting) S,1
5 341 3R T 1& (Cross site request forgery) S, T
# A (Injection) T,1
4% 3 JJi (Path traversal) 1
AL 7] 8 ( Authorization issues) E
Jii B #% % (Link following) T
HWIRE PHEE % (Resource management errors) D
S % [a] #% ( Encryption issues) 1
R4 3] 8 (Code issues) D,R
A B AT R i) 42 o 1) s

(Permission, privilege and access control issues)

Hi% 1. CNNVDTC £ 5 STRIDE &5 7 A= 21

JIUESIN

A stride=['S",’T’/R','/I' /D' ,’E'] //STRIDE 2 5|

Wi base _threat = ['s"] //BU W 20 25 2 B B R B
CNNVDTC 2451

WA ishine_upon="S":[...1,'T" . [...]1,’R":[... 1,/ T":
[...].)D':. [...].  E'. [...] //CNNVDTC 5
STRIDE & 51| % i % R 51 %

Hith cres//XF R i) STRIDE 2

1. WHILE type, content in shine_upon. items DO / /% shine_

upon AT H s type K content 53 F) X} Wi shine _upon W HY

STRIDE 284 A & STRIDE 2 311 %t i 5 CNNVDTC 2§ 5]

2. IF s in content THEN//A0% A 5 CNNVDTC 25 41 s

1E shine _upon HELE

3. res. append Ctype) //¥ CNNVDTC 2& jll XF [ #

STRIDE 25 %1 type BN F res

4. ENDIF

5. ENDWHILE

6. RETURN res //iR [0 res

4.3 XEZTHAREXEREN
SRR TIN5l g A M 2 A 2 )

PR 2 o SR T3 A K 2R AR S DA K BRI I 00 40 41 3
ORI PRI, A SCTE A RN R AL R T T =0k
A 3 of i A S N 2 L ek 2 R 1 T AT Ok A
WL, Wi R IE T STRIDE il , 5 T B %, 351
PRI W 55 20 0 O FR BT ST R R AR 2
EREER . SR =oRkBR e LT =AF%x
FL IR R MUAT Y F AR BB R AR U AT
H B RAT R SRR B n R T
RIS I v I R ve Sl 1 £
STRIDE 2 5 B IE 26 6 Jim i 4 T8 U &
kL FE T LS B R RIE ). RECDTE )
[F] 07 S 0] S, 128 30 I 5 2 700 U DG i 422 {1t
SEPERR . AR TR 2 AR AN [ 1) STRIDE
J) L T s SR U 2 R B AT Ok A A
55 =0 F JE X AR $ig A R ) STRIDE 28 31 Jgk by 3 3%
14 S [ i) SR 3

%*6 STRIDEXFNEF_rEMF=nEXEE

Siﬁm HoTE H=TE
S Tk 0T D Ge L B e i S0 H 0
T Bk AR B T S SR
R Sk T L A AT S O # 80
) FobH T DEROR G B Sl e
D Wk H TR GE SEOR 4 %
E S HA SRR SRk

2 SO S T — A AR A O B AR B
B kR S = ou R kA A A . T IR
142 A1 3 TN T RE X S BRE AT S R AT 1 3 Y ) T
ol R A 5 SO AT S ML L AR SO 1
=IOCH R IR — RIU R AT A RV 5T
AT OGRS AT R AR Li AT SR
I I R () T SRAEZR L %€ T DU A7 8L ) o 3 i)
JEL TR AL RE 0GB L Xk N A AT A AE . R AR SOk
TR I Ok R T 1 2 R SR
N AR IO = e H R A AW — KT K.

WP 3 TR YA BR 3 AR ORI SC R = on R
AR . (D E e HanLPY TRy
LT AL T R AR T SR A R )R SRR K £
(2) BR 5 ¥ 22 B A RS 19 CNINVD i i 15 41 15
SR g L Bl 5 R . SR A -0 SCR R (TF-
TDE) A A2 A Al s ] P4 2 1) 9 76 18R} 128 b Y T
BRI R A 23 4R S BT A IR R /Y IDF (E . AR
JHT A ] TDF B 418000 SCR . AR R 35 AR Al

@ https://www. hanlp. com,
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BEAEIEX N TF (A, it TE-IDF {8 )5 57
HiE AT EFHEF . (3) 3 FORARIE R — L H
8 ) ik 5 ) MR R K R, DAASUER S e 19 3 ] Dy Ak A
)R 7 . 3 D7 3 2l 1) A T 4 S A R 56 B 1)
WG Frh ., N A e s 1Y Bl i) AT RE 2 AE SCAS
W22 Uk I H gl e A P BT e 2 s i)
WAL TSI EZ SR, T2 M X5 i
S P AR B 0 B ) T L AR S A A
BB RN AR 2, R AN R B i W AE 0 O 2 A
AH G B m) R 1 2 R AT HE Y S 3R BB A B e 1 % 0
S EIEH . (D &S =PRI A% G Bl i
WHHAE RS — K0 E L TextCPR J7 ik 4R EUT)
EPr STRIDE 28 5l # B3R 6 JT 7 19 45 22 38 38 XF
FRUCHCSE 2R EZ M = R o R & h R
=l FEkK,
4.4 KB FNZZ B A A A AR

BT STRIDE 2651 DL MO R ool £ ik
2 — 25 AR A TR0 R G 2 R R ) A8
U

(1) ZE AU VT e A Bl

AR K ) R A TR0 R D0 AR TR T i ) 5 Ak R
U AR S v B2 L 1 Sl it STRIDE 2851 5 41 14 )
SRR V0] 5 2 A 0 LS R A SO ) B i O R
=G ik AP OB e A ki 2 3k ORI A 7 Ry
SCAS N 255 0 1R 500 2 AR R D0 e i of R AR R R AT
SCRHABLE DG L, P AR 4 75 5 AH B3 b B K 45
D e X 1o 2 RN e S 4 DG T 381 1) 25 7R R ) e
YA HEAT BRI, AR S K B U 9 2410 5 o 9 2% LA
B = el Rk U 9 STRIDE 28 5 #E 1745 &
TV 18,65 6 R 00 18y A 2, e 22048 5 A S ) 24 7R R D) 33
FEAZERIBLI FE R, AN 3 HAE IR 4 TR 2T
U DG e A B ) I

AR A Bl Gensim ™ A5 4 Bl 50 b 1 34 SC
AT A Y = o0 2% 1k 2 L Al SIS AR 0] 12 PN 2R 4L
B . ORI I A SR i O A RS B A n Bk 2 B
Ro BRAER jieba® AT b 304 4R
TR A 5% P ) SR 2 B A R IR . AR 3l D 4 i)
Jo B 25 AR TR AR IR TR Sl ] A 2
HEATHER 0 5 ) 6 508 5 g 5 22 JR) A e O o
P2 25 3 20 1) 4% R 16 1) 2 P B — AN IR R I SOAR
HH B AR AR HE AT 0 S B R LRI SCRY e e S )
R W — 25 A G S TE 1) R DU 3 ok ) 48 3R R VR B
e Sy 1] i g S U A AE QIR REE . R R4S R R TE H
RE 2R 7R BN TR RR AR AE 24 JiF SCAS v i) J AR L BT LA

i/l TE-IDF X 3] 5§ AE AL, DA 3R 7 8] 458 AiF 7F %% A4~
R ) R B AR B AN R O TF-
IDF SRR Jrdk. B A -2 0580 H TF-IDF
HAYERE S RG], G LB SR 4k
TF-IDF £7R J7 %, SR 5 1 4% 5% A U1 B & 3 55
PR SCRY 5 1 R PR T R SCR AR R S
IR [0 A R e AL A SR

BIE 2. B SORF L TR AL O ROk
il A < S B0
it cres //FEAEALLEE I HEF (Y SCRY 51 2
join(jieba. cut (line)). split )
Sfrequency = defaultdict (int)
WHILE text in res DO
WHILE word in text DO
frequency[word ]+ = 1
END WHILE
END WHILE

dictionary = corpora. Dictionary (texts)

© 0 NN > Ul R W D=

NewVec = dictionary. doc2bow (res)

10. corpus = [dictionary. doc2bow (text) for text in texts |
11. index = similarities. MatrizSimilarity (corpus)

12. sims = index[ NewVec ]

13. WHILE 7 in range (length) DO

14.  res.append (sims[i])

15. END WHILE

16. RETURN res

(2) 28 H 0] 5 B A=

22 R0 5 T A L B0 R i A
{4 22 ) A 38 LT ™ 2 R o B . e 2L A
Jop 04 7 A R R T R S AR R A R OE .
U, 28 TR 4 i 5 R S K G T A TR RE DG B
JER IR P 2 22 T ) 50 0 AT O A o AR 2 A
DUJ Py ity I R BB 28 BRI, A S B A R D)
J2E v EE A H 0 S T 6 7 1 A X A R 2 B
Tt 5 28 B LR IR AT o B 4 B AR i 58 FL R 4R LA
TR 9 7 1) T2 iR (Source) 41 44 A% 19 1 H
Fr(TargeD HAF R G CR L, MK 7 im, L
ORI ) 2R A A v S R I B A TR )
WS TR 28R 5 R B A e B X I A B L AR
Je 5 1 B S 1 A A S T T R Y 2 R
FEAE THA G R R R D, 45 AE 16 AT U4 B 22

HHWHE Source ZH4F1 Target ZH 4., FRELAY

@ https://github. com/RaRe-Technologies/gensim.,
@  https://github. com/fxsjy/jieba,
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RPN rb 2 SCI B BT 15 $ BB Source 414F EUMRBIFRZ S R . X = A BOE IRAR S 5 AT I
I Target ZUAFMES G A AN, FeafFde e @ Web 2 24U ) Jal 0 dhs A0 45 o F
A AR AZ A S B 5 MU 2 e, SO RN e e R 45 2 A W RO . e AT 2 1AL AR RO A

J25 S [ g i 52 8 1 I R Sl RO 2 HEW AP B AME, Web %24 EELTEMRY Web
4.5 N EBNEH I R R 55 ) 22 4 By 1k 4 i il BRI AS (XSS)

H T S B4 AN 7 B 2k AR L AR ST e S s R SQL A% Web Moy, # £/ F 7 58 B RNER 3 22 46
0] J2E 0 28 E RN PR ) Bl T . ok DR A ) S 1 W2 A PE 2 A e RV S R P L2
JoiR L S0 R ) AR R ) B AL M. CNNVDL CWE Rl Web W FHFR T 19 %8 41 o 90 4% g i 250 408 56 3 1) 2 )
OWASP Top Ten j& HRTRERS R EF B HABFRI R SRS R ol REAF7E 0 &% & W Al 47 . Web
N 24 LI DAl S R R A5 R R B S E N X R 2% W 1 o T B A B RE ) A AR
A GEEA XML SCHEAE R Sl (8 T4 —4b i, Web W M 4n SQL A VXSS % R EH
B, BT LA C L CNNVD, CWE fl OWASP Top T R P B 22 4 T TR 5 B0, 3 28 105k 1T g
Ten 5 B ECHE A oy 0000 2 5880 1 25080 R 000 45 ol 0 A B2 ALV 0] B0 ik R S T S

OWASP Top Ten %l i T f¢ & UL 1) Web i Do 4% J8 Jfy 2 S R L Y 0 2 i DDoS 3 il A AT
24 KB, AT DL 5 % OWASP Top Ten XF 1 4 REN Web N FH B A 38 550 . R0 28 2 50 G vk
CWE %I £ #ATICE ., OWASP Top Ten 1 CWE W )2 . 4% 22 4 8005 5 TE W 4% 2, P & 3 [R) 45 i
S S O o o o | W O ol IS o Web %4, 33X SE RO U5 35 G 1 S #0000 P B 0 iy i
CNNVD & Web % & a5 2, 4L T & it . Bl B0 5, DA 22 S B8 R T LA AR B R A
4 THI 1) A 4 4 R0 ) 246 42 4 g W 50 B0, L 3R 0 3 1 A

x®7 BAHEEER

K #F (Source 4H14) Wi H & (Target 140
Browser Traffic Manager, Identity Server, App Server, Web Application, Database, SQL Database, File System, NoSQL Database
PC Client Traffic Manager, Host, Identity Server, Redis Cache, Cache, Database, SQL Database, File System, NoSQL Database
Mobile Client Traffic Manager, App Server, Web Application, Database, SQL Database, File System, NoSQL Database
Traffic Manager Redis Cache, Cache
Host Redis Cache, Cache, File System
Identity Server Database, SQL Database, NoSQIL Database
App Server Redis Cache, Cache, Database, SQL Database, File System, NoSQL Database
Web Application Database, SQIL Database, NoSQL Database

CNNVD ¥4 5 yi 1588 H BB, bR At T ACERROSEAINI 45 H s ss M 4 H . 2858 B R H
WUVAE VH L H BN XML 085 etk B A B SRS BT AU R RN 22 L ARE T R U 2 A s
AR AR 2 P BT 0 TR T R A AR (R A A IR — A
TAEH AR E—A OB R A A . 5 SRIR TG
B 12 ASLLH R B XML B SO G 5 4 AR
AR IR TR XML 8088 SC k) .l 2k i A S0 A 2 38 o S X 4R 1 M Bl 2K i Tex-
A4S E 1 CNNVD N 28 XML i by 2% 356 B8 3 . tCPR KL & {3l #4 8 5 3% ACUTIRule A9 2L
CWE V&5 3 PMHEH K B4 4 H.6 H.10 PEHEAT T IFAl .

12 A R A S A AR 1% 5 8 IR R A0 B i 5.1 BB EFENLR TR

AR B 2 A B IS 1 4R R IR 45 E L BT LUAS SCFE T 3K (1) BF5E ) 8

XML C 1 J5 206 0 2k i 5 & 0 2 o AT HEBR. J T PR A SR B STRIDE Ul H 8120 2805
OWASP Top Ten THIMIA N 3 2 4 4F, B IR KA 1Y 2 TextCPR BYA M AR SCHE H LLT A A58 1) i .
A 235 2 30 4 20 52 ) e ) 1A 22 4 IRV Tl T RQ1 .5 H i 56 28 J7 16 A0 L, A SCRT 42 1

AR SCRR G = A BRI 5 W HHT R W BT TextCPR Bk 1A M nfif? RQL & 78 i3 A<
KR e T RE ARG, BT 3RO Bl o BT SCR aE SO BRI R A B 2805 ik TextCPR 5 2 HETT i
25 BRI VE BRI AR R A AF TR B e — A% a0 AT XF LE L B8 UE TextCPR J5 35 MA 20k . A 0K Ts-



1 B 2255 —Fh A St STRIDE M H0 DU A5 A4 710 5557 490 00 28 1) 5 2 147

lam 28 AT # 4 (9 SmartValidator HE 22 /F Sy 3L 28
T3 ZAEZE T T 00 4% g 1 E a8 SR i Ay 2k
SmartValidator 732 F F ML £ AR NI 5 L 5 26
R 8 42 % R g B % 550 0O A T 1 T T R R 2 A T
Haii ol fnsr2s, AR ML T LT % &
TERUM S AL 026 1 — D7 T X 7 5T T ey S 80
BB H 3528, X 5 RATR AT B iR & — 201 75
—J7 W0 %7 WA TE IR (5 B F &5 MISP B4
HERR 235 3 87 Vo, BIA Ry i H i R S ik 1 U vk

RQ2 . A CHr # i # TextCPR 7 i 45358 4 X%
JiikEEARPERE T AR AT 452 7 RQ2 B 7EFAL Tex-
tCPR J5 & 1A 45 A~ 36 43 B TextCNN g i 43 24 A5
Y A ORI DU DG X T vk S AR M B R S )

(2) WAL H8 bR

A B STRIDE 2851 A 3l 4k 43 20 —
255 IR, 7 0 5RO RO R SCAS H iR

J& T/ STRIDE 2851, 7650 Rk b , A 1 2 B 8l
TEA T8 5 , b G B — 48 F5 A oK 19 TP Al I 22 40 S
R EAl 18 bR 32 BEALHE - HE 6% (Accuracy) K il %
(Precision) . f M # (Recall) . F1-score %,

(3) LEEE

ARSCHEBURN Y 11 Fl R WL CNNVDTC
FRVEAT LI, A R < A B 6 L AR A
5 0 3 SR Ol A | B AR I T B AN ) A L PRI
B | ) AT A RORD [ AL AR 4 T R ]
e R, b S U A R A S DA JE 1 0 s R
A PR CNNVD %5 I i 25 80 e 0 4 4 . A< SR
F CNNVD 1 ¥ T il 38 SCA 1 b i A, 2R 5 i 8
SRR U O 1 12 171 [ SN o 1 SR S €7
LRI HLRME BN 8 iR . TR IR F- i i
[F] R, S 50 3o AR PR FH RCRAFE ki AT AR

ARE K CWE fil CVE F & i I U5 180 %1

&z 8 CNNVD HEFEEXHBER

CNNVDTC 25l ER S LTS plIRR S
{5 Bk # (Information disclosure) 5000 1000 1000
5 34 B 7R (Cross site scripting) 10000 2000 2000
5 3l K fh i (Cross site request forgery) 3352 670 670
TEA (Injection) 4200 840 840
%A% i 7 (Path traversal) 4510 902 902
FZAL ] 8 ( Authorization issues) 5000 1000 1000
J5i B 553 (Link following) 3000 600 600
B PR P4 1% (Resource management errors) 5000 1000 1000
il %% 8] #% ( Encryption issues) 2485 497 497
QA% ] 5 ( Code issues) 45000 9000 9000
ALBR I BT A3 1) 22 41 7] J3T (Permission, privilege and access control issues) 2440 488 488
A S S 1) D 3K R 4R B L S A R TR AN [ 3R B S, [E T B IE TextCNN A B X g i

BOHE T B S AR . 33 T 288 R ) B X i Ty 5K
R R E AN TH L M AT CWE V& i 8E 1 =
CVE ¥ & W85l X Yoo 25 i A7 S 18 40 R0 B2 T 40 L 3
MBI F A SR EHE Bk d g, Hf
CWE -G/ 1137 Z 505 5 b B 14 A6 5& U 117 25
Ja k642 %G, CVE Y64 16.5 1 &%, t
Tk w5 A B HE W A 5 CNNVDTC 26 5l 8¢
STRIDE 2 5| A 3¢ 09 J& ., B b 7% 25 N T 45 3
CNNVDTC 23 # STRIDE 253l % J& 3| % %k
T 1 SO A AN AR I ) AR i, SR A E T 43 5]
B AR TE G A9 600 & CWE I il {5 B A1 1000 & CVE
T I8 15 A Sy i A5 A0 4

LI K Google JF IR AEZE TensorFlow 5 2
TextCNN P £& #F 17 5 UF s I 47 8 %020 . 78 10 #%
3. 70GHz Intel (R) Core(TM) i9-10900X CPU #il
NVIDIA GeForce RTX 3090 GPU Wik %5 #% iz 47

M CNNVDTC 285150 28 A7 801 S AR SO s LA

S5 G5 SVM 4 Kk 25 . LR i

TRES TR 9 R, 834 embedding #

SE T AN T 1) S 14 2 7R 28 8] KN 5w AR AU S S0 AR
®9 THRMBSHEE

SRR SR X )
embedding 1) [ St 2 64
Seql.ength ¥ B 600
NumClasses S 2 31 11
NumFilters HBREERE 256
KernelSize BB R 5
VocabSize A 2 KN 5000
HiddenDim EELEM LT 128
DropoutKeepProb dropout 4 /8 L 5] 0.5
LearningRate H )R le-3
BatchSize BRI KD 64
NumEpochs Bk 20
PrintPerBatch B2 R — IR R 100
SavePerBatch £ /L#TE A tensorboard 10
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SR R PERE 1 . Seqlength 5 & Hi A ¥ 41 Tk, S g R R ASCHE ) TextCPR k7R
B[ E K B, NumClasses F F 5 X 42K 1T 55 By 2% B A3 AT 55 BB B . BV A AN R B A Jak 1
B, NumFilters JeE T 84 & PUZSRBUWAFIE  FREEE S (il CWE) 1, TextCPR J7 ¥ (14 B2 1
$it . KernelSize & A& B K/ L 520 Jm) 4 iK#] 0. 873, B MIZEF Fl-score #4811 0. 8,

TE B4 $2 9 Bl . VocabSize YeE 1 8 1C K B K/, SmartValidator i i {f FH AR 2 2 % 19 75 XX 43
BEAEFL AR A JZ B S 80 BE I 5 e AR 1) 52 R AR B HEAT S B SR 0 1T %) BB AT TE-IDF
FIPERE . HiddenDim $E T 42 3% £2 2 1 248 J0 4K T3 AR 9 g SCAS G 5 R B A AR IE TR 7 . v
. LR R A AR Y A K IA g J1 . DropoutKeepProb 1 5 bR 2 g i 1 5 AR A 2 2] T U SCAR 1 SRS
P #E M 2 i 7 b A A Bl 28 J0 Bl Ok B O HE 32, FRAE H ) 20 1 B SCA Y 42 R i AF S i B
REAEVIN Sk B BL & 2280 o0 M & ST LB R LG T o T B X o3 AR B R AT AR A i 1 7 2 23 3 AR
LearningRate ¥ il 2% T #7 25 K, 52 i 450 70 )i S5 F AR BB . LA D B JRy PR o A5 e 2 B 1
& FIFSE P . BatchSize YeE T 8 I 2k B i A Y RE A TextCPR FiEML . MiA ST #& 1A Tex-
s 5, 5 e SR Y I Sk BE L N AE 7 FH R PR RE . tCPR J7 ik gr G5 8 1 4 Jm Fl Jay 350 19 B SCAS i L
NumEpochs #5158 B 25 (19 52 40, FH T 00 A AL TR A R {0 s B A R R Y 2R AR T
S, Wi OR A G BRIN [R] N 58 0 27 ST BUOUE AR AE L IR B B It LLRB S 58 43 1 UM SCAS 1Y Jy AR AIE . Tl LA SC
fEMEBE. PrintPerBatch & il Il 25 if 72 b & g £ /D X CNNVDTC 2650 LR 4B . v 7260015
ASHEIR (bateh) 4T Bl — R 2R A5 B - BT Wa 45 1 25 ik JA P i (] A I 2R L 1 BRI R R R B 70 ) M2 ) 4
B PR R 5 AT M BB . SavePerBatch 45 il 45 Il Jey PR W SUAR B

it P B 1S B AR TE 2] tensorboard 4 3, 5% 1 RQL YR 2. 52 Jr itk M b, A U4 Y

Y5 a2 2 0 22 305 R0 9 LAl FH % TextCPR 7735 £ CNNVD Hl CWE i fl A [7] #) %&
(4) LEEE RS HHr Ak b AR TR R Mk RE, RSB T
RQl LA SN I TR LMW AR  STRIDE g iy A gl 5l f2,

PE B A SC B TextCPR J5 ¥ 78 CNNVD FI RQ2 J5 ¥k & ¥ 40 AE 52w 4r Hr: i 1 50 ik

CWE Wi AE M BIESE 5 R I EH#HAT TR TextCPR J7ik o & 38 43 % 77 s 8 1R 1k B 19 52 i, A<

SC A EI R AR R 10 s, SCHE R A T TextCNN UM 43 2646 8 = A

MZE 10 7] LLF i, TextCPR 7 CNNVD i 4 A 77 1 TextCPR 77 5 Bl 1] TextCNN
£ EIAE E A ) 0.925, A [ Rk F 0.876, F1- B/ MR A 8% 25 53 L B0 4E 7= A X0 U D i 34
score 35 %] 0.893, 5 Ik F ¥ SmartValidator 4 St AR PEBE RO B2, PR o 6 b TextCNN
I, TextCPR J7 ARG BE L B [0 R Hl Fl-score |43 P RRERLE SVM 432807 A B 43 J5 AT 55 T B9 AL
S E T 0.112,0. 082 F1 0. 092, [AEf .76 CWE £ B2 5. 5 iE TextCNN gl i 43 S84 AL EE 43 % 05 i
W4 B A TPEM 5 AR 0 45 A8 T SmartValidator — BARPERERY M A5 2 1045 402 11 Fisk 12 iR,

R 10 TextCPR SEZKFEMX L KB ER

R CNNVD CWE
RS — . — ‘
Precision Recall F1-score Precision Recall F1-score
SmartValidator 0. 813 0.794 0. 801 0. 783 0.768 0.772
TextCPR 0.925 0. 876 0. 893 0.873 0. 849 0. 861
FR 11 TextCPR 7= £ 3 H1 N I AL &R 53 B9 L R % 12 TextCPR i TextCNN #4) B9 %
CNNVD CWE CVE CNNVD CWE CVE
Iy ik — Iy ik —
Precision Recall Fl-score  Accuracy  Accuracy Precision Recall Fl-score  Accuracy  Accuracy
TextCNN 0.51 0. 388 0.536 0. 487 0. 366 SVM 0.53 0. 442 0. 474 0.374 0. 297
TextCPR 0.925 0. 876 0. 893 0. 907 0. 826 TextCNN 0.933 0.751 0.813 0.922 0.873

211 B8 T A A TextCNN 43 28 455 # Fl B4 I Precision 24 0. 51, Recall & 0. 388,F1-
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Background

The STRIDE method has become the de facto main-
stream threat modeling technology in practice, which can be
used to identify security threats to systems in the early pha-
ses of software development. At present, the analysis of
STRIDE threats and the construction of the rules for threat i-
dentification largely rely on manual expertise, resulting in in-
complete rules for threat identification and data volume of
threat modeling as well as insufficient analysis accuracy and
efficiency. The problem studied in this paper belongs to the
construction of threat identification rules in the field of soft-
ware security threat modeling, which can be used to support
automatic threat identification based on STRIDE method.

At present, the international research on threat model-
ing mainly includes SLR, threat identification, detection and
analysis, threat modeling language, security testing based on
threat modeling, etc. In addition, some studies applied
threat modeling to CPS, ICS, IoT, cloud services, and 5G
mobile communication, mainly using the STRIDE method.
Until now there is no related work on the automatic con-
struction of threat identification rules in this frontier area.
Threat modeling is currently at a very low level of maturity,
both in terms of research, tool support, and in practice. Ac-
ademic efforts have not been put into practice, failing to meet
the practical requirements of the industry.

In this paper, we propose a threat identification rule
model based on the STRIDE method, providing comprehen-
sive rule base data. Then, we propose an automated ap-

proach for classifying STRIDE threats, and further propose
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an automated approach for constructing the rule base. In ad-
dition, we design an automatic update mechanism for the
rule base to ensure its effectiveness. The precision of the
proposed classification approachon the CNNVD dataset rea-
ches 92.5%, the recall at 87.6%, and the Fl-score at
89.3%. Compared with the baseline method, our classifica-
tion approach significantly improve precision, recall, and F1-
score by 11. 2%, 8.2%, and 9. 2% respectively. The accu-
racy of the automatically constructed rules reached 89.5%.
Compared with manual construction approach, our approach
improves the automation level and efficiency of rule construc-
tion. As the first automated approach for construction and
update of the rule base, our work is able to support automat-
ic threat identification based on the comprehensive rule base.

This paper was sponsored by the Natural Science Foun-
dation of Jiangsu Province (BK20241195) . the Key Research
and Development Program of Jiangsu Province (BE2021002-2),
the National China
(62202219, 62302210) » the CCF-Huawei Populus Euphrati-
ca Innovation Research Funding (CCF-HuaweiSE2021003),

Natural Science Foundation of

the Innovation Project of State Key Laboratory for Novel
Software Technology (Nanjing University) (ZZKT2025A12,
Z7ZKT2025B18, ZZKT2025B20, ZZKT2025B22), and the
Overseas Open Project (KFKT2025A17, KFKT2025A19,
KFKT2025A20, KFKT2024A02, KFKT2024A13, KFKT2024A14,
KFKT2023A09, KFKT2023A10). The project researches
security threat identification and test generation technology

based on STRIDE method. and improves the quality and
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speed of threat modeling through automatic identification of
security risks and test generation. In the early design phase of
software development, conducting security threat analysis
and further generating test cases can guide subsequent devel-
opment and testing. The security problem can be better em-
bedded insoftware security design and development, thereby
enhancing the security of the software. The research achieve-
ments of our research group in this field include the published
paper entitled “Threat model-based security test case genera-
tion framework and tool”.

The achievements of this paper is to solve the former

part of the whole subject. which is in the upstream phase of

the software development lifecycle. The upstream threat
modeling work, i. e., the analysis and identification of sys-
tem threats based on the threat identification rules construc-
ted in this paper, has a docking relationship with the down-
stream test generation work. The two interact to form a com-
plete whole, which plays an important role in software security
practice. The achievements of this paper, including the complete
rule model based on the STRIDE method, the approach of auto-
matic construction and update of the threat identification rule
model, and the STRIDE threat automatic classification ap-
proach, are the core of the automatic threat identification part,

which is used to support automatic threat identification.





