Ba2E BoH 128 H L 5 1 Vol. 42 No. 5
2019 4E 5 H CHINESE JOURNAL OF COMPUTERS May 2019

ETEXRBHREMNZEAR
XB —3:';: ﬁl)ﬁ) *ﬁ j})}(bﬁ) %% Hﬂ@ % %’(5) ‘]&ﬁ@l)

VTRMARER I SRR TN 510120)
D BRPGINE R E 2B PE% 710062)
D OREB S R LR EEE 2 E K EAERE et 100093)
DO R SE LR S TN 510006)
D (RO R A ReE SRR )TN 5101200

W E Rk A EEEY SRS S AL G S DUW A A M A 1AL SR, IR 55 4R B R (CSPY AN BB 58
YA TR b FE AR [R) SCHR B A 45 AR T v, CSP Bl ON 21 RIS 7« B s 4 L 2 A 55 1l BRUAT R 3 1 S 1A,
BEnRESIEE— S P AR B DGR A S A 2. e, P 7% B R N B % B = 2 8 R %
P HEAT I . AH SO 9 0 85 8 O848 75 9 2 10 L 2R O (. 1 22 SOk 25 307 S [R) 09 2 FH 3 55 v {98 S0 3 52 AR
FETRE. A T AR P R % SC I ) B, — R L FAEX AR B H M B S RSB X RGO R &
(Attribute based Encryption, ABE). ABE J& —A>Z T B8 F 5 20 19 % 49 )51 15 . ABE A 35 DL 9 R 2 AL, B35 41 O %
ABE(KP-ABE) #1 %5 305K % ABE(CP-ABE). 7 KP-ABE 1, % 30 5 J& P 48 & A8 ¢, T RS 5 5 7 [°) S W AH G I, %
55 SOA G I J M 4 A T R N TZE R B P i 1 (0] SR W, 25 SO AT LK . 7 CP-ABE W, %5 3C 5 17 ] 3 g AH G
1G5 7 %5 1 5 — 2 M AR 56 H2E 5 R P4 5 09 I8 M R ATl R A A B SC R B U TR) SRR L ST AR 2.
A LUAE A ABE @80 3L 22 25 p (15 8 1A A O R RA B T 22 i 4n . #E CP-ABE B3R5 b, F P (i 48 2 1 1
[¥) % W5 00 %5 SC 1 -4 % S0 A% B 5 WA AT 1 Ta) 5 s rp 46 o Ja MR 9 P R LR 285 1% % SC. B AR ABE ZE R 2 0 A
PR AR R ORI B A A AR E M TR IR 0. A SO T S BIE A XRS5 EX R T 8
5 I A o T B P DT RN N2 Z A0 B0 PR e R 2N . i A S ABE JCE R sk B AR R R PR
TEME Y 5 AN . — B & T IR 19 11 25 (Process Based Encryption, PBE) i3 % 4 2% i 5 9 4& 1. PBE 8 43 5L
2%, R 25 4] 3R W& ) PBE (Key-Policy PBE. KP-PBE) 1 % 3C % W% (1) PBE ( Ciphertext Policy PBE, CP-PBE). — #f
CP-PBEJ; 4 $& . 4 CP-PBE w1, il %% 35 ] LU & 76 0 %% 3 2 B 48 78 B2 0505 19 177 T8 55 W55 >R 40K 35 1l 48 52 25 SC Y
W . A5 R A 0 TR AL T 2 S P R AR Y DT TR SR B B 0 % 3 AT KR W ST L. CP-PBE 7E = 20 i
R R Oy LA DR A AR AR AR T e o R DU M R S R R M A 2 L T R (LSS T B #y g T CP-PBE 7 &.
E LT CP-PBE By 3E 1tk 22 B AL, {1 40 IX S s 42 fit T CP-PBE #4442 PE3IE 1. CP-PBE By 4 42 Bl 19 29 1) i £k
P Diffie-Hellman #8450 # R 1% I (¢-BDHE). 43 i} T CP-PBE #l—fif CP-ABE B3R 4 #r.

R VLRI SR R PR 0 A s D I A5
HEESES TP309 DOI & 10.11897/SP.]J.1016. 2019. 01063

Research of Ciphertext Policy Process-Based Encryption

DENG Yu-Qiao”'? YANG Bo”'? TANG Chun-Ming” SONG Ge” WEN Ya-Min"
D (School of Statistics and Mathematics . Guangdong University of Finance and Economics, Guangzhou 510120)
2 (School of Computer Science, Shaanxi Normal University . Xi’an 710062)
3 (State Key Laboratory of Information Security, Institute of Information Engineering , Chinese Academy of Sciences, Beijing 100093)
Y (School o f Mathematics and Computer Science , Guangzhou University , Guangzhou 510006)
» (College of Mathematics and Informatics, South China Agricultural University, Guangzhou 510120)

W H A :2017-08-31 5 7E 4R IR H 2 2018-07-11. A PRS2 [ 5 Ju-& =7 T S 3L Rk 58 & J& MR350 H (2017 YFB0802000) | [E 58 A #&
B4 (61772147,61300204) JEUH 8 A SCAHERHIFZE T H (15YJCZHO029) ) N T ¥ 4k 2Rk 2% & B« | = 1.7 H R i 8 (2016 GZYB25,
2017GZQNO5) \J7 &4 H SRR 5 4 1 K LRI S8 35 & W H (2015A030308016) )7 444 [ SR BF 3 545 (2015A030313630) . R A HE
JT AR 58 EE R0 H (2014KZDXMO44) J™ 7R 44 35 30 i £ 157 A B 22 1% 030 H (2015 KCXTDO14) | [E 52 %5 15 & ' 4t 4 (MMJJ20170117) |
JTM T CE R U LB R T ORI H (1201610005) | 117 5 B 42 4 25 A 45 BB AR B 8 11 50 92 30 % P OB 45 (AGK2015007) )7 ZR 44 B
BRI H (2016 A020210103, 2017A020208054) W Bly. IB=F 55, P+, {0 4% , FEUF RGN % 2% . 21157, E-mail: gdufedyq@ fox-
mail. com. # HGEGIES W+ 88, FEMR TGN G L L EMEN% BEER, W4, 882, FE0 RS8N %%, =5,
ROB L VRN, T OO BRI I e R T B, EE M R SO S



1064 it = . 2 i 2019 4

Abstract  In recent era, users often share information with others through the cloud server, in
order to save the local storages. Nevertheless, the cloud sever provider (CSP) cannot be absolutely
trusted. Actually, in many models presented by different works, CSP is defined as a semi-honest
party: it is curious and will perform the procedure honestly, but it may leak some user’s private
information for its own profit. So, it is necessary for users to encrypt their private contents
before upload them to the cloud. However, the encrypted form of file makes content sharing
inconvenient. Lots of attempts try to make ciphertext sharing feasible in different applications.
To address the aforementioned ciphertext sharing problem, an asymmetric key cryptographic
system, i. e. , attribute based encryption (ABE) is proposed. ABE is a versatile and efficient
cryptographic primitive, ABE includes the following two types, namely, key-policy ABE (KP-
ABE) and ciphertext-policy ABE (CP-ABE). The ciphertext is encrypted with a set of attribute,
and the secret key is associated with the access policies in the KP-ABE. The ciphertext can be
recovered, as long as the attribute set associated with the ciphertext satisfies the access polices
embedded in the secret key. The ciphertext is encrypted with the access policies, and the secret
key is associated with a set of attribute in the CP-ABE. The ciphertext can be recovered, as long
as the attribute set associated with the secret key satisfies the access polices embedded in the
ciphertext. Users can use ABE to efficiently share information in the cloud without worrying
about the leakage of their privacy. For example, in the CP-ABE setting, user encrypts the file
with designed access policies and uploads the ciphertext to the cloud; then, the other user can
decrypt this ciphertext, if it holds the required attribute set. Although ABE is strong and
efficient in many applications, it does not suited for some special scenarios. A new application
scenario related to process authentication is studied in this paper. In this scenario, the data owner
needs to ensure whether a user satisfies several processes, before the user accesses the encrypted
contents. The classical ABE cannot be used because they cannot describe processes efficiently. A
new cryptography primitive called Process-Based Encryption (PBE) is presented to address the
aforementioned problem. PBE is classified into two types, i.e. ,» Key-Policy PBE (KP-PBE) and
Ciphertext Policy PBE. A CP-PBE is presented. The encryptor can specify the recipient of the
ciphertext by encrypting message along with the access policies in the CP-PBE. The decryptor can
recover the message if it holds the secret key associated with the desired process set. The CP-PBE
has advantage in efficiently and effectively describing all kinds of processes. A CP-PBE scheme is
constructed in the standard model, using the tools of bilinear maps and Linear Secret Sharing
Scheme (1.SSS). The selective security model of CP-PBE is defined. The security proof is provided
using the partitioning strategy. The security of the CP-PBE is reduced to the g-Bilinear Diffie-
Hellman Exponent Assumption (¢-BDHE). The efficiency analysis of CP-PBE and general CP-
ABE is presented.
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55 WL TR G B 5 - Prib —b]— .

E X 3(CP-PBE ik Fm B & 2 tkE ). %
XAE R PPT BT, 45 X T LA B B i3 e AT
Z s . W CP-PBE 7 % H.A 15 X % 4P (semantic
security).

3.3 HiEMIE

Setup(1", B, ) : Setup & ¥ Wi A N 24 58
n s A TR AR A 50 B DA M S PR TR ) O RAER.
FLHEPLE B R p>2" I p D HEG
Gr.%e:GXG—>Gr A% 2.3 77 T iR i UL P it
B I RREG L — N ERIT R g BILERE B AT
GEMITE I €GGE(L,2,, B, HHXELITR
ERE MR R S X TFRRESRPEREM X
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RO~k €ERBEEMWIERGCENITER r. €G

ERHA ISR S5 BEEN LS «. b€ Z,,

HH e(g. 08"

EHR A R Y] MSK = (o b) I AT H A

%

e(g )y g’vgsh; : G{1,2,-,B})yrip:
G-k & R).

Encrypt(PP,A,m): Encrypt 2285 A A

LBH PP i 4540 ARNE B m. 15 (0] 45 1 A0 45

— A CAT n BT ) HE M 2 IR I R S B,

LD, R RERU S — A WS R B o FE

RS o R MR R — AT W B AR A A — D

HONR E.

RN s€ Z, IR B LR I 35 3
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C, =g

PR MR y= (5o p2 0003, s HH1 (e s
) <Z T RN TR s B AN EIT

¢ = (A1 +A2+°"3A,) = My

B RS A, (i=1.2, )

Ai =M s +M .y, + - +M,y,.

SR A U ) 45 ) o ) g — A1 R CRL G Rk I
TR A0 AR A5 4 5D B BRRR M 3 $E — S OT
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Xf T LML W B — R A e B, BE N Ay
BC 2 SCAn R B v, € 2,00
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XFRE >k € REFE o€ Z, IFBIEL
THEIC:

Coo = (CopisCiin) = ((D'Drst s gor).

BEXNTRAEEAE TN NLN jED, T
b kg 53 TE % R 1 17 TR] AL BR

Cea; = 8 "D,y 1) € D.

W

N
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IR L'
CT - ((Mvp)9(jmv(jov
C:(V; €D,

Coo: (VG —>k) € R,
Couay : (Vj € D).
KeyGen(MSK ,8.R) : KeyGen & 75 B4 AN £
A MSK iz F P AL 85 1) 48 M O A 1 i 4R B I
KFRER

AL € Z, 9315
K = g°g",

K, = g'.

Bl 5 X T 2 Pk O R RS AR BLA O R AR,
A
K, =hn.¥; €8,
Kiy=7r,:V—>Fk) € R
SRV B M L R B
SK = (K.,K,),
K;,:\Vj e®.
K. 1:(YV(—>Fk) €R.
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SK [ A.
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SER LR I B B O HE— 20 1 I A2 U ) 4
o 1) R R P R R A, DA 2 0 T ] 2L N 3
frws . L A dG A g B Lo—>L,—L,f1 L, —~
L. 78 KeyGen i AR RS 1.3 1@ X 3
R RS Lo Ly R Ly—>Ly L~
Ly Ly—L %8 M AL Encrypt [, % &4
WS Lo, L, MR Lo—>L,.L,—>L,,L,—~L, [{§ 5
SCL Rl R 2 R Ly o Ly (RS0 0 X KeyGen
M Encrypt 5 ik iy R 6t — A 0] #5 KeyGen 8%
FE AR G b AR B % A 2= W19 P O R (A
SE AR Lo—>L,—~L, fl L;—L, ;4 Encrypt 5k
FEARSTEn B i i % 30, W2 B 7 02 5 58 A A
RS H R AR W L ETC K R, 4 KeyGen
I Encrypt 51 ¥ 0 F 3k fiean & % 415 % 3¢, Hoan
Bl 3 7R s 2888 Ly Ly AL 55 1Y B 55 A8 i 1 3
W A EL WFRES L A HH SK il i Ui
5] 25 F ) S PR T RR I B

B3 RV S5 R dRRAEA L

AW Lo iy U AR 0 S 4 R R A B,
SUEE G D, DR I I T 18] A B 4 AT A B
KRN IC{L, 0y I H I={i:p(i) €D}, £ 54
SK Ay & BRI R B0 48 & 2 %S0 CT vt i
18 75 0] 45 4 AP S5 DU B30 0 1 B A %% . DA il ik
fife 2% 1o .

HRAE LSSS RYPERT 36 2. 3 99) . 5 (A ) & X
BB s (05 WA 3 R BN B {wi )i R (D
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AT FEif, 52 My CP-ABE A % K4 5 : CP-ABE f£
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el
AW L PEER) — DN =g, >
pyy > SR IT MR AT AR R AT
ST LR TS HE R AR R S R 0 1Y
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MG VL BT AT e, BB 56 05 0T s kA7 8
R ERBE R E R R Bo=e(g.D, ) (RE {0,
el 1)) BORR S UL TR M HE S By B9 1A -
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1 P~
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&
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:e(g,D/,k ) e

: ' -1
E(g(/‘k Rl e V#k i )

—e(g.D,, ).

AR 358 UH B T SR RETE A BRI [R] A X
AR 2 s HOIZZ 0 5 UG RE M i) —47
FAXTRL. B o) =pe, - AL
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B BN b A T U R A g, TR R Y

B o S AE
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b BT T B A
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M A GG e DX Bb o s 1950 5 5 [, AR 4 X
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I 2 A A DR X () TR B
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Wit. LA F X CP-PBE Jy £ 1Y — Sk ik 47
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(2

CP-PBE 7£ Setup Bir Be {5 o i 2 19 8 a5 L B it 72
WA R R A A S SR TR AR E B 1L, K
KRBT ALSEHEE.

2) KeyGen S35 7E M0 K P 1Y) %% 91 BF (52 bR |
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Background

Privacy preserving theories and technologies in cloud
environment attract great interests in recent era. The
requirements for secure storing, accessing and deleting data
in cloud server become natural and necessary. Classical
cryptographic theory becomes inadequacy in some sense. For
example, classical public key encryption (PKE) is not
applicable for cloud sharing, because every public key/secret
key pair is issued by the certificate authority (CA); the key
management becomes difficult and inefficient.

Identity-based encryption (IBE) is proposed to convenient
the key management process. The public key is described by
the identity of the user in IBE, and thus this novel scheme
sharply decreases the complexity of the key generation. As a
variant of IBE, attribute-based encryption (ABE) is proposed
to obtain fine-grained access control. The identity of decryptor
is described as a set of attributes or some access policies.
ABE makes the identity authentication much scalable than
IBE.

A new application scenario related to process authentication
is studied in this paper. In this scenario, the data owner
needs to ensure whether a user satisfies several processes,
before the user accesses the encrypted contents. The classical
ABE cannot be used because they cannot describe processes
efficiently. A new cryptography primitive called Process-
Based Encryption (PBE) is presented to address the aforemen-
tioned problem. PBE is classified into two types, i.e. , Key-
Policy PBE (KP-PBE) and Ciphertext Policy PBE. A CP-
PBE is presented. The encryptor can specify the recipient of
the ciphertext by encrypting message along with the access
policies in the CP-PBE. The decryptor can recover the

message if it holds the secret key associated with the desired

process set. The CP-PBE has advantage in efficiently and
A CP-PBE

scheme is constructed in the standard model, using the tools

effectively describing all kinds of processes.

of bilinear maps and Linear Secret Sharing Scheme (LSSS).
The selective security model of CP-PBE is defined. The security
proof is provided using the partitioning strategy. The security
of the CP-PBE is reduced to the q-Bilinear Diffie-Hellman
Exponent Assumption (¢-BDHE). The efficiency analysis of
CP-PBE and general CP-ABE is presented.
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